DEPARTMENT OF DEFENSE

1. CLEARANCE AND SAFEGUARDING

a, FACILITY CLEARANCE REQUIRED

CONTRACT SECURITY CLASSIFICATION SPECIFICATION Secret
(The requirements of the DoD Industrial Security Manual apply
to ail security aspects of this effort.) b. LEVEL OF SAFEGUARDING REQUIRED
None
2. THIS SPECIFICATION IS FOR: (X and complele as appiicable) 3. THIS SPECIFICATION IS: X and complets as applicable)
a. PRIME CONTRACT NUMBER DATE (YYYYMMDD)
>< a. ORIGINAL (Complele date in all cases) 20160621
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE (YYYYMMOD)
(Supersedes all
previous specs)
¢. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) DATE (YYYYMMDD)
M67004-16-R-0029 c. FINAL (Complete llem 5 in all cases)

4, 1S THIS A FOLLOW-ON CONTRACT?

Classified material recaived or generated under

YES

| 3 | NO. IFYes, complets the following:

(Preceding Ceniract Number) is transferred to this follow-on contract.

5. IS THIS A FINAL DD FORM 2547 i [ ves

In response to the contractor's request dated

| % JNO. if Yes, complete the following:

, retention of the classified material is authorized for the period of

6. CONTRACTOR (inciude Commercial and Government Entity (CAGE) Cods)

a. NAME, ADDRESS, AND ZIP CODE b. GAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE {Name, Address, and Zip Cods}
NA NA

8. ACTUAL PERFORMANCE

a, LOCATION b. CAGE COCE | ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
Marine Corps Logistics Command Marine Corps Logistics Command

Logistics Capabilities Center 814 Radford Blvd

814 Radford Blvd. Bldg 3700, 1st Floor

Albany, Ga. 31704 Albany GA 31704-3019

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

A support person shakl be required to possess the capability of obtaining and maintaining at least a Secret Security Clearance Level to be granted
access to IT-level 11 sensitive information Per DOD 5200.2R and SECNAV 5510.30. If unable to obtain the required DOD investigation o access
the IT-level 11 sensitive information the position shail be vacated and another person shall be made available with the required security clearance
investigation requirements. All work for this effort will be performed on-site MARCORLOGCOM, Albany, GA and approved off-site contractor
facilities. The contractor shall be responsible for safeguarding all government property provided for the contract,

10. CONTRACTOR WILL REQUIRE AGCESS TO: YES| NO | 14. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| NO
a. COMMUNICATIONS SECURITY (COMSEG) INFGRMATION K| AR RS Lo D I i e Ay O THER X
b. RESTRICTED DATA » | b. RECEIVE CLASSIFIED DOCUMENTS ONLY ¥
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION W | © RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA 3 | d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
a. INTELLIGENCE INFORMATION 73| e. PERFORM SERVICES ONLY X

{11 Sensitive Compartmented Information (SC) X | - R Da o et aloNs o TeUST TERMTORIES = " X

@rtonsC X | A e Lo T S5UKs QL hA N SRy oo X
1. SPECIAL ACCESS INFORMATION X | h REQUIRE A COMSEC ACCOUNT e
9. NATO INFORMATION M | 1 HAVE TEMPEST REGUIREMENTS X
h. FOREIGN GCVERNMENT INFORMATION 3 | . HAVE GPERATIONS SECURITY (OPSEC) REQUIREMENTS %
. LIMITEG DISSEMINATION INFORMATION - X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
) X

FOR OFFICIAL USE CNLY INFORMATION

X
X

OTHER (Specify)

a

OTHER (Specify)

DD FORM 254, DEC 1998

PREVIOUS EDITION 1S OBSOLETE.
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| not be released for public dissemination excapt as provided

12, PUBLIC RELEASE. Any intormation (sfassified or uriclassified) pertaining to this eantract shal
.5, Goverament autherity, Proposed public releases shail

-ty the Industrial Security Manual or unless it has been approved for public release by appropriata

be submitied for approval prior to release [;__! Direct Through {Specifv}

No security information will be released for public dissemination without the review and approval of LOGCOM Security Manager.

to the Dlreclorate for Fraedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affalrs)* for reviaw,
*In the case of nen-DoD User Agencies, requests for disclosure shall be submitted 1o that agency.

F13 SECURITY GUIDANGE. The security classification guidance needed for this classified SHor 1o 1dantfied below. If any dificulty s encountared in applying this

guldance or i any othar contributing facter indicates a nead for changes in this guldance, the conbaglor |s authorized and encouraged fo provide recommendexl
changes; to challenge the guldance or the classification assigned to any Information or material furnished or generated under this contract; and io submit any
below. Pending final decision, the information involvad shall be handted and pretected at the

questions for Interpretation of this guidance to the official ldenlified
highest leve! of classification assigned or recommended. (Fillin as appropiiale for the classified effort. Attach, or forward under seperate correspendence, any
documents/muldes/exiracts referenced herein. Add sdditional pages as nesdad fo provide complete guldancs.) .

10j, The contractor shali comply with the requirements of the SECNAV M-5510-36 and DoD 5200-R. Appendix C, on the
marking, storing, transmitting, releasing and destruction of "For Official Use Only" (FOUQ) information.

procedures for handling,

10k. The work defined within the PWS will requive all Contractor personnel o be exposed to sensitive information and data and
shall require all contractors to possess and maintain a SECRET security clearance. The Contractor shall be responsible for

safegnarding all government property provided for contractor use. At the end of each work period, all government facilities,
d. A support person shall be required fo possess the capability of obtaining and maintaiving

at least a Secret Security Clearance Level to be granted access to I'T-level Il sensitive information Per DOD 5200.2R and SECNAV
5510.30, If unable to obtain the required DOD investigation to access the IT-level Il sensitive information THE POSITION SHALL
BE VACATED AND ANOTHER PERSON SHALL BE MADE AVAILABLE WITH THE REQUIRED SECURITY
CLEARANCE investigation requirements. The coniractor shall be responsibte for safeguarding all government property provided

equipment, and materials shall be secure

for the contract,

Ref: PR Builder Document M98403-17-SU-00041
.

H

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements: in addition ta 1SM requirements, ars established for this contract. l Yas | X |No
{If Yes, ldentify the perfinent contraciual clauses in the contract document liself, or provide an approprate stafement which identies the addibona

raquirements. Provide a capy of the raquiremients fo the cognizant secirify offica. Use ltem 13 if additienal space is needed’)

45. INSPEGTIONS, Elements of this contract are oulside the inspaction responsibity of the cognizant securlty office. Yes I X l Ho
{if Yes, explain and Identfy specific areas or sfoments carved out and the activity responsible for inspections. Use llem 13 if avditional space is needed.)

stated herein are complete and adequate for safeguarding the classified

14, GERTIFICATION AND SIGNATURE. Securily requirements
rt. All quostions shall be referred to the officlal named below.

information to be relfeased or generated under this classified effo
a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE {include Area Code}
Kim Beck-Gay Contracting Officer’s Representative (229) 639-9877

17. REQUIRED DISTRIBUTION

d. ADDRESS (Include Zip Codg)
¥ | a comRACTOR

Marine Corps Logistics Comnmand

814 Radford Divd, STE 20220 b. SUBCONTRACTOR
Albany GA 317(4-0220 | ¢ COGMIZANT SECURITY OFFICE FOR PRIME AND SLBCONTRACTOR
d U5 ACTIVITY RESPONSIBLE FOR DVERSEAS SECURITY ADMINISTRATION

5. SIGNATURE :
/Cm/‘}/) @%fe - /OW\ ¢, ADMINISTRATIVE COTRACTING OFFICER
% | ¢ otHErs as wecessary_ Kim Beck-Gay, Lawreace Floyd
DD FORM 254 (BACK), DEC 1909




