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PERSONNEL REQUIREMENTS

1.1 This section defines the technical/educational qualifications and security clearance requirements of the contractor personnel that are required to perform the technical support tasks at FCC/C10F sites.  

1.2 Key Personnel and Clearances.   In accordance with this Attachment, Table 1, personnel employed on the SHORE EQUIPMENT INSTALLATION and MAINTENANCE MANAGEMENT PROGRAM (SEIMMP) contract shall be considered to have critical skills.  Additionally, all labor categories require TS/SCI-CI POLY clearances.  As such, the contractor shall have individuals who meet all of the qualifications of these critical skills, to include those outlined in the below Labor Categories, and shall have these individuals available for work at the time of contract award.   

2.0 Personnel Qualifications.  The following is the description of the personnel position and minimum qualifications for the program.

2.1 Managers

2.1.1 Program Manager (PM)

a. The PM shall have a Baccalaureate Degree in Electrical Engineering, Information Technology, Computer Sciences, or Business Administration, and a minimum of ten (10) years’ experience in Consolidated Cryptologic Program (CCP), Defense Cryptologic Program (DCP), and Tactical Cryptologic Program (TCP) (CCP/DCP/TCP) field or similar IC/DoD experience.  Additionally, the PM shall have at least five (5) years’ experience managing personnel with the skills specified in this PWS. 
b. Alternative Qualification: If the candidate for PM does not have one of the above cited degrees, the PM shall have at least fifteen (15) years’ experience as a manager in the electronics engineering field and a minimum of ten (10) years’ experience in FCC/C10F CCP/DCP/TCP field or similar IC / DoD experience; at least five (5) years’ experience managing personnel with the skills specified in the PWS; and at least fifteen (15) years’ experience interfacing with U.S. Government contracting personnel.  

c. The PM shall act as the manager, administrator, and technical point of contact for and COR.  The PM shall coordinate the contractor's support services program with the COR and shall be responsible for: (1) installation schedules and manning; and (2) the accuracy and completeness of installations and (3) the performance of the contractors assigned. 

2.2 Engineering Technicians

2.2.1   Engineering Technician, Level VI (ET-6)

a. The candidate shall have ten (10) years of experience in the maintenance and support of complex electronic communications equipment at DoD activities, as outlined below. 
b. Candidates shall have five (5) years of experience in the development of Installation Design Plans (IDP’s) and Base Electronics Systems Engineering Plans (BESEPS) in addition to five (5) years’ experience in site survey participation, managing systems installations and maintenance of field support for information technology, AIS and system related equipment.  
c. The individual shall have a thorough understanding of Information Technology (IT) equipment/systems including all peripherals for voice, video, data, computer and network devices; EACS/ESS related equipment including CCTV cameras, servers, routers, firewalls, NVR/DVR, keypads, PIR, BMS, MAGLOCK, DETEX and associated peripherals;  RF equipment/systems including antennas, preamplifiers, cables, receivers, demodulators, converters, digital components, interfaces, routers, printers, recorders, computers, analog and digital displays, fiber optics and I/O devices such as printers, recorders and test equipment.  The ET-6 shall be capable of fault isolation, repair and testing of complex level problems and shall be knowledgeable of AC/DC power, grounding and equipment heating/cooling requirements. 
d. The ET-6 shall have at least three (5) years’ experience managing subordinate technical personnel. 

2.2.1.1   Engineering Technician, Level VI (ET-6) / LENEL Certified    
              Professional (LCP)
a. In addition to the above qualifications in para 2.2.1, the contractor shall have a minimum of one technician technically certified at LCP level to program and troubleshoot LENEL manufactured security system and access control system equipment and software.


2.2.1.2  Engineering Technician, Level VI (ET-6) / Global Signal Analysis  
             Lab (GSAL)
a. In addition to the above qualifications in para 2.2.1, the contractor shall have a minimum of one technician technically Red Hat certified as a system administrator level for the Red Hat Linux operating system.  Must be technically proficient at installing, configuring, and maintaining UNIX/Linux (both in a physical and virtual environment).  Must be able to perform network, system and web application vulnerability scanning with industry standard vulnerability scanning appliances in compliance with NSA policy. Also necessary to have Web and Portal experience utilizing ASP, HTML, XML, JAVASCRIPT, Visual Basis, Java and AJAX.

2.2.2   Engineering Technician, Level V (ET-5)

a. The candidate will have seven (7) years of experience in the maintenance and support of complex electronic communications equipment at FCC/C10F activities or similar DoD sites, as outlined below. 
b. Candidates shall have five (5) years of experience in the development of Installation Design Plans (IDP’s) and Base Electronics Systems Engineering Plans (BESEPS) in addition to three (3) years’ experience in site survey participation, managing systems installations, and maintenance of field support for information technology, AIS and system related equipment.  
c. The individual shall have a thorough understanding of Information Technology (IT) equipment/systems including all peripherals for voice, video, data, computer and network devices; EACS/ESS related equipment including CCTV cameras, servers, routers, firewalls, NVR/DVR, keypads, PIR, BMS, MAGLOCK, DETEX and associated peripherals;  RF equipment/systems including antennas, preamplifiers, cables, receivers, demodulators, converters, digital components, interfaces, routers, printers, recorders, computers, analog and digital displays, fiber optics and I/O devices such as printers, recorders and test equipment.  The ET-5 shall be capable of fault isolation, repair and testing of complex level problems and shall be knowledgeable of AC/DC power, grounding and equipment heating/cooling requirements. 
d. The ET-5 shall also have at least two (2) years’ experience managing subordinate technical personnel.

2.2.2.1   Engineering Technician, Level V (ET-5) / LENEL Certified 
              Associate (LCA)
a. In addition to the above qualifications in para 2.2.2, the contractor shall have a minimum of one technician technically certified at LCA level to program and troubleshoot LENEL manufactured security system and access control system equipment and software.


2.2.3    Engineering Technician, Level IV (ET-4)

a. The ET-4 shall have a High School Diploma or equivalent and five (5) years’ experience related to the installation, design, repair, troubleshooting, fabrication, assembly, production, integration and test of electronic equipment.
b. In addition, the ET-4 shall also have three (3) years’ experience in the installation and maintenance of range of telecommunication or AIS hardware, including, but not limited to, racking/stacking and interfacing of equipment such as receivers, converters, recorders, modems, routers, and computer-based systems.  
c. The individual shall be capable of working independently on assigned tasks.

2.2.3.1   Engineering Technician, Level IV (ET-4) / LENEL Certified 
              Associate (LCA)
a. In addition to the above qualifications in para 2.2.3, the contractor shall have a minimum of one technician technically certified at LCA level to program and troubleshoot LENEL manufactured security system and access control system equipment and software.


2.2.4    Engineering Technician, Level III (ET-3)

a. The ET-3 shall have a High School Diploma or equivalent and three (3) years’ experience related to the installation, design, repair, troubleshooting, fabrication, assembly, production, integration and test of electronic equipment. 
b. In addition, the ET-3 shall also have three (3) years’ experience in the installation and maintenance of range of telecommunication or AIS hardware, including, but not limited to, racking/stacking and interfacing of equipment such as receivers, converters, recorders, modems, routers, and computer-based systems. 


2.3 	Technical Writing/Drafting

2.3.1 Drafter/CAD Operator, Drafter IV

a. The DRAFTER IV shall have a High School Diploma or equivalent and six (6) years’ experience in the drafting of engineering documentation in accordance with DoD Standards, as well as current working knowledge of applicable military & industry standards, tolerances, and standard drawing practices.  The DRAFTER IV shall have at least five (5) years’ experience AutoCAD experience and currently using AUTOCAD 2004 (or later version).  
b. The DRAFTER IV shall be capable of performing design studies where the design objectives are defined by a detail physical specification; developing and accumulating raw data measurements from physical inspections of electronic equipment and facilities and transforming the data into design layouts; producing detailed electrical, electronic schematics utilizing operation of a Computer Aided Design and Drafting (CADD) system to include I/O devices. 
c. The individual shall produce mechanical drawings from layouts in accordance with ANSI/ASME Y14.100 and produce working drawings and schematics of parts and assemblies from sketches, layouts and design plans.

2.3.2 Drafter/CAD Operator, Drafter III

a. The DRAFTER III shall have a High School Diploma or equivalent and three (3) years’ experience in the drafting of engineering documentation with the ANSI/ASME Y14.100M standard, as well as current working knowledge of applicable military & industry standards, tolerances, and standard drawing practices.  The DRAFTER III shall have two years’ experience with the AUTOCAD 2008 or greater (engineering drawing software tool).
b. The individual shall produce mechanical drawings from layouts in accordance with ANSI/ASME Y14.100M and produce working drawings and schematics of parts and assemblies from sketches, layouts and design plans.  
c. The DRAFTER III shall be capable of working independently on assigned tasks.

2.4 Warehouse

2.4.1	Warehouse Specialist (WS)

a.	The WS shall have a High School Diploma or equivalent. The WS 	shall have at least two ( 2 ) years' experience in maintaining and 	modifying spreadsheets and data bases utilizing, but not limited to, 	Microsoft Access, Excel and Word software.  The individual shall 	provide logistics support in compliance, Government, contractor, 	customer, and industry standards and procedures to include:

· Verification of material requirements
· Processing material purchase requests
· Process receipts and complete verification against requisition, shipping notices and invoice documents.
· Maintain a certification to operate a forklift of 6000LB capacity or greater
· Stage material in designated project locations
· Process material for storage, disposal and shipment to project sites
· Process equipment and tools for shipment to project sites and coordinate return shipment to the warehouse
· Maintain and inventory of Government Furnished Property (GFP) in a contractor maintained inventory system
· Conduct quarterly 10% spot checks of GFP and provide quarterly reports 
· Conduct annual 100% inventory in DPAS of GFP and provide annual report


2.5 System Engineers

2.5.1 Network Engineer, (NE)   
a. The Network Engineer shall have a Baccalaureate Degree in Computer Science, Information Systems or Electronic Engineering and a minimum seven (7) years’ experience in the design, installation, testing and support of DoD networks, including experience in communications software, hardware and networks. 
b. Alternative Qualification : If the candidate for NE does not have one of the above cited degrees, the NE shall have a minimum of ten (10) years’ experience in the design, installation, testing and support of  FCC/C10F or DoD networks, including experience in communications software, hardware and networks. 
c. The NE shall have three (3) years’ experience as an Information System Security Manager (ISSM). As ISSM, conduct risk and vulnerability assessments on planned and installed Information Systems (IS) to identify potential system vulnerabilities and assist command with deploying risk mitigation strategies.  ISSM verifies information system security features, auditing, virus detection and disaster recovery on classified systems.  Ensures information systems (IS) are installed, operated, maintained and disposed of in accordance with security policy and procedures.  Develop and maintain IS System Security Plans (SSP).
d. Individual will coordinate activities with personnel at other DoD entities to ensure updates to websites integral to security and operations of network equipment supporting classified system and equipment. 


2.5.2 System Engineer, Information Technology (SEIT)     
a. The SEIT shall have a Baccalaureate Degree in Information Technology and minimum of seven (7) years’ experience in system design, and integration/testing DOD systems.
b. Alternate Qualification: If the candidate for SEIT does not have the above cited degree, the candidate for SEIT shall have a minimum of ten (10) years’ experience in system design, electronic engineering, and integration/testing of  DOD systems. 
c. The SEIT shall have five (5) years of designing and managing the delivery of systems integration solutions.  The SEIT shall provide technical design, programming, testing and implementation support for operating, communications and hardware systems integration.  
d. The SEIT shall have a minimum of three (3) years of experience relating directly to DoD sites communication requirements, policies and procedures.
e. The SEIT shall also have at least three (3) years’ experience in working with and validating engineering drawings IAW DoD engineering drawings practices and three (3) years’ experience in the management of engineering personnel.

2.5.2.1    System Engineer, Information Technology (SEIT) / Global Signal 	Analysis   Lab (GSAL)
a. In addition to the above qualifications in para 2.5.2, the contractor shall have a minimum of one SEIT must be able to perform network, system and web application vulnerability scanning with industry standard vulnerability scanning appliances in compliance with NSA policy. Also necessary to have Web and Portal experience utilizing ASP, HTML, XML, JAVASCRIPT, Visual Basis, Java and AJAX.

  
2.5.3 System Engineer,  Physical Security (SEPS)   
b. The SEPS shall have a Baccalaureate Degree in Electrical or Mechanical Engineering and a minimum seven (7) years’ experience in the design, installation, testing and support of DoD physical security systems including, but not limited to, access control, closed-circuit television and intrusion detection.
c. Alternative Qualification: If the candidate for SEPS does not have one of the above cited degrees, the SEPS shall have a minimum of ten (10) years’ experience in the design, installation, testing and support of FCC/C10F or DoD physical security systems including, but not limited to, access control, closed-circuit television and intrusion detection systems. 
d. The SEPS shall have three (3) years’ experience in working with and validating engineering drawings IAW FCC/C10F or DoD engineering drawings practices. 

2.5.3.1 System Engineer,  Physical Security (SEPS)/ LENEL Certified    
     Expert (LCE)
a. In addition to the above qualifications in para 2.5.2 the contractor shall have a minimum of one SEPS technically certified at LCE level to program and troubleshoot LENEL manufactured security system and access control system equipment and software.

3.0 Security Clearances. The contractor shall fully comply with the requirements of the DD Form 254, Contract 	Security Classification Specification.  All contractor personnel requiring access to classified information systems or material shall possess a current Top Secret with Secret Compartmentalized Information (SCI) eligibility and be capable of passing a Counterintelligence  Polygraph(CI).

4.0 KEY Personnel.  The KEY personnel are identified below.  Those identified as KEY shall be available for assigned location as noted with applicable clearances.

	Labor Category
	WD Equivalent
	Man-Hours

	# of FTEs and Location(s)
Government Facilities 80% - Contractor Facilities 20%
	Clearance Level
	KEY

	Program Manager
	N/A
	960
	1 – Fort Meade
	TS/SCI-CI POLY
	KEY

	ET - 6
	Engineering Technician VI
	1920

	2 - Chesapeake, VA 
	TS/SCI-CI POLY 
	

	(ET-6)/ LENEL Certified Professional (LCP)

	Engineering Technician, Level VI
	1920
	2 - Chesapeake, VA
	TS/SCI-CI POLY
	

	(ET-6) / Global Signal Analysis Lab (GSAL)
	Engineering Technician Level VI
	1920
	2 - GSAL Chesapeake, VA
	TS/SCI-CI POLY
	KEY

	ET - 5
	Engineering Technician V
	1920
	3 -Chesapeake, VA
	TS/SCI-CI POLY
	

	(ET-5) / LENEL Certified  Associate (LCA)
	Engineering Technician, Level V
	1920
	2-Chesapeake, VA
	TS/SCI-CI POLY
	

	ET - 4
	Engineering Technician IV
	1920

	2-Chesapeake, VA
1-Chesapeake, VA

	TS/SCI-CI POLY
	

	(ET-4) / LENEL Certified Associate (LCA)
	Engineering Technician IV
Engineering Technician, Level IV
	1920

	1-Chesapeake, VA

	TS/SCI-CI POLY

	

	ET-3
	Engineering Technician III
	1920
	1- Chesapeake, VA
	TS/SCI-CI POLY

	

	SE Physical Security SEPS LENEL Certified Expert (LCE)

	(not applicable)

	1920

	1-Ft Meade, MD

	TS/SCI-CI POLY
TS/SCI-CI POLY
	

	NE Network Engineer
	(not applicable)
	1920
	1-Ft Meade, MD
	TS/SCI-CI POLY
	KEY

	System Engineer, Information Technology (SEIT) / Global Signal Analysis   Lab (GSAL)

	SEIT /GSAL
	1920
	1-Chesapeake, VA
	TS/SCI POLY
	KEY



	DCO - 2
	Drafting Specialist IV
	1920
1920

	1-Chesapeake, VA
1-Fort Meade, MD

	TS/SCI-CI POLY

	DCO - 1
	Drafting Specialist III
	1920
1920

	1-Chesapeake, VA
1-Fort Meade, MD

	TS/SCI-CI POLY

	SE /
Physical Security
	(not applicable)
	1920

	1-Chesapeake, VA

	TS/SCI-CI POLY

	Warehouse Specialist (WS)
	Warehouse Specialist
	1920

	1-Chesapeake, VA
	TS/SCI-CI POLY

	System Engineer, Information Technology (SEIT)

	SEIT
	1920
	1-Fort Meade, MD
	TS/SCI CI-POLY
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