1. CLEARANCE AND SAFEGUARDING

DEPARTMENT OF DEFENSE a. FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET
(The requirements of the DoD Industrial Security Manual apply
to all securty aspects of this effort.) b. LEVELOF SAFEGUARD!N!];;;;OUIRED
2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and compiete as applicable)
a. PRIME CONTRACT NUMBER % ] DATE (YYYYMMDD}
a. ORIGINAL (Complete dale in alf cases) 20150713
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE (YYYYMMDD)
(Supersedes all
previous specs}
c. SOLICITATION OR OTHER NUMBER | .DUE DATE (YYYYMMOD) : DATE (YYYYMMDD)
c. FINAL (Complete ftem 5 in afl cases)

4. IS THIS A FOLLOW-CN CONTRACT?
Classified material received or generated under

X_|YES

I | NO. If Yes, complete the following:

(Preceding Contract Numberj is transferred to this follow-on contract.

5. IS THIS A FINAL DD FORM 2547
In response to the contractor's request dated

T

1 X I NO. if Yes, complete the foliowing:
, retention of the ciassified material is autharized for the period of

6. CONTRACTOR (inciude Commertial and Govemment Entity (CAGE) Code}

a. NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE

c. COGNIZANT SECURITY OFFICE (Mams, Address, and Zip Code)
Defense Security Service

277 Bendix Road, Suite 200

Virginia Beach, VA 23452

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE

c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION

US FLEET FORCES COMMAND
1562 MITSCHER AVE. SUITE 250
NORFOLK, VA 23551-2487

b. CAGE CODE
NO0060

c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
US FLEET FORCES COMMAND

1562 MITSCHER AVE. SUITE 250

NORFOLK, VA 23551-2487

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

This proposed effort will support the USFF Fleet Antiterrorism Directorate’s (N042) organization. This effort will provide operational sustainment
support for USFF N042 and cover a broad range of requirements to meet the unique needs within the antiterrorism Missions, Functions, and Tasks

outlined in OPNAVINST 5540.77 series.

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES| NO |11.IN FERFORMING THIS GDNTRACT THE CONTRACTOR WiILL: YES| NO
2. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X | & B4 7 , X
b. RESTRICTED DATA Y | ©. RECENE CLASSIFIED DOCUMENTS ONLY b4
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION | . RECENE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA 3 | ¢ FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE %
o. INTELLIGENCE INFORMATION I - FcRFORM SERVICES ONLY X
(1) Sensitive Compartmented Information (SCI) X X
{2) Non-SC1 % = AUT i X
f. SPECIAL ACCESS INFORMATION | h REQUIRE ACOMSEC ACCOUNT ¥
g NATO INFORMATION ¥ | I HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION | i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS 4
i LIMITED DISSEMINATION INFORMATION | x BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE b4
j. FOR OFFICIAL USE ONLY INFORMATION X L. OTHER (Specify) X
Kk OTHER fSpecify) X
DD FORM 254, DEC 199% PREVIOUS EDITION IS OBSOLETE. Adite Professicrsl 7.0




12. PUBLIC RELEASE. Any information (classified or unclassified) periaining to this contract shall not be released for public dissemination excepl as provided
by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall

be submitted for approval prior fo release | I Direct | X ] Through (Specify)
US FLEET FORCES COMMAND

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this
guidance ar if any other contributing factor indicates a need for changes in this guidance, the contracter is authorized and sncouraged to provide recommended
changes; to challenge the guidance or the classification assigned to any information or material fumished or generated under this contract and to submit any
questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at tha
highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under Separate correspondence, any
documents/guidesiextracts referenced herein. Add additional pages as needed to provide complete guidance. )

Item 8 - Place of Performance. Contract performance is restricted to:
US FLEET FORCES COMMAND

1562 Mitscher Ave. Suite 250

Norfolk, VA 23551-2487

CAGE N000s0

Item 11 - Security Requirements. Performance under this contract shall require access to information up to the "SECRET" security
classification level. Any classified information generated in the performance of this contract shall be classified according to the
markings shown on the source material,

All key technical personnel performing these tasks must be cleared up to this level. Requests for visit authorizations for personnel
shall be submitted in accordance with Department of Defense Industrial Security Program Operating Manual (DOD 5220.22M) for
the duration of the contract. Generation and storage of classified material will only be at the government facility.

- Performance of Work concerning Controlled Unclassified Information (CUT). CUI must be controlled properly. Contractors will
ensure CUT is only distributed through government channels. Documents that may include CUI must be approved by US
government personnel. Policy and regulations of CUI must be strictly adhered to. Protection of CUI must be kept under lock and
key at all times when not in use and after duty hours. No person may have access to CUI unless they have a valid need to know.

See attached sheet for additional information on Item 13. P
{
WALTER L. KING, COMMAND SECURITY MANAGER (757-836-3581) \....'-_—d_'
14. ADDITIONAL SECURITY REQUIREMENTS. Reguirements, in addition to ISM requirements, are established for this contract. Yes | X ' No

(if Yes, identify the pertinent contractual clauses In the contract document itself, or provide an appropriate statement which identifies the additfan
requirements. Provide a copy of the requirements to the cognizant Securify office. Use ltem 13 if additionsl space is needed.)

15. INSPECTIONS. Elements of this contract are outside the inspection respansibility of the cognizant security office. ! | Yes I X I No
(I Yes, explain and identify specific arees or efements carved out and the activily responsible for inspections. Use [tem 13 if additional space is needed,)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Include Aree Code)
ELIZABETH DEVAULT CONTRACTING OFFICER REP. (757) 836-3591

d. ADDRESS (include Zip Code) 17. REQUIRED DISTRIBUTION

1562 MITSCHER AVE. STE 250 (BLDG NH-38) > | a CONTRACTOR

NORFOLK, VA 23551-2487 b. SUBCONTRACTOR

c COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
8. ADMINISTRATIVE CONTRACTING OFFICER

1. OTHERS AS NECESSARY




