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1.  BACKGROUND:  U.S. Fleet Forces Command (USFF), as the Chief of Naval Operation’s Executive Agent for the Navy’s Antiterrorism (AT) Program, retains responsibility for ensuring that adequate and deliberate planning actions aimed at protecting mission critical assets and operational capabilities is a common component of all naval activities. Critical to this effort is the development of standardized tactics, techniques, and procedures, which supplement standardized “concept of response and recovery actions.” 
2. PURPOSE: The purpose of this contract is to identify the requirements for the Operational Sustainment Support for the U.S. Fleet Forces Command Fleet Antiterrorism Directorate (USFF N042).

3.  SCOPE:  This effort is to provide operational sustainment support for USFF N042. It covers a broad range of requirements to meet the unique needs within the antiterrorism Missions, Functions, and Tasks outlined in OPNAVINST 5540.77 series. The effort establishes the performance requirements of support of Anti-Terrorism Force Protection (ATFP) providing subject matter experts (SME), technicians, analysists, and operators to USFF worldwide.

3.1. Period of Performance: 1 base year and 4 option years.

4. REQUIREMENTS: The contractor shall provide performance-based non-personal services, facilities, equipment, and other resources necessary to accomplish operational and program support efforts assigned under this statement of work. Operational support is that which is required to allow the organization to accomplish its mission(s) on a day to day basis, program analysis, or evaluation of operational capability. Program support is that which is associated with both standing and ad hoc programs (also projects) which allows for successful and timely completion of the program or project. These tasks support the Fleet Antiterrorism Directorate’s primary Missions, Functions, and Tasks. Details of specific tasks shall be established through the Task Order process. In order to properly manage the entire scope of each task order, the use of a recognized and accepted strategic planning strategy or process is expected.  The contractor shall draft a Plan of Action and Milestones (POA&M) to be due within 30 days after task order start date. POA&M shall be approved by USFF N042 and include key milestones, meetings, conferences and task order identified deliverables. The Contractor shall provide support to USFF N042 in the development of in-progress review briefs for task order projects and updates as required. (CDRL A001, A002)

4.1 Tasks

4.1.1. Hostile Intent Determination Support: The requirements of this effort are to provide support to COMMANDER, U.S. FLEET FORCES in the coordination of Training and Certification Process on Tactics and Procedures for Hostile Intent Determination for the Antiterrorism Watch Standers. The contractor shall work in collaboration with the Fleet Antiterrorism Policy Branch Head, U.S. Fleet Forces, Fleet Antiterrorism Division (N042), and other subject matter experts, as required, to facilitate the implementation of solutions and/or approved recommendations from the 2012/2013 Hostile Intent Determination (HID) Study and 2014/2015 Limited Objective Experiment (LOE) regarding HID training processes, certification procedures, policy, TTP and proficiency standards.

4.1.1.1. Develop POA&M and Conduct Initial Concept Brief. The POA&M shall include all the major steps in the development process and timelines for all deliverables. 

4.1.1.2 Provide In-Progress Review (IPR) briefs to USFF N042, detailing progress of implementation of HID training curriculum, implementation of changes to HID TTP and HID proficiency standards for FP watch standers. (A006)

4.1.1.3 Develop a fully vetted plan to implement updated HID training curriculum and changes to HID TTP and proficiency standards.  

4.1.1.4 Review and assess the current training curriculum provided to Antiterrorism Watch Standers via formal schoolhouse, computer-based, or "Train-the-Trainer" modes, comparing them for consistency and alignment to current Tactics, Techniques, and Procedures (TTP). Contractor shall detail the hostility criteria provided to AT Watches and the objective factors which assist in determining whether an individual’s conduct constitutes a hostile act or a demonstration of hostile intent, and any accompanying certification criteria. (A003)

4.1.1.5 Conduct gap analysis and identify variances between “Current Hostile Intent Determination Training” with the “Antiterrorism TTP”. The contractor shall, based upon the data collection effort, identify current gaps and seams in the training curriculum, delivery method, TTP, and demonstrated knowledge levels of AT Watch Standers. (A003)

4.1.1.6 Identify Processes/Courses of Actions to mitigate variances. The contractor shall identify and outline processes and courses of action to be undertaken to mitigate the identified capability gap. (A003)

4.1.1.7 Develop Hostile Intent Determination Training Curriculum. The contractor shall determine if development of new, or modification to current hostile intent determination training is required. If required, the Contractor shall develop a curriculum that outlines the type of training required for delivery (Instructor requirements), course materials, equipment, certification processes, and field test assessment checklist. (A005)

4.1.1.8 Coordinate the implementation of HID training curriculum with appropriate Navy Commands.  The Contractor shall coordinate changes to curriculum that address the type of training required, course materials, equipment, certification processes, field test assessment checklist and solutions/approved recommendations from the 2012/2013 HID study and 2014/2015 LOE.

4.1.1.9 Coordinate the implementation of changes to HID TTP with appropriate Navy Commands.  The Contractor shall coordinate with appropriate Navy commands to implement all changes to HID TTP developed during the 2012/2013 HID study and 2014/2015 LOE. 

4.1.2 Antiterrorism Exercise Support: The requirements of this effort are to provide support to COMMANDER US FLEET FORCES in the development, planning, briefing, execution, management, and evaluation of Solid Curtain Anti-Terrorism Command Post Exercise (CPX); to include incorporating lessons learned from previous iterations of SOLID CURTAIN-CITADEL SHIELD exercises into the conceptual design framework for SOLID CURAIN. (A003, A004)

4.1.2.1 Support the Officer Conducting the Exercise (OCE) in development of Master Scenario Events Lists (MSELs) for US NORTHERN COMMAND, COMMANDER   		    US FLEET FORCES, COMMANDER NAVAL REGION MID-ATLANTIC, NAVAL 	    DISTRICT WASHINGTON, COMMANDER NAVAL REGION SOUTH EAST COMMANDER NAVAL REGION SOUTH WEST, COMMANDER NAVAL 	  	    REGION MID-WEST, COMMANDER NAVAL REGION NORTH WEST, the 	  	    CONUS Numbered Fleet, NAVAL CRIMINAL INVESTIGATIVE SERVICE MTAC and NAVY NETWORK WARFARE COMMAND

4.1.2.2 Support development of COMMANDER US FLEET FORCES Navy SOLID 
	 CURTAIN Anti-Terrorism Exercise and coordinate with COMMANDER NAVAL 
	 INSTALLATIONS COMMAND on incorporating CITADEL SHIELD Anti-Terrorism 
	 Exercise.
4.1.2.3 Facilitate/Participate in planning working groups, monthly In-Progress Reviews, and provide required support to the Officer Conducting the Exercise (OCE).
4.1.2.4 Facilitate Concept Development Conference (CDC). Assist in the development of the over-arching exercise scenario and associated exercise objectives that will facilitate presumptive action sets across all tiers of authority. This will include an exercise design of sufficient criticality and containing detailed threat indications and warnings which will prompt Threat Working Group (TWG), Antiterrorism Working Group (ATWG) engagement, and Maritime Operations Center (MOC) conditional changes. This working group shall be conducted in the Hampton Roads area of Virginia, and shall be facilitated at the UNCLASSIFIED level. It will not exceed two days.

4.1.2.5 Facilitate Initial Planning Conference (IPC). This working group shall be
            conducted in the Hampton Roads area of Virginia, and shall be facilitated at the     
            UNCLASSIFIED level. It will not exceed two days.
4.1.2.6 Facilitate the Main Planning Conference (MPC). This working group shall be conducted in the Hampton Roads area of Virginia, and shall be facilitated at the UNCLASSIFIED level. It will not exceed four days.
4.1.2.7 Facilitate Master Scenario Event List sync working group prior to Final Planning Conference (FPC). This working group shall be conducted via Defense Connect Online and accomplished at the UNCLASSIFIED level.
4.1.2.8 Facilitate Final Planning Conference (FPC). This working group shall be conducted in the Hampton Roads area of Virginia, and shall be facilitated at the UNCLASSIFIED level. It will not exceed four days. 
4.1.2.9 Facilitate Table Top Exercise (TTX). The contractor shall develop all concepts, presentations, and facilitation processes for this component of the exercise structure. The TTX shall be conducted in one of the Region Operational Centers, and shall be facilitated at the SECRET level. It will not exceed two days. 
4.1.2.10 Coordinate with the Multiple Threat Alert Center (MTAC) with the development of intelligence support products. 
4.1.2.11 Develop all concepts, presentations, and facilitation processes for this component of the exercise structure. The TTX shall be conducted in San Diego, CA, and shall be facilitated at the SECRET level. It will not exceed two days.
4.1.2.12 Plan, coordinate, set-up, and administer a robust exercise management team for COMMANDER US FLEET FORCES Anti-Terrorism White Cell with oversight from the N3/N2 directorate. This exercise management team shall provide 24-hour exercise control within the USFF MOC and shall attend all Threat Working Group decision sessions associated with the exercise. The exercise shall not exceed five calendar days. White Cell shall be structured in a manner that provides for monitoring of the C4I Suite, Joint Master Scenario Event List (JMESL), and Intelligence Cell/Coordination. White Cell is tasked with monitoring Blue Player actions, evaluation of responses, and ability to control execution of the scenario play. 
4.1.2.13 Develop, coordinate, and administer a process to ensure clear filtering and control of exercise events at the Regional level. Process will ensure absolute control of reporting events not intended as a component of the COMMAND POST EXERCISE remain within the Regional (local) exercise control limits and that only exercise events requiring/prompting COMMAND POST actions will be permitted. 
4.1.2.14 Develop qualitative and quantitative assessment criteria that evaluates the capabilities and risks associated with management of a terrorist-related event. Assessment criteria shall be based on applicable Navy Mission Essential Tasks (NMETs) and Critical Tasks for the Navy Antiterrorism Mission Area.  Incorporate  metrics based on current policy for SC evaluation checklists and assessment guidance to capture Command and Control reporting integration between USNORTHCOM and COMMANDER US FLEET FORCES Maritime Operations Center, CONUS Numbered Fleet Maritime Operations Center, and Regional Operations Centers based upon COMMANDER US FLEET FORCES Commander’s Critical Information Requirements (CCIR) and Priority Intelligence Requirements (PIR), Joint Mission Essential Task List (JMETL)/Regions Navy Mission Essential Tasks. 
4.1.2.15  Develop metrics based on current policy for exercise evaluation checklists and assessment guidance to capture Command and Control reporting capability between USNORTHCOM and COMMANDER US FLEET FORCES Operations Centers, CONUS Numbered Fleet Maritime Operations Centers, and Regional Operations Centers (A003)
4.1.3 Waterfront Security for Navy Nuclear Weapons Support: The requirements of this     effort are to provide support to COMMANDER US FLEET FORCES in enhancing readiness to Navy Nuclear Weapons Security Programs, SSBN Transit Protection System, High Value Unit escort issues, security requirements and analysis of the threat situation during Navy Nuclear warships Refueling and Defueling, including the employment of the Marine security detachment, submarine canal transit issues and overall understanding of FP issues unique to submarines.
4.1.3.1 Review, assess, and analyze current in-port and near port operations for Strategic Weapons Security and determine if any capability gaps exist; Identify updated processes and/or Courses of Action to mitigate gaps that were identified; outline processes and courses of action to be undertaken to mitigate the identified capability gaps; Develop updated criteria, policy and procedures for Strategic Weapons Security by integrating any previous lessons learned not currently incorporated, and the updated processes and Courses of Action identified to mitigate capability gaps.

4.1.3.2 Review, assess, and analyze current operations of Transit Protection Systems and determine if any capability gaps exist; Identify updated processes and/or Courses of Action to mitigate gaps that were identified; Outline processes and courses of action to be undertaken to mitigate the identified capability gaps and Develop updated criteria, policy and procedures for operations of Transit Protection Systems by integrating any previous lessons learned not currently incorporated, and the updated processes and Courses of Action identified to mitigate capability gaps.
4.1.3.3 Review, assess, and analyze current protection of High Value Units in-port and during transit operations; Identify updated processes and/or Courses of Action to mitigate gaps that were identified; Outline processes and courses of action to be undertaken to mitigate the identified capability gaps and Develop updated criteria, policy and procedures for protection of High Value Units in-port and during transit operations by integrating any previous lessons learned not currently incorporated, and the updated processes and Courses of Action identified to mitigate capability gaps.

4.1.3.4 Review, assess, and analyze current mobilization of security forces as the Regional 
Security Force; Identify updated processes and/or Courses of Action to mitigate gaps that were identified; Outline processes and courses of action to be undertaken to mitigate the identified capability gaps; Develop updated criteria, policy and procedures for mobilization of security forces as the Regional Security Force by integrating any previous lessons learned not currently incorporated, and the updated processes and Courses of Action identified to mitigate capability gaps.

4.1.3.5 Track, coordinate, and monitor the use of specialized USMC security forces during 
refueling and de-fueling of nuclear-powered vessels; Review, assess, and analyze      current use of specialized USMC security forces during refueling and de-fueling of nuclear-powered vessels; Identify updated processes and/or Courses of Action to mitigate gaps that were identified; Outline processes and courses of action to be undertaken to mitigate the identified capability gaps; Develop updated criteria, policy and procedures for specialized USMC security forces during refueling and de-fueling of nuclear-powered vessels by integrating any previous lessons learned not currently incorporated, and the updated  processes and Courses of Action identified to mitigate capability gaps.

4.1.3.6 Review, assess, and analyze current Submarine Canal security during Panama and 
Suez Canals transits; Identify updated processes and/or Courses of Action to mitigate gaps that were identified; Outline processes and courses of action to be undertaken to mitigate the identified capability gaps; Develop updated criteria, policy and procedures for Submarine Canal security during Panama and Suez Canals transits by integrating any previous lessons learned not currently incorporated, and the updated processes and Courses of Action identified to mitigate capability gaps.

4.1.3.7 Principle Fleet Forces point of contact for all AT/FP matters involving United States
            Northern Command (COMUSNORTHCOM), monitor, analyze and produce recommendations on impact of all Navy AT/FP policy and procedures from DoD, Joint Staffs and Geographic Combatant Commanders; Liaison visits to Joint Staffs and Geographic Combatant Commander staffs to provide Navy Component representation and influence; Prepare papers and presentations in support of recommended changes to DoD and Navywide AT/FP Strategy, Policy and Programs.

4.1.3.8 As the Antiterrorism Directorate Staff Specialist to USFF as Executive Agent for 
operational AT/FP matters for all Navy Forces CONUS, monitor, analyze and produce recommendations on impact of all Navy AT/FP policy and procedures from DoD, Joint Staffs and Geographic Combatant Commanders; Liaison visits to Joint Staffs and Geographic Combatant Commander staffs to provide Navy Component representation and influence; Prepare papers and presentations in support of recommended changes to DoD and Navywide AT/FP Strategy, Policy and Programs.

4.1.4 Non-Lethal Weapons Support: The requirements of this effort are to provide support to COMMANDER US FLEET FORCES by collaborating with the Fleet Antiterrorism Policy Branch Head, U.S. Fleet Forces Command (N042), and other subject matter experts and stakeholders as required to draft and field a Navy wide OPTASK NLW.

4.1.4.1 Draft and field a Navy wide OPTASK NLW that will include revisions to already
established NLW policy, requirements, NTTP, TTP, curriculum, and training.  The
Navy wide OPTASK NLW will be drafted as an annex to the currently available
Navy wide OPTASK AT and will include an addendum to the Arming matrix and 
recommendations for PPRs for NLW use from waterfront fighting positions (WFFP),
Harbor Security Boats (HSB), and High Value Unit (HVU) Escort platforms.  The 
Navy wide OPTASK NLW will cover the full DOTMLPF spectrum and be aligned
with other task order efforts (i.e. Hostile Intent Determination, C2E, etc.).

4.1.4.2 Coordinate the implementation of NLW training and curriculum and TTP with 
	appropriate Navy commands.  The contractor shall coordinate changes to curriculum
that address the type of training required, course materials, equipment, certification
	processes, field test assessment checklist and solutions/approved recommendations.

4.1.4.3 Coordinate with identified stakeholders to develop expanded training curriculum in
the employment of counter personnel (CP) NLW in the AT TRASUP course to
include Acoustic Hailing Devices and Ocular Disruptors.

4.1.4.4 Coordinate with identified stakeholders to establish training center/detachments for 
	NLW training to include:  Development of an instruction or training manual for NLW
	use; PQS development for new technologies pertaining to NLW; Courses of
instruction; Tactics, Techniques, and Procedures and maintenance; ROE/RUF/EOF;
Hostile Intent Determination (HID); C2; Train the Trainer instruction; and Laser
Safety course of instruction.

4.1.4.5 Provide recommendations for future NLW requirements, policy, experimentation,
	training, and material development.

4.1.4.6 Develop POA&M and Conduct Initial Concept Brief. The POA&M shall include all 
major steps in the development process and timelines for all deliverables.

4.1.4.7 Provide In-Progress Review (IPR) briefs to USFF N042, detailing progress.

4.1.5 EA for AT Conference Support:  The requirements of this effort are to provide support   
         to COMMANDER US FLEET FORCES in the coordination, site selection, compilation     of presentation material and support before and during the Antiterrorism EA for AT Conference.

4.1.5.1 Facilitate/Participate in planning working groups, and the development and analysis of 
working group objectives that will be addressed during the Antiterrorism Flag Officer Summit. (A003)

4.1.5.2 Support execution of the Antiterrorism Flag Officer Summit with briefing documents,
material production, AT Summit facilitation, and administrative support.
4.1.5.3 Completion of Flag AT Summit After-Action Report Action Items and Summary.

4.1.6 Small Arms Study Support:  The requirements of this effort are to provide support 	         to COMMANDER, US FLEET FORCES in researching and identifying the  
qualification, sustainment and proficiency requirements that support baseline weapons proficiency as well as weapons range and simulator usage and efficiency.

4.1.6.1 Assist with Planner Level Review staffing process and incorporate Fleet/stakeholder 
inputs into Change/Revision of OPNAVINST 3591.1. 

4.1.6.2 Provide courses of action/recommendations on how to develop a new model to 		     incorporate small arms into the Navy’s readiness culture and assist in implementation.  

4.1.6.3 Utilizing data from the range study completed in previous years, assist in design and 
 implementation of any chosen Courses of Action (COAs) to maximize efficient use of 
 ranges and simulators.

4.1.6.4 Research and/or recommend a tracking system capable of fleet wide intercommunication            and assist in implementation of selected system that will enable: qualifications, sustainment and proficiency training to be documented so individuals and units can more efficiently/effectively manage current qualifications, sustainment and proficiency.  

4.1.6.5 Utilizing previous simulator study, conduct Business Case Analysis (BCA) for 
simulator(s) chosen as most beneficial for basic and sustainment qualifications and   proficiency training.  Assist in staffing and providing BCA and any supporting requirements to OPNAV. 

4.1.6.6 Recommend the scope and framework of a future Limited Objective Experiment
            (LOE) designed to provide evidence of the viability or inability of using existing
            Commercial-Off-the-Shelf (COTS) simulator technology that can augment, in
            conjunction with 3591.1 (series) draft revision, basic qualifications, sustainment and   
            proficiency training.

4.1.6.7 Provide staffing support and follow on requirements to previously defined O-6/GS-15 
 level staffed definition of what proficiency means for US Navy AT/FP watchstanders.

4.1.6.8 Develop POA&M and Conduct Initial Concept Brief. The POA&M shall include all 
 the major steps in the development process and timelines for all deliverables.

4.1.6.9 Provide In-Progress Review (IPR) briefs to USFF N042, detailing progress. 

4.1.6.10 Provide support for annual and semiannual weapons lesson plans for pistol, rifle, 
               shotgun, crew-served weapons and Line Coach as they proceed through the staffing and implementation process and coordinate with the appropriate stakeholders.

4.1.6.11 Utilizing data obtained from Small Arms Limited Objective Experiment (LOE), 
               provide COAs, BCAs and other documentation, briefs or recommendations for follow       
               on studies/LOEs based upon outcome of original LOE.  Use this data to assist in  
               coordinating and staffing recommendations with all stakeholders. 

4.1.7 Antiterrorism Warfare Improvement Program (ATWIP) Support. The requirements of this effort are to provide support to COMMANDER, US FLEET FORCES in planning, coordinating and executing the annual ATWIP Decision Meeting, the ESC and Working Group meetings, and providing support in the products and taskers stemming from these meetings. 

4.1.7.1 Facilitate/Participate in planning working groups, and the development and analysis of working group objectives that will be addressed during the ATWIP Decision Meeting. 

4.1.7.2 Support execution of the ATWIP Decision Meeting with planning, briefing 
documents, material production, working group facilitation, and administrative and 
            logistical support. Provide support to reviewing and updating the ATWIP charter on a    
biannual basis, at a minimum. 

4.1.7.3 Attend the ICRRB annual meeting as a USFF representative and Subject Matter 
Expert, assisting in the creation of any USFF briefings/presentations required for the 
meeting, take minutes, and provide support to follow on actions required after the 
meeting, to include the writing/staffing of the Integrated Prioritized Capabilities List 
            (IPCL). 

4.1.7.4 The contractor shall provide the ATWIP Executive Steering Committee (ESC) 
            meetings, currently held semi-annually but subject to higher frequency, with logistical, administrative, subject matter expertise and other support as needed.  

4.1.7.5 Provide support to individual ATWIP Working Group meetings to include 
            administrative support, subject matter expertise, and assisting the lead of the group with tasking as assigned by the ESC. 

4.1.8.   Defense Critical Infrastructure Program (DCIP) Support:  The requirements of this effort are to provide support to COMMANDER, US FLEET FORCES in planning, coordinating, and executing the CAIP, managing the DCIP, and keeping senior leaders apprised of the status of the DCIP. 

4.1.8.1 Facilitate Step 2 of the CAIP, coordinating with NORTHCOM and OPNAV for higherheadquarters guidance, and with various Echelon II and III commands to generate a list of Task Assets. 

4.1.8.2 Facilitate Step 3 of the CAIP, reviewing the list of Task Assets generated in Step 2 and recommend the nomination of Task Critical Assets for Flag-level review and submission to NORTHCOM and OPNAV. 

4.1.8.3 Assist in entering new Task Assets and Task Critical Assets and review and update existing assets in SMADS. 

4.1.8.4 Review and validate a list of Task Critical Assets for submission to NORTHCOM, NORAD, and OPNAV.  

4.1.8.5	Participate in VTCs and IPRs for the DCIP and CAIP as required. 

4.1.8.6	Prepare briefings on the status of the DCIP and CAIP.

4.1.8.7 Analyze the results of DCIP assessments and recommend program improvements and new assessment metrics. 

4.1.8.8 The contractor shall prepare and coordinate documentation for senior leaders for approval.
5. PERSONNEL
5.1 Contractor Program Manager. The contractor shall provide a program manager who shall be responsible for the overall management and performance of the work and shall act as the central point of contact for all matters relating to the execution and performance of the contract. The name of this person shall be designated in writing to the COR within ten days after contract award. The desired experience of the program manager should include documented experience managing complex antiterrorism requirements, policy, training, and exercise programs for Department of Defense, preferably, the Department of the Navy.
5.2 Substitution of Personnel.  Substitution of personnel shall occur only upon sudden illness, or death, or if the assigned individual’s employment is terminated voluntarily or otherwise.  The contractor shall promptly notify the COR and Technical Assistant, in writing, providing the reasons for the substitution, and proposing a suitable replacement with comparable qualifications, as evidenced by a complete resume and any additional information as may be dictated by the circumstances.  The Government shall notify the contractor within ten (10) days of receipt of the request for substitution if such substitution is acceptable.
6. DOCUMENTATION DELIVERABLES
6.1 Standards and Requirements.  All deliverables shall meet professional standards and meet the requirements set forth in contractual documentation.  The contractor shall be responsible for delivering all end items specified.
6.1.1 All products will be delivered to the Government locations specified in the applicable Task Orders and accompanying DD Form 1423-2. Delivered products shall be accepted by authorized Government personnel. Inspection and acceptance will be specifically identified in each Task Order.
7. TRAVEL
7.1 Contractor will be required to travel in support of this PWS.  Contractor will be authorized travel expenses and reimbursed on the basis of actual costs in accordance with the substantive provisions of the Joint Federal Travel Regulation (JFTR). All travel requests shall be submitted to the COR and all travel shall be approved in advance by the COR. When required, the contractor shall be expected to travel on short notice.  Advance booking/discount rates shall be utilized, whenever possible, if military/government travel is available it should be used.
7.2 Travel to the following regions and bases is anticipated but not limited to:

Two people/Five trips/Four days to Navy Region Mid-Atlantic (SUBBASE New London  One person/Four trips/Three days to NORTHCOM (Peterson, CO)
      Four people/Eleven trips/Two days to Naval District Washington
      Four people/Eight trips/Four days to Navy Region Southeast (NAVSTA Mayport, FL,     
      SUBBASE Kings Bay, GA)
      Two people/Four trips/Three days to Navy Region Midwest (NAVSTA Great Lakes, IL)
      Four people/Eight trips/Four days to Navy Region Northwest (NAVSTA Everett, WA,  
      NAVBASE Kitsap, WA)
      Four people/Eight trips/Four days to Navy Region Southwest (NAVBASE San Diego, CA,   
      NAVBASE Point Loma, CA)
8. ADP ENVIRONMENT
[bookmark: _Toc138062599]8.1 General.  All reports, technical documentation, developed training courses, training plans etc., shall comply with standard Navy Marine Corps Intranet (NMCI) desktop, portable Microsoft windows operating based systems, data and quality control standards unless otherwise specified.
8.2 Content Integrity.  The contractor shall ensure that all documentation is free of elements that might be detrimental to the secure operation of the resource operating system, including the following:
8.2.1 Malicious code.
8.2.2 Trojans, worms, logic bombs, and other computer viruses.
8.2.3 Backdoors.
8.2.4 Ad-ware, Spy-ware, or web bugs that have the ability to track user behavior.
8.2.5 Code that permits functions that are beyond the actual publicized intent of application capability.
8.2.6 Software that will not function properly with the operating system configured secure.
8.2.7 Code that permits functions that are beyond the actual publicized intent of application capability.
8.3 Information Technology System Access.  The Government shall furnish designated contractor personnel with appropriate access to the appropriate USN unclassified/classified systems, consistent with security clearances required.
9. ACCESS TO GOVERNMENT FACILITIES AND NETWORKS
9.1 Contractor personnel will require access to USFF N042, Naval Support Activity Hampton Roads, Bldg. NH-38, including general spaces during normal working hours (Mon-Fri 0800-1600) and possibly on weekends during periods of high productivity, always under Government oversight. Access is controlled by programmable proximity cards, which will be supplied by the government. The Contractor shall provide a list of employees who require access to these areas, including standard security clearance information for them, to the designated COR within 5 days of award. Contractor personnel may require access to classified and unclassified networks (including Non-classified Internet Protocol Router Network (NIPRNet) and Secret Internet Protocol Router Network (SIPRNet))  and unclassified Navy and Marine Corps Intranet (NMCI) networks. The Contractor shall provide a list of employees who require Controlled Access Cards (CAC) to access these networks, within 5 days after award of the task order. If performing tasks at a government facility, the Contractor shall be provided office space. The Contractor shall have access to a computer/printer, facsimile machine, copy machine and telephone on a temporary and not-to-interfere basis with existing services.
10. OTHER COSTS
10.1 Other Direct Costs (ODC).  The contractor may be required to obtain limited materials or incur limited expenses in performance under the contract.  ODCs shall be specific to this requirement and prior approval by the COR shall be required.  Any expenditure for ODCs without the approval of the COR shall not be reimbursed.
11. SECURITY REQUIREMENTS
11.1 Contractor(s) performing work under this contract must be a U.S. Citizen and be eligible for a SECRET security clearance at time of the proposal submission, and must maintain the level of security required for the life of the contract.

11.2 The Contractor and must abide by all applicable regulations, publications, manuals, and local policies and procedures contained in the following table:  

	CJCS Joint Publication 3-07 
	Antiterrorism

	CJCSINST 3121.01 (series)
	Standing Rules of Engagement

	DOD Directive 2000.12 (series)
	DOD Antiterrorism Program 

	DoDD  5210.56 01 Apr 11  
	Firearms and Deadly Force 

	NAVSEAINST 5511.32 (series)
	Safe Guarding of Naval Nuclear Propulsion Information

	NSPD-28
	United States Nuclear Weapons Command and Control, Safety and Security.

	NTTPS
	Applicable Naval Tactics, Techniques, and Procedures

	Nuclear Weapons Security Manual S-5210.41 (series)
	DoD Nuclear Weapons Security Program

	NWP 3-07-02
	Navy Doctrine for Antiterrorism and Force Protection

	OPNAV 5530.14 (series)
	Navy Physical Security and Law Enforcement

	OPNAVINST 3300.53 (series)
	Navy Antiterrorism Program

	SECNAVINST M-5510.30 (series)
	DON Personnel Security Program Instruction

	SECNAVINST S8126 (series)
	Naval Nuclear Weapons Security Policy

	USFF DEFENSIVE AT CONOPS
	 

	USFF OPORD 3300-13
	 

	 
	Navy Security Operations Exercise Program (NSOXP) Drill Packages

	 
	Vulnerability Assessments for SSBN near port operations.



11.3 Release of Information. All technical data provided to the contractor by the Government will be protected from public disclosure in accordance with the markings contained thereon.  All other information relating to the items to be delivered or services to be performed under this order may not be disclosed by any means without prior approval of the appropriate Naval Logistic Support Command Contracting authority.  Dissemination if public disclosures includes, but is not limited to: permitting access of such information by foreign national or by any other person entity, publication of technical or scientific papers, advertising, or any proposed public release.  The contractor shall provide adequate physical protection of such information so as to preclude access by any person or entity not authorized such access by the Government. 
12. WORKING ENVIRONMENT
12.1 While performing on government owned or managed sites and facilities, contractor employees shall maintain a high degree of professionalism, observing proper standards of conduct and demeanor.  Actions or statements, which could be construed as offensive due to sexual, racial, religious, or other content shall not be tolerated and may result in a request that the contractor permanently remove the employee from the site.  Likewise, any instance of harassment of a contractor employee by a government representative should be reported to the contracting officer or other appropriate government official so that immediate action may be taken. 
12.2 All contractors shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel and displaying distinguishing badges or other visible identification for meetings with Government personnel.  In addition, contractor personnel shall identify themselves as contractor employees in telephone conversations and in formal and informal written correspondence. 

ACRONYM LIST

	AT
	Antiterrorism

	ATFP
	Antiterrorism Force Protection

	ATWG
	Antiterrorism Working Group

	CAC
	Controlled Access Cards

	CAIP
	Critical Asset Identification Process

	CCIR
	Commander’s Critical Information Requirement

	CDC
	Concept Development Conference

	CDRL
	Contract Data Requirements List

	COA
	Course of Action

	CONOPS
	Concept of Operations

	CONUS
	Continental United States

	COOP
	Continuity of Operations

	COR
	Contracting Officer’s Representative

	CPX
	Command Post Exercise

	CTS
	Command Tasker System

	DCIP
	Defense Critical Infrastructure Program

	DOD
	Department of Defense

	DOTMLPF
	Doctrine, Organization, Training, Material, Leadership and Education, Personnel and Facilities

	FCA
	Fleet Concentration Area

	FP
	Force Protection

	FPC
	Final Planning Conference

	FPCON
	Force Protection Condition

	HID
	Hostile Intent Determination

	IPC 
	Initial Planning Conference

	IPR
	In-Process Review

	JMESL
	Joint Master Scenario Events List

	JMETL
	Joint Mission Essential Task List

	JTFR
	Joint Federal Travel Regulations

	LOE
	Limited Objective Experiment

	MOC
	Maritime Operations Center

	MPC
	Main Planning Conference

	MSEL
	Master Scenario Events List

	MTAC
	Multiple Threat Alert Center

	NAVNORTH
	Navy North

	NCEA
	Non-Combat Expenditure Allocation

	NIPRNet
	Non-classified Internet Protocol Router Network

	NMCI
	Navy Marine Corps Intranet

	NMET
	Navy Mission Essential Tasks

	NSF
	Naval Security Forces

	ODC
	Other Direct Costs

	PIR
	Priority Intelligence Requirements

	PQS
	Personnel Qualification System

	PRA
	Primary Review Authority

	SC
	Solid Curtain

	SIPRNet
	Secret Internet Protocol Router Network 

	SME
	Subject Matter Expert

	SOO
	Statement of Objective

	SSBN
	Strategic Submarine Ballistic Nuclear

	TA
	Technical Assistant

	TCA
	Task Critical Assets

	TTP 
	Tactics, Techniques and Procedures

	TTX
	Table Top Exercise

	TWG 
	Threat Working Group

	USFF
	United States Fleet Forces

	USN
	United States Navy

	USNORTHCOM
	United States Northern Command



image1.png




