


PERFORMANCE WORK STATEMENT FOR 
NAVSUP FLEET LOGISTICS CENTER NORFOLK
MATERIAL HANDLING EQUIPMENT (MHE) DIVISION
SHIPBOARD AND SHORE-BASED EQUIPMENT MAINTENANCE

1. SCOPE:

Naval Supply Systems Command (NAVSUP) Fleet Logistics Center – Norfolk (FLC-N) requires Logistics Support Services to perform maintenance and repair actions, on Shipboard and Shore-based Material Handling Equipment (MHE) and Shipboard Mobile Support Equipment (SMSE).  Units affected are identified via established Type Commander (TYCOM) 18-Month Heavy Maintenance Programs, Modified Service Life Extension Program (Mini-SLEP), on-hand contingency pool assets (Cyclic Maintenance), and those requiring on-site services at Commands throughout the Tidewater area. 

Maintenance services shall include, but are not limited to: 1- Cyclic Maintenance, 2- Preventative Maintenance (PM), 3- Unscheduled Maintenance (UM), and 4 - Overhauls.  All heavy maintenance work (18-month, Cyclic Maintenance, and SLEP Program) is required to be performed at FLC-N, MHE Division, Code-431, Building W-127, Naval Station Norfolk.  Scheduled Preventative Maintenance services and responses to trouble calls for area customers will be dispatched from the MHE Division office and conducted on-site at customer facilities.  The Contractor shall furnish all work, management, supervision, and labor necessary to ensure effective and efficient performance of all functions identified throughout this PWS that comprise this requirement. 

2. APPLICABLE REFERENCES:

a) NAVSUP PUB 538 (Current Revision) dtd 01 APR 2012 – Management of Material Handling Equipment (MHE) and Shipboard Mobile Support Equipment (SMSE)
b) NAVSEA SW023-AH-WHM-010 (Current Revision) dtd 01 JUL 2011
Handling Ammunition and Explosives with Industrial MHE
c) Technical Memorandum PHST-35-00-B dtd 15 JUL 2005- MHE SLEP
Processing Guide (Appendix E only)
d) NAVSUPINST 10490.33B dtd 21 MAR 1997 - Material Handling
Equipment; Administration and Control
e) [image: ]NAVICPINST 10490.4 dtd 17 MAR 1999 – Material Handling
Equipment; Administration and Control
f) NAVSUP PUB 717 dtd JAN 1988 – Navy War Reserve Materiel
Requirements
g) NAVSUPFLCNINST 10490.4A (06 Dec 2013) Administration, Control, and Operation of Materials Handling Equipment
h) OSHA Regulation 29 CFR 1910.178 - Powered Industrial Trucks
i) MHE Technical Manuals (Government and/or Commercial OEM)
j) Equipment Management and Control Systems (EMACS)
k) CNRMAINST 5530.14A dtd 31MAR2014 Installation Access Control




3. ACRONYMS AND ABBREVIATIONS:

	AOR			Area Of Responsibility
CNRMA		Commander Naval Region Mid-Atlantic
COR		Contracting Officer’s Representative
COTS		Commercial Off The Shelf
[image: ]DOD		Department of Defense
DON		Department of Navy
DGR		Designated Government Representative
ECC		Equipment Cost Code
EDP		Equipment Down For Parts
EMACS		Equipment Management And Control System
EOS		Equipment Out Of Service
FM		Factory Mutual 
FLC-N		Fleet Logistics Center – Norfolk
GFE		Government Furnished Equipment 
HAZMAT		Hazardous Material
IAW		In Accordance With
KO		Contracting Officer
LPG		Liquefied Petroleum Gas
MHE		Material Handling Equipment
MINI-SLEP		Modified Service Life Extension Program
NAVICP		Navy Inventory Control Point (OBE)
NAVOSH		Navy Occupational Safety and Health
NAVSEA		Naval Sea Systems Command
NAVSUP		Naval Supply Systems Command
NAVSTA		Naval Station
NMCI			Navy Marine Corps Initiative
NRFI			Not Ready For Issue
MSDS			Material Safety Data Sheet
NTE			Not To Exceed
OEM			Original Equipment Manufacturer
POP			Period Of Performance
PPE		Personal Protective Equipment
PM		Preventative Maintenance
PWS		Performance Work Statement
QA		Quality Assurance
RFI		Ready-For-Issue
SDS		Safety Data Sheet (Replaces MSDS in 2015)
SLEP			Service Life Extension Program
SMSE		Shipboard Mobile Support Equipment
TYCOM		Type Commander
UL		Underwriters Laboratories
UM		Unscheduled Maintenance
WAWF		Wide Area Work Flow
WRM			War Reserve Material 
WRT			With Respect/Regards To
  WSS-M		Weapons System Support – Mechanicsburg
4. MAINTENANCE AND PROGRAM SCOPE:

4.1 Cyclic Inspection, Test, and Maintenance:  The contractor is responsible to perform Cyclic Maintenance on all shipboard, shore base, and WRM pool assets located and stored at Building W-127 every 90 days as required by NAVSUP P-538. Units must be maintained in a ready-for-issue [RFI] status to ensure optimum readiness. Cyclic Maintenance requires that each piece of equipment is brought to full operating temperature (a minimum of 15 minutes) and that full-systems check for operational and safety items are performed. Once a cyclic check has been completed, the manila tag affixed to the unit should be updated as to status and date work performed along with the necessary information entered on the EMACS work order.  Level of inventory for all MHE pool assets are listed on the attached Pricing Spreadsheet (these totals may fluctuate).  Details of required cyclic maintenance tasks and actions can be located using references (f) and (i).
 
4.2 Preventative Maintenance (PM):  The contractor shall be required to perform Preventative Maintenance (PM) by the Mobile Service Mechanics assigned to a local customer who is supported by this contract. All NAVSUP owned equipment must receive Preventative Maintenance (PM) per NAVSUP P-538 with frequency scaled to customer needs, type of forklift, and conditions of use.  PM actions are normally completed every 90 days but may vary to Semi-Annual or Annual depending on usage. PM actions consist of the inspection, testing, lubrication, and adjustments required by the manufacturer technical manuals, industry standards for powered industrial forklifts and EMACS work-orders. PM schedules are pre-loaded into EMACS and an over-night report is generated each day by the contractor or DGR citing which equipment, by USN Registration Number, is due for a PM.  Current levels of inventory for all equipment requiring an established PM are listed on the attached pricing Spreadsheet (these totals may fluctuate). 

The goal of a PM program is to maximize equipment longevity while minimizing repair costs, to ensure that MHE will continue to function properly throughout its scheduled life cycle. It is designed to preserve and enhance equipment reliability.  The contractor is responsible to schedule and document all PM actions via EMACS.  Details of required PM tasks and actions can be located using references (i) and (j). 
 
4.3 Unscheduled Maintenance (UM): The contractor is responsible for all unscheduled repairs (e.g. flat tire(s), will not start, etc.).  They are required to return MHE and SMSE to safe and serviceable operating condition and must follow the safeguards outlined in manufacturers’ technical manuals to avoid compromising equipment safety ratings.  The goal of unscheduled maintenance is to ensure maximum personnel safety and equipment efficiency during material handling operations.  Only trained and authorized personnel are to perform repairs. All repairs shall be performed and completed on-site at the local customer facility. A list of current customer facilities are listed below:

· Naval Station Norfolk
· Naval Support Activity Hampton Roads – Norfolk
· Naval Support Activity Hampton Roads – Northwest Annex
· Joint Expeditionary Base Little Creek – Fort Story 
· Norfolk Naval Shipyard (Supply Area)
· Norfolk Naval Shipyard – St. Julien’s Creek Annex
· Naval Weapons Station Yorktown
· Naval Weapons Station Yorktown – Cheatham Annex

Note: The contract may have to do unscheduled maintenance at other areas not listed above, but are limited to a 50 mile radius from FLC-N, MHE Division, Code 431, Building W-127, at Naval Station Norfolk.

Customers will call the MHE trouble call desk and provide USN, location, brief description of problem, Point Of Contact, and phone number. The contractor shall provide to the DGR the estimated man-hours required to complete the repair action(s).  The DGR will determine if the requested man-hours are fair and reasonable, as well as in compliance with industry standards and issue a task order number. Once a task order number has been issued to the contractor, an EMACS work-order will be generated with agreed upon man-hour(s) to the Mobile Service Mechanic. If parts are required, the contractor will provide necessary parts numbers to the DGR and the parts will be ordered via another contracting vehicle.  If the Mobile Service Mechanic cannot complete the repair in the time allotted the DGR shall be notified immediately. Additional hours must be authorized by an authorized individual prior to work continuation.

The contractor is responsible to have all the tools within industry standards, to service vehicle and complete the maintenance on-site.  Further repair standards can be located using references (i) and (j).

Personnel identified to perform MHE mobile service functions shall have access to all the required areas listed above. NAVFAC/GSA step-vans will be provided for use to the contractor.  The contractor is responsible for obtaining access to various bases and flight lines. 

The various bases may have different requirements and it is the contractor’s responsibility to gather the information needed for each site.  The individual base security personnel will be able to provide this information.  Installation pass office hours of operation and phone numbers are identified in reference (k).  

4.4 18-Month Program: This scheduled repair and overhaul program is designed to combine both PM and UM services for shipboard equipment during ships’ short, in-yard availabilities. The contractor is responsible to be aware that the program goal is to provide necessary lubrication and repairs along with a corrosion prevention plan, which will include external paint, to ensure MHE onboard a ship will perform as required until the next scheduled overhaul cycle.  MHE is inducted by the TYCOM representative with an equipment repair time frame of no more than 90 days.  The Contractor shall be required to perform all 18-Month Program actions within 90 days after receipt of shipboard MHE at FLC-N Building W-127.  Units will incrementally funnel through for repairs during the POP.  Further repair and corrosion prevention processes can be located using references (a) and (j).

4.5 Service Life Extension Program (SLEP): The contractor is responsible for the overhaul of MHE or SMSE inducted into the Modified SLEP (Mini-SLEP) or “Type M” Program. These units are capable of being fully restored to serviceable condition without the requirement for complete teardown. Items or components that are not known to be high failure items are permitted for re-use if inspection and test results are approved by the DGR.  Engines and transmissions with low usage hours are not automatically re-built, but are compression or dynamometer tested to ensure measurements are within required specifications.  All units are externally painted.  The Contractor shall be required to complete all MINI-SLEP Program overhaul actions of shipboard MHE or SMSE within 10 months. Further details of this process can be found in reference (c). 

5. ANCILLARY FUNCTIONS:
5.1 Corrosion Control and Paint Support: All SLEP and 18-Month Program unit assemblies must be cleaned (abrasive or soda blasting, steam clean, power wash or neutralizing solutions) to ensure all parts are free of oil, grease, wax, dirt, salt, rust or other foreign matter and show no signs of corrosion.
The cleaning agent shall not etch or degrade the base material. 

Items not to be painted shall be properly cleaned prior to reassembly. 

Rubber components and neoprene parts shall be protected from paint and overspray (belts, hoses, electrical covers and wiring harness)
 
SLEP Program and 18-Month units shall undergo an external paint process which may include sanding, wire brushing and mixing of coating and paint to ensure 3.0 mils thickness is applied to each unit as outlined in references (a) and (c). 
[image: ]  
5.2 Hazardous Waste Disposal and Tool Support: The Contractor shall have access to all Safety Data Sheet (SDS) of chemical products to ensure the users understand the chemical, physical, and hazardous properties of each product used.

A Satellite Accumulation Area (SAA) for HAZMAT disposal items shall be maintained by the shop General Foreman and is periodically inspected by CNRMA environmental staff.

Each contract mechanic is required to have on-hand a complete tool box with all the necessary (metric and US standard) tools and equipment to complete tasks assigned. 

Each contract mechanic will receive, issue, sign-out, and check-in equipment, shop supplies, and repair parts to/from the Supply Technician and General Foreman.

6. WORKLOAD DATA:  

6.1 Workload Projection: The contractor is required to complete all repair and overhaul of MHE and SMSE by the timeframes indicated in the task orders. Anticipated work load is identified below, however, due to ships schedules, urgent requirements and leveling requirements may require shifting of numbers within each program.

Cyclic: No more than 300 cyclic actions per year of various ECC.
SLEP Program: No more than 30 units per year of various ECC.
18-Month Program:  No more than 25 units per year of various ECC.
[bookmark: _GoBack]PM actions:  No more than 1,400 actions per year of various ECC.
UM actions:  No more than 1,440 actions per year of various ECC.

**See attached “HISTORICAL PERSONNEL REQUIREMENT” for historical data on all work.**
 
6.2 Workload Completion Schedule: Contractor shall follow the below time schedule for each program as outlined below:

6.2.1 SLEP Program: Nine months to complete all units inducted into SLEP program after receipt of unit.

6.2.2 18-Month Program: 90 days to complete each unit inducted into 18-Month Program after receipt of unit. 

6.2.3 Preventative Maintenance: 30 days to complete each unit scheduled for PM through EMACS system.

6.2.4 Unscheduled Maintenance: Contractor must respond to all trouble call within 24 hours (based on a 24-hour clock M-F). Contractor personnel shall return unit to safe/serviceable condition within 96-hours.

6.2.5 Cyclic Maintenance: 90 days to complete each unit located in ship, shore or WRM pool located at Building W-127.

6.3 WARRANTY WORK: 

The contractor shall warranty all work completed as specified by this contract as outlined below.  All required warranty actions shall be completed at no additional cost to the Government.

6.3.1 MINI-SLEP Program: Provide 90 days on labor

6.3.2 18-Month Program: Provide 30 days on labor

6.3.3 PM Program: Provide 30 days on labor

6.3.4 UM Program: Provide 30 days on labor

6.3.5 Cyclic Maintenance:  Provide 30 days on labor

7.  PERIOD OF PERFORMANCE:
	
	Base Year			01 NOV 2015 – 31 OCT 2016
	Option Year-1			01 NOV 2016 – 31 OCT 2017
	Option Year-2			01 NOV 2017 – 31 OCT 2018
	Option Year-3			01 NOV 2018 – 31 OCT 2019
	Option Year-4			01 NOV 2019 – 31 OCT 2020

8.  WORK SCHEDULES: 

Core work hours are Monday through Friday, 0630-1500.  Note that all federal holidays are observed.

9. WORK ENVIRONMENT AND PHYSICAL DEMANDS: 

Contractor personnel will be required to work in common offices, warehouse spaces and occasional on-board afloat vessels during working hours. At minimum, contractor personnel shall be required to use Personal Protective Equipment (PPE) for hearing conservation, eye protection, and foot protection (provided by the contractor). Personnel must comply with OPNAV, NAVOSH, CNRMA, NAVSTA, and FLC-N requirements for personnel safety, HAZMAT management and control, environmental protection, and energy conservation initiatives.  

Related Federal and State standards also apply.  Maintaining current commercial safety training remains the primary responsibility of the contractor
10. SECURITY REQUIREMENTS: 

All work identified by this PWS is unclassified and a security clearance is not required. However, any contract employee assigned to this contract must be a U.S. citizen as required by SECNAV M5530 requirements for any personnel having access (such as a NMCI computer seat) to Personally Identifiable Information (PII) and information protected by the Privacy Act.

The contractor shall comply with all applicable DOD and DON physical security regulations and procedures during the performance of this contract. Contractor personnel shall not disclose and must safeguard procurement sensitive information, computer systems, privacy act data, ship movement schedules, and government personnel work products that are obtained or generated in the performance of this contract. 

Personnel requiring NAVY Common Access Card (CAC) issue for unclassified access to the Navy Marine Corps Initiative (NMCI) computer network must receive favorable security review of personal history data elements found on Standard Form SF-86.

Contractor personnel who require an NMCI workstation (Production Clerk, Supply Technician and General Foreman) must successfully obtain a Common Access Card (CAC).  The Government Contractor CAC card serves as the primary method of identification for the contractor employees, as well as providing the basis of Public Key Infrastructure (PKI) access to the Navy/Marine Corps Intranet (NMCI), and numerous Navy web sites, which may also require PKI access.

Navy Information Assurance policies require that a background investigation be completed on each contractor prior to granting access to government computer systems.  The final CAC cannot be issued until the full investigation has been completed. Contractor personnel employed to operate an NMCI work-station are subject to the same criteria as a U.S. Government employee.  Such personnel are required to have favorable adjudicated National Agency Check, Local Agency Check, and Local Credit Check (NACLC) determinations in accordance with DOD Instruction 8500.2.  These inquiries must be submitted and favorable results received prior to commencement of work. A NEGATIVE NAC DETERMINATION WILL RESULT IN IMMEDIATE TERMINATION OF ACCESS TO THE WORKSPACE AND RECORDS.

ALL AUTHORIZED USERS OF DOD INFORMATION SYSTEMS SHALL RECEIVE INITIAL IA AWARENESS ORIENTATION AS A CONDITION OF ACCESS AND THEREAFTER MUST COMPLETE ANNUAL IA REFRESHER AWARENESS TRAINING TO MAINTAIN AN ACTIVE USER ACCOUNT
10.1 Returning of CAC: In the event that contract employees resign are dismissed, or laid off, the contractor is responsible for obtaining any Government issued identification from the former employee and to turn over those items to the COR within 5 days of the termination of employment.

10.2 Base Access:  Reference (k) provides detail regarding personnel access control policy for Commander Naval Region Mid-Atlantic (CNRMA) installations.

11. GOVERNMENT FURNISHED FACILITIES AND EQUIPMENT: 

The Government shall furnish three (3) NMCI work spaces, furnishings, fax and telephone services, document reproduction capability, and all computer resources including access to terminals, printers, software, data, communication networks, etc.

Warehouse and shop spaces outfitting includes storage racks, shelving, flammable storage lockers, spill-containment pallets, parts drawers and cabinets, work benches and counters, battery analyzers, battery water distiller, gas and arc welding equipment. Portable and hard-plumbed air compressors, air hose reels, drill press, tire changers, jack stands, oversize impact wrenches, ladders, glove-box grit-blast machine, and consumable operating supplies for the duration of this contract.

Contractor personnel shall use the basic government-furnished facilities, equipment and supplies to accomplish the tasks required under this contract, as supplemented by contractor furnished tools.  Contractor use of Government furnished property for purposed not directly related to scheduled work completion of this PWS is prohibited. Contractor personnel shall not remove, trade or barter any government-furnished equipment, parts, or supplies from the worksite, for any reason, without the express written permission of the Contracting Officer’s Technical Representative or his/her designated representative.

Contractor personnel shall maintain the assigned office spaces and warehouse bays in a neat, clean, orderly manner.  Loose floor trash must be picked up at least daily, must be removed from Building W-127 at least weekly, and must not be mixed into recycling containers.

The use of a government vehicle incidental to performance of this tasking is authorized, subject to contractor’s proof of liability and collision insurance for employees.  The operation of Government owned or leased vehicles shall be required in connection with the services provided in this PWS. The regulations and guidelines which apply to contractor operation of Government vehicles are found in Chapter 8 of DOD Regulation 4500.36-R (Management, Acquisition, and Use of Motor Vehicles).  Additionally, Section 3.8 of NAVFAC Publication P-300 (Management and Support of Civil Engineering Equipment) provides additional guidance on driver testing and licensing.  Generally, government contracts and agreements require that operators comply with the licensing requirements of the state and local motor vehicle laws.

12. PERSONNEL COMPLIANCE: 

The contractor is responsible to ensure that contractor personnel observe and comply with all local and higher authority policies, regulations, and procedures concerning fire, safety, environmental protection, sanitation, security, traffic, parking, energy conservation, flag courtesy, “off limits” areas, and possession of firearms or other lethal weapons.  When two or more directives or instructions apply, the contractor shall comply with the more stringent of the policies.

13. SMOKING / DRUG / ALCOHOL POLICY: 

Contractor personnel shall comply with local FLC-N smoking policies and workforce requirements.  The contractor shall also comply with all Federal statutes, laws, and regulations to implement a Drug Free Workplace Program (DFWP) as well as work force requirements and local command policies.  Copies of both policies will be provided to the contractor by the COR at performance start date.

14. PERSONAL APPEARANCE: 

Contractor personnel shall comply with company and standard industry dress codes.  Since the majority of the work is located in a warehouse setting, proper PPE must be worn at all times.  Contractor office personnel may be regularly required to conduct business in the warehouse and must ensure they are dressed accordingly with no opened-toed shoes or sandals permitted.  The contractor shall establish and maintain specific guidelines regarding the dress code for their employees.  At a minimum, these guidelines should include prohibitions of eccentricities or extremes in dress and hairstyles, apparel in ragged and frayed condition; tank tops; halter tops; crop tops; sleeveless shirts; mesh and see-through garments; exposed clothing with obscene or advertising logos or undergarments type shirts worn as exterior clothing.  Additionally, these guidelines shall provide for standardization in appearance by their contract personnel. 

15. PERSONNEL REMOVAL: 

15.1 Contractor Responsibility: The Contractor shall comply with all security requirements in accordance with the directives and site specific regulations.  The Government’s right to grant and evoke access for particular individual(s) to its facilities will not constitute a breach or change to this PWS; regardless of whether said individual(s) are employed by the Contractor, and regardless of whether said individual(s) are thereby precluded from performing work under the PWS.  For the purposed of this PWS, the term “Contractor Employee” applies to all Contractor employees and Sub-Contractor employees performing work under this PWS and resultant contract.

16. DELIVERABLES: The contractor shall submit the following deliverables as stated below to the COR.  See appendix for samples of deliverables:

Deliverable Number: 01
Deliverable Name: Weekly Progress Update for 18-Month Program and SLEP work underway.
Due Date: The first working day of every week.

Deliverable Number: 02
Deliverable Name: Monthly totals of PM and UM actions completed, and the percentage of Work Orders closed that were opened or scheduled during the measuring period.
Due Date: The 10th of every month.

Deliverable: 03
Deliverable Name: Weekly Parts Status Report for Contractor and Government ordered materials.
Due Date: The first working day of every week.

17. Enterprise Contractor manpower Reporting Application (ECMRA)
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract via a secure data collection site.  Contracted services excluded from reporting are based on Product Service Codes (PSCs).  The excluded PSCs are:
(1) W, Lease/Rental of Equipment; 
(2) X, Lease/Rental of Facilities; 
(3) Y, Construction of Structures and Facilities; 
(4) S, Utilities ONLY; 
(5) V, Freight and Shipping ONLY.  

The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 
(July 2013)
Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.
APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.     
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 
ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 
ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  
Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 
The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.       
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  
INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   
DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.
CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 
BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:
· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.
Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded
to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  
If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 
· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 
· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM 
Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  
* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.
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