DEFPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING

CLASSIFICATION SPECIFICATION 1 a. FACILITY CLEARANCE REQUIRED

, 1 - | SECRET
bR kd Do ] ]:! a bl LEVEL OF SAFEGUARDING REQUIRED
to all security aspects o tMs ; NE

2. THIS SPECIFICATION IS FOR (X and complete as applicable} 3. THIS SPECTFICATION IS: (X and complete as applicable

(Supersedes all
previous specs

a. PRIME CONTRACT NUMBER a. ORIGINAL (Complete date in all cases) Date (YYYYMMDD}
X 20150414
b. SUBCONTRACT NUMBER b. REVISED Revision No. Date (YYYYMMDD)

TBD (YYY¥YMMDD) ¢. FINAL (Complete ltem 5 in all cases)
X

¢. SOLICITATION OR OTHER NUMBER Due Date ) Date {YYYYMMDD)

4. 1S THIS A FOLLOW-ON CONTRACT? [J YES [X] NO, If Yes, complete the following:

5. ISTHIS A FINAL DD FORM 2547 O YES NO, [f Yes, completg the following:

6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code}

a. NAME, ADDRESS, AND ZIP CODE b. c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
TBD CAGE
CODE

7. SUBCONTRACTOR i

TBD C.AGE
CODE

a. NAME, ADDRESS, AND ZIP CO b c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

CAGE
***Qee Block 13B*** CQDE

a. LOCATION b c. COGNIZANT SECURITY OQFFICE (Name, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Crystal City, VA; and Oklahoma City, OK.

Provides logistics and technical support services in planning, analysis, development, training, support cquipment management, facilitics, and execution for an
integrated Naval Aviation Logistics and industrial support package. The work is performed at the Fleet Readiness Centers (FRC) located at Jacksonville, FL;

10. THIS CONTRACT WILL REQUIRE ACCESS | YES | NO | 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES | NO
TO: MWIEL -
A, COMMUNICATIONS SECURITY (COMSEC) X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER X
INFORMATION CONTRACTOR'S FACILITY OR A GOYERNMENT ACTIVITY
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY ¥
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X ¢. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY, OR STORE CLASSIFIER HARDWARE X
e, INTELLIGENCE INFORMATION ..+ & PERFORM SERVICES ONLY X

1) Sensitive Gompartmented information (SCI} X | ¢ AAVE ACCESS 70 U.S. CLASSIFIED INFORMATION GUTSIDE THE US., X

PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
{2) Non-SCI X g. BE AUTHORIZED TC USE THE SERVICES OF DEFENSE TECHMICAL X
INFORMATION CENTER
f. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOQUNT X
g. NATQ INFORMATION X i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i. LIMITED DISSEMINATICN INFORMATION X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j. FOR OFFICIAL USE ONLY INFORMATION (== n rnagn Xon o i. QTHER (?g\ecify) X
K. OTHER (Specify) SRR ?ﬁ”jﬁé R 1 . a v
KNG LUGUNENT ORLY

DD Form 254, DEC 1999 Previous editions are obsolete.




12. PUBLIC RELEASE. Any information (classiled or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial
Security Manual or unless it has been approved for public release by apprapriate U.5. Government autherity. Proposed public release shall be submitted for approval prior to release.
1 Direct { Through (Specify)
Commanding Officer
Naval Air Warfare Center
Tralning Systems Division
12350 Research Parkway {Proposed release of information will be coordinated through the NAWCTSD Public Affairs Office and the
Orlando, FL 32826-32¥5 Contracting Officer’s Security Representative [Security Manager]).

to the Directorals for Freedom af Infarmation and Security Review, Office of the Assistant Secretary of Defense {Public Affairs)* for review
* |nthe case of nan-Dol> User Agencies, request for diselosure shall be submitied to thal agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified efforl is identified below. If any difficulty I enceuntared in applying this guidance or if any other
contributing faclor indicates a need for changes In this guidance, the contraclor is autharized and encouraged to provide recommended chanpes; to challenge the guidance or the classification
assignad to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final
decision, the information involved shall be handled and protecied at the highest level of classification assigned or recommended. {Fill in as appropriate far the classification effort. Atlach, or
forward under separate correspondence, any documents/guidesfextracts referenced herein. Add addilianal pages as needed to provide complete guidance.)

Block 10.j: For Official Use Only information generated and/or provided under this contract shall be marked and safeguarded as specificd in DoDM 5200.01 (DoD
Information Security Program: Controlied Unclassified Information {CUD) Vol. 4 (enclosure 3 pages 11-17) available at
hitp:/fwww.diic.milfwhs/dircctives/corres/pdf/520001_vold.pdf and DoD 5400,7-R, Freedom of Information Program Chapter 3 (pages 31-42} available at
hitpfwwaw. dtic, mil/whs/directives/corres/pdtf54000 7r.pdl’

Black L1.j: The contractor shall develop, implement and maintain a facility level OPSEC Program Lo protect crilical informaticn o be used at the facility during the
performance ol this contract. Conlract data requirements list (CDRL) and data item description {DID - DI-MGMT- §0934C) are a component of the contragt. A Drafl
OPSEC Plan must be submitted to 12350 Research Parkway Otlando F1 32826 (NAWCTSD ORLANDO), within 90 days of contract award. A Final OPSEC Plan is due 45
days from the date that the Draft OPSEC Plan is approved.

All contractor personnel shall comply with the DoD Security Agreement (DD Form 441), as well as the Nationa Industrial Security Program Operating Manual (NISPOM},
DoD 5220.22-M.

The contractor shall comply with security procedures in effect at all Government sites visited, and where contract work takes place. Contractor work will take place at Fleet
Readiness Centers (FRC) located at Jacksonville, FL; Crysial City, VA: and Oklahoma City, OK.

Prime contraclor is responsible for issuing DD254s, as required, to subcontractors.

Any classified information generated in the performance of this contract shall be classified according to the markings shown on the source material.
ﬁ***t*’!**!*#t*#it*‘t**1!!*!!***#t*#iiii*****1!*’***i*iitt***!’E‘ND‘#*‘**t**!’*‘##t*itt!'*t!1!*#!*i**!*t!’t*#t*i*!**!*!**i**t!**!t#*titt*****

14. ADDITIONAL SECURITY REQUIREMENTS. Requiremants In addition to ISM requirements, are established for this contract. [if Yes, Identify the IEYE!S E] No
pertinant contractual clauses In the contract document itself, or pravide an appropriate statement which identifies the addltlonal re¢uirements, Provide
a copy of the requirement to the cognizant security office. Use ltem 13 if additional spaco Is needed.)

OPSEC plan in Contract

15. INSPECTIONS. Elemants of this cantract ara autslde the Inspection responsitliity of the cognizant security office. (If Yes, axplain and Identify specific Oyes [XNo
areas or elements carved out and the aclivity responsible for inspections. Used itern 13 if additional space is needed.}

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME QF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE {Include Area Code)
Darren Smith Contracting Officer's Security {407) 380-8243

Representative
d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
NAVAIRWARCENTRASYSDIV
12350 Research Parkway
Orlando, FL 32826-3275 CONTRACTOR

SUBCONTRACTOR

COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
. ADMINISTRATION CONTRACTING OFFIGER

OTHER AS NECESSARY

NXO XOK

DD Form 254 Rever:se,rD‘F'C 1999 U.S. GOVERNMENT PRINTING OFFICE




