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Statement of Work

CS4677: Forensics
Course Delivery—Distance Learning
Cyber Academic Group

Naval Postgraduate School

1.0 Background/Introduction

The mission of the Naval Postgraduate School (NPS) is to provide high quality, relevant, and unique advanced education and research programs that increase the combat effectiveness of the naval services, other armed forces of the United States and its partners, to enhance national security.  In order to fulfill this mission, the Cyber Academic Group (CAG) requires the ability to deliver course CS4677, Forensics.  The course is part of a core course sequence that NPS teaches via distance learning (DL).  The DL course will be taught on site at the National Security Agency (NSA) Associate Directorate of Education and Training (ADET) at Fort Meade, Maryland.  NSA is a top secret (TS) facility and requires all personnel to be cleared at the TS/SCI level.

Course Description:

CS4677 course covers the fundamentals of computer forensics in the context of Department of Defense information operations. Students examine how information is stored and how it may be deliberately hidden and/or subverted. Coverage includes: practical forensic examination and analysis, techniques of evidence recovery, legal preparation of evidence, common forensic tools, principle of original integrity, disk examination, and logging. 

2.0 Scope 

The CAG is seeking an experienced instructor to update and deliver course CS4677 via DL to the NSA. CS4677 must be delivered in the Winter Quarter of Academic Year (AY) 2015.

3.0 Tasks
The contractor shall perform the following tasks:
3.1 Update the already approved course syllabus.
3.2 Update the already approved course materials - Minimal updating of CS4677 materials will be needed while the course is being delivered.  Update some lecture and reading material to highlight new developments in the subject area, update course assignments (homework), and projects.  Updated materials shall be uploaded on the NPS collaborative learning environment, Sakai one week prior to classroom delivery. 
3.3 Deliver CS4677 via DL via weekly lectures at the NSA Associate Directorate for Education and Training (ADET).
3.4 Hold office hours at the NSA ADET for 2-4 hours weekly during the Winter Quarter, AY 2015.
3.5 Proctor exams.
3.6 Review and update course assignments (readings, projects, all exams, quizzes, projects, and any other assigned work) and provide suggested course grades to the Technical Point of Contact (TPOC).

4.0 Deliverables
The contractor shall be responsible for preparing deliverables in support of the tasks identified in this SOW.  All deliverables not otherwise noted will be turned into the CAG Chair.

	Task
	What will be inspected
	Acceptable Quality Level (AQL)
	Inspection Method
	Frequency

	3.1
	Updated syllabus
	Graduate Academic Level 
	100% Inspection via Sakai
	One time per period of performance 

	3.2
	Update course materials
	Update appropriate PowerPoint presentations to conduct class and supplemental reading materials that meet the course objectives. Course materials must be uploaded to Sakai one week prior to delivery in the classroom.

	100% Inspection via Sakai
	Monthly

	3.2
	Update homework assignments and/or projects
	Graduate Academic Level
	100% Inspection via Sakai
	As developed

	3.3
	Deliver CS4677 via DL
	Hold weekly lectures at the NSA ADET.
	Weekly telecom to confirm lectures
	Weekly

	3.6
	Update quizzes, papers, projects, and provide exam results
	Graduate Academic Level
	100% Inspection via weekly telecoms and via Sakai
	As developed 

	3.6
	Update and grade final exam or final project assignment 
	Graduate Academic Level 
	100% Inspection via weekly telecoms and via Sakai
	As developed 



The surveillance method for the deliverables listed above will be personal observation at NPS.  If performance falls below the AQL defined above, the Contracting Officer’s Representative (COR) shall document the instance(s), coordinate with the Contracting Officer and advise the Contractor.  The Contractor will be requested to review the documentation and provide a written response on how performance will be corrected in the future.  Re-performance of any work for failure to perform in accordance with the specified AQL or task requirement shall be completed at the Contractor’s own expense and at no additional cost to the Government.

5.0 Minimum Technical Requirements

· Must hold at least a Master’s degree in Computer Science 
· Must be a Certified Information Systems Security Professional (CISSP)
· Must have at least five years’ experience with Vulnerability labs
· Must have at least five years’ experience with Information Assurance methodologies, prefer practical experience in the area
· Must have experience with Computer Forensics, Database Security, Secure Management of Systems, Formal Methods, Secure Operating Systems, Certification and Accreditation, and Information Warfare

6.0 Period of Performance

Delivery of CS4677, January 1, 2015-March 21, 2015.

7.0 Place of Performance

At the NSA ADET at Fort Meade, Maryland.  The TPOC (the CAG Chair) will be traveling to NSA three times a quarter in order to provide oversight.

8.0 Work Week and Hours of Operation:

The Contractor shall provide services during normal working hours excluding federal holidays. Normal working hours are 0730-1630, Monday through Friday, unless requirements dictate otherwise. Exceptions can be permitted by the COR upon request and at the COR’s discretion.

Work required on-site at NPS shall be performed by the Contractor, as required.  

Following is a list of holidays observed by the Government.   

Name of Holiday				Time of Observance
New Year’s Day		 		1 January
	Martin Luther King Jr. Day			 Third Monday in January
	President's Day				Third Monday in February
	Memorial Day				Last Monday in May
	Independence Day 				4 July
	Labor Day					 First Monday in September 
	Columbus Day				Second Monday in October
	Veteran's Day				11 November
	Thanksgiving Day				 Fourth Thursday in November
	Christmas Day				25 December

If any of the above holidays occur on a Saturday or a Sunday, then such holiday shall be observed by the Contractor in accordance with the practice as observed by the assigned Government employees at the using activity

9.0 Government Furnished Property

The contractor will use existing office space and equipment that the CAG holds at NSA ADET.  No new space or equipment is required. The current CS3690 course materials (current lecture notes, syllabus, readings, and assignments) will be provided to the contractor via a DVD.

Any Government-provided property and information shall be used for official Government business only.  Any applicable documents that are authorized for use in performance of these services shall be provided, in accordance with security and contract terms and conditions.

10.0 Travel

No travel expected at this time.  If travel is incurred it will be in accordance with the Joint Travel Regulations (JTR) and will be reimbursed by the government on an as-incurred basis.

11.0   Classification
Course will be delivered as TS/SCI.  The potential instructor must have a current in-scope Single Scope Background Investigation and be eligible for SCI access.

1.1 Privacy Act Statement
“Pursuant to Title 5 United States Code 552a(m)(l), the contractor and all employees of the contractor working under this contract are required to comply with the requirements of 5 U.S.C. 552a (“The Privacy Act of 1974”).”

1.2 Contractor Identification

In accordance with DFAR 211.106, there shall be a clear distinction between Government employees and service contractor employees.  Service contractor employees shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel and displaying distinguishing badges or other visible identification for meetings with Government personnel.  In addition, contractor personnel shall appropriately identify themselves as contractor employees in telephone conversations and in formal and informal written correspondence.  

12.0  Non-Personal Services Statement 

Contractor employees performing services under this order will be controlled, directed, and supervised at all times by management personnel of the contractor.  Contractor management will insure that employees properly comply with the performance work standards outlined in the SOW.  Contractor employees will perform their duties independent of, and without the supervision of, any Government official or other Defense Contractor.  The tasks, duties, and responsibilities set forth in the task order may not be interpreted or implemented in any manner that results in any contractor employee creating or modifying Federal policy, obligating the appropriated funds of the United States Government, overseeing the work of Federal employees, or otherwise violating the prohibitions set forth in Parts 7.5 and 37.1 of the Federal Acquisition Regulation (FAR).  The Government will control access to the facility and will perform the inspection and acceptance of the completed work.

13.0   Contractor Identification 

In accordance with DFAR 211.106, there shall be a clear distinction between Government employees and service contractor employees. Service contractor employees shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel and displaying distinguishing badges or other visible identification for meetings with Government personnel. In addition, contractor personnel shall appropriately identify themselves as contractor employees in telephone conversations and in formal and informal written correspondence.
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