
FAR 39.104  Information technology services 
 
Technical Skills: 

• Either the company is a Corporate certified Fully Qualified Navy Validator 
(FQNV) or at least the Validator role is filled by an individual who is 
Certified as a FQNV, 

• Familiarity with the following technologies, current professional certifications 
preferred: 
o Windows 7 
o Microsoft Internet Information Services (IIS) 
o MS Exchange 2007 / 2010 
o MS SQL 2005 
o Windows 2008 AD 
o Apache 
o Linux (RHEL v5 & v6) 
o Windows Server 2003 2008 R2/3 
o HBSS 
o VTC 
o Cisco PIX and Juniper Firewalls 
o Brocade controllers and networking equipment 
o Overall Network security testing results based on periodic REM 

Retina and/or ACAS vulnerability scans. 
o Reviewing and testing processes in the areas of Configuration 

Management and Control, Vulnerability Management, Intrusion 
Detection and Network Monitoring; Contingency Planning and 
Disaster Recovery; and Ports, Protocols, and Services Management; 

 
Educational Requirements:  

• Awarded a technical degree (Bachelors or higher) from an accredited 
college or university. 

• Certified as an ISC2 CISSP and/or CompTIA Security+ professional or 
other acceptable cybersecurity workforce certifications as required in 
DoD 8570 at the IAM-2 and/or IAT-2 level, respectively. 

• Eligibility for security clearance of SECRET / NATO SECRET required. 
 


