26

33

76

90

96

108

118
119

o

TABLE OF CONTENTS @

Introduction
Emily O. Goldman & John Arquilla

The Cyber Pearl Harbor
James J. Wirtz

Applying the Historical Lessons of Surprise Attack to the Cyber
Domain: The Example of the United Kingdom
Dr. Michael S. Goodman

The Cyber Pearl Harbor Analogy: An Attacker’s Perspective
Emily O. Goldman, John Surdu, & Michael Warner

"When the Urgency of Time and Circumstances Clearly Does Not
Permit...”: Predelegation in Nuclear and Cyber Scenarios
Peter Feaver & Kenneth Geers

Comparing Airpower and Cyberpower
Dr. Gregory Rattray

Active Cyber Defense: Applying Air Defense to the Cyber Domain
Dorothy E. Denning & Bradley J. Strawser

The Strategy of Economic Warfare: A Historical Case Study and
Possible Analogy to Contemporary Cyber Warfare
Nicholas A. Lambert

Silicon Valley: Metaphor for Cybersecurity, Key to Understanding
Innovation War
John Kao

The Offense-Defense Balance and Cyber Warfare
Keir Lieber

A Repertory of Cyber Analogies
Robert Axelrod

About the Contributors
About the Editors



