NONDISCLOSURE AGREEMENT FOR CONSTRUCTION CONTRACTORS
PROJECT NON-DISCLOSURE AGREEMENT FOR ACCESS TO CIDCRC FACILITIES
Contract # ___________________
Access to the **LOCATION NAME** (e.g., Fort Worth JRIC), including the Sensitive Compartmented Information Facility (SCIF)
I, _______________________, hereby consent to the terms in this Agreement in consideration of my being granted access to the **LOCATION NAME** (e.g., Fort Worth JRIC), including the sensitive compartmented information facility (SCIF), and my subsequent development of material containing Sensitive but Unclassified Information (i.e., shop and/or red-line drawings and specifications) for the specified construction project including the SCIF.
I understand and agree to the following terms and conditions:
1. By being granted access to the SCIF for the purpose of executing the terms and conditions of the construction contract and because I may thereby be developing Sensitive but Unclassified Information (e.g., Shop Drawings, et cetera) and because during the course of my activities will develop personal knowledge of this facility the United States Government has placed special confidence and trust in me, and I am obligated to protect this information from unauthorized disclosure, in accordance with the terms of this Agreement.
2. As used in this Agreement, Sensitive but Unclassified Information is a broadly defined term that covers any information which the loss of, misuse of, or unauthorized access to or modification of could adversely affect the national interest. This includes information categorized by the Defense Intelligence Agency (DIA) or other government agencies as For Official Use Only (FOUO); For Government Use Only (FGUO); and any other identifier used by other government agencies to categorize information as Sensitive but Unclassified.
3. I am being granted access contingent upon my execution of this Agreement for the sole purpose of my construction responsibilities in accordance with the design and specification documents for the **PROJECT DESCRIPTION** (e.g., renovation of the JRIC Fort Worth). This approval will permit me access to the **INSTALLATION DESCRIPTION** (e.g., JRIC), permit attendance to meetings in which project information is discussed or otherwise made available to me, and develop appropriate shop or red-line drawings and specifications (as required). This Agreement will not allow me access to materials which the Defense Intelligence Agency has predetermined, in its sole discretion, are inappropriate for disclosure pursuant to this Agreement.
4. I attest that I am familiar with, and I will comply with, the standards for access, dissemination, handling, and safeguarding of the information to which I am granted access as cited in this Agreement and in accordance with the guidance provided to me relative to the specific category of information. All project drawings and specifications will contain the following notation: “For Government Use Only, not releasable outside the US Government without explicit approval from the Cognizant Security Authority.” Drawings and other project documents (including the construction schedule) shall not contain the term “SCIF.”
5. I will never divulge any Sensitive but Unclassified Information that is provided to me pursuant to this Agreement to anyone, unless I have been advised in writing by the Defense Intelligence Agency (DIA), Cognizant Security Authority (CSA) that the individual is authorized to receive it. I hereby agree that I shall promptly report to the appropriate official, in accordance with the guidance issued for the applicable category of information, any loss, theft, misuse, misplacement, unauthorized disclosure, Practices Dangerous to Security (PDS), or other security violations of which I have knowledge, whether or not I am personally involved. 
6. Other than as required by the project contract, I will not make any copies of **LOCATION NAME** (e.g., JRIC Fort Worth) construction documents or any parts of **LOCATION NAME** (e.g., JRIC Fort Worth) construction documents without explicit approval from the CSA. Any working notes or drawings produced during the course of the authorized access will be provided to the CSA, unless it is determined by the JRIC Officer in Charge (OIC) or Special Security Officer (SSO) that the notes or drawings contain no sensitive or classified information. If I wish to have the notes/drawings released to me, the LOCATION NAME (e.g., Fort Worth) JRIC SSO will review the notes/drawings for the purposes of deleting any sensitive or classified information to create a redacted copy of the notes/drawings. If I do not wish a review of any notes that I make, those notes will be destroyed at the **LOCATION NAME** (e.g., JRIC Fort Worth) in the presence of the SSO.
[bookmark: _GoBack]7. If I violate the terms and conditions of this Agreement, such violation may result in the cancellation of my access to the **INSTALLATION DESCRIPTION** (e.g., JRIC), may be used in the overall contract performance evaluation, and may serve as a basis for removing me from the project team. Willful violations may also be punishable in a court of law.
8. Unless and until I am provided a written release by the CSA from this Agreement or any portions of it, all conditions and obligations contained in this Agreement apply both during my period of access, which shall terminate at the conclusion of my work, and at all times thereafter.
9. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable, all other provisions shall remain in full force and effect.
10. I understand that the United States Government may seek any remedy available to it to enforce this Agreement, including, but not limited to, application for a court order prohibiting disclosure of certain information.
11. These restrictions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or liabilities created by Executive Order 12958, as amended; Section 7211 of Title 5, United States Code (governing disclosures to Congress); Section 1034 of Title 10, United States Code, as amended by the Military Whistleblower Protection Act (governing disclosure to Congress by members of the military); Section 2302(b)(8) of Title 5, United States Code, as amended by the Whistleblower Protection Act (governing disclosures of illegality, waste, fraud, abuse, or public health or safety threats); the Intelligence Identities Protection Act of 1982 (50 USC 421 et seq.) (governing disclosures that could expose confidential Government agents); and the statutes that protect against disclosure that may compromise the national security, including Sections 641, 793, 794, 798, and 952 of Title 18, United States Code, and Section 4(b) of the Subversive Activities Act of 1950 (50 USC 783(b)). The definitions, requirements, obligations, rights, sanctions, and liabilities created by said Executive Order and listed statutes are incorporated into this agreement and are controlling.
12. By granting me access to information in this context, the United States Government does not waive any statutory or common law evidentiary privileges or protections that it may assert in any administrative or court proceeding to protect any sensitive but unclassified information to which I have been given access under the terms of this Agreement.
13. I make this Agreement in good faith, without mental reservation or purpose of evasion.
Name:_________________________________		Date:___________
This Agreement was accepted by the undersigned on behalf of the DIA/SSO Navy as a prior condition of access to the sensitive compartmented information facility.
Name:__________________________________		Date:___________


