UNITED STATED MARINE CORPS
MARINE CORPS LOGISTICS COMMAND
814 RADFORD BLVD
ALBANY, GEORGIA 31704-1128
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BRAND NAME JUSTIFICATION FOR SIMPLIFIED ACQUISITIONS

1 The renewal support listed on M34705-13-RC-00082 is available from only one
source and competition is precluded for reasons indicated below. There are no known
substitutes available.

2. This acquisition is restricted to the following brand:

Manufacturer: GlobalScape, Inc..
Manufacturer Phone Number: 21 0-308-8267 EXT 111
Manufacturer Address: 4500 Lockhill Selma; San Antonio, Texas 78249

3. Description of the requirement and required delivery date.
Required deliverv date: 27 September 2013 — 26 September 2014.

1 each GSEFT-SX-ENT;, M &S - EFT Server Enterprise - Subscription Renewal

1 each GSDMZ—SX—SINGLE; M & S - DMZ Gateway - Single Site — Subscription
Renewal

1 each GSEFT-SX-HSM; M &S - EFT HSM Module - Subscription Renewal

4. Authority: 10 USC 2304(c)(1), as implemented by FAR 6.302-1(c), (FAR 6.303-
2(a)(4)).

Specific characteristics of the requirement that limit the availabifity to a brand name e.g.,
unique features, function of the item, etc. Describe in detail why only this suggested
brand can complete the requirement

Based on existing network architecture, and testing of other vendor packages,
GlobaiScape SFTP does support Cybersecurity concerns and supports Public Key

~ Infrastructure (PKI) / Common Access Card (CAC) Authentication for SFTP file transfers.
This software has been tested in the data center.

Other products tested but not compatible: Bamboo and WRQ Reflections. The main
competitor was WRQ Reflections; however, this product required a client side software
installation that would require additional software support costs for NMC| Seat CLIN's.
The GlobalScape software is used by the MCNOSC and DoN.

This software also includes CAC support, and PKI certification registration that increases
our security posture, and reduces overhead system administration workload.

Source Selection Information — See FAR 2.101 and 3.104
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Sole Source Justification for Simplified Acquisitions

The datacenter is currently in the process of migrating from Windows server 2003 to
Windows Server 2008. This is a mandate pushed down from a directive to comply with
Marine Corps Cybersecurity policy. The current File transfer solution is non-compliant
with the latest security directives. GlobalScape SFTP supports Cybersecurity concems
and supports Public Key Infrastructure (PK1) / Common Access Card (CAC)
Authentication for SFTP’s.

Replacement of software is required to maintain compliance with Cybersecurity
directives.

5. Check and fill in all that are applicable:

The material or service must be compatible in all aspects (form, fit, and function)
with existing systems presently installed, Describe the equipment you have now
and how the new item/service must coordinate, connect, or interface with the
existing system:

Based on existing network architecture, and testing of other vendor packages,
GlobalScape SFTP does support Cybersecurity concerns and supports Public
Key Infrastructure (PKI) / Common Access Card (CAC) Authentication for SFTP
file transfers. This software has been tested in the data center.

Other products tested but not compatible: Bamboo and WRQ Reflections. The
main competitor was WRQ Reflections; however, this product required a client
side software installation that wouid require additional software support costs for
NMCI| Seat CLIN's. The GiobalScape software is used by the MCNOSC and
DoN.

This software also includes CAC support, and PKI certification registration that
increases our security posture, and reduces overhead system administration
workload.

The datacenter is currently in the process of migrating from Windows server
2003 to Windows Server 2008. This is a mandate pushed down from a directive
to comply with Marine Corps Cybersecurity policy. The current File transfer
solution is non-compliant with the latest security directives. GlobalScape SFTP
supports Cybersecurity concerns and supports Public Key Infrastructure (PKIl} /
Common Access Card (CAC) Authentication for SFTP’s.

This Software is required to maintain compliance with Cybersecurity directives.

O A patent, copyright, or proprietary data limits competition. The proprietary data
are described as follows: :

GlobalScape, Inc. own and manage the source code of the software which is

Source Selection Information — See FAR 2.101 and 3.104
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Sole Source Justification for Simplified Acquisitions

proprietary data.
Distributors include Carahsoft Technology Corporation; CDW Government.

O Theseare -“direct replacement” parts/components for existing equiprnent.

O Other information to support a sale-source buy:

CERTIFICATION

I certify that statements checked and information provided above are complete and
correct to the best of my knowledge. | understand that the processing of this Sole-
Source Justification precludes the use of full and open competition.
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