REQUEST FOR INFORMATION 

Regional Contracting Office – Far East MCB Camp S.D. Butler, Okinawa Japan
1.0   Description

1.1  The USMC Regional Contracting Office Far, East (RCO) is issuing this Request for Information (RFI) in support of the Provost Marshal’s Office (PMO), in seeking information on how an interested contractor could provide an all-inclusive and expandable access control system utilizing Biometrics and Automatic Identification Technology (AIT).  
1.2   THIS IS NOT A SOLICITATION FOR PROPOSALS. THIS IS A SOURCES SOUGHT SYNOPSIS ONLY. This Request for Information (RFI) is for planning and informational purposes only and shall not be considered as a request for proposal or as an obligation on the part of the Government to acquire any products or services. No entitlement to payment of direct or indirect costs or charges by the Government will arise as a result of contractor submission of responses to this RFI or the Government's use of such information. The Government reserves the right to reject, in whole or in part, any contractor's input resulting from this RFI. No contract will be awarded from this announcement. Data submitted in response to this RFI will not be returned. Information is being requested in order to make potential future requirements better for industry and the Government. 

2.0  Statement of Objectives

2.1 Purpose: 

Installation access control is the backbone of the Security and Law Enforcement mission and posture aboard Marine Corps Bases Japan.  It provides the Marine Corps Base Commanding General with physical, technical, and administrative capabilities to reduce the vulnerability of unauthorized access, malicious activity, intelligence gathering and potential terrorist threats aboard MCB facilities at any given time.  This acquisition is for an all-inclusive and expandable access control system utilizing Biometrics and Automatic Identification Technology (AIT). The end product will provide the Provost Marshal’s Office (PMO) with the capability of; (1) producing high quality, tamper resistant base access passes, (2) develop common/shared databases for access control, and (3) improve PMO capacity to screen/vet personnel while minimizing human error and constraints. The Biometrics and AIT capability shall enhance efficiency, personnel accountability, and visibility through automation of current manual processes and data interfaces.  

2.2 Background: 

Recently published Homeland Security Presidential Directives, DoD Policy, and HQMC guidance have resulted in increased access control requirements for installation commanders.  Commensurate with a significant revision to current base access procedures, new requirements have been identified that require technological solutions.  Under the new policies, PMO has additional responsibilities for controlling a multitude of passes that are currently issued through a variety of organizations.  This equates to a significant increase in the number of passes PMO will issue, and subsequently be tasked to track and account for.  Given personnel restraints, this will require automation and the ability to leverage existing and newly created databases.  The current filing system and database are cumbersome and, at best, verification is time consuming.  After hours verification of locally produced passes is extremely difficult.  The current burden of verification rests completely on the shoulders of the individual gate guard’s ability to spot false or expired IDs and to manually screen personnel against debarment rosters, watch lists, or restricted access list via lengthy paper rosters.  If a pass is suspect, verification can only be made by contacting the PMO Pass Office during working hours.   The vulnerabilities with the current system are self-evident and equate to unnecessary risk to all personnel aboard MCB Butler facilities.  While HQMC is actively pursuing enterprise solutions for base access systems, standardizing requirements across the Marine Corps and identifying the requisite funding has proven to be problematic and has resulted in several false starts.  Installations Commanders have subsequently been authorized to pursue interim solutions in order to address immediate shortfalls and reduce vulnerabilities and risk.  The desired end state of this requirement is to lay the foundation for a fully expandable access control and technology based verification system while simultaneously providing (at a minimum); a significantly improved flash pass and pass management application, while providing enhanced access control capability for critical assets via handheld ID/pass card scanners with eventual expansion of this system to include handheld scanners for all entry control points and mobile patrol units across all camps/facilities.  Procurement of this state-of the art system will significantly enhance force protection measures at all Marine Corps Base Camp Butler facilities.

2.3 Scope: 

The Contractor shall provide the necessary engineering, labor, construction, hardware, software, support equipment, materials, training, transportation, accessories, follow-on warranty and maintenance control measures, supervision and work control implementation to successfully design, engineer, install and test one (1) base access pass producing, filing and verification system in support of Marine Corps Base Japan.

2.4 Period and Place of Performance: 

The objective is for the contractor to complete installation within the period of performance of (120) days after receipt of award. The place of performance shall be aboard Marine Corps Base Japan installations. Building locations are as follows: 

Bldg 5, Camp Foster, Okinawa, Japan

2.5 GENERAL REQUIREMENTS.

MCBJ PMO desires to improve the throughput and data accuracy of its operations through integration of Biometrics and AIT solutions.  All deliverables will focus on the following core requirements:

· Increase throughput by integrating Biometrics and AIT solutions to replace current manual processes.

· Improve data accuracy and reduce vulnerability to human error.

· Reduce/eliminate multiple data entry requirements of common data by creating single point of entry for data and integration of disparate systems.

· Enhanced ergonomics for employees/customers. 

· For each deliverable, plan for and create a disaster recovery plan.

· All solutions must be flexible to new technology, secure, and designed so that customers of MCBJ can benefit from them.
· Equipment must be reliable and durable to operate effectively in a variety of environmental conditions, such as but not limited to extreme heat, humidity and heavy rainfall.

2.6 REQUIRED DELIVERABLES (Minimum):

· Engineer, design, install and test AIT– Access Control solution. 
· Provide as-built diagrams, once the product has been tested and validated. 

· Mark all equipment with Item Unique Identification (IUID).  Info can be found here:  http://www.iuidtoolkit.com/  US Government will register.

· Provide animated Standard Operating Procedures in both English and Japanese.  This will include pictures with arrows pointing to specific buttons, devices, etc...
· Provide warranty and help-desk guidelines once the equipment has been installed.

· Provide Bill Of Materials (BOM) – equipment list which shall include at a minimum: item name, item description, part number, quantity, unit, UID, and any remarks the Contractor deems necessary.

· Provide Narrative Technical Plan - describes, in technical detail, the Contractor’s solution. Each item in the BOM should be included in the technical plan as to provide the Government the detailed capability of proposed solution.

· Provide Preliminary As-Built/Schematics – this shall combine the technical plan with the BOM in an encompassing system design drawing as well as a detailed schematic of the solutions signal and circuitry path as it relates to each piece of the BOM.

· Provide additional documentation - shall include documentation as to the validity of the design, its ability to expand to other peripherals, system updates and patches and potential integration with current DBIDS databases.  Shall provide the Provost Marshal’s Office with the reference which documents the validity of equipment design and DBIDS integration.  

· Documents will be submitted as follows – one paper copy and files copied to an external hard drive (contractor provided).  The external hard drive must be marked UNCLASSIFIED, FOR OFFICIAL USE ONLY.  Electronic documents must be verified with PMO PM before submission, due to software constraints.
· Must show understanding of having software/hardware approved for the NMCI network and Marine Corps wireless security.
2.7   Performance Objectives:

a) Centralized Rules based system that can register ALL personnel requiring installation access.  It should also have the ability to be connected or networked to central servers and shared domains in the future.  However, the initial intent is to operate this system as a standalone, non-networked capability.  Database sharing and migration between multiple points will be achieved via approved portable storage devices.

b) Initial system standup as a registration and flash pass producer in a Visitor Center setting with ability to verify through handheld scanners at select gate/ entry control points and other hand portable / mobile systems.  Desktop version must be able to support the following functions;

(1) Real time/near real time data upload to database.  Database must have minimum of five years profile storage space.  Local database must be able to incorporate information from Terrorist Watch Lists, FBI Most Wanted/Criminal, and other US Federal databases as available.

(2) Must have the ability to capture/store high resolution photographs, for visual verification and database use.  

(3) Must have adaptability to capture other biometrics data, such as fingerprints, digitally.  

(4) Produce custom designed ID cards that are bi-lingual with English and Japanese characters.  

(5) Ability to capture vehicle and privately owned weapons information and link to vehicle registration database with the intent being to integrate information from multiple databases.     

(6) Produce a vehicle registration barcode that corresponds with the registered ID card and profile.  I.e. print/encode a vehicle pass that synchronizes with a personal access pass.

(7) Ability to upload local debarment and unfavorable visitor lists with links to previous sponsor and vehicles on all parties.

(8) Ability to authenticate the sponsors authority to escort and to mark sponsors’ status for no escort.

(9) Auditing capabilities and ability to produce hard copies and electronic copies of sorted lists/ categories of information from database.

(10) Local database must have the ability to accept authorized guest lists (for short-term, temporary access) as well as terminate access by removing personnel privileges.  

(11)  Registers all DoD ID cards and other Government issued forms of ID with RFID, 2D and 3D bar codes. Ability to authenticate with hand-held scanners from remote locations in order to detect;

(i) Fake/altered IDs

(ii) Lost, Stolen, Expired or Terminated IDs

(iii) Probing Alerts/Previous Turn-Aways

(iv) Base Debarment

(v) Be-On-The-Lookout (BOLO) Suspects

(vi) Terrorist Suspects 

(vii) Other custom control parameters (time, location, level of access, restrictions, etc.) as identified previously in desktop version requirements.

(12)  Database/System must be able to import information from existing Microsoft Access databases.  

c) System must be capable of processing up to three individuals simultaneously IOT to support customer throughput requirements (i.e. up to three individual issuing stations).

d) System must include a durable ID Card/Badge Printer(s) capable of supporting high volume production in excess of 100,000+ flash passes/badges issued annually.  These passes must be of high quality (tamper/resistant to forgery), include RFID technology, ability to be custom designed, high resolution color, Teslin like flash passes for non-DoD ID card holders.  Printers/Stations must have the ability to print a barcode, encode a magnetic strip, or print passive RFID tags readable by hand-held scanning devices and be hologram laminate capable. 

e) Hand-held scanning device must be able to read/validate multiple forms of ID to include; locally produced passes/badges (by said system), fingerprints, US Military ID Cards, US State Driver’s Licenses, and US Passports.

f) Hand-held scanners should have the ability to display required data in both English and Japanese.

g) Hand-held scanning device/system must have the ability to record times, dates and locations of entry of personnel and upload information to a common database.  Conversely, hand-held scanners must facilitate controlled access based on time, location, force protection/threat level, or personnel categorization.

h) Hand-held is able to operate apart from the system.  It can validate and authenticate ID scans independently with information from local database with the ability to synch information upon docking.

i) Any wireless peripherals must be approved for operation in Japan under current wireless frequency regulations.  All frequencies will be coordinated with MCBJ G6 frequency manager.  Frequencies are very limited and restrictions differ considerably from that found in CONUS.

j) Hand-held Device must be approved to hold Personal Identifying Information (PII) and have redundant security in case of compromise or loss.  Database information will be sensitive, but unclassified.  The handheld device must have a CAC enabled logon or a similar feature to reduce the risk of compromised PII.  Examples: Built in ability to remotely deactivate device; After three login attempts handheld is locked; CAC enabled login, etc…

k) Handheld must be able to operate independently for a minimum of 8 hours before requiring charging.   Must also have a quick change battery for easy changing of dead batteries.  

l) Provide train the trainer training in English and Japanese formats.

2.8 Operating Constraints:

· Must meet all Marine Corps Information Assurance (IA) policies, specifically Marine Corps wireless solutions and FIPS compliancy. If the solution calls for a wireless handheld reader, this solution must be compliant with the Navy/Marine Corps Intranet (NMCI) and DoD IA regulations.  

· Recommend Air Fortress is reviewed for wireless connectivity to a network.

· Comply with all DoD AIT policies, specifically EPC standards.     
(End of Statement of Objectives)

3.0  Responses 

3.1 Responses to this RFI should not exceed fifty (50) pages and must contain the following information: 

(a) Capability statement which includes information on the type of technology used.

(b) Pricing information.


(c) Service history.


(d) Technology Readiness Level (TRL) if not a fielded system.


(e) Delivery schedule. 

(f) Clearly mark any information that is proprietary.  

(g) Offerors should have production representative systems that will be available for evaluation by 
September 2009 and for purchase no later than fourth quarters of FY09.  

3.1.1 Responses are due by 03 May 2009. Both e-mail and mail submittals will be accepted. Please send e-mail response to the Contracting Officer, Kim Sakura Higa at sakura.higa@usmc.mil or Contract Specialist, Yuriko Kuwae at yuriko.kuwae.ja@usmc.mil. Mailed responses should be sent to: Regional Contracting Office, Far East Marine Corps Base Camp Smedley D. Butler PSC 557 Box 2000 FPO AP 96379-2000.       


3.1.2 Questions regarding this announcement shall be submitted in writing by e-mail to the Contracting Officer, email address.  Verbal questions will NOT be accepted.  The Government does not guarantee that questions received after 03 May 2009 at 15:00 will be answered.  
3.0 Summary
THIS IS A REQUEST FOR INFORMATION (RFI) ONLY to identify sources that can provide an interested contractor could an all-inclusive and expandable access control system utilizing Biometrics and Automatic Identification Technology (AIT). The information provided in the RFI is subject to change and is not binding on the Government.  The US Marine Corps has not made a commitment to procure any of the items discussed, and release of this RFI should not be construed as such a commitment or as authorization to incur cost for which reimbursement would be required or sought.  All submissions become Government property and will not be returned.
Note: This Request for Information is for planning purposes only and is issued in accordance with FAR Clause 52.215-3. No solicitation document exists at this time.  Issuance of this notice does not constitute any obligation on the part of the Government to procure these items or to issue a solicitation.  In addition, the Government is under no obligation to pay for information submitted in response to this RFI, and responses to this notice cannot be accepted as offers.  Any information that the vendor considers proprietary should be clearly marked as such.  

4.0 Contracting Office Address: 


Regional Contracting Office Far East, Okinawa Japan


Marine Corps Base Camp Smedley D. Butler


PSC 557 Box 2000


FPO AP 96379-2000 

4.1 Place of Performance: 


Provost Marshal’s Office (PMO) 


Marine Corps Base Camp Semdley D. Butler, Okinawa Japan 

4.2 Primary Point of Contact

Yuriko Kuwae


Contract Specialist 


Email: yuriko.kuwae.ja@usmc.mil

Phone: 011-81-611-745-8610


Fax: 011-81-611-745-0969


Kim Sakura Higa 


Contracting Officer


Email: sakura.higa@usmc.mil

Phone: 011-81-611-745-2577

Fax: 011-81-611-745-0969










