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The acquisition is for three Funiper S8$G520M firéwalls, which provide sccure,
1elishle, encrypted, and efficient protection of the computing assets and data
' which comprise the enterprise-wide USMC Range Management System (RMS)
fromn theeats such as infrusion, spyware, trojans, dnd xelated types of desttuctive
sttacks from haemful entities, thereby helping to protect agatnst unauthotized
acesss, data loss, arid interruption of services. This dcquisition is in support of
fhe existing RMS, which provides detsiled information, maps, training docirine,
and tools to Marines so they can phan and conduct training exercises safely and
efficiently. |

‘The estitmated value of this procurement s -

2, Brand Name Justification rationsle: The particuler brand name, praduct, of -

feeture is essential to the Government's requirements, and market research
. indicates other companies' similar products o products tacking the paxticular
featues, do not meet, of cannot be todified to meet, the agericy's needs,

Explain below:

‘Phe SSG520M {s the only product Identified that meets the Goverment’s -

requirergent for secming, encrypting, and protecting the RMS solution while
supporting an in-service modnler  firmware npdate achitecture. Without an in-service
modular update capability,  the firewall devices would need fo be taken offline and -

' updated with anew  version of the operafing system anytime a patch or update was

required, causing  undesirable dowmtine of the RMS. Additional RMS requirements
include the  DOD FIPS 140-2 DIACAP requirement, Common Critéria EALA, and
support ~ of X.509 PKI certificates for securlng administrative access 10 the device,
Allof thess requirements ars siaet by the Juniper SSG520M. ‘

3, Market survey. Please explain the resutts or why ong was not performed. State
whether any other offers were received or axyons expressed interest):

Compurable devices from Juniper, Cisco, Secure Computing, and SonicWall
were reviewed. Products from the other vendors that clusely matched the |
capabilities offered by the Juniper SSG320M were sither considerably more
expensive to purchase and maintain, were not 2s upgradable 1o support future
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needs, of ds& not meet all of the technmal reqmrmnmts and cemﬁcaﬁons
necessary: for the USMC RMY solution. In particular, no individual altemative
solution was identified that could meet the in-service updats capabiliey, neteork
batdwidth throughpit, the FIPS, FAL4, and PRI requirernents, whils:
conminmg the same (or greater) numher of interface poits (mﬂmut the burden
of expenawe adci~on cards} ﬁmt tha SSGSZ{IM can pmvzde.

& . The p&r&wu}ar brandv name. pmduct, or feature is essenuai tothe Gevemment‘s
requirements, and market :esearch indicates other corpanies' similar products or

- products lacking the'partic aatre, do not meet or camwt be mud:f’ad to meet,
. theagencyshesds. ' )
: b 'I'heannmpated prics will bie
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