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[bookmark: _Toc204048137]Identification
This document establishes guidelines for storage and erasability of data in the  Product Manager Force Sustainment Systems (PM FSS) Joint Precision Airdrop (JPADS) family.  

[bookmark: _Toc204048138]Description
Joint Precision Airdrop System (JPADS) is a high altitude capable, precision airdrop system that provides increased control upon release from the aircraft, and reduces ground load dispersion through superior accuracy.  JPADS pursues a common United States Air Force (USAF) Mission Planner with precision airdrop applications, a meteorology data gathering kit, a GPS re-broadcast kit, and multiple air vehicles offering various weight capabilities.  These systems contain certain sensitive information that cannot be used functionally or technically by unfriendly forces. 

[bookmark: _Toc204048139]Threshold and Objective Requirements
The “threshold” requirements identify the minimum acceptable standards and must be met.  The “objective” requirements are desired functions.  

[bookmark: _Toc204048140]APPLICABLE DOCUMENTS

[bookmark: _Toc204048141]JPADS Performance Document  

[bookmark: _Toc204048142]Selective Availability Anti-Spoofing Module (SAASM) Global Positioning System (GPS) Requirements for Joint Precision Airdrop Systems (JPADS), 27 July 2007. 

[bookmark: _Toc204048143]DoD Defense Security Service, Industrial Security Program Office, Industrial Security Letter, dated 11 October 2007.

[bookmark: _Toc204048144]REQUIREMENTS

[bookmark: _Toc204048145]Log Files

[bookmark: _Toc204048146]Permanent Log File
It is an objective for the JPADS systems to keep a Permanent Log File, in non-volatile memory, which records mission parameters to show operational usage.  This log file will only log actual drop parameters, opposed to logging information every time the Autonomous Guidance Unit (AGU) is powered on or every time it receives a JPADS Mission Planner (JPADS MP) file.  The following data should be recorded:

· AGU Identification Number
· Number of drops on AGU
· Individual mission parameters to include:
· Date 
· Altitude of Drop (ft MSL)
· Rigged Weight (lbs)
· Offset Distance (m)
· Miss Distance (m)
· Miss Direction (degrees)

[bookmark: _Toc204048147]Flight Log File
It is a requirement for the JPADS systems to keep a permanent Flight Log File, in non-volatile memory, which records actual flight information for post processing.  It is desired to log only actual drop data, opposed to logging information every time the AGU is powered ON or every time it receives a JPADS MP file.  The Flight Log File will, at no time, contain Impact Point (IP) coordinates or any other potentially sensitive information.  This file is meant for post processing in the event of mission failure.  The contents of the Flight Log File will be AGU specific, but at a minimum will record the following data:

· Date
· Time 
· Latitude
· Longitude
· Release Point (3 Dimensional)
· Miss Distance (3 Dimensional)
· Indicate when the flight is over

[bookmark: _Toc204048148]File Storage
The JPADS system will have the following capabilities:

· Storage of the log files will be such that there will not be a risk of potentially overloading the memory capability.  The Flight Log File will be such that if the system sits on the DZ, still powered ON, there will not be a risk of potentially overloading the memory capability or overwriting the Flight Log File.
· Prime power need not be applied to retain log files.
· The Permanent Log File will be attainable throughout the system’s lifecycle.
· The JPADS system will have the capability to view (objective) and download (threshold) the Permanent Log File while also having the capability to download and erase the Flight Log File.
· The location where the IP coordinate and other potentially sensitive information is retained will be sanitized autonomously, upon every landing, IAW DoD Defense Security Service, Industrial Security Program Office, Industrial Security Letter, dated 11 October 2007.  Sensitive information retained includes the JPADS MP file.
· The AGU will implement a manual sanitize feature that, in the event the already programmed system does not get dropped, personnel can manually perform the sanitization procedure outlined in 3.2.5.

[bookmark: _Toc204048149]Rendering Unusable
The JPADS system will have the capability to render itself unusable to unfriendly forces.  Unusable shall be taken to mean that system components will no longer perform their intended function or serve as a source of intelligence which could potentially compromise future missions.  The system will have the capability to either render unusable autonomously, specified by the JPADS MP, or to render unusable by the receiving personnel on the ground.  The location of this feature will be easily accessible by recovering personnel using no tools and designed such that it cannot be easily triggered.  The following information should be erased:

· Flight Log File
· Flight Software
· Key Data Processor (KDP) Initialization Parameters zeroize of JPADS SAASM GPS IAW SAASM GPS Requirements for JPADS.
· All other information that can be used as a source of intelligence by unfriendly forces.

[bookmark: _Toc204048150]ACRONYMS

Acronym	Description
AGU		Autonomous Guidance Unit
ft		Feet
GPS		Global Positioning System
IP		Impact Point
JPADS		Joint Precision Airdrop Systems
JPADS MP	Joint Precision Airdrop Systems Mission Planner
KDP		Key Data Processor
lbs		Pounds
m		Meters
MILGPS	Military Global Positioning System
MSL		Mean Sea Level
PM FSS	Product Manager Force Sustainment Systems
SAASM	Selective Availability Anti-Spoofing Module
US		United States
USAF		United State Air Force
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