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1 SCOPE

1.1 Identification
This document establishes requirements for the integration of Selective Availability Anti-Spoofing Module (SAASM) Precise Positioning Service (PPS) Global Positioning System (GPS) for acquisition by the US Army Product Manager Force Sustainment Systems (PM FSS) Joint Precision Airdrop (JPADS) family.
1.2 Description
Joint Precision Airdrop System (JPADS) is a high altitude capable, precision airdrop system that provides increased control upon release from the aircraft, and reduces ground load dispersion through superior accuracy.  JPADS pursues a common United States Air Force (USAF) mission planner with precision airdrop applications, a meteorology data gathering kit, a GPS re-broadcast kit, and multiple air vehicles offering various weight capabilities.  All of which primarily utilize GPS to navigate.  The JPADS SAASM GPS enclosure serves as a removable host application to the Small Serial Interface (SSI) form factor of the Ground-Based GPS Receiver Application Module (GB-GRAM).
1.3 Threshold and Objective Requirements
The “threshold” requirements identify the minimum acceptable standards and must be met.  The “objective” requirements are desired functions of the JPADS SAASM GPS enclosure.
2 RELATING DOCUMENTS

a. MIL-PRF-GB-GRAM-300A, Performance Specification for the NAVSTAR Ground-Based GPS Receiver Application Module (GB-GRAM), 20 Apr 2006.
b. GPU-03-105, Security Approval Requirements for Selective Availability Anti-Spoofing Module (SAASM) Host Application Equipment (HAE), 31 Jan 2004.

c. MIL-PRF-DASH-300, Performance Specification for the NAVSTAR GPS Defense Advanced Small Serial Interface (SSI) Host (DASH), 23 Apr 2007.
a. CZU-03-071, Security Approval Requirements for Selective Availability Anti-Spoofing Module (SAASM) Host Application Equipment (HAE), 31 January 2004.
3 REQUIREMENTS

3.1 JPADS SAASM GPS 
3.1.1 Connectors 

It is an objective to have all connectors either recessed or easily accessible through the Autonomous Guidance Unit (AGU) without the use of tools.  No extrusions from the AGU will occur.  Connectors that are not critical to the AGU’s performance do not need to be accessible externally.  If a connector is not accessible while installed in the AGU, then an auxiliary prime power method shall be provided to utilize the connector while the JPADS SAASM GPS enclosure is separated from the AGU. 
3.1.1.1 Keying Interface

3.1.1.1.1 DS-101 (RS-232 Mode)

a. The JPADS SAASM GPS enclosure will provide the DS-101 (RS-232 Mode) keying interface of the GB-GRAM IAW MIL-PRF-GB-GRAM-300 on an external connector.
b. The JPADS SAASM GPS enclosure will not allow permanent or temporary storage of keys between JPADS enclosure level DS-101 pins and the GB-GRAM level DS-101 pins.
c. If the JPADS SAASM GPS enclosure is “self-mating” and key fill connectors are not accessible while installed in the AGU then auxiliary prime power will be supplied with the system to enable the DS-101 key fill function.
d. See section 3.2 AGU for successful key fill indicators.
3.1.1.1.2 KYK-13/KOI-18

a. The JPADS SAASM GPS enclosure will provide the KYK-13/KOI-18 keying interface of the GB-GRAM IAW MIL-PRF-GB-GRAM-300 on an external connector.

b. The JPADS SAASM GPS enclosure will not allow permanent or temporary storage of keys between JPADS enclosure level KYK-13/KOI-18 pins and the GB-GRAM level KYK-13/KOI-18 pins.

c. If the JPADS SAASM GPS enclosure is “self-mating” and key fill connectors are not accessible while installed in the AGU then auxiliary prime power will be supplied with the system to enable the KYK-13/KOI-18 key fill function.

d. See section 3.2 AGU for successful key fill indicators.
3.1.1.2 Rear AGU Connector

This AGU specific connector interacts with the AGU to complete the following functions:

a. The Rear AGU Connector shall provide the means of communicating between the AGU and the JPADS SAASM GPS enclosure/GB-GRAM.

b. The Rear AGU Connector shall provide the means of supplying prime power and backup power, if necessary, to the GB-GRAM, refer to section 3.1.3.
c. The Rear AGU Connector shall provide the means of relaying a Software Zeroization command to the GB-GRAM, refer to section 3.1.2.
d. It is an objective to incorporate the GB-GRAM antenna connection with the Rear AGU Connector.
e. The Rear AGU Connector may dedicate signal assignments to ancillary GB-GRAM signals that are not critical to the AGU function.

f. It is an objective for the Rear AGU Connector to be “self-mating” between the AGU and JPADS SAASM GPS enclosure with no chance of being dislodged during operations.
3.1.1.3 Antenna
a. The GB-GRAM will utilize an active L1/L2 GPS antenna.
b. The JPADS SAASM GPS enclosure shall redirect power to the antenna, if needed.

3.1.2 Zeroize

a. The AGU shall provide a Software method of sending a Key Data Processor (KDP) Initialization Parameters zeroize command IAW ICD-GPS-153.

b. The AGU shall either provide a Software method of sending a Cryptovariable (CV) key zeroize command IAW ICD-GPS-153 or a hardware CV key zeroize switch in the JPADS SAASM GPS enclosure.  If a hardware CV key zeroize is elected, adhere to the following:
i. The hardware CV key zeroize switch shall be located so it can be activated while the JPADS SAASM GPS enclosure is housed in the AGU and accepting prime power.

ii. An objective of the JPADS SAASM GPS enclosure is to have a hardware CV key zeroize capability while not relying on the AGU for prime power. Alternate prime power shall be supplied to enable a hardware zeroize with the JPADS SAASM GPS enclosure separate from the AGU.  This feature is independent from the AGU.
c. The JPADS SAASM GPS enclosure will utilize the Recoverable Mission Duration Zeroization (RMDZ) feature on the GB-GRAM.  Upon landing, the JPADS system will automatically activate the RMDZ to expire forty-five days from the event, where, when expired, the GBGRAM will zeroize Key Data Processor (KDP) Initialization Parameters.  This feature will be designed such that there is no chance of accidentally triggering a RMDZ countdown and will only be initiated during actual missions.  NOTE:  The duration of time, forty-five days, is based on JPADS Concept of Operations (CONOPS) and may be subject to change.
i. The AGU shall indicate the current status of the RMDZ.  It is an objective for the AGU to show the date that the RMDZ will expire.
ii. Recovering ground personnel or rigging personnel in the hanger shall deactivate the RMDZ countdown toollessly by an external button/device/action.  The AGU shall verify the RMDZ is terminated as well as show the current status of the countdown.  The RMDZ termination and status features will not be dependent on the specific AGU that initiated the countdown but will be compatible with all AGUs during all modes and phases of RMDZ.  

3.1.3 Power

3.1.3.1 Prime Power

JPADS SAASM GPS will operate under AGU specific power.  It is desired to operate under all possible JPADS systems’ power ranges.

a. The JPADS SAASM GPS enclosure objective voltage input range is 9-46 VDC.

b. The JPADS SAASM GPS enclosure shall condition input voltage IAW MIL-PRF-GB-GRAM-300A.

3.1.3.2 Auxiliary Prime Power
Auxiliary prime power will be provided if connections are inaccessible while installed in the AGU.  Auxiliary prime power will be provided to enable keyload and zeroize functions with the JPADS SAASM GPS removed from the AGU.  It is desired to minimize accessories to perform this function.
3.1.3.3 Memory Retention
a. The JPADS SAASM GPS enclosure shall provide the capability to retain ephemeris/mission information while installed in a powered ON or OFF AGU.  This may be achieved by using a backup battery or accepting backup power directly from the AGU.
b. If a Backup battery is used:  

i. AA battery cells shall not be used as a memory battery

ii. The JPADS SAASM GPS enclosure shall not use spiral wound lithium anode with lithium cathode chemistry cells or batteries.

iii. It is desired for the JPADS SAASM GPS memory battery to provide a compartment that prevents electrolyte from being expelled in the event of battery leakage or rupture batteries.
iv. It is an objective to reduce the batteries logistical burden placed upon the user.  The battery shall provide a usable life of 3 months.
3.2 Autonomous Guidance Unit (AGU)
a. The AGU shall interact with the GB-GRAM IAW ICD-GPS-153.
b. The AGU shall supply power IAW MIL-PRF-GB-GRAM-300.
c. The AGU shall zeroize IAW ICD-GPS-153.
d. The AGU shall provide an indication/status of CV keys when JPADS SAASM GPS enclosure is installed.

e. The AGU shall provide an indication/status of RMDZ when JPADS SAASM GPS enclosure is installed.

3.3 Security Review

The JPADS SAASM GPS enclosure and AGU, within the realm of the AGU’s SAASM security boundary, shall complete a Baseline Design Review (BDR) IAW GPU-03-105.

3.4 Security Accounts

Contractors that require access to the JPADS SAASM GPS enclosure are required to obtain the pertinent security accounts IAW CZU-03-071.  It is an objective for contractors to obtain security accounts necessary to handle JPADS associated Communication Security (COMSEC)/Controlled Cryptographic Items (CCI), such as GPS Cryptographic key fill devices.

4 ACRONYMS
Acronym
Description
AGU

Autonomous Guidance Unit

BDR

Baseline Design Review

GB-GRAM
Ground Based GPS Receiver Application Module

GPS

Global Positioning System

HAE

Host Application Equipment

IAW

In accordance with

JPADS

Joint Precision Airdrop Systems

JPADS MP
Joint Precision Airdrop Systems Mission Planner

L1

1575.42 MHz

L2

1227.60 MHz

MILGPS
Military Global Positioning System

PM FSS
Product Manager Force Sustainment Systems

SAASM
Selective Availability / Anti-Spoofing Module

SSI

Small Serial Interface

US

United States

VDC

Voltage Direct Current

