Information Technology Support 
Statement of Work

for
Marine Corps Tactical Systems Support Activity

1.0  Scope.  This effort is for information technology (IT) support to Marine Corps Tactical Systems Support Activity (MCTSSA). IT support under this effort includes on-site/on-call support at the MCTSSA Command Information Office (CIO).  Principal support activities include on-site network administration and information assurance for local and wide area networks (LAN / WAN).  IT support will include technical customer support, system administration, network monitoring, vulnerability mitigation, asset tracking/management, installation and troubleshooting, technical consulting, test support and consulting, and on-site software/hardware training of Government and commercial software and hardware.  The goal is to support the CIO’s mission to provide continuous and unparalleled IT service support to the Commanding Officer, MCTSSA.
2.0 Requirement.   On-Site Information Technology Support.  The MCTSSA CIO is responsible for providing the Commanding Officer MCTSSA with continuous on-site IT support.  IT support includes network administration and information assurance to ensure the operation and availability of Government IT services.  Key facets of on-site IT support are listed in Attachment 1 include system administration, technical guidance, software installation, configuration management, system troubleshooting, establishing efficient procedures to resolve trouble tickets, locally and as required ensuring network availability, coordinating the deployment of software releases, and ensuring the effectiveness Command  operations.  The Contractor is responsible for coordinating with the CIO to ensure staff resources are available to accommodate Government priorities, and to identify deficiencies in capability at the site location within 24-hrs of occurrence.  
2.1 Network Administration.  The contractor shall provide one network administrator with the skill sets, qualifications and experiences listed in Attachment 1. 
2.2 Information Assurance.  The contractor shall provide one information assurance technician with the skill sets, qualifications and experiences listed in Attachment 1. 

Attachment 1
Required Skills, Tasks and Qualifications
1.  Network Administrator

Work that involves the testing, configuration, installation, implementation and maintenance, of networked systems used for the transmission of information in voice, data, and/or video formats.

1.1 Skills

1.1.1 Knowledge of network operations, monitoring and performance. To include reporting/recording incidents and implementing solutions and/or work-arounds.

1.1.2 Knowledge of data backups and restorations.

1.1.3 Knowledge of maintaining Microsoft Exchange systems.  To include knowledge of monitoring Microsoft Exchange, reporting and resolving incidents.

1.1.4 Knowledge of maintaining Anti-Virus systems. To include monitoring Anti-Virus status, report and resolve incidents.

1.1.5 Knowledge of system security scanning.  To include verifying policy compliance and report.
1.1.6 Ability to install and confirm server & desktop systems, applications, script, etc., patching and security remediation efforts.

1.1.7 Ability to install and maintain application server operating systems and server configurations in compliance with USMC IA standards.
1.1.8 Knowledge of administering network account management programs.
1.1.9 Knowledge of administering shared file permissions and access controls.
1.1.10 Ability to perform customer desktop support.
1.1.11 Knowledgeable with the following technologies:  MS Exchange, MS Outlook, MS Windows NT Server, MS Windows 2000/2003 Server (to include Active Directory), MS Windows XP, Windows Server/Workstation hardware.

1.2 Tasks

1.2.1. Create and maintain network accounts.

1.2.2. Provide shared file customer services to include rights management.
1.2.3. Install and maintain Desktop and Server configurations.
1.2.4. Install Desktop and Server Applications.
1.2.5. Information Assurance Vulnerability Alert implementation and reporting.
1.2.6. Daily MS Exchange monitoring and reporting.
1.2.7. Daily Anti-Virus systems monitoring and reporting.
1.2.8. Daily Back-up monitoring and reporting.
1.2.9. Hardware moves.
1.2.10. Desktop support.
1.2.11. Manage Active Directory.

1.2.12. Incident and task entry into the CIO Request Portal.

2.  Information Assurance Technician
Work that involves ensuring the confidentiality, integrity, and availability of systems, networks, and data through the analysis, development, implementation and maintenance of information systems security programs, policies, procedures, and tools.

2.1 Skills
2.1.1 Knowledge of current DoD information assurance (IA) programs.
2.1.2 Ability to prepare IA certification documentation.
2.1.3 Ability to review and make recommendations to MCAPs for network connection requirements.
2.1.4 Knowledge of IA certification and accreditation documentation record keeping.
2.1.5 Ability to conduct IAM coordinated IA inspections, tests, and reviews.

2.1.6 Ability to review and track reportable security items.
2.1.7 Ability to monitor security events, investigate and report.

2.1.8 Ability to coordinate with the Personnel and Physical Security Officers to ensure physical and personnel access controls for Marine Corps owned facilities, to include Service Provider assets and information systems, comply with established policies and procedures.
2.1.9 Knowledge of Risk Assessments for information systems in accordance with the methodology and tools approved by the MCEN DAA.
2.1.10 Ability to promote awareness of security issues among management, staff and employees; and ensuring sound security principles are reflected in organizations’ visions and goals.
2.1.11 Knowledgeable with the following:  Hercules, Retina, Shavlik and Symantec Ghost.

2.2 Tasks
2.2.1 Author IA documentation and perform required follow-up (DICAP, SSAA, ASP, MOU, MOA, RFM, IATO, IATT, etc…).

2.2.2 Execute the Venerability Assessment Program (VAP); conduct scanning and recommend and/or implement mitigations.
2.2.3 Investigate IA Violations.
2.2.4 Implement and report Information Assurance Vulnerability Alerts (IAVA).
2.2.5 Check and lockdown PDAs per Activity Orders.
2.2.6 Provide User Computer Security training.
2.2.7 Provide Power User Computer Security training. 
2.2.8 Information Assurance Vulnerability Alert implementation and reporting. 
2.2.9 Incident and task entry into the CIO Request Portal.







