DEPARTMENTY OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requirements of the DoD industrial Security Manual apply

to all security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
CONFIDENTIAL

b. LEVEL OF SAFEGUARDING REQUIRED
CONFIDBNTIAL

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION 18: (X and complete as applicable)

3. PRIME CONTRACT NUMBER DATE (YYYYMMDD)
X | a. ORIGINAL (Complete data in all cases) 26101201
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE (YYYYMMDD)
(Supersedes all
previous specs)
¢. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) DATE (YYYYMMDD)
x N00024-11-R-6401 ¢. FINAL (Complete Hem & in ail cases)

4.1S THIS A FOLLOW-ON CONTRACT? i YES
Classified malerial recalved or genaratad under __ (Preceding Cont

l X l NOC. f Yes, complete the following:

£

3 Mysmboaor]
i

) is tr

d to this follow-on contract.

5.1S THIS A FINAL DD FORM 2547 { | YES

' X lNO. If Yes, complete the following:

In response to the contractor's request dated ___, retention of the classfied material Is authorized for the perlod of ___

6. CONTRACTOR (include G ial and Go t Entity (CAGE) Cods)

a. NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE [ ¢. COGNIZANT SECURITY OFFICE (Namse, Address, and Zip Cads)

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZiP CODE

b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION

b. CAGE CODE | ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Cods)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
REQUEST POR INFORMATION (RFI)MARKET SURVEY

- DESIGN AND CONSTRUCTION BEST PRACTICES, DRY DECK SHELTER
{DD8) EXTENSION AND DESIGN IMPROVEMENTS TC SUPPORT FUTURE FLEET REQUIREMENTS

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES| NO | 11. lN_ PERFORMING THIS CONTRACT, THE CONT_BACTOR WILL: |YES|NO
a FHAVE ACGESS TO CLABSIFIED INFORMATION GNLY AT ANGTHER
2. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X T A TION ONLY AT Al X
b. RESTRICTED DATA X . RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X « RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X 4. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
o. INTELLIGENCE INFORMATION s, PERFORM SERVICES ONLY
T RAVE AGCESS TO U S, CLAGSIFIED INFORMATION GUTSIDE THE U,
{1} Senstive comparimented information (SG1) X | BUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES X
oSG % | 9 BE AUTHORIZED 10 USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION x
GENTER {DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
. SPECIAL ACCESS INFORMATION X | 1. REQUIRE A COMSEC ACCOUNT X
g NATO INFORMATION X | . HAVE TEMPEST REQUIREMENTS X
b. FOREIGN GOVERNMENT INFORMATION X | J. HAVE OPERATIONS SECURITY (OFSEC) REQUIREMENTS x
i LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
| FOR OFFICIAL USE ONLY INFORMATION % I OTHER (Specify)
k. OTHER (Speciy) X
x
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412. PUBLIC RELEASE. Any information (classified or unclassified) psrtaining to this contract shall not be released for publlc dissemination except as pravided
by the Industrial Security Manual or uniess it has been approved for public relsase by appropriate U.S, Government authority, Proposed public releases shall

be submitted for approval grior to public relegse [::] Direct E:] Through (Specify)
COMMANDER, NAVAL SEA SYSTEMS COMMAND (S8RA 00D)

to the Directorate for Freadom of Information and Security Review, Office of the Assistant Secratary of Defanse (Public Affairs)* for raview.
*in the case of non-DaD User Agencies, requests for disciosuer shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guldance needed for this classified effort is idantified beiow. if any difficulty is encouniered in applying this
guidance or If any other contributing factor indicates 2 need for changes in this guidance, the contraclor is authorized and encouraged fo provide recommended
changes; 1o challengs the guidance of the classification assigned to any information or material furnished or generated under this contract;, and to submit any
questions for interprelation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the
highast level of dassification igned or rect ded. (Fill in as approprale for the classified effort. Attach, or forward under seperate correspondance, any
documantsfiguldes/extracts refersnced herein, Add addilional pages as needed 10 provids complete guidance.)

~CLASSIFIED OR UNCLASSIPIED TRCHNICAL PAPERS TO BE PRESENTED AT A CLASSIFPIED SYMPOSIUM MUST BE

APPROVED BY THR NAVSEAHQ CONTRACTING OFFICER'S REPRESENTATIVE PRIOR TO THE PRESENTATION.

~8ECURITY CLASSIPICATION GUIDES (OPNAVINST 5513 SERIEB) AND UNCLASSIFIERD LIMITED DOCUMENTS (E.G.,
POUO, DISTRIBUTION STATEMENT CONTROLLED) ARE NOT AUTHORIZED FOR PUBLIC RELEASE; THEREFORE, THEY
CANNOT BE POSTED ON A PUBLICLY ACCESSIBLE WEB-SERVER OR TRANSMITTED OVER THE INTERNET UNLESS
APPROPRIATEBLY ENCRYPTED. REQUEST FOR PUBLIC RELEASE CANNCT BE TRANSMITTED VIA THE INTERNET UNTIL THE
CONTRACTOR RECEIVEE FINAL APPROVAL PROM NAVSEA (SEA 00D).

~-CONTRACTOR MUST SUBMIT A REQUEST FOR SHARING OF CLASSIFIRD AND OTHER SENSITIVE INFORMATION BETWEEN
PRIME CONTRACTS IN WRITING TO THE NAVSEA OFFICE OF SECURITY PROGRAMS (SEA 09P31) IDENTIFIED IN BLOCK
16 OF THIS FORM FOR APPROVAL.

~CONTRACTOR SHALL REFER TO CNO LETTER DATED 7 JAN 2008, SRR NOOSN2/80U223000 AND ACCOMPANYING
ENCLOSURE (1), MARKING GUIDANCE FOR CONVERTING OADR AND EXBMPTION CATEGORIES X1- X8, A3 GUIDANRCE POR
CONVERTING DURATION OF CLASSIFICATION ("DECLASSIFY ON®") TO NEW DERIVATIVELY CLASSIPIED DOCUMENTS,
BASED ON MARKING SCHEMES FROM PAST BXECUTIVE ORDERE THAT ARE

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to I1SM raquirements, are established far this contract, [:] Yes E] No
(if Yes, ideatify the pertinent contractual clauses in the confract document ltself, or provide an appropriate stetement which Indentifies the additional
requirements, Frovide a copy of the requirements fo the cognizant securily office. Use Hem 13 If additional spacs Is nesded.}

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant securlty office. l::] Ves Ne
(if Yos, explain and idertify specific areas or elements carved out and the activily responsible for Inspections. Use ftermn 13 if addilional space is nesded.}

16. CERTIFICATION AND SIGNATURE. Sscurity requirsments stated herein are complete and adequate for safaguarding the classified
information to be raleased or gensrated under this clussified efforl. All questions shall be referred to the official named befow.

a. TYPED NAME OF CERTIFYING OFFICIAL - b. TITLE ¢. TELEPHONE (Inciude Area Code)
SHELIA Y. NEAL CONTRACTIRG OFFICER FOR SECURITY 202-781-3548
MATTERS

d. ADDRESS (include Zip Code)
1333 ISAAC HULL AVE., S8.B. STOP 9917
WASHINGTON NAVY YARD, DC 20376-9917 X

17. REQUIRED DISTRIBUTION
a. CONTRACTOR

b. SUBCONTRACTOR

X | ¢ COGNIZANT SECURITY QOFFICE FOR PRIME AND SUBCONTRACTOR

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
X | 5 ADMINISTRATIVE CONTRACTING OFFICER

=

a. SIGNATURE
/8/SHELIA Y. NEAL .~
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13. SECURITY GUIDANCE. The security ciassification guldance needed for this classified effort is identified below. If any difficulty s encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the confractor is authorized and encouraged to provide recommended
changes; o challenge the guidance or the classification assigned 1o any mionnaiion or material furnished or g ted under this contract; and to submit any
questions for interpretation of this guidance to the official identified below. Pending final decision, the mfo:mauon Involved shall be handled and protected at the

ghast iavel of classification assigned or racommended. (Fill In as appropriate for the classified effort. Attach, or forward under separate correspondence, any
ts/guid ts reforenced herein. Add additional pages a3 needed to provide complete guidance.)

SECTION 13 CONTINUED:

NO LONGER AUTHORIZED (I.E., ORIGINATING AGENCY DETERMINATION REQUIRED OR "OADR” AND EXEMPTION

CATEGORIES X1 THROUGH X8). THE LETTHER AND ACCOMPANYING ENCLOSURE (1) SHALL ONLY BE UTILIZED WHEN

WARRANTED (I.B., WHEN A SECURITY CLASSIFICATION GUIDE OR OTHER SOURCE MATERIAL CONTAIN

DECLASSIPICATION INSTRUCTIONS OF "OADR® OR EXEMPTION CATEGORIES X1 THROUGH X8).

-ALL CLASSIPIED DOCUMENTS MUST BE DESTROYED USING A NATIONAL SBECURITY AGEBNCY (NBA) APPROVED HIGH
SECURITY CROSSCUT SHREDDER LISTED ON THE NSA/CSS EVALUATED PRODUCTS LIST FOR HIGH SECURITY CROSSCUT
PAPER SHREDDERS (NSA/CSS EPL-02-01-2, ANNEX A TO NSA/C88 02-01, 30 APRIL 2009), OR OTHER APPROVED
METHOD FOR DESTROYING CLASSIFIEBD INFORMATION.

~ALL REPORTS OF CONTRACTOR SECURITY VIOLATIONS ASSOCIATED WITH THIS CONTRACT SHALL BE MAILED BY THE
COGNIZANT DS8 FIELD OFFICE DIRECTLY TO THE CERTIFYING OFFICIAL IN BLOCK 16 OF THIS DDZ54.

~ALL SECURITY RELATED REQUEBSTS PERTAINING TO THIS CONTRACT SHALL BE SUBMITTED IN WRITING BY THE
CONTRACTOR’S PFACILITY SECURITY OFFICER (FS0) TO THE INDIVIDUAL IDENTIFIED IN BLOCK 16(A) OF THIS
DD254.

-BLOCK 11(G): CONTRACTOR SHALL PREPARE AND PROCERSS DD FORMS 1540 AND 2345 PRIOR TO REQURSTING THESE
SERVICES.

~-THE PROGRAM SPONSOR FOR THIS CONTRACT IS: BRIAN PELLETIER, PMS399, (202) 781-3347

-CONTACT SAMUEL GOODEN (SEA 09P3) AT (202) 781-4441 OR SAMUEL.GOODEN@NAVY.MIL FOR ANY SECURITY
QUESTIONS RELATED TO THIS CONTRACT.

-THIS DD254 IS FOR SOLICITATION PURPOSES ONLY; THRREFORE, IT MUST BE RETURNED TO SEA 09P3 TO BE
UPDATED WITH A CONTRACT NUMBER WHBN CONTRACT AWARD IS MADRE BEFORE IT CAN BR ISSUED TO THE CONTRACTOR.

SECURITY CLASSIFICATION GUIDANCE I8 AS FOLLOWS:

OPNAVINST 5513 03-53.1 Unclassified PROTECTION TECHNOLOGY, SHIP PASSIVE 6/10/1997

OPNAVINST 5513 05-142.1 Unclassified SUBMARINE TECHNOLOGY FOR OHIO CLASS SUBMARINES CONVERTRED FOR
STRIXE AND SPECIAL OPERATIONS (SSGNS) 6/16/2010

OPNAVINST 5513 05-38.3 Unclassified SUBMARINE TECHNOLOGY, NUCLEAR AND CONVENTIONAL 6/29/2010
OPNAVINST 5513 05-90.3 Unclassified SUBMARINE TECHNOLOGY FOR NEW DESIGN NUCLBAR POWERED ATTACK
SUBMARINES COMMENCING WITH SEAWOLF CLASS (88N-21) 5/10/2010

NARRATIVE 09-CGRN1 Confidential CG-RN-1, REV. 3-DOE-DOD CLASSIFICATION GUIDE FOR THE NNPI, AND
INTERPRETIVE GUIDANCE BULLETINS 1-1B 9/5/2007

NARRATIVE 09-FOUO Unclassified EXTRACT DOD 5200.1.R INFORMATION SECURITY PROGRAM, APPENDIX 3
4/16/2004

NARRATIVE 09-NNPI Unclassified SECURITY CONTROLS ON THE DISSEMINATION OF NNPI RECRIVED OR GENERATED
UNDER NAVSEA CONTRACTS. REVISED 26 MAY 2006 5/26/2006

MABRRATIVE 09-NNPI1l Unclassified OPNAVINST, N9210.3 (U) SAFEGUARDING OF NAVAL NUCLEAR PROPULSION
INFORMATION (NNPI) 6/7/2010

NARRATIVE 09-USUI Unclassified MININUM PROTECTION REQ FOR UNCL/SENSITIVE UNCL INF 4/1/2002
OPNAVINST 5513 15-06 Unclassified DRY DECK SHELTER (DDS) SYSTEM 1/31/2008

NARRATIVE 9T-CNO-1 Unclassified (U) CNO LTR DTD 7 JAN 2008, 5510 SER NOON2/8U223000 1/7/2008
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