1. CLEARANCE AND SAFEGUARDING

DEPARTMENT OF DEFENSE
. FACILITY CLEARANCE REGUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION [ 7 1Y !
(The requirements of the DoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REGUIRED
{o all security aspects of this effort.) YOP BRCRET
Z.WSSPECMCAHORISFOR:prmmuW) 3.mmmmmnmsmwm”mw
o PRIME CONTRACT NUMBER X | ORIGINAL (Complete date in sif cases) g‘:rf;o 213 MOD)
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE (YYYYMMDD)
{Supersedes all
Provious specs)
€. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) DATE (YYYYMMDD)
x N00024-12-R-5315 ¢. FINAL (Complete ftem 5 in aff cases)
4.18 THIS A FOLLOW-ON CONTRACT? ] [ YES | x [ NO. If Yes, complete the following:
Classified material received or generated under e (Preceding Contract Number) is transferred to this follow-on contract,
5. 1S THIS A FINAL DD FORM 2547 f [ YES [ x { NO. If Yes, complete the following:
In response to the contractor's request dated ___, retention of the classfied material is authorized for the period of ___
6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE [ c. COGNIZANT SECURITY OFFICE (Name, Address, end Zip Code)
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Addross, and Zip Code)
8. ACTUAL PERFORMANCE
8. LOCATION b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
ENGINBERING MANUPACTURING AND DEVELOPMENT AND L
DEFENSE RADAR S-BAND RADAR AND RADAR SUITE CONT

OW RATE INITIAL PRODUCTION FOR THE AIR AND MISSILE
ROLLER.

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES|NO I 1

1. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: |YES| NO

a. HAVE AGCESS 10 CLASSIFIED INFORMATION ONLY AT ANOTHER
2 COMMUNIGATIONS SECURITY (COMSEC) INFORMATION x CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY x
b. RESTRICTED DATA X b RECEIVE CLASSIFIED DOCUMENTS ONLY x
. CRITIGAL NUCLEAR WEAFON DESIGN INFORMATION X_| ¢ RECEIVE AND GENERATE CLASSIFIED MATERIAL x
d. FORMERLY RESTRICTED DATA x d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE x

&. INTELLIGENCE INFORMATION

f

e. PERFORM SERVICES ONLY

HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIOE THE us,

X

1) Sensitive comy; information (SCI X | PUERTORICO, .S POSSESSIONS AND TRUST TERRITORIES
21Non 501 x 9. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL TNFORMATION
CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCESS INFORMATION X_| h REQUIRE A COMSEC ACCOUNT x
9. NATO INFORMATION X i, HAVE TEMPEST REQUIREMENTS x
h. FOREIGN GOVERNMENT INFORMATION x j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
I. LIMITED DISSEMINATION INFORMATION X_| k BE AUTHORIZED TO USE THE DEFENSE COURIER SERVIGE x
i. FOR OFFICIAL USE ONLY INFORMATION x I. OTHER (Specify)
k. OTHER (Specify)
x
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12. PUﬁUCRELEAsE.MyWW(a&ess&ﬁ‘udorundﬂsﬁed}Mmmmmmwrwvmﬁmemuwm
by the Industrial S ¥ M { or uni ummwfammmwmu,s,smmammr, 1 public rek shall
be submitied for approval prior to public release | | Direct [_X_] Thwough (Specity)

COMMANDER, NAVAL SEA SYSTENS COMMAND (SEA 00D}

to the Directorate for Fresdom of infi 1 and Security Review, Office of the Assistant Secretary of Defense (Public Aftairs)* for review.
'tnmaummww,mmuhtdwmnmmmw_

guﬁmwumymmuwmmmmamwwmmamm.mmhmwmwmmm
d\anoas:mdmmmogum“ormmmmmmwmy* formation or f fi hed or g atad under this contract; and to submit any
questions for interp: of this guid: to the official identified below. Pending final decision, the information tved shall be handled and protected af the
highest lavel of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any
ek {s/guides/ cts rof i by .wmmmmmmmm)
-CLASSIFIED OR UNCLASSIPIED TECHNICAL PAPERS TO BR PRESENTRED AT A CLASSIFIED SYMPOSIUNM MUST BR
APPROVED BY THE NAVSEAHQ CONTRACTING OFFICER'S REPRESENTATIVE PRIOR TO THE PRESENTATION.

-8ECURITY CLASSIFICATION GUIDES (OPNAVINST 5513 SERIES) AND UNCLASSIFIED LIMITED DOCUMENTS (B.G.,
FOUO, DISTRIBUTION STATEMENT CONTROLLED) ARE NOT AUTHORIZED FOR PUBLIC RELEASE; THREREFORE, THEY
CANNOT BE POSTED ON A PUBLICLY ACCRSSIBLE WRB-SERVER OR TRANSMITTED OVER THE INTERNRT UNLESS
APPROPRIATRLY ENCRYPTED. REQUEST FOR PUBLIC RELEASE CANNOT BE TRANSMITTED VIA THE INTERNET UNTIL THR
CONTRACTOR RECEIVES PINAL APPROVAL FROM NAVSEA (SEA oon) .

~CLASSIFIED SECURITY CLASSIFICATION GUIDES ASSOCIATED WITH THIS CONTRACT WILL BE PORWARDED UNDER
SEPARATR COVER,

-CONTRACTOR MUST SUBMIT A REQURST POR SHARING OF CLASSIFIED AND OTHER SENSITIVE INPORMATION BETWEEN
PRIME CONTRACTORE IN WRITING TO THE NAVSEA OFFICE OF S8ECURITY PROGRAMS (SEA 09P3) IDENTIFIED IN
BLOCK 16 OF THIS FORM FOR APPROVAL.

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. Yos No
(i Yes, identify the pertinent contractual ci in the i dox ‘Mupmmansppmpmmuatommmmm:ﬁosmm
requirements. Provide a copy of the requirements to the . ,oﬁce.Usefaemf.’iifsddibbmlspacaismdad.)

15. INSPECTIONS. Eiements of this contract are outside the inspection responsibility of the cognizant security office. D Yes E] No

{f Yes, exptainandidsnﬁfyspeciﬂcmasorelomantscamdammmaclivﬁyrcsponsiblaforinspocﬁons. Use ftem 13 if additional space is needed )

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are compiets and adequate for safeguarding the classified
Information to be released or generatsd under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (Include Ares Code)
SAMUEL E. GOODEN CONTRACTING OFFICER FOR SECURITY 202-781-4441
MATTERS

d. ADDRESS (inciude Zip Code)
1333 ISAAC HULL AVE., 5.E. STOP 9917
WASHINGTON NAVY YARD, DC 20376-9917

17. REQUIRED DISTRIBUTION
x a. CONTRACTOR
b. SUBCONTRACTOR
X | c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e. SIGNATURE

4.U.8. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
X | o ADMINISTRATIVE CONTRACTING OFFICER
/é ; . OTHERS AS NECESSARY

DD FORM 254{(BAC ), DEC 1999
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13. SECURITY GUIDANCE. The security classification guidance nesded for this classified effort is identified below. If any difficulty is encountered in applying this
guidance or if any other contributing factor indicates @ need for changes in this guidance, the contractor is authorized and er ged to provid whed
changes; to challenge the guidance or the classification gned to any informati otmmw%tmmkmwcwgmmmudumhfmmcmmmm and to submit any

for interp ton of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protacted ot the
hsghost level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under sapargte correspondence, any
documents/guides/extracts referenced herein. Add additional pages as ded to provide plets guidi }

SBCTION 13 CONTINUED:

-ALL CLASSBIFIED DOCUMENTS MUST BE DESTROYED USING A NATIONAL SECURITY AGENCY (NSA) APPROVED HIGH
SECURITY CROSSCUT SHREDDER LISTED ON THE NSA/CSS EVALUATED PRODUCTS LIST FOR HIGH SECURITY CROSSCUT
PAPER SHREDDERS (NSA/CS88 EPL-02-01-Z, ANNEX A TO NSA/CS8 02-01, 30 APRIL 2009), OR OTHER APPROVED
METHOD FOR DRSTROYING CLASSIFIED INFORMATION.

-ALL REPORTS OF CONTRACTOR SECURITY VIOLATIONS ASSOCIATED WITH THIS CONTRACT SHALL BE MAILED BY THE
COGNIZANT DSS FIELD OFFICE DIRECTLY TO THE CERTIFYING OFFICIAL IN BLOCK 16 OF THIS DD254.

~-FORWARD A COPY OF SUBCONTRACTOR DD 254'S ISSUED UNDER THIS CONTRACT TO THE OPPICIAL SHOWN IN ITEM
16A OF THIS DD254.

-ALL SECURITY RELATED REQUESTS PERTAINING TO THIS CONTRACT SHALL BE SUBMITTED IN WRITING BY THE
CONTRACTOR’S FACILITY SECURITY OFFICER (FSO) TO THE INDIVIDUAL IDENTIFIED IN BLOCK 16(A) OF THIS
DD254.

~BLOCK 10(A): ACCES8 TO COMSEC REQUIRES A PINAL U.8. GOVERNMENT NATIONAL SECURITY CLEARANCE.

-BLOCK 10(G): ACCESS8 TO NATO REQUIRES A FPINAL U.S. GOVERNMENT NATIONAL SECURITY CLEARANCE AND MUST
HAVE A NATO SECURITY BRIEFING FROM THE ¥FSO.

~BLOCK 10(H): FOREIGN GOVERNMENT INFORMATION 1S LIMITED TO AUSTRALIA, JAPAN, & UNITED KINGDOM.

~BLOCK 11(H): COMSEC ACCOUNT REQUIRED FOR (SIPRNET EQUIPMENT, STU-III TELEPHONE BQUIPMENT,
CLASSIFIED PACSIMILE SYSTEM, AND KEY MATERIAL).

-PERSONNEL WHO REQUIRE ACCESSE TO SIPRNET BACKBONE EQUIPMENT MUST RECEIVE A NATO SECURITY BRIEFING
PRIOR TO ACCESS FROM THE CONTRACTOR'S FACILITY SECURITY OPFICER (FSO).

~THIS DD254 IS FOR SOLICITATION PURPOSES ONLY; THEREFORE, IT MUST BE RETURNED TO SEA 0SP3 TO BE
UPDATED WITH A CONTRACT NUMBER WHEN CONTRACT AWARD IS MADE BEFORE IT CAN BE ISSUED TO THE CONTRACTOR.

-CONTACT CHRISTINE HANSEN (SEA 09P3) AT (202) 781-3148 OR CHRISTINE.R.HANSEN@NAVY.MIL FOR ANY
SECURITY QUESTIONS RELATED TO THIS CONTRACT.

-BLOCK 10E(2): RON-SCI INTELLIGENCE REQUIREMENTS ARE HEREBY AUTHORIZED BY NAVSEA 00G. QUESTIONS
REGARDING BLOCK 10E (2) SHALL BE REFERRED TO NAVSEA (SEA 00G) AT 202-781-5516.

REQUESTS TO THE OFFICE OF NAVAL INTELLIGENCE FOR RETENTION OR RELEASE OF INTELLIGENCE SHALL BE THRU
NAVSEA 006G (NAVSRA STILO/SS80).

SECURITY CLASSIFICATION GUIDANCE IS AS FOLLOWS:

OPNAVINST 85513 03-152 Secret AIR AND MISSILE DEFENSE RADAR (AMDR) PROGRAN 8/20/2012
OPNAVINST 5513 03-67.1 Unclassified (FORMERLY TALOS MISSILE) 7/12/1996

NARRATIVE 09-FOUO Unclassified EXTRACT DOD 5200.1.R INFORMATION SECURITY PROGRAM, APPENDIX 3
4/16/2004

NARRATIVE 09-INT Unclassified CONDITIONS OF RELEASE FOR INTELLIGENCE DOCUMENTS 1/12/1998
NARRATIVE 09-INT-1 Unclassified OPNAVINST 3811.1C THREAT SPT TO WPN SYS PLN ACQ 1/12/1998
NARRATIVE 09-INT-2 Unclagsified OPNAVINST 3880.6 STILO PRG AND INTEL SPT FOR RDT&E 1/20/1998
NARRATIVE 09-INT-3 Unclassified NAVSEAINST 3800.1B INTEL INFO ACQ, DISSEM. UTILIZ 1/12/1998
NARRATIVE 09-USUI Unclassified MINIMUM PROTECTION REQ FOR UNCL/SENSITIVE UNCL INF 4/1/2002

10h Continued: Australia, Japan, United Kingdom

DD FORM 254 (BACK), DEC 1999




UNCLASSIFIED SECURITY CLASSIFICATION OF PR

PROCUREMENT REQUEST

SEE NAVSEA PROCUREMENT REQUEST PREPARATION AND PROCESSING MANUAL SL-206-AA-PRO-010/PR.

NOTICE: THIS DOCUMENT MAY CONTAIN SOURCE SELECTION OR PROPRIETARY INFORMATION RELATED TO THE CONDUCT

OF A FEDERAL AGENCY PROCUREMENT

1. PROCUREMENT REQUEST NO.:
N00(24-12-NR-42033

7 February 2012

2. DATE PR ORIGINATED:

3. REQUIRED AWARD DATE:
Q2 FY13

4. DESCRIPTION OF PROCUREMENT:

The purpose of this PR is to solicit and procure for Air and Missile Defense Radar (AMDR) S-Band Radar (AMDR-S
and Radar Suite Controller (RSC) Engineering and Manufacturing Development (EMD) Phase. The EMD Phase
includes EMD and Options for Second Source Qualification, Engineering Services, Low Rate Initial Production

(LRIP) and PIO.

4(a). ACQUISITION PLAN #:

IWS2-TDS-09-001 Rev 1.1

TOTAL ESTIMATED VALUE INCLUDING OPTIONS

$3,619,257,300

4(b). TYPE OF PROCUREMENT-
NEW PROCUREMENT (NP)

[[] OTHER THAN NEW PROCUREMENT (OTNP)

CONTRACT NUMBER: TBD

5. SECURITY CLASSIFICATION OF PROCUREMENT
EFFORT/ACCESS:

UNCLASSIFIED CLASSIFIED (ATTACH DD 254

4{c). DESCRIPTION:
X RESEARCH AND DEVELOPMENT

X PRoDUCTION

8. RECOMMENDED CONTRACTING PROCEDURE:
E COMPETITIVE (FULL & OPEN)

TYPE:

] ves

[J COMPETITIVE (RESTRICTED)
[J ~no

Recommended Sources Attached

(] Non-compETITIVE

B services X caas
[] now caas

[] app
4(d). RECOMMENDED CONTRACT TYPE.

X cree [J cear ] rer

CPIF [ e & Fep

7. DO/DX RATING: 8. PRIOR PROCUREMENT: (S = SIMILIAR | =IDENTICAL)
DO-A7
9. COMMENTS/CONDITIONS:

None

10(a). ORIGINATOR (Name, Code, Telephone):

10(c). ACQUISITION APPROVING OFFICIAL (Name, Code, Tetephone):

10(b). PROJECT ENGINEER/COR (Name, Code, Telephone):

PETITION/CAAS OVERSIGHT MANAGER (Name, Code Telephone)

Date:

NAVSEA 4205/1 (REV 6-90)

SECURITY CLASSIFICATION OF PR_UNCLASSIFIED



UNCLASSIFIED SECURITY CLASSIFICATION OF PR N00024-12-R-5315

11. RESOURCE SUMMARY (Include All Options):

appROPRIATION ] scn [Jwen [J opn [ osmn [X] rovse [ Fms

[} otHeR

FY

CAAS SERVICES

IEC

SAE

MSS

ETS

NON

CAAS
SERVICES

HARDWARE

TOTALS

K$

MY

K$

MY

K$

MY

K$

MY

K$

MY

K$

MY

TOTAL

K$

MY

12. JUSTIFICATION FOR NON-COMPETITIVE PROCUREMENT:

A. WHAT UNIQUE CAPABILITIES QUALIFY THE PROPOSED CONTRACTOR AS SOLE SOURCE?
CAN STATEMENT OF WORK BE MODIFIED TO ALLOW OTHER SOURCES?

B. WHAT ATTEMPTS ARE BEING MADE TO FOSTER FUTURE COMPETITION?

13. PERFORMANCE PERIOD FOR SERVICES (Include All Options):

ENDING DATE: Delivery of Units in FY23

STARTING DATE: 2Q FY13

14. HAS A LONG RANGE ACQUISITION ESTIMATE SUBMITTAL BEEN MADE FOR THIS PROCUREMENT?

X ves [] no

NAVSEA 4205/1 (REV 6-90)

SECURITY CLASSIFICATION OF PR_UNCLASSIFIED




