


Fleet Counterintelligence and Human Intelligence Operational Support


1.0 INTRODUCTION
U. S. Fleet Forces Command (USFF) is tasked by Chief Naval Operations (CNO) to train, certify, and provide combat-ready Navy forces to combatant commanders (CCDRs) that are capable of conducting prompt, sustained naval, joint, and combined operations in support of U.S. national interests. 
The USFF Counterintelligence/Human Intelligence (CI/HUMINT) Department (N2X) was established in 2011 to develop and implement a Fleet-wide Foreign Military Intelligence Collection Activity (FORMICA) program. The Intelligence and Information Operations Directorate (N2/N39) Counterintelligence /Human Intelligence (CI/HUMINT) Department (N2X) is responsible for performing all the functions required to develop, establish, implement, oversee and execute Fleet FORMICA and CI, involving ~ 900 intelligence collectors.  The N2X is also responsible for identifying new requirements and charting the Fleet CI/HUMINT way ahead as directed by OPNAV N2/N6.  There is no other Navy service element that is tasked to lead CI/HUMINT operations and readiness for the Fleet.  The vendor shall provide deliverables to support USFF N2X, type commanders and numbered fleets through the use of conferences and meetings via TELECONs or VTCs, email, documents and reports (further defined below). 
2.0 OBJECTIVE
The objective of this performance work statement is to provide necessary deliverables to the USFF N2X which will enable the proper oversight and management of a Fleet-wide HUMINT and CI program.    
3.0 SCOPE OF WORK
Contractor personnel shall have the knowledge and experience in all aspects of the mission associated with a given area of expertise.  The contractor must provide documentation in the form of personnel qualifications that includes operational experience in each of the personnel requirements areas listed below.  

The scope of this PWS encompasses contractor support to provide USFF with a Subject Matter Expert experienced in the following knowledge areas:  1. HUMINT Online Tasking-Reporting (HOT-R) Administrator/Reports Officer and 2) CI/HUMINT Doctrine and Policy Administrator both of which enhance USFF’s ability to manage and oversee the Fleet component to the OPNAV directed Navy HUMINT Program.  
[bookmark: _GoBack]4.0 TASKS/REQUIREMENTS 
4.0.1 Develop HOT-R Standard Operating Procedures for both HUMINT and Ship’s Nautical or Otherwise Photographic Interpretation Element (SNOOPIE )reporting
4.0.2 Creating HOT-R accounts based upon the requester's role in the organization; editing roles assigned to HOT-R users as required.
4.0.3 Daily maintenance of the USFF HOT-R architecture to reflect current command relationships in the Fleet such as: creating/requisitioning user accounts, reviewing reports for grammar and format, recommending reports for release, reviewing and providing reporting metrics, etc.
4.0.4 Provide desk side training to USFF staff members on the use and functions of HOT-R.
4.0.5 Review Intelligence Information Reports (IIR), Notices of Intelligence Potential (NIP) Reports, and other HUMINT reports in HOT-R to ensure compliance with reporting doctrine, Standard Operating Procedures (SOP), and industry standards prior to the reports' release to the intelligence community.   
4.0.6 Provide weekly metrics to USFF N2X on fleet HUMINT reporting.
4.0.7 Establish and maintain points of contact at Fleet, Navy, Service, Combatant Command, DoD, and Intelligence Community commands and organizations to facilitate reporting efficiencies and leverage community knowledge.
4.0.8 Provide assistance in the drafting of USFF CI/HUMINT doctrine, policy and SOP to be approved by the USFF N2X. 
4.0.9 Establish and maintain library of National, DoD, Navy, and USFF CI/HUMINT doctrine, policy and standard operating procedures (SOP).  Ensures 2X staff members are kept up to date on policy updates.
4.0.10  Assist USFF subordinate commands, as necessary, with the drafting of unit specific doctrine, policy and SOP.  
4.0.11 Serve as action officer for taskers that pertain to CI/HUMINT Doctrine and Policy.
4.1 PERSONNEL REQUIREMENTS (all positions are considered key personnel, the Government will review resumes for technical qualifications)
4.1.1 HOT-R Administrator (Key Personnel)
4.1.1.1 Qualifications:
- Graduate of either the Defense Strategic Debriefing Course or Marine Air Ground Task Force Counterintelligence/Human Intelligence Basic Course.  Having both certifications is highly desirable.
- In depth knowledge of Navy HUMINT organizational structure and doctrine.  A minimum of five years’ experience in the CI/HUMINT community, GWOT experience with a Navy or Marine Corps organization highly desired.
- Work experience in a 2X organization.
- Experience working with HOT-R to include:  reviewing/editing information and operational reporting, creating/maintaining HOT-R accounts, serving as an organizational coordinator in HOT-R, transmitting reports in HOT-R.
- Training experience:  Experience training adult learners in CI/HUMINT topics and a graduate of a DOD certifying instructor certification course.  
4.1.2 CI/HUMINT Doctrine Administrator (Key personnel)
4.1.2.1 Qualifications:
 - Graduate of either the Defense Strategic Debriefing Course or Marine Air Ground Task Force Counterintelligence/Human Intelligence Basic Course.  Graduate of advanced CI/HUMINT course such as the Defense Advanced Tradecraft Course (DATC), Advanced Source Operations Course (ASOC), Advanced Military Source Operations Course (AMSOC), or Advanced Foreign Counterintelligence Training Course (AFCITC/AFCIO).
- In depth knowledge of Navy, DoD, and National HUMINT doctrine.   A minimum of five years’ experience in the CI/HUMINT community, GWOT experience with a Navy or Marine Corps organization highly desired.
- Work experience in a 2X organization highly desired.
- Experience in drafting DOD, Service Level, or Unit Level, CI/HUMINT Policy and Doctrine and SOP’s highly desired.
5.0 PLACE OF PERFORMANCE: The place of performance on this contract will be the USFF N2 spaces on board Naval Support Activity Hampton Roads, Norfolk, Virginia.  
5.1 Travel may be required to: the National Capital Region; Colorado Springs, Colorado; and other domestic and international locations as the mission may dictate.  All travel will be conducted in accordance with the provisions set forth in the Joint Federal Travel Regulations (JFTR).  All travel requests will be approved by the COR before the start date of the travel.   

6.0 PERIOD OF PERFORMANCE: Period of performance is Base + 2 Option Years. 

7.0 OTHER PERFORMANCE REQUIREMENTS
 
7.1 Security Requirements

7.1.1 	All contractor personnel shall be eligible for a Top Secret security clearance with access to Sensitive Compartmented Information (TS/SCI) for access to the USFF N2 space, a Sensitive Compartmented Information Facility (SCIF), and for access to NIPRNET and/or SIPRNET information to perform management and development of USFF N2X tasks.  Any contractor personnel proposed to work on this effort shall be eligible to immediately begin performance at the time of contract award.  

7.1.2 	The contractor shall comply with applicable security classification guidance contained in the National Industrial Security Program Operating Manual (DOD 5220.22-M), DOD Information Security Program: Protection of classified information (DODM 5200.01 V1-V4), DON Information Security Program (SECNAV M-5510.36) and local USFF security policies.  The contractor shall not release any Government information e.g. classified, controlled unclassified/For Official Use Only (FOUO) information without the express permission of the Government representative or COR.  Any products or documents, in any form, created by the contractor for this task are the sole property of the government.

7.2 Substitution
The contractor shall promptly notify the Contracting Officer Representative (COR) and contracting officer immediately when substitution of personnel is anticipated.  The contractor shall follow-up the notification, in writing, to the COR and contracting officer providing the reasons for the substitution and proposed qualified replacement.  As all positions on this contract are designated as Key Personnel, they Government shall review all resumes and shall notify the contractor within ten (10) days of receipt of the request for substitution if such substitution is acceptable.

7.3 ADP Environment

7.3.1  	All reports, technical documentation, developed training courses, training plans, etc. shall comply with standard Navy Marine Corps Intranet (NMCI) desktop, portable Microsoft windows operating based systems, data and quality control standards unless otherwise specified.

7.4 Contractor Identification
7.4.1 	Personnel shall clearly identify themselves as contractor personnel as follows:
· Meetings:  Contractor personnel shall identify themselves as and/or be introduced as “contractor personnel” and display distinguishing badges or other visible identification for meetings with government personnel.
· Written Correspondence:  Contractor personnel shall identify themselves as contractor personnel in all formal and informal written correspondence with government personnel.
· Telephone Correspondence:  Contractor personnel shall identify themselves as contractors during the initial greeting when participating (initiating or receiving) in telephone conversations with government personnel.  

7.5 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information technology (IT) Systems or Protected Health Information
Homeland Security Presidential Directive (HSPD) - 12, requires government agencies to develop and implement Federal Security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type memorandum (DTM) 08-006 “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” data November 26, 2008) or its subsequent DoD instruction) directs implementation of HSPD-12.   
APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DoN as National Security Position, as advised by the command security manager.  It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 
ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II. IT Levels are determined by the requiring activity’s Command Information Assurance Manager.  Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the national Agency Check with Law and Credit (NACLC) described below.  Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required.  Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.
Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”.
The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.
INTERIM ACCESS
The Navy Command’s Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.  

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees.  The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.
CONTRACTOR’S SECURITY REPRESENTATIVE        
Within three work days after contract award, the contractor shall provide to the requiring activity’s Security manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Officer.  The Contractor’s Security Officer shall be the primary point of contact on any security matter.  The Contractor’s Security Officer shall not be replaced or removed without prior notice to the Contracting Officer and Command Security manager.
BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:
· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission0
· Original Signed Release Statements
Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.  Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.
Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing navy Information technology resources.  The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.  
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.   The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.
If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take the JPAS “Servicing” role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract.
BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc.) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements:
· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.
To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following:
· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements
 The contractor shall ensure each individual employee has a current favorably completed National Agency Check with written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM.
Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.
*Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-II (non-sensitive) access is required for non-US citizens outside the United States.

8.0 GOVERNMENT FURNISHED MATERIAL/PROPERTY (GFM/GFP) 

8.1 Government Furnished Software

The Government will furnish the contractor with necessary software, including public key infrastructure certificates, common access cards to enable designated contractors access to applications and information systems on NMCI NIPRNET and/or SIPRNET as applicable. The contractor shall comply with applicable security classification guidance contained in the National Industrial Security Program Operating Manual (DOD 5220.22-M), DOD Information Security Program: Protection of classified information (DODM 5200.01 V1-V4), DON Information Security Program (SECNAV M-5510.36), and local USFF security policies.

8.2 Government Furnished Equipment (GFE) and Government Furnished Facilities

The Government will furnish equipment or facilities, needed by contractor personnel, to accomplish objectives and tasks identified in this PWS.  Equipment: Office Cubicle with storage space, Desktop Computer, printer, facsimile machine, copy machine, telephone, and office supplies, etc. on a temporary and not-to-interfere basis with existing services.  All provided databases will remain property of the U.S. Navy.  The contractor shall not retain any government furnished equipment or materials.
9.0 DELIVERABLES
9.1   Deliverable requirements are summarized below.  Copies of all deliverables, both formal and informal, shall be provided to the following distribution:  Project/Work Area Point-of-Contact.  Other distribution may be mutually agreed.  Deliverables are subject to review and, if warranted, may be returned to the contractor for revision due to content inaccuracies and/or errors.    

All documentation will provide traceability to enable Government review and verification.  At specific milestones, the contractor will provide interim reviews of the work accomplished to permit determination of the quality of the effort or receive government guidance.  If deficiencies are found, the contractor shall provide for timely corrective action. 
The contractor shall comply with applicable security classification guidance contained in the National Industrial Security Program Operating Manual (DOD 5220.22-M), DOD Information Security Program: Protection of classified information (DODM 5200.01 V1-V4), DON Information Security Program (SECNAV M-5510.36), and local USFF security policies for applicable documents.

        Following is a summary listing of deliverables required under this Task Order.  Information on this list has the same force and effect as if it were provided on a formal Contract Data Requirements List (CDRL), DD Form 1423.  It is anticipated that delivery of unclassified deliverables will be accomplished electronically.  The contractor shall provide deliverables at the level of classification as directed by the USFF N46 leadership when requested.  An unclassified version will be provided, as required by the Government.

CDRL No:   A001
Title:            HOT-R Standard Operating Procedures
Subtitle:       Working Document 
Frequency:  N/A
Remarks:	  Ref. SOW 4.0.1                    

CDRL No:	   A002
Title:             CREATION MODIFICATION OF HOT-R ACCOUNTS 
Subtitle:        Automated System Maintenance
Frequency:   As required
Remarks:      Ref. SOW 4.0.2 

CDRL No:      A003
Title:              STATUS REPORT OF FLEET HOT-R SYSTEM
Subtitle:         Technical Reports
Frequency:    Weekly. 
Remarks:       Re. SOW 4.0.3

CDRL No:      A004
Title:              HOT-R FAMILIARIZATION BRIEFS FOR FLEET ACCOUNT HOLDERS
Frequency:    As required
Remarks:      Ref:  SOW 4.0.4 

CDRL No.      A005
Title:              REVIEW INTELLIGENCE AND OPERATIONAL REPORTING
Frequency:    Daily
Remarks:       Ref. SOW 4.0.5

CDRL No:      A006
Title:              USFF N2X AND FLEET HUMINT REPORTING METRICS 
Frequency:    Weekly
Remarks:       Ref. SOW 4.0.6

CDRL No:      A007
Title:               CI/HUMINT COMMUNITY POINT OF CONTACT ROSTER
Frequency:    Weekly
Remarks:       Ref. SOW 4.0.7

CDRL No:      A008
Title:              DEVELOP USFF CI/HUMINT DIRECTIVES AND INSTRUCTIONS
Frequency:    Weekly
Remarks:       Ref. SOW 4.0.8

CDRL No:      A009
Title:              DEVELOP USFF N2X SOPS
Frequency:    Weekly
Remarks:       Ref. SOW 4.0.8

CDRL No:      A010
Title:              DEVELOP AND UPDATE FLEET CI/HUMINT DOCTRINE AND CONCEPTS OF OPERATIONS
Frequency:    Weekly
Remarks:       Ref. SOW 4.0.8; 4.0.10

CDRL No:      A011
Title:              ESTABLISH AND MAINTAIN LIBRARY OF NATIONAL, DOD, NAVY, AND USFF CI/HUMINT DOCTRINE, POLICY AND STANDARD OPERATING PROCEDURES (SOP).   
Frequency:    Weekly
Remarks:       Ref. SOW 4.0.9; 4.0.11


10.0 QUALITY CONTROL:  The contractor shall be responsible for quality control while performing under this contract and will ensure that the requirements of the contract are adhered to as specified in the Quality Assurance Surveillance Plan.



