


Performance Work Statement
US Fleet Forces Audio and Video Teleconferencing Maintenance Support

1 INTRODUCTION
This tasking is for the provision of onsite corrective and preventative maintenance of integrated audio video (AV) and video teleconferencing (VTC) systems in support of US Fleet Forces Command (USFF) N612. Support tasks include but are not limited to Video Teleconferencing and Audio/Visual Network Engineering support, to include maintenance, updating and enhancement of developed installed systems.

2 BACKGROUND
[bookmark: _GoBack]As a branch of the USFF N6 Communication and Information Systems Directorate, the N612 mission is to provide useful state of the art Information Technology services. This mission is integral in support of the Strategic Priorities of the USFF: Readiness Output, Enterprise Management / Alignment, Execute Combatant Commander Demand, Capabilities / CONOPS and Workforce Character and Professionalism. The intended goal is to provide reliable state of the art AV and VTC systems that will provide service well into the future and integrate remote, net centric asset management and control of these systems. USFF  
N612 does not have the necessary manning to provide Tier 3 level maintenance support on a routine and recurring level for the installed AV and VTC systems needed to conduct its mission.  Therefore, two full time employee (FTE) contractor support is needed to provide services to integrate, repair, modify, update, replace and maintain the installed AV and VTC systems primarily for USFF and secondarily for Commander, Naval Air Force Atlantic (CNAL) and Commander, Submarine Forces Atlantic (CSL); all located at the Naval Support Activity Norfolk VA. 

3 OBJECTIVE
The objective of this effort is to acquire contractor support services for USFF N612 Staff. The contractor provides the personnel required to augment Government personnel performing Tier 3 maintenance support for the AV and VTC functional areas. The contractor ensures continual support services for the applicable model, providing the required labor to ensure the government’s mission is successfully accomplished.  It is of paramount importance the contractor comprehends the nature of supplemental labor and the need for properly qualified/certified employees per functional area to include appropriate certifications typical for the related commercial industry.  

4 SCOPE
The work tasking under this document is divided into several tasks. These tasks consist of general maintenance support, as well as updating and enhancement of installed systems and the related AV control software. 
The Contractor shall be responsible for the provision of adequate levels of staffing required to meet N612’s functional requirements and Performance Measures.  
The Contractor shall be responsible for training contractor support to 
· Meet N612 AV and VTC maintenance requirements 
· Meet N612 AV control system programming requirements 
· Comply with all DOD and DON training requirements
· Secret security clearance

5 PLACE/PERIOD OF PERFORMANCE
Contractor support shall be performed at United States Fleet Forces Command (USFF) located on the Naval Support Activity, Norfolk, Virginia.  Contractors must be present for routine and ad-hoc daily, weekly, and monthly meetings.  If contractor employees are to attend meetings or training offsite that are not in furtherance of the work set forth in this PWS, contractor is to notify the COR 24 hours prior to such meeting/training.  If there are recurring meetings or training offsite that are not in furtherance of the work set forth in this PWS, contractor is to notify the COR of frequency and duration.  Where contractor employee attendance at such meetings or training conflicts with performance of work in accordance with this PWS (as dictated by USFF mission requirements) the COR may disapprove attendance.
5.1) Period of Performance: 23 September 2016 to 22 September 2017 with 4 option years.

6 SECURITY
The highest level of security required under this contract is SECRET clearance as designated on the DD Form 254. The Contractor will be required to work on government systems and/or space that are classified SECRET.
· All personnel are required to have SECRET clearance/access 
· All contractor personnel require access to For Official Use Only information as well as access to classified and unclassified information systems during the normal course of their duties.
· All work performed on classified systems or information shall adhere to as set forth on existing guidelines, policies, instructions and specific security requirements for such systems or information.
· The Contractor is responsible for acquiring, and maintaining security clearances at the level(s) required under this contract. Physical access to Naval Support Activity – Hampton Roads is the responsibility of the contractor security organization. USFF Technical POC will provide sponsorship upon request. 
· The Contractor is required to receive security training prior to reporting to the staff, be part of the continuous evaluation process, and participate in USFF Staff security training sessions as designated by the Command Security Manager.

6.1)  CONTRACTOR UNCLASSIFIED ACCESS TO FEDERALLY CONTROLLED FACILITIES, SENSITIVE INFORMATION, INFORMATION TECHNOLOGY (IT) SYSTEMS OR PROTECTED HEALTH INFORMATION
Homeland Security Presidential Directive (HSPD) - 12, requires government agencies to develop and implement Federal Security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type memorandum (DTM) 08-006 “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” data November 26, 2008) or its subsequent DoD instruction) directs implementation of HSPD-12.   

6.2)  APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DoN as National Security Position, as advised by the command security manager.  It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

6.3)  ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.

6.4)  ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II. IT Levels are determined by the requiring activity’s Command Information Assurance Manager.  Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the national Agency Check with Law and Credit (NACLC) described below.  Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required.  Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.
Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”.
The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

6.5)  DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees.  The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

6.6)  CONTRACTOR’S SECURITY REPRESENTATIVE        
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security manager.

6.7)  BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:
· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission0
· Original Signed Release Statements
Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.  Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.
Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing navy Information technology resources.  The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.  
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.   The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.
If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take the JPAS “Servicing” role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract.

6.8)  BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc.) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements:
· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.
To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following:
· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements
The contractor shall ensure each individual employee has a current favorably completed National Agency Check with written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM.
Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.
*Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-II (non-sensitive) access is required for non-US citizens outside the United States.
Tier 3 level Maintenance. The contractor shall provide daily, during the term of the contract, an onsite (FTE) contractor technician to perform planned and assigned maintenance tasks. Contracted services must be provided by a qualified audio video vendor, certified to maintain and program Cisco-Tandberg VTC equipment and Creston AV control equipment. Unique control system software is currently in place at US Fleet Forces Command. It would be cost prohibitive for the government to redesign this system and have software re-written, the current configuration(s) must be maintained. 

7 COR DESIGNATION/TECHNICAL POINTS OF CONTACT
7.1)  TECHNICAL POINT OF CONTACT: Mr. Paul A. Schubert; email: paul.a.schubert@navy.mil;  phone: (757)836-2733
7.2)  COR: This information will be provided when contract is awarded.

8 FUNCTION DESCRIPTION
In the performance of support services, the contractor shall be required to perform tasks and sub-tasks.  The following generally identifies the services and support required under the resultant contracts:
Information provided in this section is strictly a summary of the applicable functions and should not be construed as all-inclusive.  Due to the rapid changes in technology and business dynamics within USFF, the Contractor must be abreast with the latest technologies and trends, and able to adapt or implement to support requirements.
USFF maintains, operates, and facilitates 26 fully networked state-of-the-art Video Teleconferencing (VTC) studios throughout the Headquarters campus. The VTC network is extended throughout the campus in support of USFF subordinate commands, CNAL and CSL. This network is maintained and operated by USFF and currently includes an additional 26 VTC studios. The VTC enclaves nodes also includes a number of Desktop VTC appliance; UCS servers in support of Telepresence Management System (TMS) applications; bridging, gateway and gatekeeper appliances.  A significant proportion of the studios have a military Flag Officer or Senior Executive Service Civilian as the senior user of the facility. USFF also maintains several audio / video systems used for computer video display intended for knowledge management in various levels of scope and complexity. The contractor will provide network support and when necessary, assist VTC facilitators at the subordinate commands with technical issues. 
8.1)  The Contractor shall provide support and maintain all VTC and audio / video presentation equipment to include, but not limited to: (Tandberg) CISCO CODECs, Multi-Point Control Units (MCU), VTC Network appliances, imuxes, large screen displays, audio mixers, audio amplifiers, KIV-7 M crypto devices, video switchers, Crestron System control hardware/software, projectors, ISDN network support, IP network support, video accessories and other related interfaces and devices. 
8.2)  The Contractor shall maintain systems to meet the certification and accreditation standards of all Video Teleconferencing rooms IAW DISA STIG for VTC and related instructions and directives from authoritative sources.
8.3) The Contracted Sr. Programmer / Technician shall maintain COMPTIA Security+ (or better) qualifications and certifications as an administrator of Secret and Unclassified domains – specific to VTC and AV control systems. 
8.4) The Contracted Sr. Programmer / Technician shall maintain qualifications and certifications for CISCO VTC equipment and applications specific to their duties and personnel requirements.
8.5) The Contracted Sr. Programmer / Technician shall maintain qualifications and certifications for CRESTRON equipment and applications specific to their duties and personnel requirements.
8.6) The Contracted Technician shall maintain COMPTIA Network+ (or better) qualifications and certifications.

9 GOVERNMENT FURNISHED MATERIAL (GFM)
Materials considered reasonably required for the completion of the described work will furnished to the contractor upon request made to the COR. These materials will be furnished to the contractor for use in connection with and under the terms of this contract. Upon completion of work, all GFM shall be returned to the Government.  USFF will provide NMCI/NGEN user accounts for contractor personnel and commands receiving the assist visit will provide necessary support while on-site.  Upon completion of work, all GFM shall be return to the Government.

10 GOVERNMENT FURNISHED EQUIPMENT (GFE)
Contractors physically located in a USFF facility will be provided an NMCI/NGEN seat (NIPRNET and/or SIPRNET access) and all associated hardware/software that will be needed to complete above described tasks. 

11 CONTRACTOR ACQUIRED EQUIPMENT (CAE)
CAE is limited to the system and equipment necessary for completion of the tasks identified in Sect Contractor Acquired Equipment (CAE) includes Property, Plant and Equipment (PP&E) (equipment, machine tools, test equipment, etc.) purchased by the contractor to support the contract and will be returned to the government at the end of the contract.

12 SUBSTITUTION
A requirement of this contract is to maintain stability of personnel proposed in order to provide quality services. The contractor agrees to assign only those personnel who are necessary to fulfill the requirements of the effort. The contractor agrees to assign to any effort only personnel who meet or exceed the applicable labor category descriptions. No substitution or addition of personnel shall be made except in accordance with the following.
a. If personnel for whatever reason become unavailable for work under the contract for a continuous period exceeding ten (10) working days, or are expected to devote substantially less effort to the work than indicated in the proposal, the contractor shall provide a substitution to such personnel, in accordance with paragraph (c) below.
b. All proposed substitutions shall be submitted, in writing, to the Contracting Officer and COR at least ten (10) working days prior to any contractor personnel becoming unavailable for work. Each request shall provide a detailed explanation of the circumstances necessitating the proposed substitution, a complete résumé for the proposed substitute, information regarding the full financial impact of the change, and any other information required by the Contracting Officer and COR to approve or disapprove the proposed substitution. All proposed substitutes (no matter when they are proposed during the performance period) shall have qualifications that are equal to or higher than the required education, qualifications and certifications.
c. The Contracting Officer with the COR and/or Technical Representative(s) shall evaluate requests for substitution of personnel and promptly notify the contractor, in writing, of whether the request is approved or disapproved. Upon approval of proposed substitution, personnel shall be on site within ten working days to commence work. Not under any circumstances will a position will be vacant greater than ten working days without Contracting Officer or COR approval.
d. If the Contracting Officer determines that suitable and timely replacement of personnel who have been reassigned, terminated or have otherwise become unavailable to perform under the contract is not reasonably forthcoming or that the resultant reduction of productive effort would impair the successful completion of the contract, the contract may be terminated by the Contracting Officer for default or for the convenience of the Government, as appropriate. Alternatively, at the Contracting Officer’s discretion, if the Contracting Officer finds the contractor to be at fault for the condition, he may equitably adjust (downward) the contract price or fixed fee to compensate the Government for any delay, loss or damage as a result of the contractor’s action.
e. Noncompliance will be considered a material breach of the terms and conditions of the contract for which the Government may seek any and all appropriate remedies including Termination for Default.

13 PERSONNEL QUALIFICATIONS
All contractor personnel must have current SECRET security clearance. 
The Contractor is responsible for providing personnel with expertise in the areas as described in the contract. Candidates are expected to be high-level self-starters with demonstrated in-depth technical knowledge and experience in the appropriate functions. Personnel assigned to this contract must keep current on the respective technologies associated with the contract.
All personnel assigned to the Information Assurance Workforce/Cyber Security Workforce must maintain current Comp TIA Security+ certification. Requirements for performance of work at this level are specified in DOD 8140.10 (or more current) series. Contractor personnel must be CompTIA Security + certified prior to reporting.
The skill sets of the contractor personnel shall enable fulfillment of responsibilities as identified below.
	13.1 Senior Programmer / Technician
· Responsibilities
· Integrate, modify, maintain and repair the audio, video and video teleconferencing systems at USFF, CNAL and CSL.
· Support and maintain all VTC and AV presentation equipment to include, but not limited to, (Tandberg) Cisco Codecs, Multi-Point Control Units (MCU), VTC Network appliances; Imuxes, large screen displays, audio mixers, audio amplifiers, video switchers, Crestron System control hardware/software, projectors, ISDN network support, IP network support, video accessories, and other related interfaces and devices. 
· Engineer and specify new AV VTC systems as required by USFF CNAL and CSL
· Install software upgrades and patches to Cisco VTC codecs and related enclave appliances. 
· Install, configure, and troubleshoot conference room AV systems and equipment.
· Test all equipment to ensure correct operation and to ensure all equipment is compatible and meets operational requirements.
· Document systems changes in the form of  ‘As-Built’ drawings
· Maintain the certification and accreditation of all Video Teleconferencing systems in accordance with DOD, Navy and USFF instruction and directives as well as DISA STIG for VTC and related instructions and directives from authoritative sources.
· Arrange with Defense Reutilization Material Office DRMO for the proper turn in and disposal of excess equipment that is no longer of use to the Government as part of maintenance activities. 
· Perform proper termination of various cable types to include Fiber Optic.
· Program audio Digital Signal Processors.
· Program Crestron control systems and touch panel GUI’s
· Troubleshooting and correct programming to Crestron control equipment
· Coordinate repair return authorizations with manufacturers and vendors as part of maintenance activities. 
· Prepare system design and as-built drawings. 
· Provide training for system users.
· Other related maintenance activity as tasked.
· Education and Qualifications
· Minimum of 7 years of in-depth experience in the AV and VTC system integration field of expertise.
· Have and maintain current qualifications and certifications for (Tandberg) Cisco Video Teleconferencing equipment and applications specific to their duties. 
· Have and maintain qualifications in Virtualization as it relates and emerges in Video teleconferencing.
· Able to read, and understand system schematics 
· Crestron certified programmer
· CTS – Certified Technology Specialist certified 
· CTS-I Certified Technology Specialist – Installation certified
· Crestron DMC-E 4K Certification
· BIAMP TesiraForte Certification
· CompTIA A+ Certified 
· CompTIA Network + Certified
· CompTIA Security + Certified
· Validation of Crestron, Cisco VTC, and industry AV credentials are to be demonstrated by resume 
13.1 Technician
· Responsibilities
· Integrate, modify, maintain and repair the audio, video and video teleconferencing systems at USFF, CNAL and CSL.
· Support and maintain all VTC and AV presentation equipment to include, but not limited to, (Tandberg) Cisco Codecs, large screen displays, audio mixers, audio amplifiers, video switchers, Crestron System control hardware, projectors, video accessories, and other related interfaces and devices. 
· Install, configure, and troubleshoot conference room AV systems and equipment.
· Test all equipment to ensure correct operation and to ensure all equipment is compatible and meets operational requirements.
· Document systems changes to support creation of  ‘As-Built’ drawings
· Arrange with Defense Reutilization Material Office DRMO for the proper turn in and disposal of excess equipment that is no longer of use to the Government as part of maintenance activities. 
· Perform proper termination of various cable types to include Fiber Optic.
· Coordinate repair return authorizations with manufacturers and vendors as part of maintenance activities. 
· Provide training for system users.
· Other related maintenance activity as tasked.
· Education and Qualifications
· Minimum of 3 years of in-depth experience in the AV and VTC system integration field of expertise.
· Able to read, and understand system schematics 
· CTS – Certified Technology Specialist certified 
· CTS-I Certified Technology Specialist – Installation certified
· CompTIA A+ Certified 
· CompTIA Network + Certified
· Validation of industry AV credentials are to be demonstrated by resume 

14 DELIVERABLE
The Contractor shall provide all the deliverables as directed and listed below to the USFF COR in the specified formats. All revisions will be due in the specified timeframe as identified by the COR. All deliverables must specifically outline achievements made towards the completion of the plan. All deliverables will meet professional standards and the requirements set forth in contractual documentation. All final deliverable submissions shall remain the property of the U.S. Government. All CDRLs will be provided to the COR electronically for inclusion (as required) in the contract data files.
See documents, CDRL A001.PDF and CDRL A002.PDF, for details.

15 SUBCONTRACTING REQUIREMENTS
Subcontracting requirements are done in accordance with the basic contract.    Note: If a subcontractor is proposed that is not on the basic contract, formal justification and approval is required.

16 ACCEPTANCE PLAN
Inspection and acceptance is performed by the COR on all data and non-data deliverables in accordance with the Federal Supply Schedule and as outline in the Quality Assurance Surveillance Plan.

17 OTHER CONDITIONS/REQUIREMENTS
The Contractor shall ensure that the personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions in accordance with DoD 8140.10, Cyberspace Workforce Management. 
DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8141.10.
Appropriate operating system certification for information assurance technical positions as required by DoD 8140.10.
Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions.
Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing information assurance functions.

18 ORGANIZATIONAL CONFLICT OF INTEREST (OCI)
The Contracting Officer has determined that there is a substantial likelihood that organizational conflicts of interest (OCI) could arise during the performance of this contract.  Offers’ are invited to examine 10 U.S.C. § 2399, Federal Acquisition Regulation (FAR) Part 9.5, as well as the contract clause entitled ORGANIZATIONAL CONFLICT OF INTEREST addressed within this solicitation. 
By the very nature of the tasks assigned under the anticipated contract, contractor(s) may be called upon to assist with the design or identification of specifications/performance characteristics that may be used in upcoming procurements in which the contractor could have an economic interest.  Furthermore, the contractor could have access to non-public information that might result in an unfair competitive advantage in future procurements. Accordingly, it is foreseeable that organizational conflicts of interest (OCI) could arise in some instances due to performance under this contract.
Pursuant to FAR 9.507-1(d), the terms of the OCI clause and the application of 10 U.S.C. § 2399 and FAR 9.5 are not subject to negotiation.  Notwithstanding this, nothing herein will prevent the Contracting Officer from reviewing a quoter's proposed OCI Plan to determine whether such complies, or can be conformed to, the requirements of law and regulation."

19 ENTERPRISE-WIDE CONTRACTOR MANPOWER REPORTING APPLICATION (ECMRA)
The contractor shall report ALL contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract for the [NAMED COMPONENT] via a secure data collection site.  The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

20 NON-PERSONNEL SERVICE STATEMENT 
Contractor employees performing services under this PWS shall be controlled, directed, and supervised at all times by management personnel of the Contractor.  The Contractor shall ensure that employees properly comply with the tasks, policies, and procedures contained within this PWS.  Contractor employees shall perform their duties independent of, and without the supervision of, any government official. The tasks, duties, and responsibilities set forth in this PWS may not be interpreted or implemented in any manner that results in any Contractor employee creating or modifying federal policy, obligating the appropriated funds of the United States Government, overseeing the work of federal employees, providing direct personal services to any federal employee, or otherwise violating the prohibitions set forth in parts 7.5 and 37.1 of the Federal Acquisition Regulations (FAR). The Government shall control access to the facility and perform the inspection and acceptance of completed work.

21 ACCEPTANCE PLAN
Inspection and acceptance is performed by the COR on all data and non-data deliverables in accordance with the Federal Supply Schedule and as outline in the Quality Assurance Surveillance Plan.
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