


Environmental Information Management System (EIMS) Technical Support


1.0 INTRODUCTION
U. S. Fleet Forces Command (USFF) is tasked by Chief Naval Operations (CNO) to train, certify, and provide combat-ready Navy forces to combatant commanders (CCDRs) that are capable of conducting prompt, sustained naval, joint, and combined operations in support of U.S. national interests. 
[bookmark: _GoBack]The Fleet Environmental Readiness Branch (N465) implements, manages, and oversees programs required to implement guidance, direction, and statutes pertaining to environmental policies, requirements, and programs, ensuring alignment in support of current and future Fleet readiness.
EIMS is the single authoritative source for environmental information for the Navy, providing information technology (IT) support to U.S. Fleet Forces Command (USFFC) and Commander, Pacific Fleet (PACFLT) environmental and range sustainment programs, including operational and environmental planning and compliance; natural resources and encroachment planning, analysis and management; and operational range clearance.  EIMS is also the host system for several critical applications, including Protective Measures Assessment Protocol (PMAP) and Weapon Danger Zone (WDZ) tool.  PMAP informs unit commanders of required protective measures for specific at-sea training events by considering the potential impacts to federally protected marine resources and ensuring Fleet operators comply with environmental permits and laws at-sea.  PMAP depends on EIMS Web services to remain current with ever-evolving marine resources data.  The WDZ tool is a computer model that predicts the explosive danger zone surrounding an aim-point on an air-to-ground bombing range, calculating the footprints from inputs such as ordnance type, aircraft, run-in heading, surface composition. WDZ leverages the EIMS web portal and Geographic Information system (GIS) capability.  The system was developed in response to Fleet requirements for a single, comprehensive Navy-owned GIS-based information management system and database to accomplish the growing environmental and range sustainment requirements necessary to facilitate Fleet operations. It includes an unclassified system, classified system, and public site.

2.0 OBJECTIVE
The objective of the Performance Work Statement (PWS) is to acquire technical support to assist USFF in the management and maintenance of the Environmental Information Management System hosted in a Navy Enterprise Data Center (NEDC).  Support will achieve and sustain Fleet compliance with federal, DOD, and Navy statutes and directives regarding environmental compliance; identify and execute actions to mitigate the effects of encroachment surrounding Fleet bases and training ranges; achieve Navy and Fleet goals regarding energy conservation and alternate energy use; and improve support to Fleet operating forces.

3.0 SCOPE OF WORK
Work under this order will consist of effort required to support EIMS, PMAP, and the WDZ tool.
Contractor personnel shall have the knowledge and experience in all aspects of the mission associated with a given area of expertise.  The offeror must provide documentation in the form of personnel qualifications that includes operational experience in each of the personnel requirements areas.	

The contractor shall provide technical support for EIMS consisting of seven data systems:
Supporting and providing a network for the following at contractor facility
•	Unclassified Production
•	Unclassified Test & QA
Support and providing a network for the following at Government facility
•	Unclassified Development
•	Unclassified Continuity of Operations (COOP)
•	Classified Production
•	Classified COOP
•	Public Site

4.0 TASKS/REQUIREMENTS 

4.1	Data Management Services
Contractor personnel shall provide research and analysis services for relevant and accurate geospatial and tabular data in EIMS to support Navy requirements for environmental planning and compliance, encroachment and range management, natural resources, operational range clearance, weapon danger zone modeling, and so on. Specifically, the contract shall perform the following detailed tasks:
a. The contractor shall provide support to the EIMS Data Working Integrated Product Team (WIPT) in the form of strategic planning and data assessment for the EIMS. Many mapping and environmental references exist; as a minimum, the contractor shall have a working knowledge of the Federal and Navy mapping and database management guidelines, Navy Mapping Guide, Regional Shore Infrastructure Planning (RSIP) instruction, and directives and policies cited in section 3.
b. The contractor shall be responsible for ensuring the accuracy of EIMS design documents, execution plans, and as EIMS research and development evolves. To ensure accuracy, some data may be purchased as necessary and as funding exists. EIMS data providers include the World Resources Institute, state-level Natural Heritage programs, and National Oceanic and Atmospheric Administration nautical charts. A complete data catalog listing all current data available in EIMS will be provided on a quarterly basis, or as directed by the Data WIPT lead.
c. The contractor shall support Navy efforts with updating and maintaining geospatial information (GI) and tabular data relevant to: natural resources, protected lands, and marine protected areas. This includes data necessary to meet Navy Fleet’s requirements for environmental planning, regulatory consultations, and range sustainability; and other GI data relevant to NAVFAC and Commander, Navy Installations Command (CNIC). All data will be created and maintained in compliance with the Spatial Data Standard for Facilities, Infrastructure, and Environment (SDSFIE) and Facility Management Standard for Facilities, Infrastructure, and Environment (FMSFIE), inclusive of feature level metadata for all GI unless otherwise specified by the government. All proposed data structure and information should use SDSFIE/FMSFIE naming conventions. The contractor will provide the Navy with consistent GIS data required for, and related to, Environmental Planning, including marine resources. When the contractor proposes a change, the contractor will prepare a submittal for revising the SDSFIE according to the following:
· The work in revising GIS data standard, including the directory structure and naming conventions, will follow the model derived for terrestrial and marine data by the GIS data standards, SDSFIE/FMSFIE.  
· Work will recommend minimum Metadata requirements that will parallel the Federal Geographic Data Committee (FGDC) standards that apply to existing terrestrial and airspace metadata prepared for federal agencies.
d. The contractor shall work with EIMS Data WIPT personnel to gain necessary approvals for utilizing the data and establish and document procedures required for access. They assist as necessary to integrate Navy installation data hosted at the NAVFAC Information Technology Center (NITC) into the EIMS Geography Network. The contractor will publish a quarterly report for the EIMS Data WIPT that outlines existing data sources, current web map services, and web service providers. The contractor will review, document, and propose EIMS data models that reflect current and planned geospatial and non-geospatial data used by EIMS. The contractor shall ensure that all proposed data structure and information should use both the SDSFIE/FMSFIE naming conventions.
e. The contractor shall provide outreach support to facilitate the use of EIMS products by Navy environmental and operational planners. This includes testing scripted EIMS GeoNet demonstrations and tutorials. Once approved by the Navy Technical Representative (NTR), the contractor will provide demonstrations to Navy environmental and operational planners and other Navy personnel using the EIMS GeoNet. These activities will require occasional travel to regional offices, installations, or other CONUS locations.
f. The contractor shall gather comments and questions provided by Navy personnel via the EIMS feedback system and provide report with information to the EIMS Project Engineer and Data WIPT. The contractor shall assist NAVFAC in recommending and implementing solutions to EIMS related problems identified by users.
g. The contractor shall participate in EIMS Data WIPT meetings, and other meetings relevant to EIMS as directed by the SPAWAR Project Engineer. In addition, the contractor shall compile and distribute meeting minutes to all attendees as required. The contractor will also provide technical support to NAVFAC in the generation of maps, presentations, tutorials, and detailed program reports.
h. The contractor shall provide maintenance on data items and publish data services as needed via data requests, which includes but not limited to maintaining metadata records and managing links to data and data services.
i. Provides technical support regarding the generation of maps, presentations, tutorials, and detailed program reports
j. The contractor shall assist in migrating geospatial, document, and tabular data from Development environment to Test and Q/A environment, to Production environment.
k. The contractor shall prepare data requirements gathering and reviews of technologies and applications to meet sponsor and user needs.

4.2	Engineering and Integration Services
Contractor personnel shall perform the following sub-tasks in support of this task:
a. The contractor shall conduct technical evaluation of integrated software systems to achieve reliability, ease of operation and maintenance, and optimal performance.  
b. The contractor shall perform investigation of alternative COTS software and data system architect.   Evaluate system configuration and compatibility, system and equipment design concepts, and operational performance.
c. Develop and submit for government approval and maintain engineering and technical documentation, designs, integration plans, test and evaluation documents, and installation and integration of systems and equipment. 
d. Integrate software and hardware according to government-approved documentation, drawings, test plans and procedures.
e. Provide technical support including investigating, troubleshooting and hands-on assistance at laboratory, shore, or shipboard sites during the installation and integration of hardware and software systems or subsystems, including database systems.
f. Prepare requirements gathering, design development and inputs to the software engineering process.
g. Provide technical support to deployed systems.  Repair deficiencies found during testing and evaluation and/or suggest options to create long-term fixes.  
h. Support the integration of new technology into the Technical Support Center (TSC) and demonstrate the successful integration.  Assist the government in planning and installing TSC capabilities externally to other government sites.  
i. Provide systems integration and engineering services in the deployment of Geospatial Information System (GIS) applications and integrated systems, to include training, data collection and analysis, software design, system design, and maintenance services.
j. Assist in the development of new system engineering processes and procedures that will increase efficiency and save costs.  Participate in TSC working groups and meetings, and provide assistance with meeting action items.
k. Modify software to integrate commercial off-the-shelf (COTS) and government systems.
l. Provide development update to EIMS Project engineer as required, but not less than on a weekly basis.  
m. Notify Project Engineer and Software Development Team Lead of any system unavailability that might impact development work. 
n. Use a software subversion tool to maintain version control and a historical archive of all EIMS and PMAP source code.  Check in all in-work development in at least every 10 business days.
o. Use object-oriented principles to include Object/Class, Inheritance, Polymorphism, Information Hiding, and Interfacing coding methods to make source code modular and easy to update.
p. Attend program scheduled development meetings and software reviews. Compile and distribute meeting minutes to all attendees as required
 
4.3 Operational Engineering Services
Contractor personnel shall perform the following sub-tasks in support of this task:
a. The contractor shall provide government site support as follows:  Local Area Network (LAN) engineering and administration support.  
b. Perform technical assessment of existing and proposed computer facilities on designated   systems.
c. Support system operational and maintenance procedures for government approval,   which provide procedures for system security, operations, maintenance, data management, configuration management, training and support. 
d. Operate and maintain assigned systems in accordance with government-approved standard operating and maintenance procedures.  The procedures shall define system security, operations, maintenance, data management, configuration management, user training and user problem reporting and tracking mechanisms. 
e. Maintain a library of system hardware and software documentation, including system operator manuals, equipment maintenance manuals, operator guides, and operating system software.
f. Perform software systems maintenance and configuration management. 
g. Perform computer security requirements analyses and support security accreditation documentation.
h. Support the operations and maintenance of the Technical Support Center (TSC) and installed systems.  Attend planning, operations, and maintenance meetings, and provide planning and operations support for TSC tours and proof of concept demonstrations.
i. Provide market research support to investigate proposed solutions.  Research best practices within government and industry for market processes applicable to programs. Implement standards across the application user interface. 
j. Develop and adhere to coding standards for the application. Conduct code reviews during all cycles of development. 
k. Provide support operators and government personnel through the TSC with the following services: Data Service Support, Direct Data Project Support, On-line Training Support, Trouble Call Services, Conference and Meeting Support, System Administration, Program Management Support, Application Support and others as may be directed.
4.4 Software Design
Contractor shall provide Interaction Design expertise for the purpose of extending the interface design and organization of the EIMS web portal and PMAP application. Working closely with a cross-functional team, the contractor shall facilitate requirements gathering, develop interaction flows and page wireframes, and document interface requirements for updates to existing product. The contractor shall develop design standards that can be applied across all aspects of the data system. Contractor personnel shall have a SECRET clearance in order to access the PMAP Secret Internet Protocol Router Network (SIPRNET) site USFF is deploying at the SPAWAR NEDC.  The contractor shall ensure personnel have a SECRET clearance to support classified network testing for PMAP on afloat platforms in a cleared lab space and on board those platforms. The contractor shall:
a. Work with the customer, end users, and other stakeholders to translate user requirements and complicated business problems into actionable designs and highly usable Web applications.
b. Develop design standards that create a consistent experience across the EIMS portal, ensuring all interfaces adhere to a consistently high standard of user-centered design.
c. Lead the interaction design for product updates that have a user interface (UI) design component, guiding project teams through user-centric design methodology.
d. Create interaction design documentation, including site maps, process flows, wireframes, storyboards, and design documents. 
e. Determine appropriate architecture and other technical solutions, and make relevant recommendations to the government. 
f. Conduct usability testing and customer studies of prototypes and existing interfaces and participate in the development of prototypes for usability testing and proof of concept purposes. The results of these usability evaluations will be analyzed by the designer and the results communicated to the government as recommendations. 

4.5 Research and Development
Contractor personnel shall perform the following sub-tasks in support of this task: In support of EIMS/ PMAP/ WDZ system upgrades and enhancements, the contractor shall engage in research and development services to include advanced technology, system, and subsystem support.  Contractor personnel shall have a SECRET clearance in order to access the Protective measure Assessment Protocol (PMAP) Secret Internet Protocol Router Network (SIPRNET) site USFF is deploying at the SPAWAR NEDC.  The contractor shall ensure personnel have a SECRET clearance to support classified network testing for PMAP on afloat platforms in a cleared lab space and on board those platforms. The contractor shall: 
a. Conduct market surveys, technology research, technology assessments, risk analyses, Advance Concept Technology Demonstrations (ACTDs), prototypes and project reviews to determine approaches to EIMS/PMAP/WDZ system upgrades. Provide recommendations for government review. 
b. Conduct evaluation of candidate technologies, estimating the difficulty in achieving project goals with planned or proposed technical approaches, assessing costs, schedules and/or technical risks.
c. Recommend risk management strategies for candidate technologies, and identify other related technical issues.
d. Utilize market surveys to identify new projects and research system upgrades, including any applicable Commercial-Off-The-Shelf (COTS) equipment.  Describe in detail the objectives or capabilities of alternatives. 
e. Participate in Advanced Concept Technology Demonstrations (ACTDs) and other DOD Programs featuring new and emerging technologies 


4.6 Test and Evaluation Services 
Contractor personnel shall perform the following sub-tasks in support of this task:
a. The contractor shall conduct independent engineering review and technical evaluation of design, functional and test specifications, plans, and user procedures.  After each review, confirm accuracy, completeness, and conformance to directives and adequacy of test requirements and schedules using the applicable guidelines.  
b. Research available military, government, and commercial specifications and other technical documents, and provide test-planning inputs, including test scenarios and data requirements.  
c. Assess the design of government equipment and systems under test by comparing actual performance to system specifications and equipment.  After each test, provide recommended improvements for government approval.  
d. Conduct independent engineering reviews and technical evaluations of written test results, test reports, and technical reports.  After each review, provide inputs relative to the accuracy and adequacy of the documentation.  
e. Review test and evaluation plans for programs to assure compliance with test objectives and methodologies.  
f. Provide support to project engineers in the testing and evaluation of products installed in the technical integration facilities.  
g. Develop system approaches for recommended improvements, installation, and maintenance of equipment systems, subsystems, or components.  
h. Develop plans for integrating current off-the-shelf non-developmental items (NDI), systems, subsystems, and equipment into existing systems.  Plans shall include alternative approaches, implementation schedules, interface problems and solutions, life cycle support issues, and plans of actions and milestones (POA&Ms).  
i. Examine government furnished engineering development deliverables for adequacy of technical approach, adherence to specification and SOW requirements, software and hardware designs, and related deliverables.  
j. Perform computer security test and evaluation activities.  
k. Participate in government conducted technical testing in accordance with designated test procedures   and government furnished documentation.  This will include in-plant, on-site, or local testing at SPAWARSYSCEN Charleston or other designated locations.  
l. Perform testing services for SPAWAR clients as directed.  
m. Evaluate proposed equipment solutions against requirements documentation and mission profiles.  
n. Provide business process reengineering support to assess user priorities.
o. At the conclusion of each testing cycle, produce test report for government review and approval. Coordinate meetings to discuss test result findings. Document recommended software enhancements for government review and approval.  
p. Evaluate the use of automated testing solutions and implement automated solutions where possible. 

4.7 Documentation and Configuration Management 
Contractor personnel will perform the following sub-tasks in support of this task:
a. The contractor shall provide services in support of Government documentation requirements.
b. Review Government furnished specifications, system level drawings and draft documentation (including technical manuals) for designated systems and equipment. 
c. Review aspects of ECPs and alterations, and assess their impact on performance, reliability, maintainability, availability, logistics support, safety, and life cycle cost 
d. Prepare supporting documentation including, SOPs, Help Desk Logs, and technical software documentation such as specific technical manuals, (i.e. PMAP) and software documents.
e. Maintain, review and update all system and equipment documentation including guides, specifications, standards, drawings, and other technical data. 
f. Verify technical manual changes by demonstrating on operational software and equipment.
g. Update, manage, maintain and provide drawings in electronic format and provide hardcopies as required. 
h. Ensure configuration management and documentation control.
i. Report Engineering Change Proposal (ECP) and Data Action Item (DAI) Tracking Report metrics via monthly summary report.
j. Provide monthly metrics of user problems and solutions reported through the help desk.

4.8 Database Support 
Contractor shall provide database support with current and upgrades to the EIMS system. The contractor shall ensure that all databases that use database management systems (DBMS) designed, implemented, and/or hosted on servers and/or mainframes supporting Navy applications and systems be registered in DADMS and are FAM approved. All integrated, installed, or operational applications hosted on Navy networks must also be registered in DADMS and approved by the FAM.  No operational systems or applications will be integrated, installed, or operational on the RDT&E network. All systems supported shall be registered within the DoD IT Repository (DITPR). The contractor shall also ensure that all networks, servers, or associated devices procured and/or connected to a Navy network complete DADMS registration and receive FAM approval. The contractor shall: 
a. Build logical schemas within the development database to meet user requirements.  
b. Provide database support to the application and web developers as needed regarding all new development efforts for EIMS.  
c. Provide database administration when necessary and work directly with the system administrator to maintain the production database.  
d. The contractor shall perform database administration support, maintenance, troubleshooting and tuning for developmental and production databases on multiple platforms. Work with system administrators to install, configure, secure and optimize database engines and tools for data analysis, data transfer, and messaging and scheduled jobs, as required. 
e. Migrate / convert legacy database products to current SQL standard. Perform SQL database hardware and software evaluation and installation, implementation of production systems, applications, and technology platforms, security administration, data integrity checks, back-ups, recovery planning, capacity planning, data dictionary maintenance, performance and tuning and establish standards and best practices for SQL and  PL/SQL utilizing Packages, Procedures, Functions, Triggers, Sequences, Indexing, Views, and Materialized Views. Developing new normalized schemas using relational and object hierarchical practices. Establish Standard Operating Procedures (SOPs) for operating, maintaining, and improving the data sources and schemas. 
f. Review system event logs daily to identify issues. Manage and continuously monitor scheduled jobs and security including user accounts, security roles, auditing, and checking for security problems. The developer will document all database changes, job schedules, and developmental tasks.
g. Provide monthly and quarterly summary reports detailing the status of backups conducted.

4.9 Systems Administration Support
Contractor shall provide system administration to the EIMS Production, Development, Test/Quality Assurance and Continuity of Operations (COOP) environments. As the systems are located in the Navy Enterprise Data Center (NEDC), the system administrator shall manage these environments via remote access. The contractor shall also maintain a local development system at the contractor facility.  The contractor shall maintain information assurance on multiple unclassified and classified systems on their networks.  Contractor personnel shall have a SECRET clearance in order to access the PMAP SIPRNET site USFF is deploying at the SPAWAR NEDC.  The contractor shall ensure personnel have a SECRET clearance to support classified network testing for PMAP on afloat platforms in a cleared lab space and on board those platforms. The contractor shall:
a. Provide system administration including monitoring and management, troubleshooting, configuration and maintenance of the EIMS network and its equipment. 
b. Analyze the security of the EIMS system and assist in the performance of system scans, accreditations and certifications.
c. Troubleshoot end-to-end networking problems involving switches routers, workstations, servers, VLANS, and other IT devices and or services.
d. Integrate new technologies.  
e. Create, maintain, and adjust backup strategies EIMS assets and service.
f. Create, update, and maintain accurate drawings of the EIMS system.  
g. Create, update, and maintain documentation in regards to user and admin SOPs.
h. Install, configure and manage Operating Systems, including Windows Servers and workstations, and all application-level COTS software products. Coordinate with geographically diverse teams within the TSC and the SPAWAR Navy Enterprise Data Center (NEDC) to install approved software patches and upgrades according to established procedures. 
i. Load and configure multi-Vendor applications.
j. Manage Users and Groups (Local and Domain), Group Policies and key IIS administration functions Windows Server Update Service to include installation, configuration and testing.
k. Provide DHCP support to add/remove function from servers, authorize and de-authorize servers, setup and maintain scopes. Work with redundant scopes without causing IP conflicts.
l. Manage the Domain Controller (Active Directory).
m. Generate client and server certificates and install on clients and servers.
n. Maintain and verify scheduled backups.
o. Audit System and Security logs for problems and or vulnerabilities.
p. Create and maintain backups of Oracle data.
q. Assist users with CAC problems including installation and driver issues.
r. Identify, mitigate and resolve IA issues and concerns.
s. Contribute to security guidelines/plans/policies for the EIMS program.
t. Analyze, monitor, maintain, review and process, accreditation/certifications security related activities and mandates for the EIMS program.
u. Compile and report status of following IA components on a monthly basis or as-required:
· Compliance with COTS, GOTS, OS and application level Security Patches, IAVA, IAVB, and CTO requirements  applicable to EIMS (all environments) and PMAP
· Vulnerability Assessment from security scan
· CTO remediation strategy and compliance metrics or mitigation plan templates for reporting in the OCRS.
v. Analyze and report system resource utilization (CPU, RAM & disc) on a monthly basis.
w. Provide monthly summary report of system availability for each of the EIMS components  
x. Maintain IA Level II accreditation according to the SECNAV M-5239.2 DoN Information Assurance (IA) Workforce Management Manual  
y. Conduct code scans 

4.10  Training, Orientation & Outreach 
a. Design, develop and deliver Training & Orientation curriculums for the EIMS user community. Make modifications to enhance effectiveness. 
b. Develop training materials for new releases or sustainment training on existing systems.
c. Support orientation, training, and outreach planning and implementation for the entire EIMS user community. 
d. Organize and promote Training, Orientation and Outreach opportunities to the EIMS user community, acting as a liaison between the program and the user community. 
e. Maintain online Help content, develop computer based training modules, and support interactive training, either via DCO or in person. These activities will require occasional travel to regional offices, installations, or other CONUS locations.

4.11 TASK ORDER ADMINISTRATION
In accordance with the basic contract PWS, the contractor shall develop and submit documentation as required for contract administration.

5.0 PERSONNEL REQUIREMENTS

5.1 Systems Administrator/Information Assurance

5.1.1 Responsibilities include:

· Provide system administration including monitoring, troubleshooting, configuration and maintenance of system, storage, and network to support a 95% availability model with sufficient performance metrics
· Maintain 52+ Servers encompassing 4 environments (Development, Test, Production, COOP)
· Provide support for 11 workstations / laptops 
· Implement Information Assurance Vulnerability management and reporting findings
· Generate Engineering Change Proposal (ECP) and service requests for system configuration changes 
· Create, update, and maintain documentation in regards to user and admin Standard Operating Procedures
· Update and maintain technical diagrams and documentation for the Department of Defense adopted National Institute of Standards and Technology Risk Management Framework for maintaining accreditation and certification of systems
· Provide developer support as needed
· Audit System and security logs daily to identify any vulnerabilities or intrusions
· Manage Domain Controllers (Active Directory)
· Install and configure multi-Vendor applications in a Citrix environment
· Act as Data Transfer Agent for NIPR to SIPR transfers
· Support certification and accreditation efforts for continued operations of multiple systems
· Assist in performing security scans when necessary 
· Perform system level patches as required
· Generate and install client and server certificates 

5.1.2 Education:

· Microsoft Windows administration certified or be within six months of completing certification 

5.1.3 Qualifications:

· System Administration with experience in latest Hyper-V and  Windows 2008 R2 / 2012; Preferred experience in Oracle 11g /12c 
· Must have minimum 5 years’ of relevant experience in system administration/information assurance



5.2 GIS Analyst

5.2.1 Responsibilities include:

· GIS Analyst/SME
· GIS Application configuration
· Provide strategic planning and data assessment support to Data Working Integrated Product Teams  
· Create, acquire, and review data designed to be hosted in various systems
· Support the United States Navy efforts with updating and maintaining geospatial information (GI) and other related data relevant to: natural resources, protected lands, and marine protected areas
· Coordinate data exchange with multiple data providers and other systems
· Manage, publish, and maintain system data services, both linked and cached through Data Action Items
· Create/Update/Manage large data sets for all Fleet Areas of Responsibilities (AOR)
· Assist in the geospatial system component configuration 
· Integrate outside data sources into current systems
· Maintain existing and establish new working relationships with GIS web service providers capable of providing relevant GIS and associated data 
· Administer the content for a system FlexViewer 
· Provide data, application, and system research support for future GIS software and application technologies
· Work with ESRI vendors 
· Adhere to and vet License agreements with ESRI 
· Perform reviews of technologies and applications to meet sponsor requirements
· SME for system tools and modules in support of US Navy exercises and environmental planning
· Provide troubleshooting and user support where access to server console and devices is necessary

5.2.2 Education:

· Bachelor’s degree in Geography or related field with a minimum 6 years’ of relevant experience; or a minimum 10 years’ of relevant experience 

5.2.3 Qualifications:

· Experience in Environmental Systems Research Institute (ESRI) products to include: ArcGIS server and desktop
· Experience in efficient and normalized data organization with experience in maintaining ESRI Spatial Database Engines 

5.3 Help Desk/Tester

5.3.1 Responsibilities include:

· Act as primary Help Desk support Specialist - First contact
· Manage all aspects of the Tier 1 & 2 Help Desk Support 
· Provide after-hours user support daily from 4pm EST to 10pm EST 
· Manage all user accounts 
· Coordinate directly with Subject Matter Experts in responding to and resolving the Technical Support Center's (TSC's) Hardware and Software issues 
· Provide user liaison support
· Provide admin assistance to EIMS and Technical Support Center
· Answer Help Desk tickets pertinent to system capabilities and functionality
· Log and close out system help desk tickets 
· Assist in user registration 
· Perform routine systems testing 
· Perform daily operational testing
· Report findings/issues to technical staff
· Prepare weekly and monthly reports

5.3.2 Education:

· Minimum HS diploma

5.3.3 Qualifications:

· Must have minimum 5 years help desk experience

5.4 Senior Software/Application Developer

5.4.1 Responsibilities include:

· Implement Information Assurance (IA) coding techniques and compliance with Navy standards
· Promote code through the lifecycle of EIMS
· Integrate the preexisting code and functionality into current system
· Provide technical inputs for Technical document deliverables (Ex: OCR, SRS, SDD)
· Assist in the configuration in the Navy Enterprise Data Center 
· Prepare requirements gathering, design development and inputs to the software engineering process
· Develop concepts, prototypes, and presentations in support of software development efforts
· Provide telephone and on-site assistance to customers when appropriate
· Perform reviews of future software technologies
· Provide database support to the application using Oracle 11g and 12c knowledge 
· Develop new normalized schemas using relational and object hierarchical practices
· Work with system administrator to install, configure, secure, and optimize database engines and tools for data analysis, data transfer, and messaging and scheduled jobs 
· Provide Configuration Management of all Oracle objects 
· Manage and continuously monitor scheduled jobs and security including user accounts, security roles, auditing, and checking for security problems
· Build logical schemas to meet user requirements
· Provide database administration when necessary and work directly with the system administrator to maintain the production database  
· Work directly with the Navy Enterprise Data Center database administrator in support of maintaining information assurance and accreditation
· Perform some database administration support, maintenance, troubleshooting and tuning for developmental and production databases 
· Provide expertise in the areas of data cleanup

5.4.2 Education:

· Bachelor’s degree in Computer Science or related field with a minimum 6 years’ of relevant experience; or professional certified developer with a minimum 8 years’ of relevant experience; or a minimum 10 years’ of relevant experience 

5.4.3 Qualifications:

· Experience in ArcGIS FlexViewer development
· Experience in developing geospatial web and desktop applications in .NET framework via ASPX, C#, Visual Basic; and Java Script while leveraging ESRI and Oracle spatial products

5.5 Software Application Developer

5.5.1 Responsibilities include:

· Implement Information Assurance (IA) coding techniques and compliance with Navy standards
· Promote code through the lifecycle of EIMS
· Integrate preexisting code and functionality into current system
· Provide technical inputs for Technical document deliverables (Ex: OCR, SRS, SDD)
· Assist in the configuration in the Navy Enterprise Data Center 
· Prepare requirements gathering, design development and inputs to the software engineering process
· Develop concepts., prototypes, and presentations in support of software development efforts
· Provide telephone and on-site assistance to customers when appropriate
· Perform reviews of future software technologies
· Provide database support to the application using Oracle 11g and 12c knowledge 
· Develop new normalized schemas using relational and object hierarchical practices
· Work with system administrator to install, configure, secure, and optimize database engines and tools for data analysis, data transfer, and messaging and scheduled jobs 
· Provide Configuration Management of all Oracle objects 
· Manage and continuously monitor scheduled jobs and security including user accounts, security roles, auditing, and checking for security problems
· Build logical schemas to meet user requirements
· Provide database administration when necessary and work directly with the system administrator to maintain the production database  
· Work directly with the Navy Enterprise Data Center database administrator in support of maintaining information assurance and accreditation
· Perform some database administration support, maintenance, troubleshooting and tuning for developmental and production databases 
· Provide expertise in the areas of data cleanup

5.5.2 Education:

· Bachelor’s degree in Computer Science or related field with a minimum 4 years’ of relevant experience; or certified professional developer and a minimum 6 years’ of relevant experience; or a minimum 8 years’ of relevant experience

5.5.3 Qualifications:

· Experience in ArcGIS FlexViewer development
· Experience in developing geospatial web and desktop applications in .NET framework via ASPX, C#, Visual Basic; and Java Script while leveraging ESRI and Oracle spatial products

5.6 Training Specialist/Technical Writer

5.6.1 Responsibilities include:

· Work with developers to write system documentation such as Software Design Documents (SDD) and Software Requirements Specifications (SRS) and Operational Capability Requirements (OCR)
· Develop test and training plans
· Create test case scenarios for users and process results for developers
· Create quarterly newsletter for User base
· Create and maintains online Help Site using DotNetNuke
· Create and implements new feature guides for on-screen help and tips
· Create and maintains system Quick Guides
· Create and maintains training materials
· Acts as liaison between Users and development team
· Interacts with Gov Customer and System Users to tailor training and documentation
· Deliver training to Users
· Travel to support training/meetings/briefs/conferences as needed
· Assist with Configuration Management tasks for the team  (Requests Software Identification numbers and Technical Manual Identification Numbers)
· Assist with testing 

5.6.2 Education:

· Bachelors with a minimum of 2 years’ experience; or 4 years’ of relevant experience  

5.6.3 Qualifications:

· Experience in DotNetNuke and using Defense Collaboration Services (DCS)

6.0 PLACE OF PERFORMANCE: The work described above shall principally be performed at U S Fleet Forces Command in Norfolk, VA. 

7.0 PERIOD OF PERFORMANCE: Period of performance is base year award plus 4 one year options. 

8.0 OTHER PERFORMANCE REQUIREMENTS
 
8.1 Contractor Personnel

8.1.1 	Prior to commencement of work on this contract, all contractor personnel (including administrative and subcontractor personnel) shall have, at a minimum, a favorable Trustworthiness Determination, which is determined by a National Agency Check with Local Agency Check and Credit Check (NACLC) and favorable FBI fingerprint checks. All personnel shall possess a SECRET clearance with Single Scope Background Investigation (SSBI) prior to working on TO. Personnel with access to the Production, COOP, Test and/or Development environments must maintain CSWF designation.

8.2 Transition Plan

8.2.1	At the completion of this contract, the contractor shall conduct training for incoming personnel in the event the incumbent is not awarded the follow-on contract.  Training will occur prior to the expiration of the period of performance.  Key personnel of the contractor, including program manager, on-site project manager, shift leads; and technical leads in information assurance (IA), network management, and systems administration shall be on-board during the one month transition period.  The contractor shall be responsive and prepared to perform required duties during the transition period.  

8.3 Security Requirements

8.3.1 	All contractor personnel shall be eligible for a Secret security clearance for NIPRNET and/or SIPRNET information access to perform management of USFF N46 tasks.  Any contractor personnel proposed to work on this effort shall be eligible to immediately begin performance at the time of contract award.  

8.3.3 	The contractor shall comply with applicable security classification guidance contained in the National Industrial Security Program Operating Manual (DOD 5220.22-M), DOD Information Security Program: Protection of classified information (DODM 5200.01 V1-V4), DON Information Security Program (SECNAV M-5510.36), COMUSFLTFORCOMSTAFFINST 5531.1A and local USFF security policies.  The contractor shall not release any Government information e.g. classified, controlled unclassified/For Official Use Only (FOUO) information without the express permission of the Government representative or COR. 

8.3.4	IAW DODM 5205.02M, contractor shall protect information listed in the Critical Information List (CIL) and any other sensitive, but unclassified information that may be useful to our adversaries.  Contractor shall abide by OPSEC policies and procedures, as detailed in DODM 5205.02M, COMUSFLTFORCOMINST 3432.1A, and/or as directed by the OPSEC Manager/Officer or an OPSEC Coordinator.  Contractor shall accomplish USFF initial OPSEC training within 90 days of in-processing and complete refresher OPSEC training annually. Contractor shall notify their OPSEC Coordinator or the OPSEC Manager/Officer of recommendations for the OPSEC program or potential OPSEC concerns. POC: USFF OPSEC Program Manager, phone 757-836-4462.

8.4 Substitution

The contractor shall promptly notify the Contracting Officer Representative (COR) and contracting officer immediately when substitution of personnel is anticipated.  The contractor shall follow-up the notification, in writing, to the COR and contracting officer providing the reasons for the substitution and proposed qualified replacement.  The Government shall notify the contractor within ten (10) days of receipt of the request for substitution if such substitution is acceptable.

8.5 ADP Environment

8.5.1  	All reports, technical documentation, developed training courses, training plans, etc. shall comply with standard Navy Marine Corps Intranet (NMCI) desktop, portable Microsoft windows operating based systems, data and quality control standards unless otherwise specified.

8.6 Contractor Identification

8.6.1 	Personnel shall clearly identify themselves as contractor personnel as follows:
· Meetings:  Contractor personnel shall identify themselves as and/or be introduced as “contractor personnel” and display distinguishing badges or other visible identification for meetings with government personnel.
· Written Correspondence:  Contractor personnel shall identify themselves as contractor personnel in all formal and informal written correspondence with government personnel.
· Telephone Correspondence:  Contractor personnel shall identify themselves as contractors during the initial greeting when participating (initiating or receiving) in telephone conversations with government personnel.  

8.7 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information technology (IT) Systems or Protected Health Information
Homeland Security Presidential Directive (HSPD) - 12, requires government agencies to develop and implement Federal Security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type memorandum (DTM) 08-006 “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” data November 26, 2008) or its subsequent DoD instruction) directs implementation of HSPD-12.   

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DoN as National Security Position, as advised by the command security manager.  It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II. IT Levels are determined by the requiring activity’s Command Information Assurance Manager.  Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the national Agency Check with Law and Credit (NACLC) described below.  Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required.  Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.
Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”.
The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

INTERIM ACCESS
The Navy Command’s Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.  

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees.  The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE        
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security manager.

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:
· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission0
· Original Signed Release Statements
Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.  Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.
Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing navy Information technology resources.  The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.  
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.   The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.
If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take the JPAS “Servicing” role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract.

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc.) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements:
· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.
To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following:
· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements
 The contractor shall ensure each individual employee has a current favorably completed National Agency Check with written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM.
Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.
*Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-II (non-sensitive) access is required for non-US citizens outside the United States.

9.0 GOVERNMENT FURNISHED MATERIAL/PROPERTY (GFM/GFP) 

9.1 Government Furnished Software

The Government will furnish the contractor with necessary software, including public key infrastructure certificates, common access cards to enable designated contractors access to applications and information systems on NMCI NIPRNET and/or SIPRNET as applicable. The contractor shall comply with applicable security classification guidance contained in the National Industrial Security Program Operating Manual (DOD 5220.22-M), DOD Information Security Program: Protection of classified information (DODM 5200.01 V1-V4), DON Information Security Program (SECNAV M-5510.36), COMUSFLTFORCOMSTAFFINST 5531.1A, and local USFF security policies.

9.2 Government Furnished Equipment (GFE) and Government Furnished Facilities

The Government will furnish equipment or facilities, needed by contractor personnel, to accomplish objectives and tasks identified in this PWS.  Equipment: Office Cubicle with storage space, Desktop Computer, printer, facsimile machine, copy machine, telephone, and office supplies, etc. on a temporary and not-to-interfere basis with existing services.  All provided databases will remain property of the U.S. Navy.  The contractor shall not retain any government furnished equipment or materials.

10.0 DELIVERABLES

10.1   Deliverable requirements are summarized below.  Copies of all deliverables, both formal and informal, shall be provided to the following distribution:  Project/Work Area Point-of-Contact.  Other distribution may be mutually agreed.  Deliverables are subject to review and, if warranted, may be returned to the contractor for revision due to content inaccuracies and/or errors.    

All documentation will provide traceability to enable Government review and verification.  At specific milestones, the contractor will provide interim reviews of the work accomplished to permit determination of the quality of the effort or receive government guidance.  If deficiencies are found, the contractor shall provide for timely corrective action. 

The contractor shall comply with applicable security classification guidance contained in the National Industrial Security Program Operating Manual (DOD 5220.22-M), DOD Information Security Program: Protection of classified information (DODM 5200.01 V1-V4), DON Information Security Program (SECNAV M-5510.36), COMUSFLTFORCOMSTAFFINST 5531.1A, and local USFF security policies for applicable documents.

        Following is a summary listing of deliverables required under this Task Order.  Information on this list has the same force and effect as if it were provided on a formal Contract Data Requirements List (CDRL), DD Form 1423.  It is anticipated that delivery of unclassified deliverables will be accomplished electronically.  The contractor shall provide deliverables at the level of classification as directed by the USFF N46 leadership when requested.  An unclassified version will be provided, as required by the Government.

	
CDRL
	
Deliverable
	
Due Date(s)
	
Recipient(s)
	
Specifications

	
A001
	
Technical Reports and SOPs
	
As required
	
Project Engineer
	
Develop and manage technical documentation and SOPs

	
A003
	
Contractor’s Progress, Status, and Management Report
	
Reported weekly
	
Project Engineer
	
Provide updates of accomplished development

	
A006
	
Report, Record of Meeting/Minutes
	
As required 5 days
after completion of meeting
	
Project Engineer
	
Compile and distribute
meeting minutes to all attendees as required

	
A006
	
Trip Report
	
As required 10 days after completion of
meeting
	
Project Engineer
	
Provide summary of work accomplished during travel

	
A001
	
GIS Data Report
	
Quarterly report, or as directed by the Data WIPT lead.
	
Project Engineer, EIMS Data
WIPT
	
Report complete data catalog listing all current data available in EIMS including existing data sources, current web map services, and web service providers

	
A001
	
User Feedback and Requirements Gathering
	
As required.
	
Project Engineer, EIMS Data WIPT
	
Gather user comments and questions; provide report that will assist with recommended solutions to problems identified by users.

	
A004
	
System Resource
Utilization Report
	
Monthly Summary of Actions Report
	
Project Engineer
	
Analyze and report system resource utilization (CPU, RAM & disc)

	
A004
	
System Availability
Report
	
Monthly Summary of Actions Report
	
Project Engineer
	
Report system availability
for each of the EIMS
components

	
A004
	
Help Desk Support and
Trouble Ticket Report
	
Monthly Summary of Actions Report
	
Project Engineer
	
Provide metrics of user problems and solutions reported through the help desk

	
A006
	
EIMS and PMAP IA Status Report
	
Monthly Summary of
Actions Report
	
Project Engineer
	
Compile and report status of following IA components:
1) Compliance with COTS, GOTS, OS and application level Security Patches, IAVA, IAVB, and CTO requirements applicable to EIMS (all environments) and PMAP
2) Vulnerability Assessment from security scan
3) CTO remediation strategy and compliance metrics or mitigation plan templates for reporting in the OCRS.

	
A004
	
Support of monthly server maintenance
by the Navy
	
Monthly
	
Project Engineer
	
Conduct testing at completion of monthly server maintenance

	
A004
	
Data Backup
Summary
	
Quarterly Report
	
Project Engineer
	
Report status of backups
conducted for EIMS
environments

	
A002
	
Engineering Change
Proposal (ECP) and
Data Action Item
(DAI) Tracking
	
Quarterly Report
	
Project Engineer
	
Report status and provide metrics of ECPs and DAIs

	
A001
	
Federal Information Security Management Act (FISMA) review reports
	
Annual Report
	
Project Engineer
	
Participate in annual information security reviews, including Annual Security Review, Security Control
Testing, and Contingency Plan testing, and provide report.

	A001
	Failure Summary
Report
	As needed
	Project Engineer
	When an EIMS or PMAP application failure occurs, provide EIMS Project Engineer and Program Manager with a Failure Summary Report that identifies the problem and corrective action taken within 3 working days of resuming normal operations.




11.0 QUALITY CONTROL:  The contractor will be responsible for quality control while performing under this contract and will ensure that the requirements of the contract are adhered to as specified in the Quality Assurance Surveillance Plan.

12.0 APPLICABLE DOCUMENTS

12.1 References

The following reference(s) are identified as specific to this contract:
	
	Document Number
	Title

	a.
	DoDD 8500.1
	DoD Directive – Information Assurance

	b.
	DoDI 8500.2
	DoD Instruction – Information Assurance (IA) Implementation

	c.
	DoDI 8510.01
	DoD Information Assurance Certification and Accreditation Process, 28 Nov 07

	d.
	DoDD 8570.01
	DoD Directive – Information Assurance Training, Certification, and Workforce Management

	e.
	DoD 8570.01-M (to be updated to DoD 8140
	Information Assurance Workforce Improvement Program (Information Resource Management, Knowledge/Skills-Based Workforce)

	f.
	SECNAVINST 5239.3B
	DoN Information Assurance Policy, 17 Jun 09

	g.
	Executive Order 12906 of April 11, 1994
	Coordinating Geographic Data Acquisition and Access: The National Spatial Data Infrastructure

	h.
	Executive Order 13286 of February 28, 2003
	Amendment of Executive Orders, and Other Actions, in Connection With the Transfer of Certain Functions to the Secretary of Homeland Security

	i.
	FGDC-STD-007.4-2002
	FGDC Geospatial Positioning Accuracy Standards, Part 4: Architecture, Engineering, Construction, and Facilities Management, Federal Geographic Data Committee, 2002.

	j.
	FGDC-STD-007.1-1998
	FGDC Geospatial Positioning Accuracy Standards, Part 1: Reporting Methodology, Federal Geographic Data Committee, 1998.  

	k.
	FGDC-STD-001-1998
	Content Standard for Digital Geospatial Metadata, version 2, Federal Geographic Data Committee, 1998.

	l.
	FGDC-STD-007.3-1998
	FGDC Geospatial Positioning Accuracy Standards, Part 3: National Standard for Spatial Data Accuracy, Federal Geographic Data Committee, 1998

	m.
	SDFIE
	Spatial Data Standards for Facilities, Infrastructure and Environment (SDSFIE) v2.6, Defense Installations Spatial Data Infrastructure (DISDI) Group.  


 
12.2 Specifications

The following specifications are required in this PWS:
a. COMUSFLTFORCOM INSTRUCTION 5090.3
b. EIMS Support Agreement between SPAWARSYSCEN Atlantic and USFF, #01-12-053

12.3 Definitions

The below information may be frequently referenced throughout this PWS. 
· Continuity of Operations (COOP): EIMS data system used to backup data. Also as a Hot Standby PROD for EIMS in the event that disaster recovery services are required
· Development (DEV): EIMS data system used by SPAWAR to develop code for EIMS
· Environmental Information Management System (EIMS). EIMS is the single authoritative source for environmental information for the Fleet, providing IT support to USFF and Commander, Pacific Fleet (PACFLT) environmental and range sustainment programs, including operational and environmental planning and compliance
· EIMS Data Working Integrated Product (WIPT): Governing entity responsible for ensuring relevant and accurate geospatial and tabular data in EIMS
· Executive Order 12906: Coordinating Geographic Data Acquisition and Access: The National Spatial Data Infrastructure: Established executive branch leadership for development of the coordinated National Spatial Data Infrastructure, and called for development of a National Geospatial Data Clearinghouse, spatial data standards, a National Digital Geospatial Data Framework and partnerships for data acquisition.
· Executive Order 13286 of February 28, 2003: Amendment to Executive Order 12906; amended in 2003 in connection with the transfer of certain functions to the Secretary of Homeland Security
· Federal Geographic Data Committee (FGDC): Government entity that coordinates the development of the National Spatial Data Infrastructure (NSDI)
· Facility Management Standard for Facilities, Infrastructure, and Environment (FMSFIE)
· National Spatial Data Infrastructure (NSDI): Defined as the technologies, policies, and people necessary to promote sharing of geospatial data throughout all levels of government, the private and non-profit sectors, and the academic community
· Navy Enterprise Data Center (NEDC): Navy hosting facility for EIMS servers. Located in New Orleans, LA
· Production Data System (PROD): EIMS data system that is accessible by the user
· Protective Measures Assessment Protocol (PMAP). PMAP informs unit commanders of required protective measures for specific at-sea training events by considering the potential impacts to federally protected marine resources and ensuring Fleet operators comply with environmental permits and laws at-sea
· Spatial Data Standard for Facilities, Infrastructure, and Environment (SDSFIE): Geospatial standards implemented by the Federal Geographic Data Committee (FGDC)
· Space and Naval Warfare Command, Atlantic (SSC Atlantic): Provides hosting, systems engineering, and life cycle support for EIMS
· Technical Support Center (TSC) – Engineering group that supports the design, development, integration, and lifecycle support for EIMS, PMAP, and the WDZ tool
· Test & Quality Assurance (TEST/QA): EIMS data system used by SPAWAR, USFF, and specified subject matter experts to test and evaluation the EIMS functionality before migrating to PROD
· United States Fleet Forces Command (USFF): Program sponsor for EIMS 
· Weapon Danger Zone Tool (WDZ Tool). Computer model that predicts the explosive danger zone surrounding an aim-point on an air-to-ground bombing range, calculating the footprints from inputs such as ordnance type, aircraft, run-in heading, surface composition.

13 ACRONYM LIST

ACTDs		Advanced Concept Technology Demonstrations
CAF		Central Adjudication Facility
CCDRs		Combatant Commanders
CDRL		Contract Data Requirements List
CNIC		Commander, Naval Installations Command
CONUS	Continental United States 
COOP 		Continuity of Operations
COTS		Commercial Off-The-Shelf
COR		Contracting Officer’s Representative
CPU		Central Processing Unit
CTO		Communications Tasking Order
DAI		Data Action Item 
DADMS	Department of the Navy Application Management System
DBMS		Database Management System
DCO		Defense Connect Online
DCS		Defense Collaboration Services 
DHCP		Dynamic Host Configuration Protocol
DITPR		Department of Defense Information Technology Repository
DOD		Department of Defense
DODCAC	Department of Defense Common Access Card
DODD		Department of Defense Directive
DODI		Department of Defense Instruction
DTM		Directive Type Memorandum
ECP		Engineering Change Proposal
EDA		Electronic Document Access
EIMS		Environmental Information Management System
EIS		Environmental Impact Statement
FAM		Functional Area Manager
FCL		Facility Security Clearance
FBI		Federal Bureau of Investigation
FGDC		Federal Geographic Data Committee
FISMA		Federal Information Security Management Act
FMSFIE	Facility Management Standard for Facilities, Infrastructure, and Environment
FOUO		For Official Use Only
GFE		Government Furnished Equipment
GFI		Government Furnished Information
GFP		Government Furnished Property
GIS		Geographic Information System
GOTS		Government Off-The-Shelf
HSPD		Homeland Security Presidential Directive
IA		Information Assurance
IAVA		Information Assurance Vulnerability Alert
IAVB		Information Assurance Vulnerability Bulletin
IAW		In accordance with
IT		Information Technology
JPAS		Joint Personnel Adjudication System
LAN		Local Area Network
NACI		National Agency Check with Written Inquiries
NACLC		National Agency Check with Local Agency Check and Credit Check
NAVFAC	Commander, Naval Facilities Command
NDI		Non-Developmental Items
NEDC		Navy Enterprise Data Center
NIPRNET	Non-Classified Internet Protocol Router Network
NISPOM	National Industrial Security Program Operating Manual
NITC		NAVFAC Information Technology Center
NMCI		Navy Marine Corps Intranet
NSDI		National Spatial Data Infrastructure
NTR		Navy Technical Representative
OCRS		Online Compliance Reporting System
OEIS		Overseas Environmental Impact Statement
OPM		Office of Personnel Management
OS		Operating System
PACFLT	Commander, Pacific Fleet
PHI		Protected Health Information
POA&M	Plan Of Actions and Milestones
PMAP 		Protective Measures Assessment Protocol
PP&E		Property, Plant, and Equipment
PROD		Production Data System 
PWS		Performance Work Statement
QA		Quality Assurance
QASP		Quality Assurance Surveillance Plan
RAM		Random Access Memory
RDT&E		Research, Development, Test and Evaluation
RSIP		Regional Shore Infrastructure Planning
SAAR-N	System Authorization Access Request Navy
SDD		Software Detailed Design
SDSFIE	Spatial Data Standard for Facilities, Infrastructure, and Environment
SGFP		Scheduled Government Furnished Property
SIPRNET	Secret Internet Protocol Router Network
SOP		Standard Operating Procedures
SQL
SPAWAR	Space and Naval Warfare Command, Atlantic
SRS		Software Requirements Specifications
ST		Special Tool
STE		Special Test Equipment
SSBI		Single Scope Background Investigation
TSC		Technical Support Center
UI		User Interface
USFF		United States Fleet Forces Command
VAR		Visit Authorization Request
WDZ 		Weapon Danger Zone
WIPT		Working Integrated Product Team
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