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IN REPLY REFER TO:


RFP Number: N0010410RQ381 

JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION

1. Identification of the Agency and Contracting Activity:

a.
Agency Name:

Department of Defense Analysis




Graduate School of Operational and Information Sciences




Naval Postgraduate School





Monterey CA 93943-5000

b.
Contracting Activity:
Department of the Navy





Naval Inventory Control Point-Mechanicsburg





ADP Modernization Contracting Department





Mechanicsburg PA  17055-0788

2. Nature/Description of the Action:

This justification and approval covers the procurement of Information Technology (IT) support services for the Department of Defense Analysis, Graduate School of Operational and Information and Sciences, Naval Postgraduate School, by Other Than Full and Open Competition. This requirement will support development of dark web
 course material which incorporates an existing Forum.  The Dark Web Forum is a password protected, web enabled tool that accesses and filters terabytes of dark terrorist website data for analysis and decision making.  The University of Arizona will enhance Dark Web forum collection tools, a forum database and webportal.
3. Description of the Supplies/Services:
University of Arizona’s resources will be used to create instructional course materials that teach students how to find, access, and make strategic level decisions from information gathered on terrorist dark websites.  As a result, students will gain a better understanding of dark networks and their impact on modern battlefield decision making.  

Advanced research will be conducted for future web collection and visual analytics research relevant to the Dark Web.   Creating the web-based and face-to-face educational materials will support NPS’s counter-terrorism training program.  

The requested service will provide students and alumni with the opportunity to gain a broader understanding of how terrorist groups exploit web technologies. These services will also explore cutting-edge tools and methodologies for analyzing patterns of terrorist groups; investigate the use of emerging cyber technologies, social network analysis and geo-spatial information systems for purposes of tracking/disrupting terrorist networks; discover failures and best-practice approaches that terrorist groups use; examine the evolving relationships between technologies and terrorist groups; determine options for detecting, monitoring, and analyzing the relationships between terrorist groups; and enhance analytical skills in an emerging and critical specialty, “terrorism informatics”.  

The University of Arizona will: 

· Create Dark Web forum collection tools and provide periodic updates of timely terrorist-generated forum contents; 

· Create a Dark Web forum database and web portal to support education and research needs of Combating Terror Fellowship Program (CTFP) students and alumni; 

· Conduct advanced research with NPS CORE Lab members for future web collection and visual analytics research of relevance to the Dark Web; 

· Support NPS’s counter-terrorism training program via development of web-based and face-to-face educational materials. 

4. Identification of the Statutory Authority: 

10 U.S.C. 2304 (c)(1) – Only one responsible source and no other supplies or services will satisfy agency requirements.

5. Demonstration of Contractor’s Unique Qualifications:

a) Pursuant to FAR 6.302-1(a)(2)(iii), this authority is appropriate when procurement is  deemed to be available only from a single source.  It is likely that award to any other source would result in unacceptable delays in fulfilling the agency’s requirements. (See 10 U.S.C. 2304(d)(1)(B).) .
b) The contractor, University of Arizona, Artificial Intelligence lab, has extensive and high level expertise and is broadly recognized by non-DoD government, academic and NGO environmental organizations. The dark sites are found through an algorithm University of Arizona created to pull data from unclassified websites.
c) Other than the Artificial Intelligence Lab at the University of Arizona, there is no other known source of expertise that available and capable of development of dark web course material which incorporates University of Arizona’s Dark Web Forum.
6. Commerce Business Daily Announcements:

The proposed contract award intent notice and justification for other than full and open competition will be posted at the Government wide Point of Entry.

7. Determination of Fair and Reasonable Cost:  
The cost will be determined to be fair and reasonable for services provided by an academic institution.  The labor costs for faculty time are well within the norm.  The cost of graduate students is also consistent with standard university practice.  Other direct costs for supplies, materials, travel are fair and reasonable.  The labor hours to complete the requirement are reasonable for the product to be supplied.
8. Description of Market Survey:  

Market research comprised of internet searches for “Dark Web Networks Course”, “Dark Web Courses”, “Invisible Web”, “The Dark Side of the Web” resulted in various articles and blogs but no leads to actual courses or courses under development. There were numerous articles and blogs on Dark Webs, and one conference on Dark Web Patterns:  18-20 March 2009, Athens Greece. Link: http://journal.webscience.org/126/, but no references to any courses under development other than those associated with the University of Arizona, AI lab.
9. Other Facts Supporting the Use of Other Than Full and Open Competition:

This requirement is a new emergent requirement.  These course enhancement efforts will add significant depth of capability to the courses NPS delivers while also filling a current, critical gap in the ability of the NPS to educate international security officials in terrorist use of the ‘Dark Web’.
The University of Arizona AI Lab is a major part of the top-ranked (#3 in the US News and World Report Ranking) Management Information Systems Department at the University of Arizona. 
The University of Arizona AI Lab is one of the most advanced applied artificial intelligence labs in the world, receiving more than $30M in research funding from federal agencies, including: NSF, NIH, CIA, DOJ, DHS, and DARPA. 
The University of Arizona AI Lab’s COPLINK system for law enforcement information sharing and crime analysis is internationally renowned. It has been adopted by more than 3,500 public safety agencies in 20 states, including: Arizona, California, Texas, DC, Texas, Washington, Massachusetts, etc. 
The University of Arizona AI Lab’s Dark Web project, funded by NSF, the CIA, and DHS, has developed the world’s largest database of international terrorist web sites, forums, and multimedia attachments and advanced computer-based content and link analysis techniques and systems. This novel and influential project has been featured in media from the Associated Press, USA Today, The Economist, Discover Magazine, the Toronto Star, Wired Magazine, and Science News, among others. 

The University of Arizona AI Lab’s Director, Dr. Hsinchun Chen, is the leader in developing the science of “Terrorism Informatics.” He is a Fellow of the Institute of Electrical and Electronics Engineers (IEEE) and the American Association for the Advancement of Sciences (AAAS), and is the author/co-author/editor of several relevant books including, Intelligence and Security Informatics (Springer-Verlag, 2006); Intelligence and Security Informatics: Techniques and Applications (Springer, 2008); National Security: Handbook in Information Systems vol. 2 (Elsevier, 2007); and most recently, Terrorism Informatics: Knowledge Management and Data Mining for Homeland Security (Springer, 2009). Dr. Chen is also the Steering Committee and Conference Chair of the IEEE Intelligence and Security Informatics Conference, the premiere scientific meeting in advanced counterterrorism research. 

10. Listing of Interested Sources: 
N/A
11.      Actions to Remove Barriers to Competition:

There are none at this time.
12.      Statement of Delivery Requirements:

a. Delivery Requirement:  

b. Estimated Dollar Value:  Estimated dollar value is
c. Reference to Approved Acquisition Plan:  Not required.

d. Reference to ADP Approvals:  Not required.

e. Documentation for Spares and Repair Parts Acquisition:  Not applicable.

T

� The dark web consists of hidden and hard to reach extremist websites.  These sites display terrorist training information, communication forums, static and multimedia instruction, and other data.  These sites can be individual nodes, clusters, and/or networks that are not reachable through standard web searches.
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