

It Support and Training

Performance Work Statement
information technology (it) support
1.0
Introduction.  

Director C5I (N6) provides superior Information Technology (IT), Information Systems (IS) and Command, Control, Communications, Computers, Combat Systems and Intelligence (C5I) systems support to the Commander, Naval Air Forces U.S. Pacific Fleet (CNAP) headquarters and subordinate commands.  Ensure CNAP activities are properly manned, trained, equipped and maintained to meet operational requirements through active coordination with geographic and numbered fleet commanders, Systems Commands, Program Executive Offices/Program Managers, Navy Cyber Forces Command, Naval Network Warfare Command, Carrier Strike Group staffs, internal CNAP staff codes and subordinate staffs/commands. Establishes, executes and enforces policies, provides services and oversight to; support fleet IT/IS/C5I requirements development; conducts operations; provides security; and ensures life cycle support to maintain a secure and reliable communication/computing environment, which supports CNAP's worldwide mission.
1.1 Organization to be supported:

COMMANDER NAVAL AIR FORCE, U.S PACIFIC FLEET

CODE N6
BLDG 11

P.O. BOX 357051 
SAN DIEGO, CA 92135-7051

Work is to be accomplished on behalf of Commander Naval Air Force, U.S Pacific Fleet (COMNAVAIRPAC). The Contractor shall be responsible for complying with all applicable Federal Acquisition Regulations (FAR) and Defense Acquisition Regulations (DFAR).

1.2
Scope:  

The scope of this Performance Work Statement (PWS) is to provide contractor support services to Commander Naval Air Forces, Pacific Fleet, and San Diego, CA. The contractor will provide support services in the field of Information Technology (IT).  
Other major commands or activities supported by this command include Ships, Air wings, squadrons, and activities located in  North Island Naval Air Station Coronado, CA, Naval Air Stations Lemoore, CA; Naval Air Station El Centro, CA; Naval Air Station Fallon, NV; Naval Air Facility Mugu, CA; Tinker Air Force Base, OK,  Naval Air Facility Atsugi, Japan; Naval Air Facility Misawa, Japan, Joint Base Guam; Marine Corp Base Kaneohe Bay, HI and Naval Air Station Whidbey Island, WA.
The contractor shall provide support services to COMNAVAIRPAC to include:

a. Technical advice on computer information technology;
b. Computer Hardware configuration and maintenance support;
c. Commercial of the shelf (COTS) and Navy Unique Application installation support to CNAP Headquarters and subordinate activities;
d. Application training and major program support including database maintenance;
e. Oversight of the Ashore enterprise IT support to CNAP HQ and subordinate activities to include ordering, billing, account management, inventory control of hardware and software, system administrator help desk and trouble call support for deployed customers, coordinate and execute deployment and return from deployment plans to include underway support; and
f. Classroom training, database maintenance, application programming, and video teleconferencing.  
The contractor shall be responsible for providing complete computer hardware, software and Local Area Network technical support for CNAP HQ and subordinate commands.
2.0 
Project Objectives and Background:

2.1
Objective:

The objective of this task is to provide on-site systems analysis, engineering, integration, migration and logistical support services to assist COMNAVAIRPAC Force Information Systems Division in the implementation of the Navy standard Integrated Shipboard Network System (ISNS), Consolidated Afloat Network and Enterprise Services (CANES), Navy Marine Corps Intranet (NMCI), Next Generation Network (NGEN) and One-Net (OCONUS) networks. It includes analysis and acquisition support of hardware and software, integration and migration support services for deployable squadrons, management and network solution analysis. This support is applicable to COMNAVAIRPAC subordinate command activities, ashore and afloat. The Contractor shall operate and manage the Video Teleconferencing sites for the Staff at COMNAVAIRPAC. They shall also assist the program office in gathering requirements, including lists of computer hardware, software and peripheral equipment from their subordinate commands for budgeting purposes. Manage and maintain the COMNAVAIRPAC and subordinate units’ Unclassified/Classified website and SharePoint portal. Provide Registration/Help Desk support for the SharePoint Portal. Assist in providing broad and expert knowledge of planning, conducting and implementing policies, processes and procedures as related to Knowledge Management efforts. This effort requires subject matter expert (SME) advice for all Microsoft Windows operating systems, Microsoft Exchange, Microsoft SharePoint and other standard software, associated hardware and navy developed applications.  
2.2 
Background:

The Commander Naval Air Force, U.S. Pacific fleet (COMNAVAIRPAC), is responsible for the operational support of all Naval Air Forces in the Pacific Fleet. COMNAVAIRPAC encompasses, six aircraft carriers, five Carrier Air wings, four Carrier Strike Groups, six Type wings and approximate​ly 90 air squadrons & ashore units assigned to COMNAVAIRPAC. The Force C5I Department (Code N6) provides AIS support for COMNA​VAIRPAC subordinate activities, including the Headquarters staff.

2.3 
Clearances and Licensing:

A security clearance of SECRET is required for all Contractor employees.  All work is to be performed in accordance with the attached DD254 and the on-site specifications. The attached DD254 and its attachments are part of this document and apply herein.

All Contractor personnel working on this task order must be US citizens.  In addition, Contractor personnel working on this task order shall be fluent in the English language as exemplified in their written and verbal skills.

2.4
Privacy Act:  

Work on this project requires that Contractor personnel have access to Privacy Information.  Personnel shall adhere to the Privacy Act, Title 5 of the U.S. Code, Section 552a and applicable agency rules and regulations. Contractor personnel will be expected to sign a Non-Disclosure Form.
2.5
Quality Assurance and Surveillance Plan
	Task Performance
	Performance Objective
	Performance Standard
	Acceptable Quality Level (AQL)
	Quality Surveillance Plan

	N6 program support

PWS scope paragraph 3.3.1 – 3.9.6
	Provide performance results to the task described in the scope of work


	All tasks must be performed accurately and within the timeframes specified by the COR.
	All task actions must contain no more than 5% inaccuracies.

Task actions must be completed within assigned periods 95% of the time
	Deliverables. Must be submitted NLT 10 days after completion of tasking.

Monthly review by Government and  

Contractor Representatives on the quantity and quality of services provided and adherence to the PWS.

Customer feedbacks

On-site random Checks by Government representative

Government oversight of review/comment/ approval process and timeliness

On going government review of contractor performance


3.0 
Task Order Description:

COMNAVAIRPAC requires Information Technology Life-Cycle Management, Knowledge Management, budget and logistical support, Portal Design and Technical Help Desk support for the HQ, CVN’s, Air Wings, Squadrons and Tactical Commanders.
The Contractor’s specific tasks are covered under 7 primary functions:  Ashore Enterprise Network Support, Budget Analysis and Shipping & Receiving Manager, Deployable Support, HQ IT/VTC Support, Knowledge Manager (KM), IT Lifecycle Manager, Portal Design & Technical Help Desk Support:
The following sections outline the specific task order requirements, performance indicators, associated standards, and Government quality assurance methods.  
3.1
 Ashore Enterprise Network Support:  

3.1.1 
Maintain an Ashore Enterprise service add/delete tracker.

3.1.2
Provide a quarterly Ashore Enterprise services cost report to the N62.

3.1.3
Maintain the IT Lifecycle Management tracker for applications, databases, 


and legacy networks and servers supporting all CNAP commands.

3.1.4
Review orders in NMCI eMarketplace confirming each order concurs with 

NMCI NET for asset total and cost.  Track Ashore Enterprise Network budget 

to ensure all order costs remain within CNAP budget controls.

3.1.5
Participate in working group and touch point meetings, monitoring report 


status and coordinating schedules.

3.1.6
Process embarkable requests and ensure email accounts are redirected as 


required and laptops are deployed.  Assist the squadrons with any account 


problems encountered while on deployment.

3.1.7
Manage the Move/Add/Change (MAC) database, review and approve all 


MAC’s for Fleet and Staff and provide guidance and assistance on the proper 

procedures for creating user accounts, updating profiles, moving users to/from 

different commands, deleting accounts, creating functional accounts, 


distribution lists, and moving equipment.  Assist squadrons with deployments 

and submit embarkable spreadsheet requests to the SRM Team.

3.1.8
Responsible for tracking and reporting the status of Ashore Enterprise 


Network projects supporting CNAP and subordinate commands.

Specialized Skillsets/Knowledge:

· Minimum/General Experience of 3 years providing network systems support similar to functions described under this functional support area, and having knowledge and understanding of applicable technical concepts and practices.

· Information Assurance Technical (IAT) level I or higher required to perform this function (see section 10.0).
· Proficient in Microsoft Office applications and SharePoint.

3.2
Budget Analysis and Shipping & Receiving Support:  

3.2.1
Assist N6F in the Management of the N6 budget and prepare monthly reports.

3.2.2
Prepare semi-annual budget submissions for the N6.  

3.2.3
Conduct quarterly ADP consumable budget audits on subordinate commands 
and provide findings to N6F.

3.2.4
Assist in maintaining accountability for all shipments and provide quarterly 
shipping and receiving reports to the N6F.
Specialized Skillsets/Knowledge:
· Minimum/General Experience of 3 years providing budget analysis and logistic support similar to functions described under this functional support area, and having knowledge and understanding of applicable concepts and practices in logistics and budget such budget preparation, purchasing, warehousing and inventory management.

· Proficient in Microsoft Office applications and SharePoint.

3.3       Deployable Support:  
3.3.1
Coordinate the deployment and integration of Air Wing deployable Information Systems to a Shipboard Network System (ISNS) and non-Navy network environments.
3.3.2
Coordinate the deployment and migration of Air Wing organizational and personnel data using Network Attached Storage (NAS) devices.

3.3.3
Perform Information System assists/assessments on all afloat and shore 
activities.

3.3.4
Manage and track deployable Information System hardware and software requirements.

3.3.5
Provide quarterly input to the Deployable Support budget. 

3.3.6
Maintain the IT Lifecycle Management tracker for deployable applications, databases, legacy networks and servers.
3.3.7
Conduct periodic ADP inventory spot checks on subordinate commands and verify their Regional Inventory Tracking System inventory is accurate.

3.3.8
Coordinate Pack Up Kit (PUK) delivery and replenishment for deploying/deployed commands.

3.3.9
Review and comply with all Carrier Air Wing Deployable Information Systems instructions, regulations and Standard Operating Procedures. 

3.3.10 
Contractor will maintain a working knowledge for configuring, grooming and/or reload the Airwing Embarkable Servers (AES), Network Attached Storage devices, Client workstations and other deployable Information Systems.

3.3.11 
Troubleshoot, isolate, and resolve communication problems related to switches, routers, or email gateways.

3.3.12 Perform data migration and hardware integration between Ashore Enterprise networks and deployed networks.

3.3.13 
Configure and perform security scans for deployable Information Systems re-joining the Ashore Enterprise Network. 

3.3.14 
Provide training in the general operation and maintenance of workstations as well as in the use of various network applications. 
Specialized Skillsets/Knowledge:
· Minimum/General Experience of 3 years providing network and Information  systems support similar to functions described under this functional support area, and having knowledge and understanding of applicable technical concepts and practices.

· Information Assurance Technical (IAT) Level II required to perform these functions (see section 10.0). 

· Proficient in Microsoft Office applications and SharePoint.

3.4
Knowledge Management:  
3.4.1
Provide advice and assistance in Planning and coordinating resource and organizational requirements, and leadership requirements to successfully implement KM. 
3.4.2
Provide advice, assistance and direction to cross-functional teams to deliver projects within the constraints of schedule, budget, and scope.

3.4.3
Demonstrate sufficient knowledge and experience to appropriately apply a methodology to projects that have reasonably well-defined project requirements and deliverables.  
Specialized Skillsets/Knowledge:
· Minimum/General Experience of 5 years providing knowledge management systems support similar to functions described under this functional support area, and having knowledge and understanding of applicable concepts and practices.

· Project Management experience required and Project Management Professional 


      (PMP) certification required.
· A working knowledge of the Six Sigma methods and techniques. Green Belt certification is also required for this position.      

3.5
HQ IT Support:
3.5.1
Manage the HQ IT Help Desk and respond to trouble calls to determine extent 
of problem and take/coordinate corrective actions.
3.5.2
Manage N6 aspects of check in and check out process for personnel assigned 
to HQ Staff.

3.5.3   
Schedule staff and fleet personnel for ADP classes offered by CNAP HQ.
3.5.4   
Initiate Move Add Change Requests (MACs) for staff personnel.  
3.5.5   
Maintain an accurate database of contractor personnel and their clearance levels to verify data access levels.


3.5.6   
Conduct annual wall to wall Information System inventories.


3.5.7   
Maintain the headquarters’ Regional Inventory Tracking Application (RITA)
           

database.
3.5.8 
Ensure all legacy printing equipment and other peripherals provide responsive 
           

service and are functional at all times. This shall include troubleshooting 


printer  specific problems, replacing toner, etc.
3.5.9
Manage user permissions, file shares and resource mailboxes and monitor and
           

maintain shared user space.
3.5.10 
Conduct an annual review of phone lines supporting CNAF HQ spaces.

3.5.11 
Operate and manage and schedule the Video Teleconferencing suites for the CNAP HQ Flag Staff.

3.5.12 
Perform troubleshooting and coordinate with equipment maintenance contractor for equipment casualties.  Report all technical issues to the N61.


3.5.13 
Coordinate and maintain master VTC schedule.


3.5.14 
Coordinate with intermediate control centers, communication circuit providers 
and distant end users to ensure successful VTC.


3.5.15 
Instruct VTC users in the operation of the control panel and any other end user
           

VTC equipment. Users include Flag Officers, senior Staff and other VIP           
personnel.


3.5.16 
Prepare duplicate tapes and labels for video teleconferences.


3.5.17 
Setup and break down of PA/Audio visual gear for offsite conferences and all           
hands meetings.

3.5.18 
Maintain inventory and control for all assigned audio/visual equipment.


3.5.19 
Provide support for the Secure Telephone Equipment (STE) for the purposes 
of system configuration. Perform hardware and software installations, 
upgrades, and cable fabrication as required.

3.5.20
Maintain and manage IT LAN equipment in the N61 Lab. 
Specialized Skillsets/Knowledge:
· Minimum/General Experience of 3 years providing network  and information systems support similar to functions described under this functional support area, and having knowledge and understanding of applicable technical concepts and practices.

· Information Assurance Technical (IAT) Level I required to perform this function

           (See section 10.0).  

· Proficient in Microsoft Office Applications and SharePoint.

3.6
Information Lifecycle Support:  
 

3.6.1
Lead and direct cross-functional teams to support program managers in their delivery of CNAP IT/IS projects within the constraints of schedule, budget and scope by applying project management best practices.

3.6.2
Responsible for tracking and reporting the status of IT/IS projects supporting CNAP and subordinate commands.
3.6.3
Responsible for reviewing and submitting all IT Lifecycle reports to the CNAP Information Assurance Manager (IAM).

3.6.4
Maintain an IT Lifecycle Management tracker for all functional areas in a Portal environment.  
3.6.5
Organizes Monthly IT Lifecycle Management meetings.  


Specialized Skillsets/Knowledge:
· Minimum/General Experience of 5 years providing life cycle systems support similar to functions described under this functional support area, and having knowledge and understanding of applicable technical concepts and practices.

· Information Assurance Technical (IAT) level II required to perform this function (see section 10.0).  

· Project Management experience required and Project Management Professional (PMP) certification required within one year of assuming position. The Contractor is responsible for all training and certification expenses.

· Demonstrate sufficient knowledge and experience to appropriately apply a methodology to projects that have reasonably well-defined project requirements and deliverables. 

· Proficient in Microsoft Office products and SharePoint.

· A working knowledge of Information Assurance policies and procedures is required to support CNAP IT/IS projects to include their compliance with DoD system registration and accreditation policies. 

3.7
Portal Design & Technical Help Desk Support:  
 

3.7.1
Manage and maintain the COMNAVAIRPAC and subordinate units Unclassified/Classified Websites and SharePoint portal. 
3.7.2 
Management all SharePoint licenses supporting West Coast users.  

3.7.3
Design and implement new SharePoint portal solutions.

3.7.4
Provide Registration/Help Desk support for CNAP SharePoint Portal.
3.7.5
Provide a quarterly SharePoint license tracking report to the N62.

Specialized Skillsets/Knowledge:
· Minimum/General Experience of 3 years providing network systems support similar to functions described under this functional support area, and having knowledge and understanding of applicable technical concepts and practices.

· SharePoint certification is required to perform this function.
· Information Assurance Technical (IAT) level I required to perform this function (See section 10.0).

· Proficient in Microsoft Office products.

4.0
 DELIVERABLES.  
4.1
Description-General:
The contractor shall provide Budget/Shipping & Receiving support,  Ashore Enterprise Network support, Knowledge Management support,  Deployable support, HQ IT/VTC support, IT Lifecycle Management support, Portal Design & Technical Help Desk support services as outlined in this PWS).  Tangible products to be delivered include but not limited to: 
· Monthly Status Report 
· Trip Report
4.2   
The Government also requires the following internal periodic reports from each 
functional area:

· IT Lifecycle status reports



(Quarterly)
· IT Hardware refresh reports 



(Quarterly)
· MAC usage report

 



(Quarterly)
· Ashore Enterprise Network monthly cost reports

(Quarterly)
· Shipping and Receiving report



(Monthly)
· Training schedule





(Quarterly)
· Travel schedule





(Quarterly)
· N6 Budget Report





(Monthly)

5.0
Government Furnished Items and Services.

5.1
  
Facilities, Supplies and Services:

The requiring activity will provide workspace, fixed telephone services, and document reproduction capability, and computer resources required for the operation of this task.
The government will validate and submit unclassified and classified user account    requests to the Navy Marine Corps Intranet (NMCI) Service Desk for contract personnel. Obtaining a classified user account and access to classified network systems for contract personnel will be determined by the government based on the position requirements and the individual’s qualifications for this level of access.
6.0

Contractor Furnished Items and Services.
6.1

Facilities, Supplies and Services:   
7.0 
Other Information.
7.1
Hours of Work:
Contractor personnel are expected to conform to client agency normal business hours, which are Mondays through Friday, with the exception of Federal holidays.  Actual hours of work will be agreed upon at task order start up. Work outside of normal work hours, if required, will be addressed on a case-by-case basis between the Task Leader and the COR.
7.2 
Place of Performance and estimated Full Time Employees (FTE): 

On-site work will be performed at COR office building in the following locations:
· COMNAVAIRPAC, NAS North Island, CA (Estimated 11-13 FTE):  Budget Analysis/Shipping & Receiving Manager, Deployable Support, HQ IT/VTC Support, Knowledge Manager, IT Lifecycle Manager, Ashore Enterprise Network Support, Portal Design & Help Desk Support.  
· NAS Whidbey Island, WA (1-2 FTE):  Ashore Enterprise Network Support and Deployable Support. 


· PATRECONWING Two Kaneohe Bay, HI (1 FTE):  Ashore Enterprise Network and Deployable support.

· NAS Lemoore, CA (1 FTE):  Ashore Enterprise Network support and Deployable support.

· NAS North Island, CA:



HSM Wing Ashore Enterprise Network and Deployable Support (1 FTE).



HSC Wing Ashore and Enterprise Network and Deployable Support (1 FTE).
7.3 
Period of Performance:
The desired period of performance shall be from date of award for a base period of twelve months (November 1, 2012 through October 31, 2013). This award also provided for four, one-year options periods to be exercised at client’s discretion. 

7.4
Other Direct Cost:

The contractor shall propose Other Direct Costs (ODCs) to the Government in accordance with the maximum ceiling amount established for this contract by the contracting officer for each ODC type (travel, miscellaneous, etc.) ODCs may include miscellaneous small dollar items required to support the tasks. When ODCs are required, the contractor shall submit their request accompanied by three quotes to the COR and Contracting Officer for approval prior to purchase. The contractor shall provide copies of documentation for the ODCs to the COR along with Monthly Financial Summary Report. ODCs will be cost reimbursable under this order.
7.5

Travel:

Although primary work will be performed at client facilities, contractor may be required travel in performance of task order requirements. The number of Contractor personnel required to travel will be determined at the discretion of the COR.

Travel will be in accordance with the Joint Travel Regulations (JTR) and will be reimbursed at actual cost. The COR must approve all travel in writing via either memorandum or e-mail before the travel takes place. The contractor shall provide copies of supporting documentation with submittal of travel invoices.
Travel will be originating in San Diego. Other locations may be required on an emergent basis, to be determined by the COR.
7.6
Documentation Submission:


The Contractor will submit monthly status reports, including invoices, financials, and narratives.  These monthly reports must be submitted to the Contracting Officer’s Representative (COR) no later than the 5th workday of every month. The COR shall review these reports and shall accept or reject Contractor services or deliverables, which is the basis for payment to the Contractor.  


This shall include the following:
· Administrative documentation such as memorandums and/or technical accomplishments.  
· Monthly invoices must indicate current, task order to date, percentage expended, and remaining dollar amounts. In addition, Other Direct Costs (ODC) purchases must be detailed.  
· The financial reports shall include all labor, material, and travel costs incurred by the Contractor. The report shall be formatted to related cost for the current period, the task order to date, the total amount negotiated for the task order, and the amount remaining on the task order. ODCs shall be reported similarly.  
· Monthly narrative reports (referred to as Monthly Status Reports) which     document the work performed under this PSW. The narrative reports shall contain an accurate, up-to-date summary account of tasks completed during the month, tasks on-going during the month, tasks to be worked during the next month, and any outstanding issues. These reports shall be no longer than three pages and should contain a statement of progress against the cost schedule developed by the Contractor under project management.  
· The contractor shall not exceed the awarded value of the Order and may not be compensated for expenses incurred beyond that amount.
7.7 
Current IT Working Environment- Hardware:


· IBM PC Compatible Workstations and Laptops
· Network Attached Storage device
· NTCSS servers
· UNIX Servers
· Scanners
· Laser and inkjet printers
· Video Teleconferencing equipment
· IBM Blade Servers
· NETAPPS Network Attached Storage Device

7.8
Software Operating Systems:
· Windows 2000 and 2003
· Windows XP
· Windows Vista
· Windows 6 and 7
· HP Unix 11.31
· COMPOSE, 2.X/3.X
· Microsoft SharePoint Services 2.0, 3.0
7.9 
Applications:
· Oracle RDBMS
· Microsoft Office  2003 and 2007 (Word, Excel, Access, PowerPoint)
· MS Internet Explorer 6 and 7
· Visio 2003 and 2007
· Retina Scan 
7.10 Networking:
· Windows Networking
· Ethernet
· ATM networks
· Gig Ethernet Networks
· Defense Data Network (DDN)
· NIPRNET
· SIPRNET
· Internet and Intranet
7.11
Intellectual Property:

This task order is funded by the United States Government.  All intellectual property generated and/or delivered pursuant to this PWS will be subject to appropriate federal acquisition regulations which entitle the Government to unlimited license rights in technical data and computer software developed exclusively with Government funds, a nonexclusive "paid-up" license to practice any patentable invention or discovery made during the performance of this task order, and a "paid-up" nonexclusive and irrevocable worldwide license to reproduce all works (including technical and scientific articles) produced during this task order.

7.12 
Section 508:
All Electronic and Information Technology (EIT) procured through this task order must meet the applicable accessibility standards at 36 CFR 1194, unless an agency exception to this requirement exists. 36 CFR 1194 implements Section 508 of the Rehabilitation Act of 1973, as amended, and is viewable at http://www.access-board.gov/508.htm. 
8.0
Clearances and Licenses:
The Contractor shall pre-clear any new employees prior to their starting on the task order.  
The Contractor shall be required to wear a Contractor identification badge at all times while on Government property.   

9.0       Privacy Act:

Contractor shall submit a completed “Conflict of Interest and Non-Disclosure Statement” form for every employee and appropriate corporate officer on behalf of the corporation.
10.0
Information Assurance Contractor Training and Certification:
(a) The Contractor shall ensure that personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions in accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program. The Contractor shall meet the applicable information assurance certification requirements, including:
(1) DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8570.01-M; and 

(2) Appropriate operating system certification for information assurance technical positions as required by DoD 8570.01-M.
(b) Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions.
(c) Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems.


