  N00178-11-R-3024 – Statement of Work 

1.0
SCOPE

This Statement of Work is for DoD Information Assurance Certification & Accreditation Process (DIACAP) support for 24 Information Technology (IT) Systems at Naval Surface Warfare Center (NSWC) Dahlgren Division, Dahlgren, Virginia. Optional quantities of IT systems may be added upon completion of the first 24 systems, if required.  The effort includes IA policy and control evaluations, IA and network assessments, preparation of supporting DIACAP package and artifacts, implementation of security postures, and Subject Matter Expertise (SME) in IA life cycle management, coordination, implementation, deployment, and sustainment.
The packages fall into two categories: medium size (complexity) and large size (complexity).  Medium size (complexity) packages are typically comprised of one operating system.  Large size (complexity) packages are typically comprised of two or more operating systems and contain a mix of workstations and servers.  NSWC Dahlgren estimates the following number of systems and complexity:

	Complexity
	# of Systems

	Medium
	64

	Large 
	56

	Total Systems
	120


2.0
APPLICABLE DOCUMENTS

Current acquisition regulations, business practices, and document requirements, contained in relevant DIACAP apply. The following documents form a part of this SOW to the extent specified herein. In the event of conflict between the document referenced herein and the contents of this SOW, the contents of this SOW shall take precedence.

· Certification and Accreditation (C&A) Requirements for DoD-wide Managed Enterprise Services Procurements, DoD Chief Information Officer memorandum, Jun 22, 2006

· DON CIO Memo 01-09, Information Assurance Policy for Platform Information Technology, 30 Jan 2009

· DoDD 8500.01x, Information Assurance

· DoDI 8500.2x, Information Assurance Implementation

· DODI 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), 28 Nov 2007

· DODD 8570.01, Information Assurance Training, Certification, and Workforce Management

· DoD 8570.01-M Information Assurance Workforce Improvement Program

· NIST 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems, May 2004

· Navy Certification Agent Qualification Standards and Registration Guidebook, v. 

3.0
TECHNICAL REQUIREMENTS

DIACAP establishes a certification and accreditation process to manage the implementation of information assurance capabilities and services and provide visibility of accreditation decisions regarding the operation of DoD information systems.  The intended result is obtaining authorization to operate (ATO). 

C&A is required for connection to Department of Defense, and other Federal systems, networks, and applications. DIACAP is a process, not a technology that includes numerous supporting technologies. IA personnel shall adhere to DoDD 8570.01 and the Navy Certification Agent Qualification Standards and Registration Guidebook in performing these tasks.

3.1
Task 1 – Review the IT Systems at NSWC Dahlgren for possible consolidation 
This task requires the contractor to review the IT Systems at NSWC Dahlgren against DIACAP practice and NAVSEA IA Boundary requirements to recommend any possible consolidation of DIACAP packages prior to development and submission to Naval Sea Systems Command (NAVSEA).

3.2
Task 2 -- Generate Documentation 
This task comprises the activities required to generate the documentation required to meet DIACAP requirements, submit the documentation to the relevant Designated Accrediting Authority (DAA), and gain Authority to Operate (ATO) for the SOW IT Systems. This effort shall include the following specific subtasks:

3.2.1 Generate the C&A Plan – develop documents for the DIACAP documentation packages that meet all Department of Defense (DoD) / Defense Information Systems Agency (DISA) / Department of the Navy (DoN) requirements tailored to a specific associated system.  This includes supporting documentation (for example, contingency plan, incident response plan, IAVM plan, etc.).
3.2.2 Generate Risk Assessments. Risk assessments may be required during actual certification evaluations and may also be utilized to determine the overall security posture of deployed, prototype, and “proof of concept” systems.

3.2.3 Generate DIACAP components and artifacts required for the various aspects of the C&A process. These components include, but are not limited to, DIACAP Implementation Plans (DIP), System Identification Plan (SIP), drawings, and Plans of Action and Milestones (POA&M).

3.3 Task 3 -- Perform Certification Test and Evaluation (CT&E) 
This task comprises all activities required to perform Certification Test and Evaluation of associated assets for all SOW C&A packages, including:

3.3.1 Generate Security Certification Test and Evaluation (CT&E) Plan – preparation of CT&E Plans designed to test the capability of the associated system implementation to eliminate or mitigate the potential security vulnerabilities. The Plan must meet all DIACAP requirements and must ensure that all system security measures are demonstrated.

3.3.2 Conduct Certification Analyses – perform detailed certification analysis of the software/hardware associated with the system and component to determine if the IT system is ready to be evaluated and tested. The analysis shall include system architecture analysis, software design analysis, network connection rule compliance analysis, integrity analysis of integrated products, life-cycle management analysis, and vulnerability assessment. Based on this analysis, identify security vulnerabilities resulting from the software development tools used, operating system deficiencies, and the actual software implementation.

3.4
Task 4 – Provide training on scanning tools and checklists 

This task includes training 165 NSWC Dahlgren System Administrators and 50 Information Assurance Officers on scanning tools (Retina and Gold Disk) and DISA Security Technical Implementation Guide (STIG) tools and checklists currently being utilized at NSWC Dahlgren for all Research Development Test and Evaluation (RDT&E) IT Systems in 40 labs.  The contractor will demonstrate tools, including those scripts the contractor utilizes, used for development of C&A DIACAP packages. The Contractor shall provide access to the automated tools and solutions beyond the contract term.
4.0         Travel

All travel shall be conducted in accordance with FAR 31.205-46 Travel Costs and the Joint Travel Regulations (JTR) and shall be pre-approved by the technical point of contact identified and delineated in Section 3 herein. 

The following travel destinations are anticipated: 
	Destinations
	# of People
	# of Trips

	NSWC Dahlgren, Dahlgren, VA 
	15
	48

	NAVSEA, Washington Navy Yard
	4
	5


5.0
Place of Performance

Work shall be performed at NSWC Dahlgren, the contractor’s facility, other government/contractor facilities, and at offsite travel locations.
6.0
Hours of Operation

The contractor is responsible for contract performance between the hours of 0800 and 1700 Monday thru Friday, except Federal holidays or when the Government facility is closed due to local or national emergencies, administrative closings, or similar Government directed facility closings.  The contractor must at all times maintain an adequate work force for the uninterrupted performance of all tasks defined within this statement of work. 
7.0   ANTICIPATED DELIVERABLES

All documentation developed under this SOW shall be the exclusive property of the government and shall be delivered to the government in Microsoft Office or Visio compatible formats.
The contractor shall provide the government access (at no charge to the government), to any such tools or solutions that are used to automate or generate documentation, artifacts or any supporting information created or resulting from any action identified or contained in this SOW. 

The contractor shall submit all correspondence and deliverables to the COR and Information Assurance Management (IAM) Office for approval prior to submission to NAVSEA. The contractor shall include NSWC Dahlgren COR on all correspondence and deliverables to NAVSEA.  
Table for deliverables schedule 

	Contract Line Item (CLIN)
	Task(s)
	Deliverable
	Deliverable Date to NSWC Dahlgren
	Deliverable Date to NAVSEA

	0001
	Review all NSWC Dahlgren IT systems for possible C&A package consolidation
	A finalized list of C&A packages for NSWC Dahlgren site; list to be approved by NSWC Dahlgren CIO and IAM
	Within one month of contract award
	None

	0002
	General Documentation 
	Completed and Validated C&A Packages (18 medium Packages)
	Within 4 months of contract award
	Within 5 days from receipt of government comment

	
	
	Completed and Validated C&A Packages (6 Large packages)
	Within 6 months of contract award
	Within 5 days from receipt of government comment

	
	Security Certification Test and Evaluation (CT&E) 
	Completed CT&E Plan and Certification Analyses 
	Within 6 months of contract award
	None

	0003
	Training on scanning tools and checklists
	Tool operating instructions and training; access to and use of automated tools and solutions
	Training throughout the term of the contract and access to the automated tools and solutions, including scripts, beyond the contract term
	None

	0004 (Optional)
	Generate Documentation 
	Completed and Validated C&A Packages (20-46 Medium packages)
	Within 6 months of option exercise
	Within 5 days from receipt of government comment

	
	
	Completed and Validated C&A Packages (15-25) Large packages)
	Within 8 months of option exercise
	Within 5 days from receipt of government comment

	
	Security Certification Test and Evaluation (CT&E) 
	Updated CT&E Plan and Certification Analyses to include additional systems
	Within 8 months of option exercise
	None

	0005 (Optional)
	Generate Documentation 
	Completed and Validated C&A Packages (15-25 Large packages)
	Within 8 months of option exercise
	Within 5 days from receipt of government comment

	
	Security Certification Test and Evaluation (CT&E) 
	Updated CT&E Plan and Certification Analyses to include additional systems
	Within 8 months of option exercise
	None


8.0
SECURITY REQUIREMENTS

All Personnel associated with this contract are required to have at a minimum a DoD "SECRET" clearance, but an interim DoD "SECRET" with the clearance in process at time of award is acceptable. The Contractor will have access to information and compartments with a "SECRET" classification. All deliverables associated with this contract are "unclassified" unless otherwise specified. Contractor personnel performing work under this contract shall sign non-disclosure and conflict of interest statements. 
