SECURING WINDOWS AND RESISTING MALWARE
STATEMENT OF WORK

1.0 INTRODUCTION

Department of Defense (DoD) Directive 8570.01 requires Information
Assurance (1A) workforce personnel to maintain their current
certifications following the certification vendor’s maintenance
process. Global Information Assurance Certification (GIAC) is
maintained by earning continual learning points/units. The Naval
Surface Warfare Center, Dahlgren Division, (NSWCDD) must prepare IA
workforce members for GIAC certifications and to reach DoD Directive
8570.01 compliance.

The NSWCDD requires the delivery of one SANS Securing Windows and
Resisting Malware SEC505. As cyber threat activities have increased,
the need for IA personnel to have an in-depth knowledge of techniques
to secure the Windows operating system against advanced targeted
attacks whille minimizing the impact of security features and policies
to the command”s users and mission is critical to mitigating the risks
of the cyber-attacks. This course focuses on the security aspect of
Windows iInstead of simply addressing installation, standard
configuration, and maintenance of the Windows operating system. This
will enhance the command Cyber/IA security posture as more secure
architectures/deployments of Windows systems are deployed.

2.0 SPECIFIC TASK REQUIREMENTS

2.1 The contractor shall provide American National Standards Institute
(ANS1) International Organization for Standardization (I1SO) 17024
accredited training on the topic of Securing Windows and Resisting
Malware;

2.2 The contractor shall deliver the course, SANS SEC505: Securing
Windows and Resisting Malware, during the awarded period of performance
to NSWC Dahlgren in support of the Department of the Navy DoD
Information Assurance program;

2.3 The contractor shall provide instruction by a certified faculty
member ;

2.4 The contractor shall provide the course for a maximum of 15
participants over a period of five days;

2.5 The contractor shall provide one laptop per student for the class
instruction;

2.6 The contractor shall provide all course books and materials; and



2.7 The contractor shall provide certificates of completion for all
participants satisfactorily meeting the learning requirements of the
course.

3.0 TRAVEL REQUIREMENTS

Instructor’s travel shall be included in the basic contract
requirements.

4.0 TECHNICAL POINT OF CONTACT
The technical point of contact for this task delivery will be given at
the issuance of the award.

5.0 GOVERNMENT FURNISHED INFORMATION

NSWCDD will provide suitable classroom facilities, a complete list of
names, phone numbers, and email addresses of personnel attending the
course, and a copy of copyright and proprietary rights license signed
by each student who is to participate in the class.

6.0 DELIVERABLES

The contractor shall provide evaluations of student performance to
Point of Contact that will be given in Section 4.0 at the issuance of
the award.



