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  22 August 2011



J&A Number: NF – 14534.1
JUSTIFICATION AND APPROVAL

FOR OTHER THAN FULL AND OPEN COMPETITION

(SOLE SOURCE)

1.  IDENTIFICATION OF AGENCY AND CONTRACTING ACTIVITY:  

Requiring Activity: 
Commanding Officer

Naval Information Operations Command (NIOC)
2555 Amphibious Drive
Virginia Beach, VA 23459-3225

Contracting Activity: 
Commanding Officer





Fleet Logistics Center (FLC), Norfolk

                                           Contracting Department, Code 200





Norfolk, Virginia 23511-3392

Requisition Number:  
N5572211RCP01FS
2.   NATURE/DESCRIPTION OF CONTRACT ACTION:  

Fleet Logistics Center Norfolk plans to issue a sole source commercial Request for Quote (RFQ) to Vulnerability Research Labs (VRL) for the procurement of HAMMERFIST and KNIGHTSCALL software and maintenance in support of Navy Information Operations Command (NIOC).   This requirement will be awarded under a Firm Fixed Priced contract subject to FAR Part 13.5, Test Program of Certain Commercial Items.
3.   DESCRIPTION OF REQUIRED SUPPLIES/SERVICES:  
The Navy Information Operations Command (NIOC) Norfolk requires two software information toolsets for the conduct of its operational capabilities in network security and information assurance assessment.   These software toolsets are HAMMERFIST and KNIGHTSCALL.  
4.   IDENTIFICATION OF STATUTORY AUTHORITY: 

The statutory authority permitting Other Than Full and Open Competition under the test program for commercial items is section 4202 of the Clinger Cohen Act of 1996.
5.   DEMONSTRATION OF CONTRACTOR’S UNIQUE QUALIFICATIONS OR NATURE OF ACQUISITION:   

Navy Information Operations Command’s Red Team requires Vulnerability Research Labs’ HAMMERFIST and KNIGHTSCALL software to perform critical network security functions.   These software toolsets are available exclusively from VRL due to proprietary intellectual property being utilized.   These applications are unique in the way that they securely communicate as well as traverse network proxies and are based off of years of malware analysis on streams of front-line technological malware supplied exclusively to VRL from resources around the world.   No other contractors are known to supply or maintain this technology.

6.   GPE ANNOUNCEMENT/POTENTIAL SOURCES:  
The synopsis required by FAR 5.201 will be published in the Government-wide Point of entry as intent to negotiate on a sole source/brand name basis to Vulnerability Research Labs, LLC, 10500 Little Patuxent Parkway, Suite 500, Columbia, MD 21044.
7.  DETERMINATION OF FAIR AND REASONABLE COST/PRICE:  
A determination of fair and reasonableness of price will be based on the Procuring Contracting Officer’s price analysis of the contractor’s quote and/or a comparison of previous pricing history or published price list of the same or similar items in accordance with FAR 13.106-3.  

8.   DESCRIPTION OF MARKET SURVEY:  
The requiring activity and the procuring activity both conducted market research and the determination was made that Vulnerability Research Labs is the only responsible source for the procurement of the required supplies by Navy Information Operations Command.   
9.   ANY OTHER SUPPORTING FACTS:  
NIOC Norfolk is tasked by U.S. Strategic Command (USTRATCOM), U.S. Cyber Command (USCC), and Commander, U.S. TENTH Fleet (C10F) to provide network assessments to Fleet and Combatant Commander Staff’s.  Commercial off the Shelf (COTS) and custom developed (in-house) network assessment tools currently on-hand are not Red Team specific (i.e. Opposing Force (OPFOR) threat emulator) and do not fully meet the dynamic and evolving threat spectrum the Navy Red Team is chartered to portray as an OPFOR.  In an effort to emulate the current threats and technological advances in adversary tactics, the use of advanced tools developed solely for this purpose are required.  The VRL proprietary software was developed solely for use by DoD Red Teams and will provide advanced capabilities that will support the current mission requirements of NIOC Norfolk.  
10.  LISTING OF INTERESTED SOURCES:  
Vulnerability Research Labs, LLC, 10500 Little Patuxent Parkway, Suite 500, Columbia, MD 21044, is the sole source vendor.  
11.  ACTIONS TAKEN TO REMOVE BARRIERS TO COMPETITION:  
Future requirements will be handled on a case-by-case basis and NIOC will continue to researching if alternatives are made available.   However, VRL currently remains the only know source capable of meeting the Navy’s needs
12.  STATEMENT OF DELIVERY REQUIREMENTS:  


The resultant contract will consist of an initial contract award for procurement, maintenance, and training   Delivery dates to be determined at time of award.   Training will be scheduled following the award of the requirement.
13.  POINT OF CONTACT:  
This Justification and Approval was prepared by John Gibbs, Contract Specialist, FLC Norfolk, Code 240C, 757-443-1408, john.c.gibbs@navy.mil.
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Source Selection Information – See FAR 3.104

Source Selection Information – FAR 2.101 and 3.104
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