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Statement of Work
For
U.S. Naval Academy 
Local Area Network Security System Expansion


1. INTRODUCTION: This project consists of a technical upgrade of the audio, video, and alarm system monitoring the local area network (LAN) server rooms throughout the USNA grounds and Naval Support Annex Annapolis.  There are approximately 200 rooms, requiring some combination of camera, server racks, or alarm system to meet the current physical requirement needs of USNA.  The expansion has already been developed and designed and this task is for a vendor to provide the list of required equipment, to include cabling and accessories and to provide 4 weeks of technical support for integration and testing of the system and the Rack Armor server rack control system.  

2. BACKGROUND:   The U.S. Naval Academy Information Technology Services Division (ITSD) consolidated the IT infrastructure at USNA in the past and this effort is the culmination of standardizing service and monitoring for the network and its users.  

3. SCOPE:  This statement of work statement (SOW) specifies the tasks to be performed, deliverables to be provided and performance objectives to be met in support of the USNA ITSD LAN security expansion. The contractor shall procure and deliver the provided list of equipment, to include coordination with USNA ITSD POC to ensure accessories and miscellaneous items as deemed appropriate.  
4. This purchase also requires 3 weeks of onsite support (2 people, 8 hours/day each, 15 days) for technical assistance and integration testing, to be conducted before and after USNA ITSD staff deploy the hardware.  Additionally, the Rack Armor equipment suite requires training and certification of the USNA ITSD staff and the vendor is required to provide that training and certification to USNA ITSD staff onsite for up to 8 USNA ITSD technicians. 

The server room was designed by NAVFAC Southwest with an emphasis on cooling, power distribution, cable management, and environmental monitoring, specifically with the NetShelter SX rack capabilities in mind.  Additionally, the 6 included in the server room installation are APC NetShelter APC SX racks and it is important to have consistency in equipment to support access control and storage management. 



5. REQUIREMENTS:  The contractor shall provide the hardware and technical assistance to meet or exceed specification identified in the scope.

6. PLACE OF PERFORMANCE:  Delivery will take place at the U.S. Naval Academy and nearby NSA-Annapolis; Annapolis, MD, 21402. 

7. PERIOD OF PERFORMANCE:  The period of performance for this contract will be from August 1, 2015 through August 1, 2016.  Prior to the delivery of the hardware, USNA ITSD POC and the vendor shall confirm the dates for the Rack Armor certification training as well as for the 3 weeks onsite technical support.  Those 3 weeks of support will be distributed over the period of performance, with the specific time frames to be agreed upon by USNA ITSD POC and vendor and dates may be changed upon their mutual agreement but must be completed by the end of the period of performance. 

8. TECHNICAL POINT OF CONTACT:  The technical point of contact for this project is 
LCDR Nathan Walker, USNA ITSD Associate Deputy for Systems, 410-293-0023 or nwalker@usna.edu. 
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