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1. GENERAL:

Organization to be supported: Navy Cyber Forces (NAVY CYBERFOR)

1.1. BACKGROUND: 
NAVY CYBERFOR was established by the Secretary of the Navy on 25 January 2010 to act as the Navy’s central operational authority for space, IT requirements, network and information operations in support of naval forces afloat and ashore.  It operates a secure and interoperable naval network that will enable effects-based operations and innovation to coordinate and assess the Navy operational requirements for and use of network, command and control, information technology (IT), information operations and space.  NAVY CYBERFOR also serves as the operational forces’ advocate in the development and fielding of IT, information operations, and space; and to perform other functions and tasks as may be directed by higher authority.

NAVY CYBERFOR has requirements for providing IT services for the Outside Continental United States (OCONUS) Navy Enterprise Network (ONE-NET), and to accomplish migration of business support and command and control (C2) systems from legacy networks to ONE-NET.  ONE-NET provides 24/7/365 regarding Non-Classified Internet Protocol Router Network (NIPRNet) and Secret Internet Protocol Router Network (SIPRNet access, network connectivity and security, electronic mail and Blackberry, file and print services, voice over SIPRNet (VOSIP), web access, and desktop support via Theater Network Operations and Security Centers (TNOSCs) and the Local Network Support Centers (LNSCs) located at Fleet concentration areas throughout OCONUS.  
This 24/7/365 capability includes Network and Systems Operations (Fault, Configuration, Accounting, Performance, and Security (FCAPS) Management, Network Defense (ND), Common Applications Support, and Transport Services).  Additional support extends into Service Desk, Field Services, Information Assurance, and Network Technical Support.  Through Program Executive Office (PEO) for Enterprise Information Systems (EIS), ONE-NET infrastructure is installed at fourteen (14) overseas fleet concentration areas, owned and operated by NAVY CYBERFOR. 
The ONE-NET infrastructure is comprised of three (3) TNOSCs located at Yokosuka (Japan), Naples (Italy), and Manama (Bahrain).  TNOSCs function as the single point of contact for the network operations and the focal point for decisions for regional customers.  These decisions involve service priorities, restoration priorities, and other enterprise-wide operational issues within their region.  Service is primarily focused on Network and Systems Operations, Service Desk, Network Technical Support and Information Assurance.  The Yokosuka TNOSC services the Far East Theater and the Naples and Bahrain TNOSCs service the Europe and Middle East theaters respectively.  These three theaters are under the operational control of Naval Computer Telecommunications Area Master Station (NCTAMS) Pacific (PAC) and NCTAMS Atlantic (LANT).
LNSCs are extensions of a TNOSC where physical presence is required.  Service at this level shall be primarily hardware-related and limited to device and cable plant maintenance, component replacement, and providing the on-site touch labor to respond to service requests and system problems that cannot be resolved by the TNOSC remotely.  LNSC supports life-cycle maintenance activities and ONE-NET service level objectives by providing touch-labor associated with the refresh and warranty repair of devices attached to the ONE-NET network.
A chart of the TNOSCS, LNSCs and all applicable site locations is available as Attachment A.
1.2. NCTAMS PAC REGION: 
NCTAMS PAC has organizational control and oversight over the Yokosuka TNOSC and its associated LNSCs.  NCTAMS PAC LNSCs are located in Yokosuka, Sasebo, Okinawa, Misawa, and Atsugi, Japan; Korea , Guam, Singapore, and Diego Garcia.  Remote sites requiring support are identified as a geographical location where ONE-NET services are provided but where an LNSC is not co-located.  They are as follows:
Far East: 

Misawa - Hachinohe

Atsugi - Kameseya

Yokosuka - Ikego, Negishi, Uraga, Yokohama North Dock, Yokohama Fleet Mail Center, Tsurumi, Hakozaki, and Seya radio site

Sasebo - Akasaki, Maebata, Sakibe, Iorizaki, Hario Shima, Haria village, and Yokose

Okinawa - Camps Shields, Awase transmitter site, White Beach, Naha Port, and Camp Foster

Korea – Chinhae, Yongsan Garrison, CP Tango, Pohang, Camp Mujuck, Camp Carroll, Camp Walker, and Pusan

Guam - Naval Base Guam North Finegayan, Anderson AFB Main, Anderson AFB (HSC-25), Naval Base Guam Barrigada, Nimitz Hill, Flag Circle residents, Naval Hospital, Naval Base Guam Polaris Point, Naval Base Guam Ordnance Annex, Naval Base Guam Orote Point/Apra Harbor, and Fuel Division. 
Singapore  
Diego Garcia 
Hong Kong (Potential FY12 remote site expansion, NTE 25 seats)
Australia (Potential FY12 remote site expansion, NTE 45 seats)

Iwakuni (Potential FY13 LNSC site expansion, NTE 900 seats)
1.3. NCTAMS LANT REGION: 
NCTAMS LANT has operational control of the Naples and Bahrain TNOSCs and their associated LNSCs, to include Jebel Ali and Isa Air Base as potential LNSCs.  NCTAMS LANT LNSCs are located at Manama, Bahrain; Rota, Spain; Souda Bay, Greece; and in Naples, and Sigonella, Italy.  The following ONE-NET remote sites are currently supported in Europe and the Middle East: 

Europe: 
Rota – Madrid and Valencia, Spain and Lisbon, Portugal 

Naples - Gaeta, Bagnoli, and Latina 
Souda Bay - Larissa 
England - (Potential FY11 remote site expansion.  NTE 135 seats).

Germany - (Potential FY11 remote site expansion.  NTE 80 seats).
Middle East: 
Manama and Isa Air Base, Bahrain - Fujairah, and Jebel Ali, UAE

1.4. SEAT and USER COUNT: 
ONE-NET has a potential seat count of 28,000; this consists of seats currently in ONE-NET and possible future expansion as listed above.  Seat counts as of 01 June 2009 are listed by site in Attachment A.  Individual site projections for out-years are listed above.  In addition to seats, ONE-NET supports approximately 34,000 user accounts. Over the life of the contract, the potential exists for additional growth in the number of seats and the possibility for additional OCONUS sites to be incorporate into ONE-NET.  This potential growth will not exceed 5,000 seats. 

1.5. APPLICABLE DOCUMENTS:

The following documents are applicable to this Performance Work Statement.
· Concept of Operations for ONE-NET

· ONE-NET Target Performance Measures and Service Levels

· ONE-NET Severity Levels
· ONE-NET Enterprise and Regional Change Request processes

· ONE-NET Security CONOP v2.0
· NAVY CYBERFOR Navy Telecommunications Directives

· NAVY CYBERFOR ONE-NET Information Bulletins and Advisories
· NAVY CYBERFOR FRCB Instruction

· NAVY CYBERFOR Enterprise Delegation of Authority
· USFK Regulation 700-19

· NAVSEA Instruction 55-11.32C (NNPI)

· DOD Directive 8500.1
· DOD Instruction 8500.2
· DISA Security Technical Implementation
· DoD and DoN Security Policies
· DoD Office of Civilian Personnel guidelines
· DOD 5220.22-M National Industrial Security Program Operating Manual (NISPOM).
· 1989 Agreement on Defense Cooperation
· Federal Acquisition Regulation
· Defense Federal Acquisition Regulation
These documents are useful in defining details critical to effective delivery of services. 

To receive copies of applicable documents, provide a designated Point of Contact (POC) email address to Jordan Dorsey at jordan.dorsey@navy.mil OR Tara Gorrell at tara.gorrell@navy.  Access will be established and a link will be provided via email to the POC. 
2. OBJECTIVE:

The objective of this effort is to procure non-personal contractor support services under a single contractual vehicle.  The operations model is two-fold.  In one instance, the current mission is being performed under a Government Owned Contactor Operated (GOCO) model.  In this instance, the contractor provides total operational support for a functional area.  In the second instance, the current mission is being performed under a Government Owned Government Operated (GOGO) model.  In this instance, the contractor provides the personnel required to augment Government personnel performing operational support for a functional area. 

In both instances, the contractor ensures continual support services for the applicable model, providing the required labor to ensure the government’s mission is successfully accomplished.  It is of paramount importance that the contractor comprehends the nature of supplemental labor and need for strategically placed employees per geographical locations.  Contractor services shall be specified and defined via task orders.  

3. SCOPE:

The scope of the contract is to procure contractor support services to satisfactorily operate and maintain ONE-NET and Legacy operations support.  This requirement must extend to operations in a secure environment for classified and unclassified information technology (IT) processes, and Command and Control (C2)/Coalition.  Each of these efforts includes, but is not limited to, five major tasks: 1) Theater Service Desk Support, 2) Network and Systems Operations, 3) Field Support, 4) Information Assurance and 5), Network Technical Support; and additional support taskings as noted in Section 4. Attachment B provides past performance and anticipated growth.   

The contractor shall be responsible for the provision of adequate levels of staffing required to meet ONE-NET’s functional requirements by site and also meet ONE-NET’s Performance Measures and Service Levels at the TNOSCs, LNSCs, and ONE-NET sites.

ONE-NET migration efforts are the responsibility of PEO EIS.  Migration efforts require close coordination with TNOSC and LNSC personnel to effect seat connection, account creation, and delivery of core service capability. 

The Contractor shall be responsible for maintaining the core IT capabilities and ongoing operations and maintenance support for ONE-NET as defined in this PWS. 
3.1. GOCO SUPPORT SERVICES:

The Government shall retain ownership of ONE-NET functions and the contractor shall provide all necessary labor required in the operational performance of functions, as identified by the Government.  A Government Contracting Officer Representatives (COR), Alternate CORs (ACOR), and Technical Assistants (TA) shall be assigned duties and responsibilities of interfacing with Contractor personnel and to perform all necessary oversight and monitoring of the contractors operation as proposed in the Quality Assurance Surveillance Plan (QASP).  

3.2. GOGO SUPPORT SERVICES:

While the Government shall retain both ownership and operation of ONE-NET functions, the contractor shall provide an “assisted support” solution.  Government COR and ACORs shall be assigned duties and responsibilities of interfacing with Contractor personnel and to perform necessary oversight and monitoring of the contractors operation as proposed in the QASP.  The contractor shall provide personnel with the requisite knowledge and technical expertise to augment military personnel (MILPERS) and civilian personnel (CIVPERS) in the performance of tasks.
4. FUNCTIONAL DESCRIPTION:

In the performance of support services to operate and maintain ONE-NET and Legacy regional requirements, contractor employees shall be required to perform tasks and sub-tasks as detailed below. 
For clarification purposes, operations and maintenance support of each task and/or subtask in support of ONE-NET work is anticipated to be performed in the following locations and other remote and future locations (see paragraph 1.2).

Far East: Yokosuka, Sasebo, Misawa, Atsugi, and Okinawa, Japan, and Korea, Guam, Singapore,  Diego Garcia and remote locations 
Europe: Naples and Sigonella Italy, Souda Bay Greece,  Rota Spain, and remote locations. 
Middle East: Manama, Bahrain, Isa Air Base and remote locations.
4.1. SERVICE DESK SUPPORT:
The contractor shall provide Service Desk support.  The Service Desk provides a single management organization, closely aligned with the operational chain-of-command with theater responsibility, yet with local presence for customer support.  The Service Desk shall provide comprehensive information technology support including device and network service support, application support, email, and file access.  ONE-NET provides 24 hour support accessible through an automated call distribution system. 
Functions shall be centralized in each theater, managed by the TNOSC, employ a four-tiered approach, and be the customer’s point of entry to report problems or request assistance. For incident/problem handling, Service Desk is responsible for ticket creation, management, escalation and follow-up.  Service Desk personnel shall identify the nature of the call and attempt initial troubleshooting.  Whenever possible, a user's problem shall be resolved by Service Desk personnel through technical troubleshooting, problem isolation and application of the appropriate fix.  If the ticket cannot be resolved by the Service Desk personnel, it should be escalated in accordance with the provided ticket escalation Standard Operating Procedures document.  Service desk personnel shall ensure all required data is captured in the Government provided management database, which is Remedy. (see Attachment D)  The TNOSC management will prioritize the work assignments of the contractors based on operational requirements.  See Attachment C (Monthly Incident Metric Workbook) for historical data. 

The Service desk personnel shall provide support as required during designated critical events, disaster recovery operations and shall participate in scheduled “Enterprise Continuity Plan” exercises.  

The Service Desk is responsible for the recording of all customer service requests, e-mails, phone calls, etc.  
Service Desk duties include but are not limited to:

· Act as a single point of contact for resolution of all technology-related issues for supported TNOSC and LNSC’s.
· Provide initial support and classification of all incidents/problems or requests. 

· Interact with customers and co-workers to diagnose and resolve problems.

· Troubleshoot, analyze, resolve, track, escalate and accurately document various technical problems.
· Troubleshoot software and hardware problems.
· Provide guidance/coaching to other Service Desk Technician Agents

· Maintain and report statistics on total number of calls, customer wait time and resolution time, aged ticket report (72hours), Severity Level 1 opened and closed greater than 24 hours.
· Adhere to established policies and procedures.
· Contribute to knowledgebase to include development of standard operating procedures.
· Track and resolve incidents not assigned to other support groups.

· Confirm resolution, conduct customer satisfaction surveys, and close tickets upon resolution of incident, problem, or request.
· Provide trend analysis reports.  Liaise with TNOSC management or appropriate Support Groups where applicable.
· Provide other statistics and reports as designated by NAVY CYBERFOR, NCTAMS or TNOSC Director. 
4.2. NETWORKS AND SYSTEMS OPERATIONS (NASO):
The contractor shall provide Network and Systems Operations support.  Network and Systems Operations (NASO) is the central point for managing the ONE-NET production infrastructure (servers, network devices, fault management, configuration/asset management, security management, network defense, common application support, transport services, etc.).  Attachment E (Server, Software Version and Basic Architecture) contains a snapshot of the ONENET environment at the time of release of this PWS.  The NASO is responsible for the performance of “system administration” and “database administration” task to ensure optimal performance, maintain the security posture and minimize customer service interruptions. NASO currently requires 24/7/365 operational support; however, the Government may determine and request an alternative hours of support if deemed necessary in the future.  Distributed servers within each local site shall be remotely managed by the central location where possible.  
NASO is responsible for all Server Management activity and shall coordinate all maintenance, preventative maintenance and restoration activities of remote servers with the LNSC leadership.

NASO coordinates with counterparts in other regions (TNOSC) on operational initiatives. 
NASO is responsible for IA suite operations, Network and systems security, IA incidence response and close coordination with the Theater Information Assurance Manager for all IA related tasks. 
This consists of but is not limited to:

· maintaining the daily operations, 
· system performance, 
· user access, 
· user information and security of the Legacy and enterprise IA suite of servers, 
· switches, routers and appliances, 
· maintain Firewall, Proxy, Web shield and Anti-Virus 
· Support the Disaster Recovery Plan (DRP). 
NASO responds to all escalated service requests and trouble tickets.  NASO duties and responsibilities include, but are not limited to, the following:

· Provide technical and operational input to Regional Change Review activities, participate in Review Board meetings (as required), prepare and submit the appropriate documentation for review on “problems” identified (resulting from reported incidents). 
· Ensure media (including disk, storage, backup, and restore) associated with new production releases are available and procedures are in place prior to service activation.
· Review existing processes and procedures necessary to account for the server, services, and data storage; recommend improvements and provide mark-ups to the TNOSC Director for approval and implementation. 

· Review the ONE-NET Configuration Management Database (CMDB) information and recommend necessary corrections.
· Monitor the system resources and report on the availability to support the current operational processes.
· Manage the limited-use media (e.g. magnetic tapes).
· Provide support and input to the TNOSC/LNSC for changes in customer requirements that require systems planning, design, development, deployment, and modification workgroups.
· Ensure adequate resources, proper procedures and accurate reporting of backup, restore, and data recovery strategies are consistent with NAVY CYBERFOR policies and customer requirements.
· Monitor, control and report service levels of servers as well as underlying services and storage capacities.
· Participate in work group meetings with the Enterprise Management Team, working groups, TNOSC management and NAVY CYBERFOR to ensure the accuracy and efficiency of monitored systems, services, and storage related activities.
· Provide weekly, monthly and quarterly reports on system performance to include but not limited to; performance against service levels for capacity, availability, and identified trends.
· Monitor and report system resource use, analyze usage patterns and volumes.  Prepare impact reports for TNOSC management based on analysis.

· Coordinate the routine audits of the physical media library and ensure consistency of logical and physical media library.

· Perform assigned operational security functions and provide accurate reports of related activities, to include but not limited to IAVAs and patching.
· Manage the access to all systems, services, and data to ensure compliance with NAVY CYBERFOR Enterprise Delegation of Authority (DoA) guidelines.

· Report scheduled and unscheduled “Authorized Service Interruptions” (ASI). 
· Ensure the correct, timely and proper escalation of all incidents and problems are assigned to the appropriate Tier. 
· Transport of media to offsite storage location in accordance with NAVY CYBERFOR designated media retention and rotation guidelines.
· Provide support as required during designated critical events and Disaster Recovery Operations; Participate in scheduled ECP exercises and provide IT Service Continuity as it relates to Systems and Server infrastructure.
· Maintain all Theater Maritime Command and Control (C2) networks.  Command and Control Networks include, but are not limited to, GCCS M/J/K, Link 11/16, TADIL Networks, AIS, IT-21 Ashore, and CENTRIXS as specified via task order.  Theater C2 is responsible to the TMFC Director for new installations and upgrades to current C2 systems.  

· Supervise the temporary installations of required network devices for exercises (when directed by authorized government authority). 
· Administer, maintain and operate Sharepoint, Blackberry, and CITRIX servers and applications.

· Administer, maintain and operate the REL A suite. REL A is an enclave on SIPRNET installed at Naval Computer Telecommunications Station, Bahrain that interconnects NAVCENT, C5F and approximately 30+ Foreign Exchange Officers (FEOs) throughout the world from various Middle East, European and CONUS commands.  
4.3. FIELD SUPPORT:
Field support is defined as: on-site touch labor to support moves, adds, changes, or correct customer and/or system problems/requests.  The Field Services organization shall be accessible 24 hours a day, either on duty or on call, through the Service Desk.  Field Services is the primary function of the LNSC organization and supports all touch labor functions in support of network operations.  Field service technicians visit customer locations as required to perform on-site maintenance, install/de-install or relocate workstation equipment, install software packages and configure workstations for proper user access to the systems. 
Field support may also be responsible for providing transport of hardware to and from remote customer locations to facilitate request/problem tickets.  The Government shall assign request/problem tickets to field support personnel based on requirements.  Field Support personnel are required at all fourteen fleet overseas concentration areas designated as TNOSCs and LNSCs in Attachment A.  Additional locations that require on site Field Support personnel will be specified in individual task orders. 
The contractor shall provide remote operations and maintenance support.  Service shall include support for current and future remote locations as identified in Attachment A.  At the direction of the government, the contractor shall deploy, on an as needed basis, to remote ONE-NET sites to support operation and maintenance of current ONE-NET classified and unclassified data seats and associated network equipment along with leased connectivity. Historical data and items for these estimates are to be provided in the Work Breakdown Structure.
Field support duties include, but are not limited to, the following:
· Perform appropriate tasks as directed by the TNOSC to ensure both workstations and server data integrity is maintained. 
· Participates on project teams in the implementation of new/upgraded designs.
· Develop and/or modify site administration documentation as directed by the Government.
· Adheres to Problem and Change Management Process and Procedures.

· Update the inventory database upon completion of desktop visits that involve an add, move or change activity on either hardware or software.
· Provides user orientation on hardware, software and network operations.
· Mentors and leads other staff as required.
· Assists with ONE-NET migrations, system refresh, and deployments IAW approved procedures.  System refresh includes, but is not limited to, desktops, laptops, servers, switches, and routers.

· Supports the deployment and reintegration of seats to and from the ONE-NET network.

· Provide technical support to the LNSC Director with documentation of new customer requirements for the Local Change Review process.

4.4. INFORMATION ASSURANCE SERVICES SUPPORT:
The contractor shall provide Information Assurance Services support.  Information Assurance (IA) provides network security services in accordance with all applicable DoD and Navy guidance.  The contractor shall perform security assessments that are focused on the measurement of compliance with laws (e.g. Federal, Host Nation, and local) DoD/DoN Regulations and external auditor requirements such as Computer Network Vulnerability Team, Systems Testing & Engineering and Environmental Compliance Verifications. 

Contractor shall support all network operations in a given security mode IAW Joint Task Force-Global Network Operations, Navy Cyber Defense Operations Command, Designated Approving Authority and or other higher level guidance.  Provide Unclassified/Classified Information Assurance services coverage to legacy and ONE-NET networks in accordance with NAVY CYBERFOR IA standards, policies, data and network security monitoring for intrusions.  Ensure the availability, integrity, identification, authentication, confidentiality and non-repudiation of friendly information and information systems while denying adversaries access to the same information and information systems.   
The TNOSC (upon guidance from the NAVY CYBERFOR/NCTAMS LANT or PAC IAM/Operational Designated Approving Authority) shall provide specific direction and priorities related to IA support duties related to the specific site.  
IA services support duties and responsibilities include, but are not limited to, the following:
· Support IA/Computer Network Defense task including but not limited to, Incident Response, Certification & Accreditation, IAVA compliance and OCRS reporting for ONE-NET and legacy networks.

· Provide technical and operational support to protect systems under the responsibility of the TNOSC against unauthorized access and inadvertent damage or modification. 

· Assist the Theater Information Assurance Manager (IAM) in the compliance with DOD Directive 8500.1 and DOD Instruction 8500.2 responsibilities.
· Assist the IAM with the compliance of other security directives as the situation dictates.
· Enforce Information Assurance Vulnerability Alert (IAVA) compliance and reporting. 
· Assist and coordinate with intelligence and judicial agencies as required. Review triage policies and procedures used to evaluate suspicious activity for effectiveness and recommend revisions or changes to government. 

· Provide host-base security management services.

· Execute directives to perform blocking of Internet Protocol (IP) networks.
· Investigate possible network and Automated Information System (AIS) security events. 
· Perform user account management to include Common Access Card (CAC), Biometrics and Public Key Identification (PKI). 

· Report that server-based security is performed; security and accreditation requirements are met and maintained for all customer connections. 

· Perform network security administration as assigned by the IAM. 
4.5. NETWORK TECHNICAL SUPPORT:
The contractor shall provide Network Technical Support (NTS) at each of the three TNOSC.  NTS provides the highest level of technical expertise within a region.  The NTS functions as Tier III support for operations, technical Subject Matter Experts on technology and provides engineering support for the design and implementation of new customer solutions. 
· Operational support (Tier III):  the NTS will respond to manual and automated escalation of incidents for fault isolation and remediation. The NTS is responsible for the identification of “problems”, documentation of proposed solutions and preparation of the Change request documents. They will also participate in the Change Review meetings as required.

· Subject Matter Expert role:  The NTS shall review, improve and approve technical work, guide System Administrators and field technicians in the resolution of reported incidents as required.  Perform other technology related task as required.

· Engineering support:  Provide support to the TNOSC Director and Technical Director, interface with PEO EIS and other functional teams involved with Planning, Architecture and Engineering as directed.

Network Technical support duties and responsibilities include, but are not limited to, the following:
· Provide Tier III fault isolation and incident resolution support for networks, IA suites using the available network analysis tools and applications (e.g. Netcool, Security, eRetina, Microsoft (MS) System Management Server (SMS), etc.).
· Provide technical assistance in the configuration, optimization, troubleshooting and software maintenance of IA Suites (firewalls, IDS, etc.), routers, Asynchronous Transfer Mode (ATM) switches, servers, workstations and overall Network support.

· As directed by the TNOSC provide test and evaluation assistance to PEO EIS of new technology.  Prepare a report detailing the results of the test/evaluation including specific recommendations. 
· Provide technical assistance to the LNSC as required to  configure or troubleshoot routers, ATM switches, and servers, 

· Provide detailed documentation on all tasked actions that affect the operation of the system environment, to include but not limited to: system trouble calls handled, configuration changes and new products or solutions.

This Technical Support shall also be required for NAVY CYBERFOR Headquarters and NCTAMS LANT in Virginia, and ONE-NET Technical Support for NCTAMS PAC in Hawaii. 
4.6. SUPPORT TASKINGS/ADDITIONAL AREAS OF RESPONSIBILITIES

4.6.1. IT SERVICE MANAGEMENT/ITIL (ITSM/ITIL):
The Information Technology Infrastructure Library (ITIL) Service Management provides a consistent means of Service Operations to deliver agreed levels of service to users and customers, manage applications, technology and infrastructure that support the delivery of service.  The contractor shall utilize the full spectrum of ITIL disciplines (Event Management, Incident Management, Request Fulfillment Management, Access Management, Problem Management and Common Service Operations Activities) to support the delivery of services.

At a minimum all staff designated as Key Personnel and those holding supervisory and management positions should have at least the ITIL Foundations Certification.

4.6.2. PERFORMANCE/ENTERPRISE MANAGEMENT SUPPORT (PEMS):
The contractor shall provide Performance/Enterprise Management support.  Responsibilities include but are not limited to the development of real-time situational awareness, the coordination and resolution of highly complex problems and tasks, development of scripts and routines to gather data for reporting service metrics, configuration and maintaining configuration management database (CMDB) and implementation of commercial best practices development. 
The contractor shall further be responsible for the use of available enterprise management tools (Tivoli, Cisco Works, NetView, Remedy etc).  The contractor may be required to work with information technology professionals from NAVY CYBERFOR, PEO EIS and PEO C4I to provide real-time situational awareness to Operational Commanders.  To provide insight into the determination of technical inadequacies and deficiencies that affect the TNOSC’s ability to meet the overall Enterprise-level service goals and objectives, the contractor shall analyze and identify trends, develop scripts and routines to gather data for reporting service metrics, configure and maintain configuration management database (CMDB), etc.  All proposed methodologies shall be reviewed and approved by the Government prior to implementation by the contractor. 

4.6.3. VOICE OVER INTERNET PROTOCOL (VOIP), VOICE OVER SIPRNET INTERNET PROTOCOL (VOSIP), AND TELEPHONE SUPPORT: 

The contractor shall operate and maintain the VoSIP systems at NSA Bahrain.  VoSIP provides network and system administrator capabilities to operate and maintain the VoSIP system installed at NSA Bahrain that supports classified INTRANET voice telephony in CENTCOM Area of Responsibility (AOR) and Defense Red Switch Network (DRSN) communications requirements.  This also includes all underlying network equipment including, but not limited to, CISCO switches, CISCO routers, TACLANES, Netscreen VPNs, media converters, CISCO Telephony Voice Gateways and other supported Network infrastructure. 

Network Administration duties and responsibilities include, but are not limited to, the following:

· Ensure Call Manager servers are updated with CISCO patches and DISA updates and report completion of patches and updates to NCTS Bahrain IAM. 

· Provide input into support of IT service continuity in regard to network infrastructure.

· Ensure security standards are upheld.
4.6.4. THEATER APPLICATION SUPPORT:
The contractor shall support the Government Enterprise Applications management team.  The contractor will provide application troubleshooting for all applications on the network including theater unique applications and work closely with the Tier IV applications support team.  The contractor shall provide theater applications support to include version management and tracking, rationalization and the preparation of all required documentation to facilitate application approval and potential migration to enterprise applications.  Any required data migration from legacy applications to enterprise applications shall be included.
4.6.5. Legacy Support
The contractor shall provide the required level of service (equal to or better) without regard to the on time/on schedule ONE-NET cut-over, migration, and Legacy Network termination milestones.  Contractor further confirms that the required level of service/support (equal to or better) will be provided throughout the base period and all option years without regard to the progress of cutover/migration to ONE-NET and termination of Legacy Network operation.  While it is not the desire of NAVY CYBERFOR, the possibility exists that continued operation of Legacy Networks may continue throughout the life (all option years) of the contract.

The contractor shall provide support for Legacy Networks until such a time that the Legacy Networks are terminated.  While it is the desire of the DoN to reduce the number of Legacy Networks, Legacy Networks support requirements shall continue throughout the life of the contract (all option years).  

4.6.6

ADDITIONAL AREAS OF RESPONSIBILITY:

Maintain Directory Services (Naval Global Directory Service, OCONUS Active Directory, OCONUS Meta-directory) to be compliant with DoD, DoN, NAVY CYBERFOR and ONE-NET standards/guidelines.

Maintain SharePoint, Messaging, Storage, Print, Web Services and Global Mail Routing System IAW established ONE-NET standards/guidelines.

5. DELIVERABLES:
1. The contractor shall provide a monthly operational status report for each Theatre of Operation (Yokosuka, Naples, Bahrain) no later than five business days after the month end; to include but not limited to, total trouble tickets opened and closed, the top ten incidents reported, aging trouble ticket report (number of incidents that remained open longer than 72 hours), call volumes by shift (received by the service desk), speed to answer, abandon calls by shift and Severity Level 1 trouble ticket information. Reports shall be delivered to the ACOR. 

2. A weekly status report shall be submitted every Thursday via email to the ACOR/Technical Point of Contact reporting; deviations from ONE-NET Service Levels, status of initiatives, status of projects, milestones and accomplishments. 
3. The contractor shall notify the government representative (e.g. ACOR/TPOC) within seven working days of any changes or corrections required in the existing processes or standard operating procedures (SOP).  The contractor should identify the problem, recommend a solution and provide a draft of the modification for government review and approval.
4. The contractor shall maintain and report statistics on total number of calls, customer wait time and resolution time, aged ticket report (72 hours, VIP closed tickets opened, closed and opened and greater than 24 hours). 

5. The contractor shall provide trend analysis reports. Liaise with TNOSC management or appropriate support groups where applicable.
6. The contractor shall provide other statistics and reports as designated by NAVY CYBERFOR, NCTAMS or TNOSC Director.
7. The contractor shall provide the NASO Manager a summary of system and data back-ups, disaster recovery (DR) tasks and off-site storage of back-up media on a Quarterly basis. 

8. The contractor shall provide the NASO Manager weekly, monthly and quarterly reports on system performance to include but not limited to; performance against service levels for capacity, availability, and identified trends.
9. The contractor shall provide the NASO Manager a report of scheduled and unscheduled “Authorized Service Interruptions” (ASIs) daily via email.

10. The contractor shall report to the TNOSC NASO Manager that server-based security is performed; security and accreditation requirements are met and maintained for all customer connections.
11. The contractor shall provide detailed documentation on all tasked actions that affect the operation of the system environment, to include but not limited to: system trouble calls handled, configuration changes and new products or solutions.  As defined in paragraph 4.5. No unusual method of delivery is anticipated for any of the required reports.
6. SECURITY REQUIREMENTS:
U.S. citizenship and a Secret security clearance are the minimum requirements.  Top Secret security clearance shall be required at the time of award in Naples, Italy and Lisbon, Portugal.  The contractor shall ensure the ability to obtain personnel above secret security clearance to meet the terms of this contract.  As applicable, NAVY CYBERFOR shall prepare and submit appropriate DD Form 254 to meet security requirements.  However, the contractor shall pre-clear new employees within 10 days of starting on the contract and must obtain approval from the Regional Security Officers.  Contractor personnel shall comply with DoN and local security requirements.
The contractor shall ensure compliance with all DoD and DoN Security Policies regarding the security of classified information.

Contractor workforce shall ensure compliance with all Navy Regulations regarding the security of classified information and the design of information systems.
All cryptographic equipment shall be stored in a cryptographic storage approved container.
The contractor shall comply with host command security regulations while on the premises and for obtaining personnel identification/vehicle passes.  Certifications of need-for-access to the base may be coordinated with the site POC.

7. KEY PERSONNEL:
Key personnel are defined as Management and supervisory personnel, Task Orders will specify those assigned to Tier III with specific certifications (e.g. ITIL, Cisco, Tivoli or Remedy). 

8. EQUIPMENT PROVIDED BY THE GOVERNMENT:

The Government shall furnish workspace, furnishings, fax and telephone services, document reproduction capability, and all computer resources including access to terminals, printers, software, data, communication networks, etc.  The Government shall provide initial guidance and also make available relevant standards, functional statements, technical manuals and documentation, computer systems guides, regulations, instructions and operational procedures. 

8.1. GOVERNMENT VEHICLES:

Government vehicles may be used in the performance of the contract duties.  The contractor shall require a Government authorized operator if a Government vehicle is to be utilized.  This may include, but not be limited to, transportation between the places of performance, other Government offices and airports.  The use of any Government vehicles for personal use is strictly prohibited.

8.2. Status Of Forces Agreement (SOFA) AND COMMAND SPONSORSHIP:

The information provided in this section is strictly a summary of the applicable SOFAs and country-specific requirements and should not be construed as all-inclusive.  It is the contractor's responsibility to review, understand and comply with all SOFA and country-specific requirements applicable to this contract.
SOFA status defines the benefits received by the contractor and/or the contractor’s dependents.  These benefits include, but are not limited to, commissary, postal, military banking privileges, on-base education and access to United States military medical facilities.  The SOFA status usually defines the prosecution for criminal offenses in the USG OCONUS court system and laws as opposed to the Host Nation judicial system and laws but that will vary by location.

The Government may, at the discretion of the Base Commander, provide contractor employees and authorized dependents logistics support as mentioned in the previous paragraph.  This only applies to foreign countries that have a SOFA.
The NATO SOFA is the governing document with respect to the status of forces in NATO countries.  The NATO SOFA is silent to many issues, such as how and when SOFA status is granted to contractors.  Issues like this are addressed in various bilateral agreements that the United States has with other countries, and the requisite requirements differ from country to country.

8.2.1. BASE PRIVILEGES - BAHRAIN AND CONTRACTOR LICENSING IAW BAHRAIN LAW: 
Without additional expense to the Government, the contractor shall be responsible for obtaining any necessary insurance, licenses, and permits and for complying with any applicable laws, codes, and regulations required by the host-nation in connection with the performance of the work set forth in this contract.  The Government will not be responsible for activities of the contractor or contractor employees outside the scope of this contract.  The Government has no obligation to support the dependents of contractor employees, including, but not limited to, providing command sponsorship within the host-nation.
8.2.1.1. DOD CONTRACTOR Insurance (Bahrain)
No mandatory requirements for insurance exist
8.2.2. DOD CONTRACTOR PERSONNEL OFFICE (DOCPER) COMPLIANCE (NAPLES) 
The contractor shall comply with the procedures associated with the Department of Defense Office of Civilian Personnel guidelines for employing DoD contractor employees as Technical Representatives (TRs) in Italy.  The Web site for obtaining the documentation that governs the Technical Representative Accreditation Procedures in Italy, of DoD contractor employees as TRs, is identified below.  The Government will also use the Contractor Verification System (CVS) to validate the contractor's need and application information for a CAC.  The Government will reimburse the contractor for all costs associated with the DOCPER process.
http://www.per.hqusareur.army.mil/CPD/DocPer/Italy/ItalyDefault.aspx
8.2.2.1. DOD CONTRACTOR Insurance (Italy)
No mandatory requirements for insurance exist
8.2.3. DOD CONTRACTOR SOFA Status (Japan) 
Article XIV gives SOFA status to a company, not to the individual employees, as is the case under SOFA Article I(b).  Under Article XIV, only the actual employees receive SOFA benefits.  There are no benefits for the employees’ dependents.  Article XIV is limited to United States companies present in Japan solely to work for the United States Forces, Japan (USFJ).  Article XIV requires a two to three year application process.
U.S. citizen contractors not ordinarily resident in Japan and present in Japan at the official invitation of the USG for the performance of a contract for the United States armed forces may be given SOFA Article I(b) status.  The number of employees does not affect whether Article I(b) or Article XIV status is appropriate.  
8.2.3.1. DOD CONTRACTOR Insurance (Japan)
Determining and meeting these requirements are the responsibility of the contractor, at no additional expense to the Government.

8.2.4. DOD CONTRACTOR SOFA Status (Singapore) 
There is no SOFA and the existing classified agreement does not confer USG legal protections to contractors.  Contractors would be at the mercy of the extremely strict and autocratic laws and justice system of Singapore.  The specific benefits or protections conferred on contractors and areas where benefits and protections are received by United States military and civilian personnel but denied to contractors.

Without additional expense to the Government, the Contractor shall be responsible for complying with Singapore’s Employment of Foreign Workers Act, Chapter 91A which places significant duties and responsibilities on any contractor operating in Singapore.  Any seat management contract involving Singapore requires the contractor to have a familiarity and comply with the relevant provisions of the statute, found in the Schedules of the statute.  The term “Schedule” appears to be synonymous with United States statutory term “Section”.  These duties and responsibilities include providing “upkeep and maintenance”, medical exams, “full costs of repatriation” and “acceptable accommodation” to all employees. 
8.2.5. DOD CONTRACTOR SOFA Status (Republic of Korea) 
The SOFA with the Republic of Korea contains Articles I(b), XIV and XV dealing with the status of contractors.  Articles I(b) and XIV are virtually identical to the terms of the SOFA with Japan.  However, the majority of contractors work under Article XV, which provides the status of “Invited Contractors”.  Invited contractors are entitled to the full range of SOFA benefits including importing and exporting material and equipment duty free, personal benefits for employees and personal benefits for the employees’ dependants if the sponsoring military command agrees to supply these benefits.

8.2.5.1. DOD CONTRACTOR Insurance (Korea) 
Determining and meeting these requirements are the responsibility of the contractor, at no additional expense to the government.

8.2.6. DOD CONTRACTOR SOFA Status (Spain) 
The 1989 Agreement on Defense Cooperation (ADC), and local laws, supplement the NATO SOFA.

Under Annex 6, Article 1.1 of the ADC, contractors are authorized to work in Spain with prior approval from the Permanent Committee.  Military authorities of the United States may propose to the Permanent Committee the designation of persons who are nationals of or ordinarily resident in the United States, whose presence in Spain is considered necessary solely for the purpose of executing a contract with the United States for the benefit of the U.S. forces or U.S. and Spanish armed forces in the exercise of the functions authorized.  Persons designated by the Permanent Committee shall be accorded during their temporary stay in Spain the same treatment as members of the civilian component. 
8.2.6.1. DOD CONTRACTOR Insurance (Spain) 
All contractor companies are required to have insurance under Annex 6 of the ADC.  The requirement mandates a level of coverage between 6,000 and 900,000 Euros, depending on specific circumstances.  This is required before the contracting company can obtain country clearance(s) for their employees, regardless of whether their employees will be designated contractor employees, “tech reps”, or employees of non-Spanish and non-commercial organizations.  Therefore, insurance under Annex 6 will be required for a contractor to enter Spain.

The Government of the United States shall require that insurance contracts be affected to cover civil liabilities that may be incurred in Spanish territory.  These civil liabilities include acts or omissions done in the performance of duty by employees of contractors and subcontractors of the U.S. forces.  
Before the start of work by the contractor or subcontractor, the military authorities of the United States shall transmit to the Permanent Committee a document issued by the insurance company.  This document must certify insurance coverage of the civil liabilities, in an amount considered sufficient by the Permanent Committee for this class of contract.
8.2.7. DOD CONTRACTOR SOFA Status (Greece)
The 1990 MDCA between the Government of the United States and the Government of the Hellenic Republic, and local laws supplement the NATO SOFA addresses the extending of SOFA benefits to contractors.

Article 2, Section 3 of the Annex of the MDCA extends SOFA status to contractors.  Article 2 defines the term “civilian component” as including non-Greek persons employed by U.S. contractors directly serving the United States forces in Greece.  This entitlement grants contractors SOFA status under Article 2 of the Agreement.  Upon official announcement to the Greek authorities, they will be issued special identification cards granting them SOFA status.  These cards are then signed by the competent Greek authorities.

8.2.7.1. DOD CONTRACTOR Insurance (Greece) 
There are no known requirements for Contractors serving the United States Armed Forces in Greece.

8.3. MOBILIZATION / DE-MOBILIZATION:

The Government shall not provide funds for the mobilization and de-mobilization of the contractor employee, household goods, or family members in the event of war or other emergencies.

8.4. Other Direct Costs

The Contractor shall propose Other Direct Costs (ODCs) to the Government in accordance with the maximum ceiling amount established for this contract by the Contracting Officer for each ODC type (LQA, COLA, DoDDs tuition, travel, etc.).  At the task order level, the contractor shall provide copies of backup documentation for the ODCs (leasing documentation, DODDS tuition receipts, travel, etc.) to the COR along with the Monthly Financial Summary Report.  ODCs will be cost-reimbursable under each task order. 

8.4.1. Miscellaneous ODCs

The Government may require the Contractor to purchase hardware, software, firmware, related supplies and other direct costs (ODCs) that are integral and necessary for the IT services being acquired under this contract.
8.4.2. LIVING QUARTERS ALLOWANCE (LQA)
The Government will reimburse the contractor for Living Quarters Allowance (LQA) commensurate with the currently posted U.S. State Department allowance rates.  LQA is intended to cover average costs of suitable and adequate living quarters, plus utilities, for employees living in off-post rental housing. For the purpose of each task order placed under this contract, rates shall be based on the current rate for the area, per the U.S. State Department regulations.  LQA is included in the monthly cost.  Refer to the following Web site for rates associated with LQA: www.state.gov. LQA will be a cost-reimbursable Other Direct Costs (ODC) under each task order based on the authorized member, up to three dependents (spouse and two children).  

8.4.3. COST OF LIVING ALLOWANCE (COLA)
The Government will reimburse the contractor for Cost of Living Allowance (COLA) commensurate with the currently posted U.S. State Department allowance rates. COLA is intended to cover average costs of living in OCONUS locations.  For the purpose of each task order placed under this contract, rates shall be based on the current rate for the area, per the U.S. State Department regulations. COLA is included in the monthly price.  Refer to the following Web site for rates associated with COLA: www.state.gov.  COLA will be a cost-reimbursable ODC under each task order based on the authorized member, up to three dependents (spouse and two children).  
8.4.4. TUITION ALLOWANCE

The Government will reimburse the contractor for tuition allowance for school-age children, kindergarten through high school (except in CONUS locations).  The rates shall be derived from the current Department of Defense Dependents Schools (DODDS) tuition rate schedule. Tuition allowance is authorized as a cost-reimbursable ODC under each task order.  Only two children per employee are authorized. If an employee has more than two children of school age, the additional children are authorized to utilize DoD Education Activity (DODEA) facilities on a space available basis, but will not receive tuition support under the provisions of this Delivery Order.  The contractor must submit a cost breakdown of the tuition allowance when submitting its price quote at the task order level. 
8.4.5
TRAVEL
Travel shall be conducted IAW Federal Travel Regulations (FTR) and will be reimbursed at actual costs.  The contractor shall provide copies of supporting documentation with submittal of travel invoices.  All travel must be approved in advance by COR or designated representative.  
9. U.S. GOVERNMENT POLICY COMPLIANCE:

9.1. WARTIME/HOSTILE ENVIRONMENT:

The contractor shall be responsible for performing all requirements of the contract notwithstanding the existence of any declared state of war, or states of emergency as declared by the United States.  The contractor shall participate in the requirements related to the U.S. preparation for any of the aforementioned incidents, per the scope of the contract.  Failure by the contractor to perform may subject the contractor to a termination for default. 

The contractor shall comply with the Governments Contingency Conditions Clause for Continuance of Performance During Any State of Emergency in the Republic of Korea (ROK) as stated in Table B-2 of USFK Regulation 700-19, Invited Contractor and Technical Representative Program.  The contractor is expected to conform to the equivalent standard for those contractors performing work in other regions (if this option is exercised).

9.2. ESSENTIAL PERSONNEL:

The contractor shall be responsible for performing all requirements of the contract in the event of a natural disaster (e.g., typhoon, earthquake, and tsunami).  Based on the type of natural disaster, the contractor shall provide the services to prepare for support during and after the event.

10. CONTRACTOR FURNISHED ITEMS AND SERVICES:

10.1.  PERSONNEL QUALIFICATIONS:

The contractor is responsible for providing personnel with expertise in the areas as described in the contract.  Personnel must demonstrate technical experience in the appropriate functions.  It is expected that much of the work shall require independent performance.  Personnel assigned to this task must keep current on the respective technologies associated with the contract.

The majority of the contractor employees, under the provisions of the contract, shall perform functions in direct support of the Service Desk, Network and Systems Operations, Field Support, Information Assurance, and Network Technical Support.  The skill sets of the contractor personnel shall enable fulfillment of responsibilities as identified in section 2.

11.  INFORMATION SYSTEMS SECURITY:

Information systems used by contractor personnel shall be operated in accordance with DOD 5220.22-M National Industrial Security Program Operating Manual (NISPOM).

12. TRANSITION PLAN (PHASE-IN AND PHASE-OUT):
The Contractor shall adhere to the transition plan provided to the government in the proposal (phase-in and phase-out).  The phase-in plan shall require coordination with the incumbent contractor and familiarization with physical site locations.  The phase-in period shall commence at time of initial task order awards and may continue for the first sixty (60) days of the period of performance.  The phase-out plan shall require coordination with the successor contractor and shall commence sixty (60) days prior to the expiration of the period of performance.
13. SAFETY:
The contractor shall comply with all Federal Occupational Safety and Health Administration (OSHA), local, and base safety requirements, whichever is the most stringent.  The contractor shall also comply with all local and base regulations pertaining to the environment, including but not limited to, water, air, solid waste, and noise pollution.
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Seat Count by Site
	Seat Count
	Total Seats

	FAR EAST
	

	Atsugi (LNSC)
	

	NIPR
	2145

	SIPR
	162

	Total
	2307

	Kameseya (Remote Site)
	

	NIPR
	15

	SIPR
	5

	Total
	20

	Guam (LNSC)
	

	NIPR
	315

	SIPR
	62

	Total
	377

	Anderson AFB Main (Remote Site)
	

	NIPR
	5

	SIPR
	0

	Total
	0

	Anderson AFB HSC-25 (Remote Site)
	

	NIPR
	152

	SIPR
	16

	Total
	168

	Naval Base Guam Barrigada (Remote Site)
	

	NIPR
	47

	SIPR
	1

	Total
	48

	Nimitz Hill (Remote Site)
	

	NIPR
	15

	SIPR
	0

	Total
	15

	Flag Circle Residents (Remote Site)
	

	NIPR
	5

	SIPR
	0

	Total
	5

	Naval Hospital (Remote Site)
	

	NIPR
	5

	SIPR
	0

	Total
	5


	Naval Base Guam Polaris Point (Remote Site)
	

	NIPR
	58

	SIPR
	0

	Total
	58

	Naval Base Guam Ordnance Annex (Remote Site)
	

	NIPR
	142

	SIPR
	22

	Total
	164

	Naval Base Guam Orote Point/Apra Harbor (Remote Site)
	

	NIPR
	1561

	SIPR
	97

	Total
	1658

	Fuel Division (Remote Site)
	

	NIPR
	12

	SIPR
	0

	Total
	12

	Korea (LNSC)
	

	NIPR
	273

	SIPR
	87

	Total
	360

	Yongsan Garrison (Remote Site)
	

	NIPR
	141

	SIPR
	86

	Total
	227

	CP Tango (Remote Site)
	

	NIPR
	9

	SIPR
	8

	Total
	17

	Pohang (Remote Site)
	

	NIPR
	14

	SIPR
	3

	Total
	17

	Camp Mujuck (Remote Site)
	

	NIPR
	5

	SIPR
	5

	Total
	10


	Camp Carroll (Remote Site)
	

	NIPR
	5

	SIPR
	5

	Total
	10

	Camp Walker  (Remote Site)
	

	NIPR
	10

	SIPR
	10

	Total
	20

	Pusan (Remote Site)
	

	NIPR
	25

	SIPR
	3

	Total
	28

	Misawa (LNSC)
	

	NIPR
	530

	SIPR
	115

	Total
	645

	Hachinohe (Remote Site)
	

	NIPR
	17

	SIPR
	0

	Total
	17

	Okinawa (LNSC)
	

	NIPR
	418

	SIPR
	38

	Total
	456

	Camps Shields (Remote Site)
	

	NIPR
	134

	SIPR
	1

	Total
	135

	Awase Transmitter site
	

	NIPR
	8

	SIPR
	0

	Total
	8

	White Beach (Remote Site)
	

	NIPR
	142

	SIPR
	76

	Total
	218

	Naha Port (Remote Site)
	

	NIPR
	7

	SIPR
	1

	Total
	8


	Camp Foster (Remote Site)
	

	NIPR
	1

	SIPR
	1

	Total
	2

	Sasebo (LNSC)
	

	NIPR
	926

	SIPR
	73

	Total
	999

	Akasaki (Remote Site)
	

	NIPR
	62

	SIPR
	0

	Total
	62

	Maebata (Remote Site)
	

	NIPR
	83

	SIPR
	5

	Total
	88

	Sakibe (Remote Site)
	

	NIPR
	21

	SIPR
	1

	Total
	22

	Iorizaki (Remote Site)
	

	NIPR
	5

	SIPR
	0

	Total
	5

	Hario Shima (Remote Site)
	

	NIPR
	22

	SIPR
	0

	Total
	22

	Haria Village (Remote Site)
	

	NIPR
	41

	SIPR
	0

	Total
	41

	Yokose (Remote Site)
	

	NIPR
	4

	SIPR
	0

	Total
	4

	Singapore (LNSC)
	

	NIPR
	240

	SIPR
	118

	Total
	358


	Yokosuka (TNOSC)
	

	NIPR
	3929

	SIPR
	572

	Total
	4501

	Hakozaki (Remote Site)
	

	NIPR
	40

	SIPR
	0

	Total
	40

	Ikego (Remote Site)
	

	NIPR
	50

	SIPR
	0

	Total
	50

	Negishi (Remote Site)
	

	NIPR
	60

	SIPR
	0

	Total
	60

	Seya (Remote Site)
	

	NIPR
	3

	SIPR
	0

	Total
	3

	Tsurumi (Remote Site)
	

	NIPR
	30

	SIPR
	0

	Total
	30

	Uraga (Remote Site)
	

	NIPR
	40

	SIPR
	3

	Total
	43

	Yokohama North Dock (Remote Site)
	

	NIPR
	20

	SIPR
	10

	Total
	30

	Yokohama Fleet Mail Center (Remote Site)
	

	NIPR
	10

	SIPR
	4

	Total
	14

	Diego Garcia (LNSC)
	

	NIPR
	441

	SIPR
	21

	Total (NTE)
	462


	MIDDLE EAST
	

	Bahrain (TNOSC)
	

	NIPR
	2258

	SIPR
	1121

	Total
	3379

	Fujairah (Remote Site)
	

	NIPR
	1

	SIPR
	3

	Total
	4

	Jebel Ali
	

	NIPR
	93

	SIPR
	29

	Total
	122

	Isa Air Base
	

	NIPR
	750

	SIPR
	250

	Total
	1000

	EUROPE
	

	Naples (TNOSC)
	

	NIPR
	2717

	SIPR
	1220

	Total
	3937

	Gaeta (Remote Site)
	

	NIPR
	22

	SIPR
	0

	Total
	22

	Bagnoli (Remote Site)
	

	NIPR
	60

	SIPR
	32

	Total
	92

	Latina (Remote Site)
	

	NIPR
	5

	SIPR
	0

	Total
	5

	Rota (LNSC)
	

	NIPR
	790

	SIPR
	56

	Total
	846

	Madrid (Remote Site)
	

	NIPR
	29

	SIPR
	0

	Total
	29

	Valencia (Remote Site)
	

	NIPR
	11

	SIPR
	0

	Total
	11


	Lisbon (Remote Site)
	

	NIPR
	33

	SIPR
	14

	Total
	47

	Sigonella (LNSC)
	

	NIPR
	1415

	SIPR
	137

	Total
	1552

	Souda Bay (LNSC)
	

	NIPR
	341

	SIPR
	37

	Total
	378

	Larissa (Remote Site)
	

	NIPR
	20

	SIPR
	0

	Total
	20

	
	

	
	

	NIPR
	20038

	SIPR
	4260

	       Total
	24298
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Past Performance and Anticipated Growth

Labor:

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	FY 11

Description LANT

Naples*

Rota

Sigonella

Souda Bay

Bahrain

Jebel Ali

ISA AB

Norfolk

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

0

0

Communication Specialist II

1

0

0

0

0

0

0

1

2

Communication Specialist III

0

0

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

1

0

0

0

1

Database Administrator I

0

0

0

0

0

0

0

0

0

Database Administrator II

1

0

0

0

0

0

0

0

1

Functional Analyst I

2

0

0

0

0

0

0

0

2

Hardware Technician I

0

0

0

0

2

0

0

0

2

Hardware Technician II

3

0

0

0

1

0

0

0

4

Help Desk Coordinator I

10

0

0

0

4

0

0

0

14

Help Desk Coordinator II

5

0

0

0

3

0

0

0

8

Help Desk Manager

1

0

0

0

1

0

0

0

2

Logistics Consultant I

0

0

0

0

2

0

0

0

2

Network Engineer

7

0

0

0

0

0

3

1

11

Network Engineer, Sr

4

0

0

0

3

0

0

0

7

Network Manager I

0

0

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

0

0

Network Specialist I

0

0

0

0

0

0

0

0

0

Network Specialist II

3

0

0

0

3

1

0

0

7

Procurement Specialist I

0

0

0

0

2

0

0

0

2

Program Manager I

0

0

0

0

0

0

0

0

0

Program Manager II

0

0

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

2

0

0

0

2

Security Systems Engineering Specialist II

2

0

0

0

5

0

0

0

7

Subject Matter Expert I

0

0

0

0

0

0

0

0

0

System Administrator I

0

0

0

0

3

0

2

1

6

System Administrator II

0

0

0

0

0

0

0

0

0

System Administrator III

4

0

1

1

0

0

0

6

Systems Engineer I

0

0

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

6

0

0

0

6

SUBTOTAL:

44

0

1

1

38

1

5

3

93

* All Positions in Naples Require Top Secret Clearancess

Description PAC
Yokosuka

Atsugi

Guam

Korea

Misawa 

Okinawa

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

Communication Specialist II

0

0

0

0

0

0

0

Communication Specialist III

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

0

0

0

Database Administrator I

4

0

0

0

0

0

4

Database Administrator II

2

0

0

0

0

0

2

Functional Analyst I

0

0

0

0

0

0

0

Hardware Technician I

2

2

9

1

3

1

18

Hardware Technician II

8

2

5

2

2

3

22

Help Desk Coordinator I

16

1

0

1

0

0

18

Help Desk Coordinator II

9

0

0

0

0

0

9

Help Desk Manager

1

0

0

0

0

0

1

Logistics Consultant I

0

0

0

0

0

0

0

Network Engineer

2

0

0

0

0

0

2

Network Engineer, Sr

0

0

0

0

0

0

0

Network Manager I

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

Network Specialist I

9

0

0

0

0

0

9

Network Specialist II

6

2

2

2

1

1

14

Procurement Specialist I

0

0

0

0

0

0

0

Program Manager I

0

0

2

0

0

0

2

Program Manager II

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

0

0

0

Security Systems Engineering Specialist II

0

0

0

0

0

0

0

Subject Matter Expert I

0

0

0

0

0

0

0

System Administrator I

11

0

0

0

0

0

11

System Administrator II

6

0

0

0

0

0

6

System Administrator III

0

0

0

0

0

0

0

Systems Engineer I

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

0

0

0

SUBTOTAL:

77

7

18

6

6

5

119

Total FY 11

212


	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	FY12
Description LANT

Naples*

Rota

Sigonella

Souda Bay

Bahrain

Jebel Ali

ISA AB

Norfolk

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

0

0

Communication Specialist II

1

0

0

0

0

0

0

1

2

Communication Specialist III

0

0

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

1

0

0

0

1

Database Administrator I

0

0

0

0

0

0

0

0

0

Database Administrator II

1

0

0

0

0

0

0

0

1

Functional Analyst I

2

0

0

0

0

0

0

0

2

Hardware Technician I

0

0

0

0

2

0

0

0

2

Hardware Technician II

3

0

0

0

1

0

0

0

4

Help Desk Coordinator I

10

0

0

0

4

0

0

0

14

Help Desk Coordinator II

5

0

0

0

3

0

0

0

8

Help Desk Manager

1

0

0

0

1

0

0

0

2

Logistics Consultant I

0

0

0

0

2

0

0

0

2

Network Engineer

7

0

0

0

0

0

3

1

11

Network Engineer, Sr

4

0

0

0

3

0

0

0

7

Network Manager I

0

0

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

0

0

Network Specialist I

0

0

0

0

0

0

0

0

0

Network Specialist II

3

0

0

0

3

1

0

0

7

Procurement Specialist I

0

0

0

0

2

0

0

0

2

Program Manager I

0

0

0

0

0

0

0

0

0

Program Manager II

0

0

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

2

0

0

0

2

Security Systems Engineering Specialist II

2

0

0

0

5

0

0

0

7

Subject Matter Expert I

0

0

0

0

0

0

0

0

0

System Administrator I

0

0

0

0

3

0

2

1

6

System Administrator II

0

0

0

0

0

0

0

0

0

System Administrator III

4

0

1

1

0

0

0

6

Systems Engineer I

0

0

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

6

0

0

0

6

SUBTOTAL:

44

0

1

1

38

1

5

3

93

* All Positions in Naples Require Top Secret Clearancess

Description PAC
Yokosuka

Atsugi

Guam

Korea

Misawa 

Okinawa

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

Communication Specialist II

0

0

0

0

0

0

0

Communication Specialist III

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

0

0

0

Database Administrator I

4

0

0

0

0

0

4

Database Administrator II

2

0

0

0

0

0

2

Functional Analyst I

0

0

0

0

0

0

0

Hardware Technician I

2

2

9

1

3

1

18

Hardware Technician II

8

2

5

2

2

3

22

Help Desk Coordinator I

16

1

0

1

0

0

18

Help Desk Coordinator II

9

0

0

0

0

0

9

Help Desk Manager

1

0

0

0

0

0

1

Logistics Consultant I

0

0

0

0

0

0

0

Network Engineer

2

0

0

0

0

0

2

Network Engineer, Sr

0

0

0

0

0

0

0

Network Manager I

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

Network Specialist I

9

0

0

0

0

0

9

Network Specialist II

6

2

2

2

1

1

14

Procurement Specialist I

0

0

0

0

0

0

0

Program Manager I

0

0

2

0

0

0

2

Program Manager II

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

0

0

0

Security Systems Engineering Specialist II

0

0

0

0

0

0

0

Subject Matter Expert I

0

0

0

0

0

0

0

System Administrator I

11

0

0

0

0

0

11

System Administrator II

6

0

0

0

0

0

6

System Administrator III

0

0

0

0

0

0

0

Systems Engineer I

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

0

0

0

SUBTOTAL:

77

7

18

6

6

5

119

Total FY 12

212


	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	FY13
Description LANT

Naples*

Rota

Sigonella

Souda Bay

Bahrain

Jebel Ali

ISA AB

Norfolk

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

0

0

Communication Specialist II

1

0

0

0

0

0

0

1

2

Communication Specialist III

0

0

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

1

0

0

0

1

Database Administrator I

0

0

0

0

0

0

0

0

0

Database Administrator II

1

0

0

0

0

0

0

0

1

Functional Analyst I

2

0

0

0

0

0

0

0

2

Hardware Technician I

0

0

0

0

2

0

0

0

2

Hardware Technician II

3

0

0

0

1

0

0

0

4

Help Desk Coordinator I

10

0

0

0

4

0

0

0

14

Help Desk Coordinator II

5

0

0

0

3

0

0

0

8

Help Desk Manager

1

0

0

0

1

0

0

0

2

Logistics Consultant I

0

0

0

0

2

0

0

0

2

Network Engineer

7

0

0

0

0

0

3

1

11

Network Engineer, Sr

4

0

0

0

3

0

0

0

7

Network Manager I

0

0

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

0

0

Network Specialist I

0

0

0

0

0

0

0

0

0

Network Specialist II

3

0

0

0

3

1

0

0

7

Procurement Specialist I

0

0

0

0

2

0

0

0

2

Program Manager I

0

0

0

0

0

0

0

0

0

Program Manager II

0

0

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

2

0

0

0

2

Security Systems Engineering Specialist II

2

0

0

0

5

0

0

0

7

Subject Matter Expert I

0

0

0

0

0

0

0

0

0

System Administrator I

0

0

0

0

3

0

2

1

6

System Administrator II

0

0

0

0

0

0

0

0

0

System Administrator III

4

0

1

1

0

0

0

6

Systems Engineer I

0

0

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

6

0

0

0

6

SUBTOTAL:

44

0

1

1

38

1

5

3

93

* All Positions in Naples Require Top Secret Clearancess

Description PAC
Yokosuka

Atsugi

Guam

Korea

Misawa 

Okinawa

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

Communication Specialist II

0

0

0

0

0

0

0

Communication Specialist III

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

0

0

0

Database Administrator I

4

0

0

0

0

0

4

Database Administrator II

2

0

0

0

0

0

2

Functional Analyst I

0

0

0

0

0

0

0

Hardware Technician I

2

2

9

1

3

1

18

Hardware Technician II

8

2

5

2

2

3

22

Help Desk Coordinator I

16

1

0

1

0

0

18

Help Desk Coordinator II

9

0

0

0

0

0

9

Help Desk Manager

1

0

0

0

0

0

1

Logistics Consultant I

0

0

0

0

0

0

0

Network Engineer

2

0

0

0

0

0

2

Network Engineer, Sr

0

0

0

0

0

0

0

Network Manager I

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

Network Specialist I

9

0

0

0

0

0

9

Network Specialist II

6

2

2

2

1

1

14

Procurement Specialist I

0

0

0

0

0

0

0

Program Manager I

0

0

2

0

0

0

2

Program Manager II

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

0

0

0

Security Systems Engineering Specialist II

0

0

0

0

0

0

0

Subject Matter Expert I

0

0

0

0

0

0

0

System Administrator I

11

0

0

0

0

0

11

System Administrator II

6

0

0

0

0

0

6

System Administrator III

0

0

0

0

0

0

0

Systems Engineer I

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

0

0

0

SUBTOTAL:

77

7

18

6

6

5

119

Total FY 13

212


	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	FY14
Description LANT

Naples*

Rota

Sigonella

Souda Bay

Bahrain

Jebel Ali

ISA AB

Norfolk

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

0

0

Communication Specialist II

1

0

0

0

0

0

0

1

2

Communication Specialist III

0

0

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

1

0

0

0

1

Database Administrator I

0

0

0

0

0

0

0

0

0

Database Administrator II

1

0

0

0

0

0

0

0

1

Functional Analyst I

2

0

0

0

0

0

0

0

2

Hardware Technician I

0

0

0

0

2

0

0

0

2

Hardware Technician II

3

0

0

0

1

0

0

0

4

Help Desk Coordinator I

10

0

0

0

4

0

0

0

14

Help Desk Coordinator II

5

0

0

0

3

0

0

0

8

Help Desk Manager

1

0

0

0

1

0

0

0

2

Logistics Consultant I

0

0

0

0

2

0

0

0

2

Network Engineer

7

0

0

0

0

0

3

1

11

Network Engineer, Sr

4

0

0

0

3

0

0

0

7

Network Manager I

0

0

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

0

0

Network Specialist I

0

0

0

0

0

0

0

0

0

Network Specialist II

3

0

0

0

3

1

0

0

7

Procurement Specialist I

0

0

0

0

2

0

0

0

2

Program Manager I

0

0

0

0

0

0

0

0

0

Program Manager II

0

0

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

2

0

0

0

2

Security Systems Engineering Specialist II

2

0

0

0

5

0

0

0

7

Subject Matter Expert I

0

0

0

0

0

0

0

0

0

System Administrator I

0

0

0

0

3

0

2

1

6

System Administrator II

0

0

0

0

0

0

0

0

0

System Administrator III

4

0

1

1

0

0

0

6

Systems Engineer I

0

0

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

6

0

0

0

6

SUBTOTAL:

44

0

1

1

38

1

5

3

93

* All Positions in Naples Require Top Secret Clearancess

Description PAC
Yokosuka

Atsugi

Guam

Korea

Misawa 

Okinawa

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

Communication Specialist II

0

0

0

0

0

0

0

Communication Specialist III

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

0

0

0

Database Administrator I

4

0

0

0

0

0

4

Database Administrator II

2

0

0

0

0

0

2

Functional Analyst I

0

0

0

0

0

0

0

Hardware Technician I

2

2

9

1

3

1

18

Hardware Technician II

8

2

5

2

2

3

22

Help Desk Coordinator I

16

1

0

1

0

0

18

Help Desk Coordinator II

9

0

0

0

0

0

9

Help Desk Manager

1

0

0

0

0

0

1

Logistics Consultant I

0

0

0

0

0

0

0

Network Engineer

2

0

0

0

0

0

2

Network Engineer, Sr

0

0

0

0

0

0

0

Network Manager I

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

Network Specialist I

9

0

0

0

0

0

9

Network Specialist II

6

2

2

2

1

1

14

Procurement Specialist I

0

0

0

0

0

0

0

Program Manager I

0

0

2

0

0

0

2

Program Manager II

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

0

0

0

Security Systems Engineering Specialist II

0

0

0

0

0

0

0

Subject Matter Expert I

0

0

0

0

0

0

0

System Administrator I

11

0

0

0

0

0

11

System Administrator II

6

0

0

0

0

0

6

System Administrator III

0

0

0

0

0

0

0

Systems Engineer I

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

0

0

0

SUBTOTAL:

77

7

18

6

6

5

119

Total FY 14

212


	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	FY15
Description LANT

Naples*

Rota

Sigonella

Souda Bay

Bahrain

Jebel Ali

ISA AB

Norfolk

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

0

0

Communication Specialist II

1

0

0

0

0

0

0

1

2

Communication Specialist III

0

0

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

1

0

0

0

1

Database Administrator I

0

0

0

0

0

0

0

0

0

Database Administrator II

1

0

0

0

0

0

0

0

1

Functional Analyst I

2

0

0

0

0

0

0

0

2

Hardware Technician I

0

0

0

0

2

0

0

0

2

Hardware Technician II

3

0

0

0

1

0

0

0

4

Help Desk Coordinator I

10

0

0

0

4

0

0

0

14

Help Desk Coordinator II

5

0

0

0

3

0

0

0

8

Help Desk Manager

1

0

0

0

1

0

0

0

2

Logistics Consultant I

0

0

0

0

2

0

0

0

2

Network Engineer

7

0

0

0

0

0

3

1

11

Network Engineer, Sr

4

0

0

0

3

0

0

0

7

Network Manager I

0

0

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

0

0

Network Specialist I

0

0

0

0

0

0

0

0

0

Network Specialist II

3

0

0

0

3

1

0

0

7

Procurement Specialist I

0

0

0

0

2

0

0

0

2

Program Manager I

0

0

0

0

0

0

0

0

0

Program Manager II

0

0

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

2

0

0

0

2

Security Systems Engineering Specialist II

2

0

0

0

5

0

0

0

7

Subject Matter Expert I

0

0

0

0

0

0

0

0

0

System Administrator I

0

0

0

0

3

0

2

1

6

System Administrator II

0

0

0

0

0

0

0

0

0

System Administrator III

4

0

1

1

0

0

0

6

Systems Engineer I

0

0

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

6

0

0

0

6

SUBTOTAL:

44

0

1

1

38

1

5

3

93

* All Positions in Naples Require Top Secret Clearancess

Description PAC
Yokosuka

Atsugi

Guam

Korea

Misawa 

Okinawa

Total FTEs

Communication Specialist I

0

0

0

0

0

0

0

Communication Specialist II

0

0

0

0

0

0

0

Communication Specialist III

0

0

0

0

0

0

0

Configuration Management

0

0

0

0

0

0

0

Database Administrator I

4

0

0

0

0

0

4

Database Administrator II

2

0

0

0

0

0

2

Functional Analyst I

0

0

0

0

0

0

0

Hardware Technician I

2

2

9

1

3

1

18

Hardware Technician II

8

2

5

2

2

3

22

Help Desk Coordinator I

16

1

0

1

0

0

18

Help Desk Coordinator II

9

0

0

0

0

0

9

Help Desk Manager

1

0

0

0

0

0

1

Logistics Consultant I

0

0

0

0

0

0

0

Network Engineer

2

0

0

0

0

0

2

Network Engineer, Sr

0

0

0

0

0

0

0

Network Manager I

0

0

0

0

0

0

0

Network Manager II

1

0

0

0

0

0

1

Network Manager III

0

0

0

0

0

0

0

Network Specialist I

9

0

0

0

0

0

9

Network Specialist II

6

2

2

2

1

1

14

Procurement Specialist I

0

0

0

0

0

0

0

Program Manager I

0

0

2

0

0

0

2

Program Manager II

0

0

0

0

0

0

0

Security Systems Engineering Specialist I

0

0

0

0

0

0

0

Security Systems Engineering Specialist II

0

0

0

0

0

0

0

Subject Matter Expert I

0

0

0

0

0

0

0

System Administrator I

11

0

0

0

0

0

11

System Administrator II

6

0

0

0

0

0

6

System Administrator III

0

0

0

0

0

0

0

Systems Engineer I

0

0

0

0

0

0

0

Systems Engineer II

0

0

0

0

0

0

0

Systems Engineer III

0

0

0

0

0

0

0

SUBTOTAL:

77

7

18

6

6

5

119

Total FY 15

212
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Labor Category Descriptions:  Minimum Experience/Functional Requirements/

	1. Network Manager I:  Minimum/General Experience: 2 years of experience providing network systems support, similar to that described under functional responsibility, and having knowledge and understanding of applicable technical concepts and practices. Functional Responsibility: Serves specified organizational units through the provision of satisfactory computing services. Assists management in the operation of computer and network system suites. Provides hardware and software troubleshooting for the Local/Wide Area Network. Assists in the operation of client-server software and network operations. Submits written recommendations relative to identification, evaluation and implementation of database, client-server, and/or network technology, testing of new operating systems, and new applications software.  Designs quality metrics. Provides technical services in the analysis and installation of computing facilities, including installation planning and site preparation. Analyzes, evaluates, and tests software/hardware problems and submits findings to management officials. Maintains and troubleshoots intra-system telecommunications. Monitors each system and adjusts/configures each for maximum system performance. Assists in the daily operations of computer center and network suites. Provides electronic mail/Internet guidelines and procedures. Serves as the office automation technical advisor, making recommendations on the type and amount of automation equipment needed.  Resolves hardware problems. Schedules or provides training in the use of automation equipment for the office. Maintains inventory of all Computer Center equipment and supplies. Submits recommendations relative to the identification of supplies, equipment and furniture. Schedules or performs the repair and/or replacement of defective computer equipment. Maintains close contact with all supported elements of the client’s facility, and related communications links, in order to effectively deal with problems and organizational issues. Provides technical services to help resolve enterprise-wide ADP/network issues 

2.  Network Manager II:  Minimum/General Experience: Five years of experience providing network systems support, similar to that described under functional responsibility, and having knowledge and understanding of applicable technical concepts and practices. Functional Responsibility: Serves specified organizational units through the provision of satisfactory computing services. Assists management in the operation of computer and network system suites. Provides hardware and software troubleshooting for the Local/Wide Area Network. Assists in the operation of client-server software and network operations. Submits written recommendations relative to identification, evaluation and implementation of database, client-server, and/or network technology, testing of new operating systems, and new applications software. Designs quality metrics. Provides technical services in the analysis and installation of computing facilities, including installation planning and site preparation. Analyzes, evaluates, and tests software/hardware problems and submits findings to management officials. Maintains and troubleshoots intra-system telecommunications. Monitors each system and adjusts/configures each for maximum system performance. Assists in the daily operations of computer center and network suites. Provides electronic mail/Internet guidelines and procedures. Serves as the office automation technical advisor, making recommendations on the type and amount of automation equipment needed.  Resolves hardware problems. Schedules or provides training in the use of automation equipment for the office. Maintains inventory of all Computer Center equipment and supplies. Submits recommendations relative to the identification of supplies, equipment and furniture. Schedules or performs the repair and/or replacement of defective computer equipment. Maintains close contact with all supported elements of the client’s facility, and related communications links, in order to effectively deal with problems and organizational issues. Provides technical services to help resolve enterprise-wide ADP/network issues 


	 

	3.  Systems Administrator I:  Minimum/General Experience: Minimum of one year experience is required. Specialized experience required includes: administration of Unix or other open systems-compliant multi-user system. General experience required includes: administration of multi-user computer systems.  Functional Responsibility: Performs systems installation and integration of computer operating system software, network software, application software, computer hardware, and supporting network or telecommunications systems. Investigates and resolves operational problems in conjunction with other engineering and technical personnel. 

4.  Systems Administrator II:  Minimum/General Experience: Minimum of three years experience is required, of which one year must be specialized. Specialized experience required includes: administration of Unix or other open systems-compliant multi-user system. General experience required includes: administration of multi-user computer systems.  Functional Responsibility: Performs systems installation and integration of computer operating system software, network software, application software, computer hardware, and supporting network or telecommunications systems. Investigates and resolves operational problems in conjunction with other engineering and technical personnel. 

	

	5.  Systems Administrator III:  Minimum/General Experience: Five years of experience providing information systems administration support, similar to that described under functional responsibility, and having knowledge and understanding of applicable technical concepts and practices. Functional Responsibility: Performs administrative and operational duties on DOS, UNIX, Windows, and other micro-computer, mini-, and mainframe computer-based systems. Creates and maintains user profiles as required by the vendor or application software. Analyzes, evaluates and tests software/hardware problems. Works with and troubleshoots intra-system telecommunications. Monitors multiple systems and networking between the systems. Presents recommended solutions for effective system performance. Assists in the installation planning of computer facilities, evaluation of COTS application software (and upgrades) proposed for use on the network(s). Troubleshoots existing networks and assists programmers in software design, development and testing of Local and Wide Area Networks. Participates in system feasibility studies concerning computer performance, and hardware/software evaluations. Evaluates communications systems with regard to technological and regulatory issues. Participates in the design and development of integrated communications systems. Assists in configuration management of micro-computer systems and networking between the systems.

 
	 

	6.  Communications Specialist I:  Minimum/General Experience: Minimum of 1 year experience is required, of which 3 months must be specialized. Specialized experience required includes: protocol analysis, knowledge of OSI protocol particularly TCP/IP, X.25.X.400, X.500. Experience with ATM, frame relay, other knowledge with bridges, routers, gateways, FDDI, detailed knowledge of UNIX operating systems. Also, CNE or ECNE experience a plus, supervising the operation and maintenance of communication network systems which may be mainframe, mini, or client/server based. General experience required includes: all aspects of communication networks planning, installation, and support.  Functional Responsibility: Evaluate

communication hardware and software, troubleshoots LAN/MAN/WAN and other network related problems, provides technical expertise for performance and configuration of networks. Performs general LAN/MAN/WAN administration, provides technical leadership in the integration and test of complex large-scale computer integrated networks. Schedules conversions and cut overs. Oversees network control center. Supervises maintenance of systems. Coordinates with all responsible users and sites. Supervises staff. 

7.  Communications Specialist II:  Minimum/General Experience: Minimum of seven years experience is required, of which five years must be specialized. Specialized experience required includes: protocol analysis, knowledge of OSI protocol particularly TCP/IP, X.25.X.400, X.500. Experience with ATM, frame relay, other knowledge with bridges, routers, gateways, FDDI, detailed knowledge of UNIX operating systems. Also, CNE or ECNE experience a plus, supervising the operation and maintenance of communication network systems which may be mainframe, mini, or client/server based. General experience required includes: all aspects of communication networks planning, installation, and support.  Functional Responsibility: Evaluate

communication hardware and software, troubleshoots LAN/MAN/WAN and other network related problems, provides technical expertise for performance and configuration of networks. Performs general LAN/MAN/WAN administration, provides technical leadership in the integration and test of complex large-scale computer integrated networks. Schedules conversions and cut overs. Oversees network control center. Supervises maintenance of systems. Coordinates with all responsible users and sites. Supervises staff. 

8.  Communications Specialist III:  Minimum/General Experience: Minimum of ten years experience is required, of which seven years must be specialized. Specialized experience required includes: protocol analysis, knowledge of OSI protocol particularly TCP/IP, X.25.X.400, X.500. Experience with ATM, frame relay, other knowledge with bridges, routers, gateways, FDDI, detailed knowledge of UNIX operating systems. Also, CNE or ECNE experience a plus, supervising the operation and maintenance of communication network systems which may be mainframe, mini, or client/server based. General experience required includes: all aspects of communication networks planning, installation, and support.  Functional Responsibility: Evaluate

communication hardware and software, troubleshoots LAN/MAN/WAN and other network related problems, provides technical expertise for performance and configuration of networks. Performs general LAN/MAN/WAN administration, provides technical leadership in the integration and test of complex large-scale computer integrated networks. Schedules conversions and cut overs. Oversees network control center. Supervises maintenance of systems. Coordinates with all responsible users and sites. Supervises staff. 

9.  Hardware Technician I:  Minimum/General Experience: Minimum of three years experience is required, of which one year must be

specialized. Specialized experience required includes: analysis, installation and maintenance of computer based

systems and their components; OR analysis, installation and maintenance of local area nets, cable installation,

including fiber optics, and specialized interconnect cable design and fabrication; OR analysis, installation and

maintenance of communications systems and their components. General experience required includes: Proven

ability to work independently or under only general direction. Alternate Experience Requirements: A Master’s

degree (in the fields described below) requires one year user requirements. Designs and optimize network topologies. Analyzes existing requirements and prepare specifications for hardware acquisitions. Prepares engineering plans and site installation Technical Design Packages. Develops hardware installation schedules. Prepares drawings documenting configuration changes at each site. Prepares site installation and test reports. Configures and maintains computers, communications devices, and peripheral equipment. Installs network hardware. Trains site personnel in proper use of hardware. Builds specialized interconnecting cables. Maintains computer-based systems, local area networks, or communication systems.

10.  Hardware Technician II:  Minimum/General Experience: Minimum of six years experience is required, of which three years must be

specialized. Specialized experience required includes: supervision of installation technicians, analysis, design,

installation, and maintenance of computer based systems and its components; OR analysis, design, installation, and maintenance of local area nets and its components; OR analysis, installation and maintenance of communication systems and its components. General experience required includes: increasing responsibilities in technical management.  Functional Responsibility: Organizes and directs site surveys for hardware installations. Assesses and documents current site network configuration and user requirements. Designs and optimizes network topologies. Analyzes and develops new hardware requirements and prepares specifications for hardware acquisitions. Directs and leads preparation of engineering plans and site installation Technical Design Packages. Develops hardware installation schedules. Mobilizes installation team. Directs and leads preparation of drawings documenting configuration changes at each site. Prepares site installation and test reports. Coordinates post installation operations and supervises maintenance support. Maintains computer-based systems, local area networks or communication systems.


	 

	11.   Functional Analyst I:  Minimum/General Experience:  Should have relevant work experience including developing functional requirements for
complex integrated Automatic Data Processing (ADP) systems.  Should possess superior functional knowledge of task order-specific requirements and have experience in developing functional requirements for complex integrated ADP systems.  Should demonstrate the ability to work independently or under only general direction.  Experience should demonstrate the ability to meet duties and responsibilities of position.  Functional Responsibility:     Analyzes user needs to determine functional and cross-functional requirements.  Performs functional allocation to identify required tasks and their interrelationships.  Identifies resources required for each task.  Provides daily supervision and direction to support staff.

12.  Security Systems Engineering Specialist I:  Minimum/General Experience:  Should have relevant work experience including knowledge of analyzing and defines security requirements at the Multi-Level Security (MLS) level.  Should demonstrate the ability to work independently or under only general direction.  Functional Responsibility:  Analyzes and defines security requirements for Multi-Level Security (MLS) issues. Designs, develops, engineers and implements solutions to MLS requirements. Gathers and organizes technical information about an organization's mission goals and needs, existing security products and ongoing programs in the MLS arena. Performs risk analyses which also includes risk assessment with minimum oversight at the Supervisory level. 

 13. Security Systems Engineering Specialist II:   Minimum/General Experience:  Should have a minimum of five (5) years concurrent work experience including knowledge of analyzing and successfully resolving problems as defined as security related requirements at the Multi-Level Security (MLS) level..  Should demonstrate the ability to oversee work at the Supervisory level with little or no assistance at the upper management level.  Works independently and has excellent problem-solving, oral and written communication skills.  Functional Responsibility:  Analyzes and defines security requirements for Multi-Level Security (MLS) issues. Designs, develops, engineers and implements solutions to MLS requirements. Gathers and organizes technical information about an organization's mission goals and needs, existing security products and ongoing programs in the MLS arena. Performs risk analyses which also includes risk assessment with minimum oversight at the Supervisory level. 
	

	14.  Help Desk Coordinator I:  Minimum/General Experience: Two years of experience providing network and information systems help desk support, similar to that described under functional responsibility, and having knowledge and understanding of applicable technical concepts and practices. Functional Responsibility: Provides phone and in-person technical and operational support to information systems and network users in the areas of electronic mail, directories, pass words, account security, standard desktop applications, network hook-ups, problem logging, and corrective maintenance support. Serves as the initial point of contact for troubleshooting hardware, software, workstation, network, and peripheral problems. Maintains status

reports and records of maintenance. 

15.  Help Desk Coordinator II:  Minimum/General Experience: Five years of experience providing network and information systems help desk support, similar to that described under functional responsibility, and having knowledge and understanding of applicable technical concepts and practices. Functional Responsibility: Provides phone and in-person technical and operational support to information systems

and network users in the areas of electronic mail, directories, passwords, account security, standard desktop

applications, network hook-ups, problem logging, and corrective maintenance support. Serves as the initial point of contact for troubleshooting hardware, software, workstation, network, and peripheral problems. Develops/updates maintenance status reports and records.  

16.  Help Desk Manager:  Minimum/General Experience: This position requires a minimum of seven years experience, of which at least five years must be specialized. Specialized experience includes: management of help desks in a multi-server environment, comprehensive knowledge of PC operating systems, e.g., DOS, Windows, as well as networking and mail standards and supervision of help desk employees. General experience includes information systems development, network and other work in the client/server field, or related fields. Demonstrated ability to communicate orally and in writing and a positive customer service attitude.  supervision and direction to staff who are responsible for phone and in person

support to users in the areas of e-mail, directories, standard Windows desktop applications, and applications

developed, deployed or supported under this schedule. These personnel serve as the first point of contact for

troubleshooting hardware/software PC, and printer problems.

17.  Configuration Management:   Minimum/General Experience: Two years of experience providing successful configuration management planning reflecting a thorough understanding and knowledge of applicable technical concepts and practices. Functional Responsibility: Provides configuration management planning; describes provisions for configuration identification, change control, configuration status accounting, and configuration audits. Responsible for regulating the change process so that only approved and validated changes are incorporated into product documents and related software. 


	 

	18.  Logistics Consultant:  Minimum/General Experience:  Five years of experience with expert knowledge and strong configuration skills in the Logistics modules.  Logistical experience includes, but is not limited to: a) Purchasing and Material management (Purchasing, MM); b) Inventory management (IM); c) Warehouse Management (WMS); d)  Logistic Execution ( LE); e)  Production Planning (PP) and f)  Customer Service (CS).  The individual must have a strong background in business as well as a working knowledge and ‘hands-on” operational experience in a number of logistical areas such as procurement, inventory and warehouse management, supply chain management, production planning and/or production management.  It is strongly desired that the individual have past experience in defining standardized business processes and performing ‘fit/gap’ analysis and providing alternate solutions.  Must have good analytical, interpersonal skills and communication skills to work with all parts of the business as well as the ability to translate business requirements and processes for the purpose of meeting the needs of the end user.   
	

	19.  Procurement Specialist:  Minimum/General Experience:  Assists in the preparation of purchase orders for supervisory approval. Conducts Market Research for computer automation equipment, network systems, telecommunications and general office equipment, furnishings, supplies and miscellaneous services on behalf of government sources in the preparation of  competitive bids or existing government contracts. Checks deliveries and invoices against purchase orders for type, quantity and condition. Processes bills and invoices from vendors and contractors and prepares payment vouchers. Meets with requestors to ensure full understanding of the need and that the proposed purchase will satisfy the need. Maintains purchasing records for the government, assisting the Contracting Officer in developing budget requests and justification. Makes or suggests type of items or services needed based on input received from the end-user, ensuring all final decisions are made by the government representative.  Adheres to all Federal Acquisition Regulations (FAR), Defense Acquisition Regulations (DFAR) and other government regulations pertaining to acquisition policy, rules and regulations.
	

	20.  Network Specialist I:  Minimum/General Experience: One year of experience providing successful configuration management planning

 reflecting a thorough understanding and knowledge of applicable technical concepts and practices. Functional Responsibility: Provides technical

guidance for directing and monitoring information systems operations; Designs, builds, and implements network systems; develops

reports concerning network operations and maintenance; troubleshoots network performance issues; analyzes network traffic and provides capacity planning solutions; monitors and responds to complex technical control facility hardware and software problems. Interfaces with vendor support service groups to ensure proper escalation during outages or periods of degraded system performance; manages and/or performs oversight over testing, installation, and support of network communications, including LAN/MAN/WAN systems. Additional duties may include performing system-level design and configuration of products including determination of hardware, OS, and other platform specifications, a variety of systems engineering tasks and activities that are broad in nature and are concerned with major systems design, integration, and implementation, including personnel, hardware, software, budgetary, and support facilities and/or equipment, input regarding quality assurance (QA) reviews and the evaluation of new and existing software products. Monitors and responds to hardware, software, and network problems, providing routine testing and analysis of all elements of the network facilities (including power, software, communications machinery, lines, modems, and terminals). 

21.  Network Specialist II:  Minimum/General Experience: Five years of experience providing successful configuration management planning

 reflecting a thorough understanding and knowledge of applicable technical concepts and practices. Functional Responsibility: Provides technical

guidance for directing and monitoring information systems operations; Designs, builds, and implements network systems; develops

reports concerning network operations and maintenance; troubleshoots network performance issues; analyzes network traffic and provides capacity planning solutions; monitors and responds to complex technical control facility hardware and software problems. Interfaces with vendor support service groups to ensure proper escalation during outages or periods of degraded system performance; manages and/or performs oversight over testing, installation, and support of network communications, including LAN/MAN/WAN systems. Additional duties may include performing system-level design and configuration of products including determination of hardware, OS, and other platform specifications, a variety of systems engineering tasks and activities that are broad in nature and are concerned with major systems design, integration, and implementation, including personnel, hardware, software, budgetary, and support facilities and/or equipment, input regarding quality assurance (QA) reviews and the evaluation of new and existing software products. Monitors and responds to hardware, software, and network problems, providing routine testing and analysis of all elements of the network facilities (including power, software, communications machinery, lines, modems, and terminals).

22.  Database Administrator I:  Minimum/General Experience: One year of experience providing database and associated database systems administration support, similar to that described under functional responsibility, and having knowledge and understanding of applicable technical concepts and practices.   Functional Responsibility: Provides operational support of computer hardware, system software, applications

software, and system and user data files as configured within the associated database system. Provides maintenance for the integrity of all user/system data files, data verification following system restoration/recovery procedures, and data format conversion procedures during the import and/or export of data. Provides database reporting/printout support. Supports development of operating procedures and user technical manuals. Support is provided to a variety of database systems (e.g., Oracle, Sybase, and/or Informix).


	 

	23.  Database Administrator II:  Minimum/General Experience: Five years of experience providing database and associated database systems administration support, similar to that described under functional responsibility, and having knowledge and understanding of applicable technical concepts and practices.   Functional Responsibility: Provides operational support of computer hardware, system software, applications

software, and system and user data files as configured within the associated database system. Provides maintenance for the integrity of all user/system data files, data verification following system restoration/recovery procedures, and data format conversion procedures during the import and/or export of data. Provides database reporting/printout support. Supports development of operating procedures and user technical manuals. Support is provided to a variety of database systems (e.g., Oracle, Sybase, and/or Informix).

24.  Systems Engineer I:  Minimum/General Experience: Minimum of two years experience, of which at least five years must be specialized. Specialized experience required includes: use of current DBMS technologies, structured analysis, design methodologies, and design tools and other design techniques, object oriented principles, and experience with logical and physical functional, operational, and technical architecture of large and complex information systems. General experience required includes: increasing responsibilities in DBMS systems analysis and programming.  Functional Responsibility: Performs analysis, design, and development of complex computer systems software. Evaluates user needs with the maintenance of single-product modules and sub-systems. Designs and develops utility programs and operating systems adjuncts such as executive programs. Participates in the development of test strategies, devices and systems. Researches and develops solutions to the systems problems identified during testing or reported by quality assurance. Assists in the identification and evaluation of software and hardware products. 

25.   Systems Engineer II:  Minimum/General Experience: Minimum of six years experience, of which at least five years must be specialized. Specialized experience required includes: use of current DBMS technologies, structured analysis, design methodologies, and design tools and other design techniques, object oriented principles, and experience with logical and physical functional, operational, and technical architecture of large and complex information systems. General experience required includes: increasing responsibilities in DBMS systems analysis and programming.  Functional Responsibility: Performs analysis, design, and development of complex computer systems software. Evaluates user needs with the maintenance of single-product modules and sub-systems. Designs and develops utility programs and operating systems adjuncts such as executive programs. Participates in the development of test strategies, devices and systems. Researches and develops solutions to the systems problems identified during testing or reported by quality assurance. Assists in the identification and evaluation of software and hardware products.


	 

	26.  Systems Engineer III:  Minimum/General Experience: Minimum of ten years experience, of which at least five years must be specialized. Specialized experience required includes: use of current DBMS technologies, structured analysis, design methodologies, and design tools and other design techniques, object oriented principles, and experience with logical and physical functional, operational, and technical architecture of large and complex information systems. General experience required includes: increasing responsibilities in DBMS systems analysis and programming.  Functional Responsibility: Performs analysis, design, and development of complex computer systems software. Evaluates user needs with the maintenance of single-product modules and sub-systems. Designs and develops utility programs and operating systems adjuncts such as executive programs. Participates in the development of test strategies, devices and systems. Researches and develops solutions to the systems problems identified during testing or reported by quality assurance. Assists in the identification and evaluation of software and hardware products. 


	

	27.  Program Manager I: Minimum/General Experience: Minimum of ten years experience is required, of which six years must be specialized. Specialized experience required includes: complete engineering project development from inception to deployment, demonstrated ability to provide guidance and direction in multiple tasks across several functional areas and including the use of different technologies. Proven expertise in the management and control of funds and resources, demonstrated capability in managing complex multi-task contracts. General experience required includes: increasing responsibilities in information systems design and management.  Functional Responsibility: Responsible for the effective management of funds and personnel, and is accountable for the quality and timely delivery of contractual items. Operates within client guidance, contractual limitations, and Company business and policy directives. Serves as focal point of contact with client on program activities. Ensures that all required resources including manpower, production standards, computer time, and facilities are available for program implementation. Manages program consisting of multiple projects including project identification, design, development and delivery. Confers with project manager to provide technical advice and to assist with problem resolution. Participates in contract negotiations.

 28.  Program Manager II: Minimum/General Experience: Minimum of fifteen years experience is required, of which six years must be specialized. Specialized experience required includes: complete engineering project development from inception to deployment, demonstrated ability to provide guidance and direction in multiple tasks across several functional areas and including the use of different technologies. Proven expertise in the management and control of funds and resources, demonstrated capability in managing complex multi-task contracts. General experience required includes: increasing responsibilities in information systems design and management.  Functional Responsibility: Responsible for the effective management of funds and personnel, and is accountable for the quality and timely delivery of contractual items. Operates within client guidance, contractual limitations, and Company business and policy directives. Serves as focal point of contact with client on program activities. Ensures that all required resources including manpower, production standards, computer time, and facilities are available for program implementation. Manages program consisting of multiple projects including project identification, design, development and delivery. Confers with project manager to provide technical advice and to assist with problem resolution. Participates in contract negotiations.
	

	29.  Subject Matter Expert I:  Minimum/General Experience: Seven years of experience providing technical expertise within a specific subject area or discipline, similar to that described under functional responsibility, and having knowledge and understanding of applicable technical concepts and practices.   Functional Responsibility: Provides unique and/or in-depth technical or business analyses and technical/business report development support within subject-matter areas requiring leading-edge or state-of-the-art technical and business expertise. May support a wide variety of technical and business assignments based on the specific needs of the task’s requirements. 

30.   Network Engineer I:  Minimum/General Experience: Total Experience.   Two (2) to five (5) years concurrent network experience in planning, designing and analyzing data or telecommunications networks.  Functional Responsibility. Duties are performed under the supervision of a senior engineer or technical project manager. Assists in the design and implementation of LAN/WANs using hub and router technology. Performs hardware/software analyses to provide comparative data of performance characteristics and suitability within the existing systems environment. Prepares trade-off studies and evaluations for vendor equipment. Assists in generating network monitoring and performance reports for LAN/WANs utilization studies. Recommends network design changes/enhancements for improved system availability and performance. Knowledge includes demonstrated capability in at least one primary network element, such as operating systems, platforms or protocol.
	


31. Network Engineer II:  Minimum/General Experience: Total Experience. Five (5) years or more of concurrent experience in planning, designing and analyzing data or    telecommunications networks. This experience must demonstrate a working knowledge of Ethernet, FDDI, frame relay and ATM, and a working knowledge of operating systems and protocols such as Novell, NT, UNIX, SNA and TCP/IP. Must have experience with network analysis/management tools and techniques and be familiar with PCs in a client server environment. Must be familiar with IT and long distance and local carrier management. Knowledge of computer languages such as C, C++, SQL is a plus. Supervisory or project leader experience is also required.  Functional Responsibility. Responsible for the design and implementation of data communications or telecommunications networks. Plans and monitors the installation of communication circuits and recommends enhancements. Manages and monitors LANs and associated equipment (e.g., bridges, routers, hubs, modem pools, gateways, etc.). Analyzes interface requirements between WANs and other computer networks. Analyzes network characteristics (e.g., traffic, connect time, transmission speeds, packet sizes and throughput). Conducts short and long term planning to meet communications system requirements
32. Network Engineer III:  Minimum/General Experience: Total Experience. Ten (10) years or more of concurrent experience in planning, designing and analyzing data or telecommunications networks. This experience must demonstrate a working knowledge of Ethernet, FDDI, frame relay and ATM, and a working knowledge of operating systems and protocols such as Novell, NT, UNIX, SNA and TCP/IP. Must have experience with network analysis/management tools and techniques and be familiar with PCs in a client server environment. Must be familiar with IT and long distance and local carrier management. Knowledge of computer languages such as C, C++, SQL is a plus. Supervisory or project leader experience is also required.  Functional Responsibility. Responsible for the design and implementation of data communications or telecommunications networks. Plans and monitors the installation of communication circuits and recommends enhancements. Manages and monitors LANs and associated equipment (e.g., bridges, routers, hubs, modem pools, gateways, etc.). Analyzes interface requirements between WANs and other computer networks. Analyzes network characteristics (e.g., traffic, connect time, transmission speeds, packet sizes and throughput). Conducts short and long term planning to meet communications system requirements
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Historic Data – Incident Metrics Workbook

ONE-NET Incident Metrics Aug 08 – Aug 09

	
	
	
	
	
	
	
	
	
	

	 
	 
	*Aug-08
	Sep-08
	Oct-08
	Nov-08
	Dec-08
	Jan-09
	Feb-09
	Mar-09
	Apr-09
	May-09
	Jun-09
	Jul-
09
	Aug-
09
	12 M Ave
	

	Enterprise
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	 
	First Call Resolution
	7859
	7445
	7590
	6461
	8576
	9846
	9062
	9422
	10903
	7470
	8680
	11399
	8588
	9442
	

	 
	SL1 total
	244
	228
	221
	186
	262
	289
	227
	262
	355
	210
	226
	280
	250
	270
	

	 
	SL2 total
	10678
	10356
	10853
	8827
	11766
	13314
	12329
	11376
	14612
	10246
	12210
	14973
	11525
	12755
	

	 
	Total Incidents
	18781
	18029
	18664
	15474
	20604
	23449
	21618
	21060
	25870
	17926
	21116
	26652
	20363
	22467
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	Europe 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	 
	First Call Resolution
	2386
	2299
	2688
	2000
	2549
	2402
	2818
	2480
	4014
	2514
	3713
	4580
	3480
	3160
	

	 
	SL1 total
	15
	13
	20
	20
	22
	19
	17
	11
	37
	17
	29
	30
	20
	23
	

	 
	SL2 total
	3578
	3372
	3895
	2885
	3606
	3387
	3772
	1968
	5182
	3263
	4864
	5628
	4243
	4137
	

	 
	Total Incidents
	5979
	5684
	6603
	4905
	6177
	5808
	6607
	4459
	9233
	5794
	8606
	10238
	7743
	7320
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	Far East
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	 
	First Call Resolution
	4256
	4197
	3950
	4160
	5536
	7083
	6022
	6541
	6450
	4414
	4733
	5873
	4072
	5607
	

	 
	SL1 total
	197
	198
	189
	158
	232
	255
	202
	238
	299
	177
	190
	230
	207
	231
	

	 
	SL2 total
	5695
	5788
	5770
	5520
	7470
	9262
	8114
	8848
	8723
	6262
	6955
	8165
	5799
	7698
	

	 
	Total Incidents
	10148
	10183
	9909
	9838
	13238
	16600
	14338
	15627
	15472
	10853
	11878
	14268
	10078
	13536
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	Middle East
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	 
	First Call Resolution
	1217
	949
	952
	301
	491
	361
	222
	401
	439
	542
	234
	946
	1036
	674
	

	 
	SL1 total
	32
	17
	12
	8
	8
	15
	8
	13
	19
	16
	7
	20
	23
	17
	

	 
	SL2 total
	1405
	1196
	1188
	422
	690
	665
	443
	560
	707
	721
	391
	1180
	1210
	898
	

	 
	Total Incidents
	2654
	2162
	2152
	731
	1189
	1041
	673
	974
	1165
	1279
	632
	2146
	2269
	1589
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	First Call Resolution: Those incidents that are resolved by the Enterprise Service Desk while the customer remains on the phone. 
	
	

	
	
	
	
	  This statistic is based on Remedy tickets resolved within 30 minutes of the ticket being open.
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	SL1 Definition: SL1 SEATS ARE THOSE USED BY FLAG OFFICERS AND GENERAL OFFICERS USING ONE-NET COMPUTERS 
	
	

	
	
	                         
	          AND DESIGNATED OPERATIONS CENTER PERSONNEL, PERFORMING MISSION CRITICAL TASKS WHERE COMMAND AND 
	

	
	
	                           
	          CONTROL WOULD BE AFFECTED IF ONE-NET SERVICES WERE LOST.
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	SL2 Definition:   ALL OTHERS
	
	
	
	
	
	
	
	
	
	
	
	


Attachment D

Servers, Software Versions and Basic Architecture

	SERVER

	Manufacturer
	Application Name
	 Version/Model

	Microsoft
	OS
	Windows 2003 Standard

	
	 
	Windows 2003 Enterprise

	
	 
	Windows 2000 

	
	IAS RADIUS Server
	2003

	
	Exchange
	2003

	
	OWA
	2003

	
	IIS
	5.0, 6.0

	
	SQL
	2000, 2004, 2005

	
	sharepoint services
	2.0, 3.0

	
	MOSS
	2007

	
	Internet Explorer (IE)
	6 and 7

	
	ISA
	2000

	
	MIIS
	2.0

	RIM
	BES 
	4.3.1

	Citrix
	Metaframe
	9.0

	
	Citrix Gateway
	3.0

	
	Citrix Secure Gateway Proxy
	3.0

	
	Citrix ICA Client
	9.0

	
	Citrix Presentation Server
	4.0

	
	Citrix Web Interface
	4.0

	BMC
	Remedy ITSM
	5.1.2

	
	Remedy Server
	7.0.1

	
	 
	 

	Oracle
	Oracle DBMS
	10g

	Apache SFW foundation
	Apache
	 

	IBM
	Tivoli EMS
	1.7

	Sun
	Solaris
	10.x

	
	Microsystems Server v440
	PROM 4.x

	
	Microsystems Server v240
	PROM 4.x

	
	Microsystems RAID Array 3310/3320
	4.1.5H / 4.2.1D

	Symantec
	Veritas Backup Exec
	12

	
	Backup Exec Agent 
	11/12

	
	Mail Security for Exchange
	5.0.6.368

	
	Anti-Virus Client
	10.1

	
	Live Update
	3.1

	
	Altiris Client
	6.8/6.9

	
	Altiris Express Deployment Console 
	6.8

	
	Altiris Express Deployment Server
	6.8

	
	Altiris PXE Manager
	6.8

	
	Altiris Deployment Solution
	6.9/6.10

	eEYE
	Retina (system specific components)
	5

	
	Events Server (REM: ES) 
	3.5.1

	
	Events Manager (REM: EM) 
	3.5.2

	
	Retina scan engine
	5.8.9 (as of 6/9/09)

	Citadel
	Hercules Administrator
	4.0

	
	Hercules Channel Server
	4.0

	
	Hercules Download Server
	4.0

	Tumbleweed_Axway
	Tumbleweed Validation Authority
	4.9.2

	CiscoWorks
	Common Services
	3.1

	
	Cisco View
	6.1

	
	LMS
	2.6

	
	Resource Management Essentials
	4.1

	
	Campus Manager
	5.0

	
	Device Fault Manager
	3.0

	
	Internetwork Performance Monitor 2.6 (IPM)
	4.0

	Cisco Secure ACS
	Access Control Server
	4.1

	LogLogic
	LX2010
	 

	SuSE
	Linux Enterprise Server
	9.0

	
	PostgreSQL
	8.2

	
	NSES Core
	7.1

	
	Promia IASM Core Services
	1.2

	
	Promia IASM Analytic Services
	1.2

	
	Promia IASM Multi-collector services
	1.2

	
	Promia Asset Viewer
	.9

	McAfee
	3300 servers
	4.22 SP2

	Dell
	PowerEdge
	1850

	 
	PowerEdge
	2650

	 
	PowerEdge
	2850

	 
	PowerEdge
	2950

	 
	PowerVault Tape Jukeboxes
	PV-122T

	 
	Server, Secure Gateway
	1750/1850
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