UNCLASSIFIED
PROFESSIONAL, TECHNICAL AND ANALYTICAL SUPPORT 
TO NAVY INFORMATION OPERATIONS


1.0   INTRODUCTION   This Performance Work Statement (PWS) supports Navy’s Information Operations warfighting capabilities.  The primary organization for this support is the Navy Information Operations Command Norfolk (NIOC Norfolk), Joint Expeditionary Base, Little Creek, VA, and subordinate commands NIOC San Diego, CA, NIOC Whidbey Island, WA, and NIOD Groton, CT.  Additional support may be provided to Naval Network Warfare Command (NNWC), Navy Cyber Forces (NAVCYBERFOR), Fleet Cyber Command (FCC), and Navy Cyber Defense Operations Command (NCDOC).   This support encompasses the mission areas of Information Assurance (IA) and Information Operations (IO), and the core capabilities of IO: electronic warfare, computer network operations, psychological operations, military deception, and operations security. The PWS also includes support for missions, functions and tasks related to signal intelligence (SIGNINT); strategic, operational and tactical planning; operational support and reachback;  database/library data management, fleet IO requirements; experimentation, tactics evaluation, and doctrine development; systems assessment; information technology management and administration; engineering and technical services; and management and professional support services. 

2.0  SCOPE   This PWS provides for services and support  that includes both short term and annual support contracts in some or all of the following IA/IO tasks.   

3.0  TASK DESCRIPTION  The following tasks describe services and support required under this contract:

3.1	Task I – Signal Intelligence (SIGINT):   The contractor shall provide professional, technical and administrative support to: 
-  Update/refine Unit and Staff level training requirements metrics for SIGINT and 
related IO Readiness assessment 
-  Update/review of Fleet SIGINT (and closely related) IO capabilities
-  Development of POM and related documentation to support Fleet SIGINT and 
related IO capabilities
-  Update/review of Universal Naval Task List and Fleet Mission Essential Task 
Lists for SIGINT and related IO areas  
-  Development of Fleet Cryptologic and SIGINT portions of IO doctrine/Navy Tactics, Techniques and Procedures (NTTP)
-  Review of individual and Fleet training to ensure synchronization with 
established doctrine/Tactics Techniques and Procedures(TTP).

3.2	Task II – Computer Network Defense (CND):  The contractor shall provide 24/7 support of CND operations.   This task requires compliance with DoD Directive 8570 on IA Workforce training and certification.  This support will include:

-  CND Database Support
-  Web/Applications Development Support 
-  System Administration
-  Network Engineer
-  Intrusion Detection System (IDS) support
-  Storage Area Network (SAN) Engineer
-  CND Planning
-  Incident Handler/Analyst
-  CND Intelligence Analyst
-  CND Forensics Investigative support
-  Vulnerability Analysis and Assessment Program support
-  Information Assurance Vulnerability Management (IAVM)
-  Training Coordinator
-  CND Network Security Engineer
-  CND Plans and Policy
-  Exercise support
-  CND Data Integrator
-  CND Data (Metric) Analyst
-  Future Operations/Operational Planning
	
3.3	Task III – Strategic, Operational and Tactical Planning:  The contractor shall provide expertise and assistance in the development of strategic, operational and tactical IO plans.  Planning support will include:

-  Subject Matter Expertise on joint planning processes and Maritime Influence
Operations.  
-  Development of deliberate, crisis and special IO plans
-  Coordination with DOD, Service, NGO and Agency Research Centers
-  Development of estimates, proposals, and plans detailing Information Operations to include Special Access Programs (SAP) and Operational Plans (OPLAN)/Contingency Plans (CONPLAN) annex revisions
-  Review of Joint and Naval doctrine pertaining to Information Operations and Maritime Influence Operations
-  Review, analysis, and evaluation of operational and functional IO/Special Technical Operations (STO) plans
-  Evaluation of key elements of technology indicators and vulnerability data
-  Conduct Center of Gravity analysis of specific identified target sets in support of operational plans development for IO and Maritime Influence (to include scenario development for Strike Group Fleet Response Training Plan (SG FRTP) cycles
-  Development of adversary IO capability and vulnerability assessments
-  Develop and coordinate the operational assessments and intelligence support to IO aspects of designated plans
-  Conduct operational assessments and intelligence reviews as appropriate in support of Navy Component Commander requirements and tasking
-  Provide Fleet training on Intel support to IO and operational assessment criteria for both IO and Maritime Influence Operations 
-  Provide capabilities planning and sophisticated theater planning for special capabilities requirements
-  Provide analysis of the environment, capabilities analysis and mission analysis
-  Develop Strategic Concept and Courses of Action
-  Develop CONPLAN or OPLAN Annexes and support implementation actions
	
3.4 	Task IV – Operational Support and Reachback:  The contractor shall provide expertise, assistance, management support functions and training for real time support to IO operational forces deployed worldwide.  This support will include:

-  Subject Matter Expertise
-  Development and maintenance of all IO electronic target folders
-  Production of tactical decision aids, tailored analyses and other documents to support IO operations 
-  Operations Security monitoring and training
-Production of operational simulation models
-  Analysis of IO scenarios and development of alternative actions
-  Intelligence support to IO 

3.5	Task V – Database/Library Data Management:  The contractor shall provide engineering and technical support, assistance, and training for data management, interoperability, database design and development, data standardization and maintenance.  This task requires compliance with DoD Directive 8570 on IA Workforce training and certification.  This support includes:

-  Subject Matter Expertise
-  Data architecture development
-  Support for database/library quality assurance/control capabilities
-  Engineering support for Own Force Data product development 
-  Support for NATO Emitter database
-  Web-based applications and stand-alone CD database development
-  Analysis and configuration control of data products and system libraries
-  Conversion of legacy data formats to modern database and application formats
-  Maintenance of software installation and configuration base line documentation
-  Software integration and installation support
-  Network configuration and system administration support 
-  Liaison with National level and Service Organizations for incorporating new 
   database formats into the Navy’s authoritative database source
-  Provide support for establishment and maintenance of an alternate site to 
   sustain network operations
-  On site training for software installation, data management and database development 
-  Testing, verification, and validation of data products and data management applications

 
3.6 	Task VI – Fleet IO Requirements:   The contractor shall provide support, assistance, and analysis for identifying and documenting Fleet IO requirements.  This support includes:

-  Subject Matter Expertise
-  Development and management of Naval IO requirements and capabilities documents
-  Analysis and evaluation of Joint and service related requirements documents
-  Identification of critical tactical deficiencies for current and developing IO capabilities
-  Development and management of projects approved for tactical development and evaluation
-  Liaison with OPNAV sponsors, Systems Commands and Navy labs for capabilities development

3.7 	Task VII – Experimentation, Tactics Evaluation and Doctrine Development:   The contractor will provide support, assistance, and analysis for the IO experimentation process and development of IO Doctrine. This support includes:

-  Subject Matter Expertise
-  Research and analysis of experimental concepts and technologies
-  Identification of IO concepts and technologies for experimentation in the Sea Trial process
-  Production of experimentation plans and after action reports
-  Evaluation of IO tactics, techniques and procedures
-  Development and publication of IO doctrine documents
-  Review and editing of IO doctrine documents
-  Document processing and formatting for electronic and print media

3.8	Task VIII – Systems Assessment:   The contractor shall provide technical support, assistance, and training for Joint and Navy IO software/hardware. This support includes:

-  Subject Matter Expertise
-  Management and configuration control of the NIOC NORFOLK Beta Test Laboratory
-  Analysis and operational feedback to system developers
-  Evaluation and assessment of system capabilities to support IO warfighters
-  System familiarization 
-  Documentation review 
-  Verification of application functionality
-  Fleet demonstration and training 
-  Development of conceptual ideas for system improvement
	-  Evaluation of tactical modeling and simulation applications and products

3.9	Task IX – Information Technology Management and Administration:   The contractor will provide technical support, assistance, and training for unique information technology to support the IO mission.  This task requires compliance with DOD Directive 8570 on IA Workforce training and certification.  This support includes: 

	-  Subject Matter Expertise
	-  Studies, analyses, assessments, system architecture development and
engineering support for hardware, software and network requirements, integration and planning
-  Configuration Control
-  Routine maintenance and system administration
-  Installation of new hardware and software
-  Implementation of security processes and procedures
-  User and administrator training
-  Disaster recovery
-  Requirements analysis
-  Analysis and support for IT interoperability issues
-  Webmaster services

3.10	Task X - Engineering and Technical Services:   The contractor shall assist the Global Signals Analysis Laboratory (GSAL) Maritime Air Center (GMAC) department head in operating the laboratory.    Position located at NIOC Whidbey Island.  Support will include:

-  Conduct daily laboratory Signals Intelligence (SIGINT) analysis, to include 
Communications Intelligence (COMINT) and Electronic Intelligence (ELINT)  
-  Assist in drafting technical SIGINT Analysis reports
-  Liaison between GSAL enterprise and the Naval Air Forces community for 
system maintenance
-  Provide basic signals analysis “on the job training” and education to NIOC 
Whidbey military personnel
-  Act as focal point to the GSAL Technical Engineering Element (GTE) 
Architecture
	
3.11	Task XI – IO Management and Professional Support Services:  The contractor shall provide:

	-   Administrative support for centralized preparation of all contract related deliverables
	-  Financial management support for centralized tracking, analysis and reporting all contract related funding, costs, travel and expenditures required in the execution of this contract
-  Preparation of monthly status/progress report for contract tasks
-  Preparation of monthly contract financial reports 
-  Preparation of technical reports as required by specific projects

4.0   OTHER

4.1   Security:   Contractor personnel supporting the following tasks must possess a Top Secret clearance with SCI access:

-  Computer Network Operations
-  Strategic, Operational and Tactical Planning
-  Maritime Influence planning and assessment
-  Database/Library Data Management 
-  IO Requirements
-  Experimentation, Tactics Evaluation and Doctrine Development 
-  Systems Assessment
-  Information Technology Management and Administration IO
-  Engineering and Technical Services

Contractor personnel supporting the following tasks must possess a Secret clearance:
	-  IO Management and Professional Support Services 

The following special security procedures apply to administration and execution of this contract to ensure proper safeguarding of SCI:

	-  The NIOC NORFOLK Special Security Officer (SSO) will review the SCI requirements of this PWS prior to issuance of a DD Form 254.

	-  The NIOC NORFOLK Contracting Officer’s Representative (COR), SCI clearance required, will coordinate with the SSO on all requests by the contractor for access, storage and processing of SCI materials and assist the contractor in obtaining government services and support from the SCI community, as required for contract performance.

	-  Contractor access to SCI will be at government facilities only.

	-  Contractors do not require substantial access to SCI.  Information Operations planning tasks may require contractor access to Special Access Programs.

	-  Contractors require entry and unescorted access to SCI areas.

	-  Use or storage of SCI at contractor operated facilities is not required. 

	-  The government contracting activity does not require access to SCI for contract award or oversight.

4.2   Place of Performance:   Performance of these tasks will occur at the following locations:

-  Navy Information Operations Command Norfolk, Joint Expeditionary Base Little Creek, VA and subordinate commands in San Diego, CA, Whidbey Island, WA, Groton, CT and other CONUS and overseas sites as required.
-  Commander, Naval Network Warfare Command, Joint Expeditionary Base Little Creek, VA and other CONUS and overseas sites as required.
- Commander, Navy Cyber Force Command, Joint Expeditionary Base Little Creek, VA and other CONUS and overseas sites as required.  
-  Navy Cyber Defense Operational Command, Joint Expeditionary Base Little Creek, VA. and other CONUS and overseas sites as required.
Fleet Cyber Command, Fort Meade, Maryland, and other CONUS and overseas sites as required.

4.3   Unlimited Rights Agreement

	The Government shall receive an Unlimited Rights License (See DFARS 252.227-7013/7014) in all deliverable technical data, computer software and computer software documentation. The Unlimited Rights License shall be irrevocable, fully paid up, perpetual and world-wide.  Any third-party license that is procured must be irrevocable, fully paid-up, perpetual, and world-wide and must be authorized by the Contracting Officer.
		
4.4   Licensing/Ownership Rights

	All technical data and computer software, including but not limited to source files, 2D and 3D imagery, 3D models and wire-frames, video, audio, animations, design documentation, other support documentation, developed by the Contractor are contemplated to be developed with Government Funding and not Private funding.  Therefore, the Government shall obtain an Unlimited Rights License to all such technical data and computer software.  If the Contractor is involved in any future efforts with the Government, pursuant to the Government’s Unlimited Rights as provided for under this Contract, the Contractor warrants that the Government shall not be charged again for the technical data and computer software developed under this contract when provided to, or expected to be used by, or for the use by any Government agency, organization, or Command including, but not limited to any modifications, including derivative works, and any integrated products created through a non-segregable interface to the technical data or computer software.
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