HMS PWS

PERFORMANCE WORK STATEMENT

1.0.
INTRODUCTION.  The Navy Bloodborne Infection Management Center (NBIMC) supports clinical patient management through inpatient and outpatient care at field, hospital, and branch clinic locations worldwide. NBIMC, under direction of the Bureau of Medicine and Surgery located at the Naval Support Activity (NSA), Bethesda MD serves as the oversight branch for the management, administration, and development of policy concerning screening for Human Immunodeficiency Virus (HIV).  NBIMC operates a system called HIV Management Service (HMS) that maintains interoperability with the Composite Health Care System (CHCS), SNAP Automated Medical System, (SAMS), DoD Theater Medical Information Program (TMIP); Headquarters level activities, Medical Readiness Reporting System (MRRS) and the current testing contractor system(s) in use.  

1.1.   HMS is a Certified and Accredited distributed Internet application with the database and database application residing on a central, dedicated network of servers providing client/server support to selected users.  HMS user’s access HMS servers and applications from workstations by way of NIPRNET via the NSA Bethesda local area network (LAN) using HTTPS.  HMS is not directly interfaced to other external systems. Selected data sources provide data for loading/updating the HMS database through uploading of encrypted data files to the HMS Network.   HMS Object Overview is depicted in the diagram below:

Diagram 1.1  HMS OBJECT OVERVIEW [image: image1.emf] 
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1.1.1.  HMS uses Microsoft SQL Server Relational Database Management System (RDBMS).  HMS is a set of application modules, accessed by menus, that contain User Interface screens and application business logic distributed to both clients and centralized servers to manage access to and update of database tables related to particular categories of environmental and health data.

1.1.2.  Upon contract award the Contractor shall ensure that computer system data processing for HMS shall be maintained in accordance with DoD 8510.01 and DOD 8500 series instructions for Sensitive MAC II level systems at all level times; A DoD Information Technology Security Certification and Accreditation Process (DIACAP) is required for HMS and will be renewed every three years. A three-year DIACAP renewal will be required and will be pursued by the Government prior to the expiration of the Authority to Operate (ATO)/Interim Authority to Operate. Data management under this contract is Sensitive But Unclassified (SBU) and must have the appropriate compliance with the requirements of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and Privacy laws. 

1.1.2.1.  Within 30 days of contract award the contractor shall begin the process of ensuring the HMS system meets the DIACAP requirements and preparing documentation. The contractor shall complete all documentation as updates are required and as directed by the Information Assurance Officer (IAO) and Certification and Accreditation Team. The contractor shall note, this process will be repeated at least once during the life of this contract.   

1.1.3.  The Contractor shall establish appropriate administrative, technical, and physical safeguards to protect any and all Government data, to ensure the confidentiality, integrity, and availability of Government data.

1.1.4.  Health Insurance Portability and Accountability Act (HIPAA).  The contractor shall comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) (P.L. 104-191) requirements, as well as the Department of Defense (DoD) 6025.18-R, "DoD Health Information Privacy Regulation," December , 2009.  This includes the Standards for Electronic Transactions, the Standards for Privacy of Individually Identifiable Health Information and the Security Standards.  The contractor shall also comply with all Applicable HIPAA-related rules and regulations as they are published and  defined.  

1.1.5.  Data Use Agreement (DUA)/Data Sharing Agreement (DSA).  Upon award the contractor shall sign a Data Use Agreement (DAU)/ Data Sharing Agreement (DSA)Attachment A)to ensure that PHI is used appropriately and is not disclosed to unauthorized individuals or organizations. Contractors "accessing, retrieving, maintaining or collecting" individual identifying information on behalf of any DoD Component must comply with the requirements of HIPAA Privacy Rule, DoD 6025.18-R C8, DoD 5400.11-R and DoD Directive 5400.11 as if they were a DoD employee. 

1.1.6.  Systems of Record.  The contractor shall assist the Government in completing a Privacy Act System of Records Notice for collections of records where information in identifiable form is retrieved in order to meet the requirements of 5 U.S.C. 552a, the Privacy Act of 1974.  The contractor will also comply with the requirements in Office of Management and Budget (OMB) Circular A-130, in the DoD Directive 5400.11, “DoD Privacy Program,” May 8, 2007, and in the DoD 5400.11-R, “Department of Defense Privacy Program,” May 14, 2007. 

1.1.7.  Privacy Impact Assessment.  The contractor shall assist in the completion of a Privacy Impact Assessment (PIA) for the Navy AIS (HMS) that maintains protected health information (PHI) or individually identifiable Information (III) on Active duty members and beneficiaries that retrieves such III through the use of personal identifiers.  The PIA will be prepared according to the DoD PIA format, which is specified in the “DoD Privacy Impact Assessment (PIA) Guidance,” dated February 12, 2009. 

1.1.8.  The Contractor shall support obtaining certification and accreditation of Navy AISs (HMS). This task will consist of process support, analysis support, coordination support, security certification test support, and security documentation support.

a) Process Support.  The contractor shall assist the Government in the implementation of the DIACAP.  The contractor shall recommend process tailoring as provided for in the DIACAP, participate in process activities, and document the results of those activities.

b) Analysis Support.  The contractor shall perform analyses to validate established security requirements and to recommend additional security requirements.  The contractor shall analyze through testing the adequacy of the required protective features, assess residual risk, and assist in determining the readiness of the system for accreditation.  For detected vulnerabilities that could preclude accreditation, the contractor shall recommend human procedures, software configuration parameters, system changes, or combinations thereof to mitigate the risk with the vulnerability.

c) Coordination Support.  As directed by Government, the contractor shall coordinate with or participate in meetings with the Government to keep them informed on system security matters, address specific security issues, and obtain guidance.  The contractor shall participate in meetings with other organizations as directed by the Government.

d) Security Certification Test Support.  In addition to the testing performed for Analysis Support, the contractor shall support the formal Security Test and Evaluation (ST&E) of the Navy HMS System being evaluated.  This support shall include pre-test preparations, participation in the tests, and analysis of the results.  This testing will be performed bi-annually by the Government and as directed by senior organizations.

e) Security Documentation Support.  The contractor shall document the results of the DIACAP process activities and contractor technical or coordination activity.  The contractor shall prepare the System Security Authorization Agreement (SSAA) (with all required appendices), and other supporting documentation.  The DIACAP documents will kept up to date as system changes occur (i.e. software, hardware, ports and protocols etc..,).

f) Independent Verification & Validation (IV&V) Support.  In addition to other testing performed, the contractor shall support the Independent Verification & Validation (IV&V) Security Test of the Navy HMS System being evaluated.  This support shall include pre-test preparations, participation in the tests, and analysis of the results.  This testing will be performed bi-annually by the Government and as directed by senior organizations.

1.2   
SCOPE OF WORK.  Independently, and not as agents of the US Government, the Contractor shall provide qualified personnel to perform all service necessary to maintain the NBIMC HMS.  The contractor shall provide qualified personnel to perform all maintenance and duties that include, but are not limited to the following:

· Project Management

· Network administration

· Information Assurance and System security

· System Administration

· Database administration

· Data Transmission Troubleshooting

· Data Load Application

· HMS Application Monitoring

· HML Application

· HMS-HML Interface Application

· HMSLoader User Administration

· Documentation Analysis, Review and Update

1.2.1.   Contractor employees shall ensure HMS component (HMS, HMSL, HML, CHCS, MRRS) connectivity is maintained, applications work and customer reports are provided within established time frames.  The Contractor can expect to process 10,000 patient records per day, download multiple (approximately 6-8) master files weekly from headquarter level sources and conduct troubleshooting routines to resolve errors daily from information assurance alerts, security documentation or network logs.

1.2.2.  Perform information assurance and security management through continuous improvement analysis; as well as, troubleshooting issues (errors & outages, etc.), conducting testing, performing training, maintaining logs (network, security, application, occurrences, trouble tickets, schedule change requests, etc), and documenting preparation techniques.  

1.2.3.  Perform testing, prepare test plans, prepare attendant documentation and conduct training to ensure operations proceed according to prescribed procedures and processes. 

1.3
CONTRACT PERSONNEL.  The Government will not exercise any supervision or control over Contractor employee performing services under this Performance Work Statement (PWS); such employees shall be accountable solely to the Contractor who, in turn, is responsible to the Government.

1.3.1.  The Contractor shall furnish qualified personnel to assure satisfactory performance of the services required by the PWS.  The Contractor shall use full-time employees, on site at NBIMC.

1.3.2.  Within the time frames specified by the government, Contractor employees shall complete and maintain all requirements set forth for conduct and performance on-site at NSA Bethesda as specified by DoN, DoD or other governing policies, e.g. Regulations/Instructions/Directives listed in Section C.9.0.  The government expectation is contractor personnel shall participate in and complete staff education and training requirements as set forth in this DON guidance (weekly, monthly, semi-annual and annual time frames or when directed by DoN/DoD. 

1.3.3.     The Contractor shall provide personnel with working knowledge of and hands on work experience in performing requirements within the PWS.  As a minimum, senior level Contractor employees shall have work experience with the following software/systems/protocols and Government guidelines contained in section C.3.2.

1.3.3.1.  The contractor shall provide personnel with current skill sets to perform the tasks outlined in the statement of work. Due to the evolving nature of the Information Technology industry, the government requires the skill level of the staff to remain current with technology.  The government expects the contractor to provide qualified substitutes for any employee involved in off-site training required to maintain competency to work under this contract.  

1.3.3.2.  Changes in any staff on this scope of work once in daily operations shall be provided to the COR with a minimum of 15 days written notice.   

1.3.4.  The Contractor shall provide personnel for normal duty hours to complete an eight and one half hour shift, Monday through Saturday, exclusive of Federal Holidays.  The contractor shall ensure coverage is maintained by  personnel with Data Management and System Operations skill sets during the core working hours daily.  All work shall be performed at  Naval Support Activity, Navy Bloodborne Infection Management Center, Bethesda, MD.  On occasion, Contactor personnel duty work hours may shift to accommodate performing routine and non-routine maintenance procedures during alternate shift duty hours (on a bi-monthly basis) such as upgrading applications(s) and server methodologies, and/or aligning procedures to coincide with NSA Bethesda, DoN and/or DoD policy initiatives.  In no event will any shift exceed eight and one half hours.

1.3.5.  The Contractor shall ensure equipment (business policy switches, servers, firewall and network) operations is documented and supported within the DoD common operating environment as specified in current guidance, e.g.  Regulations/ Instructions/ Directives listed in C.9.0.  Contractor personnel shall ensure documentation reflects actual events, occurrences, and accurately augments operating policies and procedures.

1.3.6.  The Contractor shall ensure that employees providing services under this contract are able to read, write, and speak English fluently to communicate clearly and effectively.

1.3.7.  The Contractor shall provide employee(s) toll free telephonic access to Contractor facilities when on-site at NSA Bethesda or other sites determined by the Contractor and the government to complete services.

1.3.8.  It is essential that continuity of services be maintained to the maximum degree possible; hence, substitution of Contractor employees shall be kept to the absolute minimum necessary to perform the services required and to provide adequate substitute personnel.  All substitute personnel must meet the personnel qualifications as set forth in the contract, to include applicable training and certifications to support all technologies deployed at NBIMC as described within the PWS.

1.4
SECURITY REQUIREMENTS.  Computer system data processing and management under this contract is Sensitive But Unclassified (SBU) and must have the appropriate compliance with requirements of the Health Insurance Portability and Accountability Act of 1996 (HIPAA). The Security Requirements for HMS can be located within the DoD Publications; DoD 52001-R, DoD 5200.2-R, DoD 5200.08-R, and DIRECTIVE 8510.01, 8500.1 and 8500.2 Information Assurance (IA) which can all be accessed  electronically at the following web address:  http://www.dtic.mil/whs/directives/index.html.

1.4.1.  The IS/networks involved in the operation of DoD systems of records shall be safeguarded through the use of a mixture of administrative, procedural, physical, communications, emanations, computer and personnel security measures that together achieve the same requisite level of security established for DoD IS/networks for the protection of information referred to as “Sensitive Information.” 

1.4.2.  DOD 8510.01 CERTIFIED AND ACCREDITATED security requirements are found in the Department of Defense Directive (DODD) 8500.01E (Information Assurance) and Department of Defense Instruction (DoDI) 8500.2 (Information Assurance Implementation).

1.4.3.  Personnel Security. ​​​​​​​​​​​​​​​​​​​​​​Contractor personnel shall have the appropriate security clearance and/or IT designation(s) for access to classified and/or sensitive data.  The Contractor is responsible for obtaining and maintaining the appropriate security clearance and/or IT designation(s) level for each of their contract employees prior to the commencement of any contract that supports the Navy Bloodborne Infection Management Center (NBIMC). Contractor personnel shall have a minimum of an adjudicated National Agency Check (NAC) Security Clearance, or higher, as granted by the Defense Industrial Security Clearance Office (DISCO), the Department of the Navy Central Adjudication Facility (DONCAF) or by the Department of Hearing and Appeals (DOHA), and will comply with Security/IT access authorization requirements as established in references (a) and (b).  In addition, contractor personnel will possess the appropriate Security and/or IT designation(s) relative to the task and position assignment as required by reference (b).  Contractor personnel shall handle and safeguard any unclassified but sensitive, and classified information in accordance with appropriate Department of Defense security regulations.  Any security violation will be reported immediately to the respective Government Project Manager as appropriate.

Contractors supporting NBIMC requirements shall have at a minimum an IT-II security clearance as delineated in the above references.  

IT-II Positions: Position in which the incumbent requires access to Secret or Confidential security information.  Duties involve the design, operation, or maintenance of intrusion detection systems deployed to safeguard NBIMC Personnel and Information.

Access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974, sensitive information and Government –developed privileged information involving the award of contracts; including user level access to DON or DOD Networks and information systems, system security and network defense systems, or to system resources providing visual access and/or ability to input, delete or otherwise manipulate sensitive information without controls to identify and deny sensitive information.

Positions which involve a degree of access to a system that creates a potential for serious damage or personal gain less than that in critical-sensitive IT-I positions will be designated as IT-II.

Personnel, whose duties meet the criteria for an IT-II position designation, require a DISCO, DONCAF or DOHA favorably adjudicated National Agency Check with Local Checks (NACLC) which shall be updated every 10 years.

1.4.3.2.  The requirements for ADP/IT-II include:




SF 86 – Questionnaire for National Security Positions




FD 258 – Applicant Fingerprint card

1.4.3.3.   Security Clearance Requirements
Background Investigations/Security Clearances - Contract employees (to include applicants, temporaries, part-time, and replacement employees) under the contract, needing ongoing access to NSA Bethesda facilities shall undergo the appropriate personnel security investigation.  Contractor employees applied to this contract must have a recent and favorable Single Scope Background Investigation that makes them eligible for a Secret security clearance.  

All military, Government civilian, consultants, and contractors, who design, develop, operate, or maintain a Network shall possess appropriate clearances and authorizations for access to system components, output, or documentation. Automated data processing (ADP) position categories shall be assigned and documented for all personnel with access to the network.  Investigations appropriate for the position sensitivity designations, as stated in paragraph 3-614 of DoD 5200.2-R, are: 

IT II  – National Agency Check Local Clearance (NACLC); and

IT III - National Agency Check (NAC) or Entrance National Agency Check (ENTNAC).  

ADP II is the minimum requirement for all IT staff with privileged access.  

1.4.3.4.  At the time of contract award, the Contractor shall furnish to NBIMC evidence that verifies the Automated Data Processing (ADP) security clearance requirements for each applicable contract employee in positions requiring access to DoD IS/networks under the contract.  The Contractor shall ensure that all ADP/IT-II Trustworthiness Determinations are approved upon contract start date.  If any contract personnel in positions requiring access to DoD/IS networks are denied an ADP/IT-II Determination, the Contractor shall provide substitute personnel with the requisite, approved ADP/IT-II Trustworthiness Determination.  

1.4.3.5.  Eligibility for access to information or assignment to sensitive duties shall be granted only to individuals who are United States citizens for whom an appropriate investigation has been completed and whose personal and professional history affirmatively indicates loyalty to the United States, strength of character, trustworthiness, honesty reliability, discretion, and sound judgment, as well as freedom from conflicting allegiances and potential for coercion, and willingness and ability to abide by regulations governing the use, handling, and protection of sensitive information.

1.4.3.5.1.  Facility Clearance 

The contractor must meet eligibility requirements for access at the level required for “Secret” Information.  At the time of award, the contractor shall furnish a completed DD 254. 
1.5
INFORMATION ASSURANCE.  The information assurance Contractor personnel must have at least three (3) to five (5) years experience at the engineering level.  The Contractor provided personnel must be available to ensure full functional and multi-tasking support.  Upon award, the Contractor shall furnish to the Contracting Officer Representative (COR) documentation verifying this information assurance , operating system, computing  and network environment experience and certifications IAW DoD 8570, and DoDI 8570.01-M.

a) The Contractor shall ensure that personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions in accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program.  The Contractor shall meet the applicable information assurance certification requirements, including—



(1) DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8570-01-M; and



(2) Appropriate operating system and network environment certifications for information assurance technical positions in accordance with DoD 8570.01-M.



(3) Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions.



(4) Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing information assurance functions.

1.5.1.  The contractor shall provide personnel with current skill sets to perform the tasks outlined in the statement of work. Due to the evolving nature of the IT industry, the government requires the skill level of the staff to remain current with technology.  The government expects the contractor to provide qualified substitutes for any employee involved in off-site training required to maintain competency to work under this contract.  The contractor shall pay for the cost of training courses for their employees for appropriate certifications or to gain competencies in new technologies that may be deployed at NBIMC. 

1.5.1.1    CERTIFICATION REQUIREMENTS.  All contract personnel on-site with privileged access are considered IAT II and must have a Security Plus certification.  In addition, at least one member of the on-site contract personnel team will have the baseline certification required for each area of expertise (i.e. operating system (OS) and computing/ network environments (CE/NE) represented.  The baseline certifications for OS and CE/NE are listed below in accordance with Navy Medicine DoD 8570-1M and SECNAV M-5329.2 IAWF improvement program implementation guide; however, higher certifications are acceptable:

	Certification
	IAT Level II
	OS/CE/NE

	MCP
	X
	OS

	MCSE
	X
	CE/NE

	MCDBA
	X
	CE

	MCTS-SQL2K5
	X
	CE

	CCNP
	X
	NE/CE

	JUNIPER Networks IDP
	X
	NE

	RHCE or Linux Plus
	X
	OS

	CISSP
	X
	OS/CE/NE


1.5.2 
Continuous training/education is required for these positions as technology and standards are changing.  All costs related to such training, including travel costs, are the responsibility of the contractor.

1.6
PERFORMANCE EVALUATION MEETING.  The Contractor shall meet with the COR and/or a designated Government representative, at least weekly, to discuss contract progress at NSA Bethesda.

1.6.1.
Written minutes with progress notes of these meetings shall be prepared by the contractor and forwarded via electronic mail, to the COR, within two (2) working days of the end of each designated period.  These minutes shall include, at a minimum, issues concerning all phases of operations, error or problems encountered; action items completed and any system change requests, procedures or other issues impacting operations.

1.7
Rserved.

1.8
RIGHTS TO TECHNICAL DATA AND SOFTWARE.  All data and computer software developed under this contract belongs exclusively to the Government with unlimited rights as defined in DFARS 252.227-7013, “Rights in Technical Data and Computer Software” (Oct 1988). All employees will be expected to sign a Non-Disclosure Agreement (NDA) as part of their check-in process at contract award.  

1.9  ITEMS FURNISHED BY THE GOVERNMENT. The Government will provide, without cost, office space, and functional equipment to perform work at the NSA Bethesda.

1.9.1
The Government will provide general maintenance plan specifications for equipment and HMS documentation/instructions for Contractor use.

1.9.2
The Government will provide a test system (to mirror the operational system to troubleshoot issues) on site at NSA Bethesda and/or at other designated DoD test sites for Contractor provided operations.  The contractor will ensure that all available equipment is used in the test system.  The test system should be set up so that it mirrors the production system to maximum extent practicable using new or used equipment removed from the production system. The contractor shall note this requirement is dependent upon having available funding and equipment.

1.9.3 
The contractor will be required to travel to other locations in support of the tasks described in the statement of work.  All arrangements will be agreed upon in advance between the contractor and the Government.  The government will pay for all required travel and per diem cost for travel on behalf of the government.  All travel arrangements shall comply with the Joint Travel Regulations.

1.9.4 
Equipment. The government will provide a cellular telephone or blackberry to designated contract personnel to receive after hour alerts.  All hardware, software, firmware purchases or upgrades to the HMS system will be at the expense of the government.

2.0
UPON CONTRACT END. Upon completion or termination of this contract, all computer programs and copies generated and/or provided to the Contractor under this contract shall be audited for accuracy, availability, and provided to the government within five (5) calendar days of contract end.

3.0
INTRUSION MANAGEMENT SERVICES.  The Contractor shall provide Intrusion Management Services including but not limited to the following:  

· Provide daily on-site network monitoring and firewall management [Monday through Friday (0630-1700 hours).
· Provide twenty-four (24) hours, seven (7) days per week, and 365 days per year sensor alerts and notify NBIMC Staff within two hours in the event of outages, or service disruptions.

· Conduct on-site trend analysis daily. 

· Participate in network design reviews and provide advice to the Government regarding the impact of proposed changes on firewalls, IDS and other network security policy and/or practices. 

· Perform Asset Management. 

· Implement Fault Management. 

· Perform System Audit Log Monitoring daily.
· Ensure File Integrity Monitoring daily.
· Document daily events within eight (8) to twelve (12) hours of occurrence.
· Suggest, recommend, and document methods of reducing vulnerabilities as it relates to intrusion detection trends. (weekly)

· Create new and administer existing firewall rules for NBIMC applications in accordance with NBIMC firewall modification process, noting the specific mapping of ports in and out. (daily)

· Manage current configuration and participate in design planning for firewall changes. (weekly)

· Validate ports daily on each server that are identified as requiring filtering through a firewall. 

· Establish access control lists, that control which inside systems can establish connections to external networks and which external networks can connect to the NBIMC network. (daily)

· Establish all ports and protocols in use in the DMZ and provide firewall rules to support devices in the DMZ zones. (daily)

· Administer all switches, VPN devices and monitoring systems established in the DMZ. (daily)

· Perform Vulnerability Assessments at least quarterly, using tools such as Retina, WSUS and Gold Disk to determine locations within the network that might be vulnerable to attack from internal or external sources.  (provide report of findings to Government).
· Analyze firewall, intrusion detection logs and network vulnerability assessments on a daily basis and provided results to Government.

· Ensure the system’s management application for alert activation, administration and management requires authentication using username and password.

· Contractor shall provide security services to the maximum extent possible via standard security protocols (e.g., Secure Sockets Layer, Transport Layer Security, and secure/Multipurpose Internet Mail Extensions) and shall use algorithms and key strengths as defined in DoD Policy.

3.0.1
SYSTEM AFTER HOURS ON-CALL MONITORING.  The HIV Management system will be monitored twenty-four (24) hours, seven (7) days per week, and 365 days per year via Government  Furnished Equipment (GFE), and contactor personnel shall report onsite when required if issues cannot be corrected remotely.  NBIMC staff will be notified within two hours in the event of outages, or service disruptions.

3.1 Anti-Virus, Patching , and Scripting Administration
· Assist with the planning, design, research and acquisition of new or upgraded hardware and software systems; maintain current knowledge of hardware, software and network technology and recommends modifications as necessary.

· Manage systems for update protection for the latest virus/worm signature. Perform daily scans and create an emergency policy during a virus outbreak attack, secluding subnet, isolating the infection in a small controlled area.

· Perform weekly scans using the Retina scanner, or other approved scanner, domain wide, to ensure compliance via Interim Authority  to Operate/Information Assurance Vulnerability Alerts (IATO/IAVA) standards, providing remediation when vulnerability is found from regular patching, registry fix or complete reformat of the affected systems and ensure Computer Tasking Order (CTO) requirements.  Submit weekly vulnerability findings and mitigation reports after scanning of domain/network devices etc.
· Updoad Retina scans into VRAM or other designated application as required.
· Manage the updates for the Domain Naming System (DNS) black hole lists mandated by the IATO/IAVA as a DOD standard, preventing users accessing any non-approved websites considered harmful in computer operations.

· Apply patches Daily, Weekly or when CTO, IAVA/IAVA(B), or IAVA(T) information is distributed or received. 

· After normal working hours, the Contractor shall provide sensor alert action via remote monitoring and notification.

3.2
As a minimum, Contractor employees shall have the ability and skill to maintain, network, application and information assurance software, system(s), and security protocols in the following areas: 

· Juniper Netscreen Firewalls

· Netscreen Security Manager

· CISCO Router protocols

· CISCO Switches protocols

· Database Management Services

· Oracle 9i

· Configuration Management 

· VPN Deployment (hardware, software)

· Network Management

· Server Management

· IT Desktop Support

4.0 The Contractor shall furnish personnel within the following functional areas with a combination of skill sets and understanding of the below technologies:

a) DEVELOPMENT & GRAPHIC:

· Rational Suite Analyst Studio

· C++

· Visio 2003 (or current version)

· Microsoft Message Queue

· VBScript

· Visual Basic using Business Objects

· Microsoft Visual SourceSafe

· VISUAL C++

· .Net

· ASP.Net

· XML 

· JAVA

· JAVASCRIPT

· HTML

· SQL

b) FIREWALL MANAGEMENT/NETWORK MONITORING:

· Fast Ethernet

· TCP/IP

· Network Engineering

· Intrusion Detection and Prevention

· Firewall VPN Security 

· Juniper Netscreen and Pix firewalls IDS/IPS monitoring, administration and alerts

· Netscreen Securtiy Manager (NSM)

· Forensics tools 

· Penetration Testing tools

· Vulnerability Assessment Tools

· The Host Based Security System (HBSS)

· Secure Socket Layer (SSL)

· Hypertext Transfer Protocol (HTTP)

· Hypertext Transfer Protocol Secure (HTTPS)

c) OPERATING & DESKTOP:

· Microsoft Operating System w/IIS, Transaction Server

· Windows NT/2000/2003 (or current version)

· Microsoft Windows XP Desktop (or current version)

· Microsoft SQL 2000/2005 (or current version)

· Other Microsoft Windows current version  

d) OTHER:

· Project Management

· Configuration Management Protocol & Guidelines 

· Requirements Analysis & Mapping 

· Technical Writing

· HIPPA Guidelines

· DON Guidelines

· Intrusion Detection System Protocol & Guidelines

· Rational Suite (Clear Quest)

· Solar Winds Orion (or current version)

· VMWare OS 

· Symantec AntiVirus Backup Exec 

· SSH Tactia

· Crystal Reports XI (or current version)

· Visual SourceSafe 2005 (or current version)

· Red Hat Linux

· HL7 data format Messaging

4.0.1
The Contractor shall provide COTS solutions that are IPv6 capable.   An IPv6 capable system or product shall be capable of receiving, processing, transmitting and forwarding IPv6 packets and/or interfacing with other systems and protocols in a manner similar to that of IPv4.  Specific criteria to be deemed IPv6 capable are: 

· Conformance to the DoD Information Technology Standards Registry (DISR) developed DoD IPv6  Standards Profile.  Systems being developed, procured or acquired shall comply with the Global Information Grid Architecture and DISR standard IPv6 Capable definition.  An IPv6 Capable system must meet the IPv6 base requirements defined in the “DoD IPv6 Standards Profile v2.0” dated August 1, 2007 available from the DISR.

· Maintenance of interoperability with IPv4.  Systems being developed, procured or acquired shall maintain interoperability with IPv4 systems/capabilities.  Systems should implement IPv4/IPv6dual-stack and should also be built to determine which protocol layer to use depending on the destination host it is attempting to communicate with or establish a socket with.  If either protocol is possible, systems should employ IPv6.

· Evidence of a migration path and commitment to upgrade all applications and product features to IPv6 by June 2008. 

· Availability of contractor/vendor IPv6 technical support for system development, implementation and management. 

· DoD IPv6 security guidelines, standards, and solutions shall be utilized and adhered to when available.  Currently, DoD IPv6 Information Assurance (IA) guidance is available from the DoD IPv6 Transition Office (DITO).

4.1  The Government reserves the right to update and/or modify this list per requirements set forth by DoD or other authorizing agencies with at least fifteen (15) working days notice.  The Contractor in conjunction with NBIMC shall implement a schedule according to revised requirements and the expertise of employees available within five (5) working days of such notice.  

4.2  The contractor shall keep the government informed on all technical or administrative activities associated with this effort through proactive communication and through monthly status reports.  The contractor shall also provide coordination with the COR for all required tasks under this contract to include training requirements, software upgrades/enhancements, and hardware repair of all major computer applications/system.

5.0
PROGRAM MANAGEMENT PLAN.

5.1
The Contractor shall develop and maintain throughout the period of performance, a Program Management Plan (PMP) that will be used as the foundation for administrative and technical direction for planning.  The contractor shall deliver the first PMP as a formal deliverable within thirty (30) days of contract start to the COR.  The COR shall have 10 working days to review, comment and approve and/or disapprove the plan.  If the COR finds deficiencies in any portion of the plan, the Contractor shall have ten (10) working days to revise the plan and correct the deficiencies.  This review and correction process will continue until the Program Management Plan is approved in writing by the COR.   

5.1.1
The PMP metrics shall be developed by the contractor, then coordinated with and approved by the Government before they are integrated into the PMP.  The contractor may add additional areas to the PMP after coordination and approval from the Government.  The contractor shall keep the PMP up-to-date, and shall be prepared to brief any PMP content to the Government on short notice, generally within 24 hours.  

5.1.2
The PMP shall include the following:

· Status of current action items, any system change requests, procedures or other issues impacting operations (weekly)

· Findings (as events occur)

· Project transition processes, Transition Plan updates, and schedule

· Process management and control

· Contractor organizational structure

· Key deliverables

· Monitoring mechanisms including program metrics

· Recommendations to improve Service

· Status, assurance and evidence of all documentation updates.

· Status, assurance and evidence of all of Source Code information changes, edits, updates and cataloging in visual source safe.

· Status, assurance and evidence that the proper documentation of all current system, application and account passwords have been submitted to the Government. (No system, application passwords should be changed without Government Authorization.

5.2
The contractor shall prepare a Transition Plan (TP) that presents a detailed methodology of how transition will occur from the current incumbent contractor to the new contract staff once PWS is awarded.  The contractor shall deliver the Transition Plan as a formal deliverable within ten (10) days of contract start.  

5.2.1
The Transition Plan (TP) shall address, as a minimum, the following areas:

· Transition of personnel

· Transition of requirements in the task order 

· Resource requirements

· Methodology for communicating the contractor’s technical solution (e.g., help desk procedures) to users and customers

· Roles and responsibilities of government and contractor personnel

· Security issues, including passwords, user IDs, and other access protocols

· Identification of risks and risk mitigation practices

· Schedule

5.2.2
The contractor’s TP shall also include a section that defines and describes a methodology for the eventual transition of the work described under this task order to a follow-on task order or contract.  The Government will review the TP and provide to the contractor, within five (5) working days, a statement of requested changes, rejection, or approval of the TP. 

5.3
The contractor shall immediately notify the Government and shall prepare reports (incident, occurrence, events, etc.) the day of the event for any and all issues that delay or impact daily production; reports will include stating the problem, all troubleshooting efforts, findings, analysis, testing, recommendations and corrective actions performed.  If findings require developer intervention, then the contractor shall prepare a schedule change request document for further approval and action.

5.3.1
The contractor shall prepare daily maintenance logs that include, all work performed, patches, upgrades installed, or incidents encountered.  Report findings using the help desk reporting, trouble ticket or system change request methods in use (Rational Studio Suites).

5.3.2 The contractor shall confirm that the IS/networks are locked down prior to initiating testing. Any re-configuration or change in the system will require a re-base lining of the system and documentation of system changes. Vulnerabilities that have been identified must be mitigated according to the timeline identified by the Government Representative.  

5.3.3 All word processing/briefing slides shall be in MS Office 2003 formats (or current version).

5.3.4 All technical drawings shall be in Visio version 2003 (or current version).

5.4
The contractor shall collaborate with existing contract technical staff to ensure all component updates meet the DoD Defense Information Infrastructure, Common Operating Environment (DII/COE) and are compatible with established component software in use.  Ensure application changes are documented and have proper versioning control. Contractor personnel can expect to work with other agency personnel (government and contractor); senior manager; and expert engineers.

5.5
Throughout the life of the resultant contract, the Contractor shall collaborate with other user communities to: (a) perform system re-engineering, testing, integration, installation and deployment of components; (b) document and implement system component integration into the existing HMS; and (c) update existing integration, network and technical documents relative to components within the HMS documentation library.”  

5.6
The contractor shall maintain user administration accounts, role-based security requirements and audit use for authorized and unauthorized access according to established protocol.

5.7
The contractor shall prepare test plans when new testing is required, or processes are implemented.

5.8
The contractor shall prepare and submit to NBIMC for approval, Management plans when system downtime is required due to testing, new implementation, patching etc..,

6.0 
The Contactor shall perform the following duties:

6.1
HMS DATABASE MAINTENANCE.

· HMS receives data imported from external systems by way of secure file transfer protocols.  These protocols consist of Hypertext Transfer Protocol-secure (HTTPS) and Secure Socket Layer (SSL), Data Encryption Standards (DES) encryption, Triple-DES encryption, a Secure File Gateway, a Business to Business Gateway (B2B), utilize SFTP and VPN, and zipped password protected e-mail files.  It thereby allows NBIMC to retain control of all patient identifiable information to minimize unauthorized disclosures and comply with Health Insurance Portability and Accountability Act (HIPAA) of 1996.  The contractor shall ensure data files are processed through manual and automated methods.

· Ensure HMS compatibility with legacy systems including WIN 2000, WIN 2003, .Net or current protocols;

· Document system changes and deliver report logs to NBIMC bi-weekly;

· Troubleshoot and maintain concurrent connections with internal/external sites transmitting data to and from the database components (HMS, HML, HMSLoader, etc.);

· Ensure data receipt and integrity from data loads;

· Audit and monitor stored procedures to monitor activity according to protocol;

· Establish proxy server system where applicable;

· Implement encrypted email transmission service(s) utilizing approved DoD protocol (i.e. PKI/VPN/SQL);

· Add Positive Message alert function to components;

· Setup automated archival process and policy in SQL;

· Convert data tier. (i.e. XML, HL7);

· Integrate CHCS processes to ensure compatibility and interoperability with HMS components;

· Perform database back-ups, performance tuning and general maintenance;

· Establish automated result reporting via secure compact disk and Web applications.

· Manage the SQL server 2000/2005 databases.

· Analyze and coordinate data collection for performance

· Responsible for data quality, identifies, manages and executes efforts to maintain data integrity.  Ensures coordination between various data entities to produce a quality data source

· Contractor shall correct application deficiencies and bugs as they are identified or occur.

· Perform adhoc database queries to assist staff with unknown or new requirements

· Create new or modify existing Crystal Reports

· Establish, Modify and Implement or troubleshoot HL7 data format messages transmission problems or errors.

· Implement, troubleshoot or modify HL7 message format listener service for transmissions to new and existing sites.

6.2.1 The contractor shall manage manual backend processes.  At a minimum the contractor shall: 

· Check daily submission of  deficient barcode

· Check system for new raw HL7 messages received 

· Check and release HL7 messages not automatically processed through HML subsystem

· Identify details on data file. 
6.2.2
The contractor shall integrate the system with external systems that are secured on multiple levels: 

· Communication level, by using Application Programmable Interfaces (APIs) over a secure medium (e.g. HTTPS) 

· Source identity level, by allowing API requests only from configured IPs

· Message level authentication by including security credentials inside the message

6.3
HMS WEB INTERFACE MAINTENANCE.

6.3.1
Update Help features (at least quarterly) within individual HMS modules to include but not limited to: 1) Frequently Asked Questions (FAQS); 2) Context sensitive Tool Tips when mousing over fields and buttons; quick guides, operating procedures; and 3) Definitions directory;

6.3.1.1 
Maintain Help module and expand feature to include system updates and system general usage tips.

6.3.1.2
Enhance help desk submission features for users.

6.3.1.3
Maintain and implement system change requests approved by NBIMC.

6.3.1.4
Maintain and modify HMS web component to include trouble ticket template access. 

6.3.1.5
Perform general maintenance and troubleshooting of HMS web architectural modules.

6.3.1.6
Maintain, Update and modify the NBIMC HMS private website.  Provide feasible technology options that will improve day-to-day operations.  

6.4
HMSLOADER MAINTENANCE.

6.4.1
Includes maintaining operational functionality and troubleshooting issues on legacy HMSLoader system while simultaneously re-engineering to meet common operating environment requirements.

6.4.2
Review and update existing requirements, changes or corrections weekly; as evaluated against actual operational performance logs, reports and system enhancements.

6.4.3
Implement features to return HIV results to submitting activities and insert system change request findings according to configuration control board direction; and update existing logical mock-up to reflect updated requirements.  The contractor shall prepare a scheduled event plan for task completion within agreed upon timelines. 

6.4.4
Ensure HMS interoperability with SAMS, TIMPO, CHCS, MRRS and other authorized systems.  Each system operates a bi-directional interface with HMS components.  Specific criteria are found in the Interface Control Documents, to be provided at time of award, and other DoD/DON policy (see Section C-5).

6.4.5 
Perform general maintenance and troubleshooting.

6.5
HIV MANAGEMENT LOADER (HML) MAINTENANCE.

6.5.1
Includes maintaining and improving operational functionality and troubleshooting issues for software components, directories while simultaneously re-engineering to correct defects and meet operating environment requirements.

6.5.2
Review and update monthly existing requirements as evaluated against actual operational performance logs, reports and system enhancements.

6.5.3
Implement features to process orders and results; return result reports to submitting activities, HMS and other agency systems; implement system change requests according to design specifications; and update existing logical mock-up to reflect updated requirements.  The Contractor shall complete within 180 days of contract start.

6.5.4
Ensure interoperability occurs with SAMS, TIMPO, CHCS, Reserves and other systems.

6.5.5 
Perform general maintenance and troubleshooting.

6.6
HMS REGISTRATION SITE MAINTENANCE.

6.6.1 
Includes maintaining and improving operational functionality of the site and all modules to include and troubleshooting issues for software components.

6.6.2 Update features of the site and DoD/DON requirements change.

6.6.3 Perform general maintenance and troubleshooting.

6.7.
RESERVE

6.8
NNMC-HMS NETWORK MAINTENANCE.  The contractor duties shall include but are not limited to NNMC-HMS:

6.8.1
Performing network design, analysis, testing and troubleshooting in support of existing Navy hospital clinics, branches, sub-nets, and other approved sites, including implementing additional network connections.

6.8.2 Performing back-ups using automated/manual or other methods in place;

6.8.3
Installing and configuring software updates;

6.8.4 
Performing upgrades for hardware, Firmware, Drivers, Utility software (PC, servers, etc.) to current protocol; 

6.8.5 Streamlining network server standards.  The contractor shall perform the following task to ensure 

system is performing to optimal efficiency.   Tasks may include, but not be limited to, such things as configuring and installing a new or replacement switch. There may be no measure of success other than the newly installed hardware or software is functioning properly.

6.8.6
Maintain routers and manage firewalls. Perform trace routes, data mapping and ensure

 firewall/router rule sets are accurate and implemented correctly; the following tasks will also be performed during normal network maintenance;

· Router Access Control List updates: 

· Modify Router Configurations:  

· Correct network problems that include but are not limited to occurrences such as switch and router failures.

· Updating configuration control documents: 

· Updating network diagrams: 

· Participate in the planning, design and implementation of any new network or network modification for NBIMC, the NBIMC Branch Clinics and/or NBIMC tenant command.  

· Review and respond to all network alerts.  Share call with government civilians to address network issues during off hours.

· Coordinate all responses with other Network Operations co-workers to avoid duplication of effort.

· Proactively check network and circuit status at least twice a work shift.

· Troubleshoot circuit problems.  This will include working with DoD agencies such as TIMPO and DISA; configuring and or replacing circuit hardware such as modems and repeaters; testing circuits at NBIMC and at remote sites, and travel to other designated agencies as defined by NBIMC.
· Use NBIMC trouble ticket system to record all work performance.

· Perform scheduled equipment and/or software maintenance.  This work typically will be performed after normal hours.  

· Perform scheduled network hardware and/or software installation.

· Perform patching, Document and report IAVA (B) (T), and CTO compliance. 

6.8.7
Implementing and maintaining system life-cycle management for appropriate hardware and software; and evaluating and documenting risk assessment;

6.8.8
Continuing server operations, such as, load balancing, performing server connections and maintaining network availability;

6.8.9 Working in collaboration with vendors to perform application updates for current anti-virus software; programming applications, operating system patch updates and supported software.  Conducting HMS, CHCS and SAMS application testing and compatibility verification.

6.9   Server and Storage Area Services Support.  The contractor shall; xe "4.3.0 Server and Storage Area Services Support"
· Perform daily maintenance to servers/systems; configure, administer, troubleshoot hardware and/or software related tasks and perform system incremental and full backups. 

· Support specification of client/server computer and networked  systems to assure the ability of client/server to handle anticipate applications version and load requirements.  

· Installs, configures and upgrades operating systems and software, using standard business and administrative packages.
· Troubleshoot problems with computer systems, including troubleshooting hardware and software, network and peripheral equipment problems; makes repairs and corrections.

· Make hardware and software acquisition recommendations including helping users assess needs and providing justification for equipment and services.

· Assists with the planning, design, research and acquisition of new or upgraded hardware and software systems; maintains current knowledge of hardware, software and network technology and recommends modifications as necessary.

· Physically moving and re-establishing desktop systems and servers, printers and facsimiles within NBIMC.

· Collaborate with staff members to develop, enhance, and update all systems submitting all recommendations to the government.

· Perform routine system auditst o ensure the appropriate use of various systems and to maintain the security and confidentiality of the patient data it contains in accordance with DoD, DON, HIPAA, and NBIMC Security guidelines.
· Provide findings to include significant problems or potential problems, and proposed resolution or risk mitigation strategies.

· Conduct daily backups, and periodic testing.

· Monitor the HL7 interface message traffic to ensure that correct data are being received from 1CHCS and stored appropriately.       

· Perform general maintenance and troubleshooting.

6.10
Server Management.  The contractor shall;

· Supports specifications of client/server computer and network systems to meet business requirements and to ensure compatibility and optimum performance. 

· Installs, maintains, configures, and supports client/servers, networked computers, and related systems.

· Anticipates, diagnoses, and resolves problems/failures in various operating systems, applications, systems and hardware. 

· Perform general maintenance and troubleshooting.

6.11
System Administrator.  The contractor shall;

· Responsible for security posture of servers under contractor’s cognizance using best-practices from the DoD/NIST or the manufacturer.

· Local Policy

· IPSEC

· Audits and analysis

· Authorization and Authentication

· Public Key Infrastructure

· Complete all Information Assurance Vulnerability Alerts (IAVAs) and manufacturer recommended updates for those servers.

· Report compliance in the Online Compliance Reporting System (OCRS), Rational Clear Quest or other designated system.

· Troubleshoot and repair server software, operating system (OS), and client-server application problems.

· Evaluate systems specifications for client area web site requirements and determines and implements the most efficient and cost-effective software/package solution. All developed solutions must be approved by the government prior to implementation. 

· Researches and tracks new web technologies, develop service applications, and analyze business requirements as they pertain to web-based systems. All developed applications must be approved by the government prior to implementation.

· Analyze, develop, enhance, code, test, document and implement system modifications. All modifications must be approved by the Government prior to implementation.

· Software/package solution. All developed solutions must be approved by the government prior to implementation. 

· Adhere to Federal, DoD, Navy, and local policies regarding web development.

· Administer the Clear Quest Data base and ticketing process.

· Perform patching, document and report IAVA (B) (T), and CTO compliance. 

· Perform general maintenance and troubleshooting.

· Ensure the system supports DoD Common Access Card (CAC) authentication and access.

· Manage and implement DoD PKI and PK-Enable information systems, including network login, e-mail systems, and web servers to use certificates for authentication, digital signatures, and encryption.

· Implement DoD PKI and PK-Enable information systems, including network login, e-mail systems, and web servers to use certificates for authentication, digital signatures, and encryption.

· Ensure all passwords in use comply with DoD password management guidelines.

· Ensure only authenticated users are able to login to the alert activation and administration application.

· Designated central administrator(s) shall be able to define permissions of users specifying their rights and privileges.

· Ensure access to the system management application is based on role and permission based format.  

· Ensure all system administration and alert activation activities are audited. The audit trail shall exist in a central location, and as a minimum shall record the following details per user action: 

· user-id, object type, what action, source Internet Protocol (IP). The audit log shall include failed logins.

· Update all documentation to reflect changes.

6.11.1   Operational Support.  The Contractor shall provide  support for Trouble Tickets, System Change Requests, Record Changes and Information Requests which will be initiated in Rational Clear Quest or current software application in order to document all request from beginning to completion.  The contractor shall keep a log of daily activities for this task, which will be available upon request, and summarized in the weekly status report.

6.12    Equipment  The contractor shall maintain and upgrade the HMS hardware which includes a router, switches, firewalls, servers/SAN, workstations, and communication cabling.  The system consists of 10 to 20 physical servers; a SAN; one tape backup device; two firewalls; four switches; one router; and one IDP device for the setup, installation, configuration, maintenance and deployment of a Production, Test and Development environment. All hardware, software, firmware purchases or upgrades to the HMS system will be at the expense of the government.

xe "4.13.0 Equipment and Warehouse Management Operations"
6.12.1   Tasks and Services

· The contractor will move, install, disassemble equipment, for examinations/inspections, and compare equipment documentation and serial number against materials received.  

· Record any new or still under contract computer, server or application problem and record into the tracking system. 

· Ensure equipment inventory is updated when equipment is installed and or removed.  

· Recommend substitutions and repair methods and initiate disposal of excess material.

· All equipment changes and installations must be approved by the Government. May not represent or commit the Government.

· Collaborate with ITD staff in reviewing all equipment Defense Reutilization Management Office (DRMO) for disposal of IT related equipment. Prepare disposal documents for all equipment removed.

· Disposing of Electronic Media: Contractors shall follow the COR’s guidance, Navy Telecommunications Directive (NTD) 12/08, DoD standards, procedures and use approved products to dispose of unclassified hard drives and other electronic media, as appropriate, in accordance with DoD Memorandum, “Disposition of Unclassified Computer Hard Drives,” June 4, 2001. DoD guidance on sanitization of other internal and external media components are found in DoDI 8500.2, “Information Assurance (IA) Implementation, “February 6, 2003 (see PECS-1 in Enclosure 4, Attachment 5) and DoD 5220.22-M, “Industrial Security Program Operating Manual (NISPOM),” Chapter 8).

6.13
DOCUMENTATION MAINTENANCE.  The contractor shall maintain and update:

· All system technical reference documents monthly;

· User manuals, training guides and quick guides semi-annually; (Network architecture diagrams;

· Life-cycle process documents;

· Configuration and Change management documents;

· Continuity of Operations documents;

· Existing system schedules weekly where applicable;

· Documentation as system changes are added, modified, and/or refined;

· Data description and operational flow diagrams monthly;

· HMS test plans and create additional plans; 
· System Interface Control Documents; Test plans; Monthly status reports; Project Management Plan; Transition Plan; Incident reports;  operational performance logs, reports and system enhancements; Risk assessment; System audits; daily activity logs; Vulnerability Assessments.

· All other system supporting documentation (i.e. Server Installation plans, SOPS, etc.,)

· DIACAP; PIA; IV&V  documentation.
· All inventory documents (i.e. Hardware and Software); the contractor shall completely set up inventory, and account for all property to include microcomputers, peripheral equipment (including printers) according to Bureau of Medicine and Surgery (BUMED) Equipment Management Guidelines.  The contractor shall assist in assessing disestablished hardware from obsolete computer systems.  The contractor shall maintain an inventory database/report for this task, which will be available upon request.

6.14       Information Assurance and System Security in collaboration with the government IAO:

· Provide IA and System Security expertise 

· Security Engineering guidance

· Comprehensive vulnerability and threat analysis 

· Guidance on IA security solutions 

· Security assessments (onsite and vendor facility)

· Analysis activity providing threat warnings, attack alerts and bulletins 

· Security engineering services that leverage government and commercial solutions 

· Review, at least annually, existing IA risk management processes to ensure

compliance with DoN/DoD policy.
· Ensure continuous review of current threats, vulnerabilities, technologies, and mission changes for impact on organizational risk posture.
· Analysis and enhancements of the current Information Assurance Program.
· Support the Security Test and Evaluation (ST&E)

· Penetration Testing support

· Validation of Communication Security (COMSEC) Compliance

· System Management Analysis

· Performs AISs and networks Evaluations and Audits.

· Contingency Plan Evaluation and update

· Risk Management Review and update

· Provides support in the implementation of IA policies in accordance with Federal and DoD AIS security regulations, as well as creating policies based on the effectiveness of existing IA best practices and policies.
· Communicates security related IA issues or items of interest affecting the NBIMC; and tests, verifies, and assures that adequate security controls exist within the IT systems supporting the NBIMC.
· Provides support and assistance of the implementation of the Information Assurance Vulnerability Alert (IAVA) process within the NBIMC.
· Perform vulnerability assessments, and provide results quarterly.
· Provides guidance on IA responsibilities and procedures to HMS AIS users and external partners.
6.15 
TRAINING.  The contractor shall provide training for authorized user communities.  Training components include but are not limited to HMS, HMSLoader, HML, and HMS website components.  The contractor shall provide authorized user communities with HMS specific training and documentation consistent with upgrades, updates and re-engineered components.  The required format for training may include on-site at NNMC, teleconferencing, as well as, website updates.

6.16  
BACK-UP CONTINGENCY SITE.  The contractor shall perform the following functions upon notification of the Government a contingency site has been established:

· Assist with implementation of contingency site requirements as develop and provided by the Government

· Develop a pictorial network mock-up of HMS hardware and software components and placement to install and configure at a remote location selected by the government.  The contactor shall provide this network mock-up 120 days of Government notification of established contingency site location.  All HMS hardware and software components will be provided by the Government.

· Set-up Contingency site environment and maintain connectivity at alternate facility.
· Set-up and test load balancing and report finding within five (5) working days of completion.

· Install and configure database applications and set-up table structures.

· Test complete fail over system process and report findings at least twice per year.

· Prepare and implement a monitoring plan.

7.0 
TASK DEFINITIONS:

The task descriptions and maintenance duties outlined in the columns below:
	TASKS
	DESCRIPTION

	Network Application
	C-6.8

	Network Backups
	Backups are performed on both the HMS productions and development/test servers

	Manual Backups
	Swap backup tapes manually

	Operating System Configuration
	Windows XP/Server 2003 and IIS 6.0 are configured as per standard Microsoft guidelines for secure configuration and administration

	Maintenance Windows
	A regular weekly 4 hour maintenance window should be maintained.

	Patch Installations
	Windows patches are installed manually on a quarterly basis

	Drive Cleanup
	Network drives and servers are periodically cleaned with internal tape drives that can be used if data needs to be archived.

	Ant-virus/Other Software Updates
	All network servers are configured to check on a daily basis.

	Network Risk Assessment
	Periodically assessed when policy, procedures or other issues impact operations.

	Network Scanning
	Weekly to analyze network’s security health and effectively install and manage patches on all machines across different operating systems and in different languages.

	System Security
	1.1.2;1.1.4thru 1.4.2

	HIPAA Compliance
	The system is designed to allow the Government to retain control of all patient identifiable information to minimize unauthorized disclosures as per HIPAA regulations

	Juniper Netscreen 204 Firewall
	The NBIMC firewall is configured using the Juniper Firewall solution and IAW DoD Requirements.  

	Cisco Switches
	The NBIMC Switches are configured using the Cisco  solution and IAW DoD Requirements.  

	Cisco Router
	The NBIMC Router is configured using the Cisco  Firewall solution and IAW DoD Requirements.  

	Juniper IDP
	The NBIMC IDP is configured using the Juniper IDP solution and IAW DoD Requirements.  

	Contingency Plan
	Contingency planning ensures HMS security controls function reliably and maintained continuously during periods of interrupted service.

	System Recovery
	In the event that system recovery is required, 

The system is recovered back to the original operating system and server software and most recent backup tapes.

	
	

	Database Administration
	C-6.0 thru 6.5.3

	Database Backups and Schedules
	SQL automated jobs performs database backup and creates transaction backup files

	Database Monitoring
	Daily database monitoring primarily involves the following four tasks

· Verifying the databases are fully operational and accessible

· Verifying that all automated management jobs are displaying a successful status

· Checking the status of SQL Server Logs

· Check the database properties

	Database Replication
	Database Replication.  Verify the database and replication merge and transactional jobs are running for HMS, HML, HMSL and CHCS

	Database Troubleshooting
	Troubleshooting failed replication, agent failure and missing results

	Archive Plan and Schedule
	HMS generates a large amount of sensitive, critical data that must be maintained and accessible for future use and reference.

	
	

	Data Transmission Troubleshooting
	C-6.0 thru 6.5.5

	HMSLoader Checks & Correction
	Timeouts, format problems, code review, etc.

	HML Check & Corrections
	Timeouts format problems, code review, etc.

	HMS Checks & Corrections
	Timeouts format problems, code review, etc.

	Network Checks & Corrections
	Timeouts format problems, code review, etc.

	
	

	Data Load Applications
	C-6.0 thru 6.5.5

	HMS Data Files management
	The HMS data load process is a complex system combining data uploads downloads, SQL jobs, executable, DLLs, operating system services, stored procedures, triggers, Visual Basic scripts, DTS packages.

	Data Source Audits
	Audit jobs to determine accurate trace routing

	Stored Procedures
	The data load processed is accomplished using the stored procedures that augment transfer type variables.

	Data Load Procedures
	The data load process is accomplished using triggers.

	
	

	Application Maintenance
	C-1.2;C-6.0thru 6.12.1

	
	Five services: CHCS Services, HMSL Service, MRRS Service, HML Service and Lab Service.  Each of these services performs the set of functions outlined below:

	CHCS
	CHCS Service

· Receives orders from CHCS sites

· Transform raw data into SML documents that represent orders

· Validates the integrity of t he data in the order through the use of XML Schema

· Logs the results of the validation process in the database

· Forwards the order to the HML Service

	HMSLoader
	HMSL Service

· Receives test orders from SAMS, clinical sites, and Blood program facilities; and

· Sends test orders to the HML Service

	MRRS
	MRRS Service

· Receives test orders from clinical sites

· Sends test orders to the HML Service

	HML
	HML Service

· Receives orders from the CHCS Service

· Stores and processes the orders in the database

· Sends the orders to the contracting laboratory

· Sends the results to the CHCS sites

	Contractor Lab Service
	Lab Service

· Receives results from the contracting laboratory; and

· Sends results to the HML Service

	Quality Assessment Service
	QA Service

· Receives test result records from HML for processing

· Sends discrepant records for review, correction, and upload

	
	

	User Administration
	C-5.6

	Add Users
	To add a new user to HMS

	Change Passwords
	How to change a user password and how to enable the account after the user has been locked out.

	Role-based Security Administrator
	System Administrator can change the access levels for numerous processes

	User Audits
	Accessing user accountability

	
	

	Testing
	C-1.2.3; 5.5; 5.7; 6.13

	Develop/Basic   
	All proposed software upgrades/enhancements must be fully tested for compatibility with HMS and proven to present no conflict within the HMS network, application code, database code, HMS sub-components and interfaces.

	Test Plan Development
	All tested software must have a complete test plan with test cases completed prior to testing.

	Development, Test & Evaluation
	Testing conducted in the test environment prior to approval

	Operational Test & Evaluation
	Test conducted in real time production environment prior to development

	Joint Interoperability
	Testing conducted to certify use in joint DoD environment

	Documentation
	C-1.5; 5.5; 5.7; 6.86.12

	Maintenance Logs, Records & Reports
	Maintain according processes, procedures & standards

	Reference, Source Safe & System Change Requests
	Maintain according processes, procedures & standards

	Trouble Ticket/Technical Assistance
	Maintain according processes, procedures & standards

	Training, Quick Guides & Website
	Prepare and distributed according to procedure

	Configuration Management
	Prepare and maintained according to DoD directives and DON instruction

	Continuity Of Operations 
	Prepare and maintained according to DoD directives and DON instruction


8.0
 DELIVERABLES.  The Contractor shall provide the following data items deliverables:

	DELIVERABLE
	TYPE/DESCRIPTING: The contractor shall:
	Due

	Transition Plan
	Prepare the document according to requirements set fourth in section C-5.2
	Within 10 days of contract start date

	Program Management Plan
	Prepare the document according to requirements set forth in section C-5.0
	Within 30 days of contract start date

	Maintenance Logs
	Prepare and maintain written documentation of all operations
	Daily

	Incident/Occurrence
	Prepare a report documenting the issue/problem; discuss options/findings, and provide solutions and or corrective actions.
	Upon occurrence of a incident

	Staff Meeting/Minutes
	Conduct a team meeting with government personnel to discuss issues, impacts and projects status.  Provide summary minutes for each meeting.
	Weekly

	Scheduled System 
	Define the work to be performed and publish maintenance schedules for distribution to customers
	Bi-monthly 

	Status Reports
	Prepare a detailed report of actions, occurrences, operational impacts and test findings, and recommendations to improve services. 
	Monthly

	System Back-up (test/drills)
	Design, prepare and conduct test/drills according to established standard operating procedures
	At least twice per year

	Information Assurance Reports
	Prepare alert reports and submit to the government documenting occurrences (schedule, unscheduled or unusual)
	Daily,Weekly summary with impact analysis

	Source Code
	Maintain according to established protocol and operating procedures.  Follow life cycle and information management plans.
	Within one (1) hour of occurrence [Note: work is performed during normal work shift, excluding holidays, and weekends]

	Trouble Tickets
	Prepare the documentation according to established protocol when issues occur impacting system performance or interruptions of service.
	Respond to requestor within two hours of the request. [Note: DON notes that not all issues can be resolved within the above time frame]

	                                                                                                                                                                                                                                                                                                                               System Change Requests
	Review and evaluate each request and prepare options, impact; perform corrective actions.  Provide response detailing actions taken or options for further study.
	Within one (2) hour of occurrence

[Note: work is performed during normal work shift, excluding holidays, and weekends]

	Record Corrections
	Prepare the documentation according to established protocol when issues occur impacting system performance or interruptions of service
	Within one (2) hour of occurrence

[Note: work is performed during normal work shift, excluding holidays, and weekends]

	Inquiry Requests
	Prepare a detailed report of actions, occurrences, operational impacts and test findings, and recommendations to improve services.
	Respond to requestor within two (4) hours of the request.  [Note: DON notes that not all issues can be resolved within the above time frame]

	Information Assurance experience
	Furnish to the Contracting Officer Representative (COR) documentation verifying Information Assurance experience IAW DoD 8570, and Dodo 8570.01-M.


	Upon Contract Award

	
	
	

	Data Use Agreement (DUA)/ Data Sharing Agreement (DSA)
	Review, sign and submit to the Government.
	 Upon Contract Award

	Privacy Act Systems of Record Notice (SORN)
	Assist the Government in completing a Privacy Act System of Records Notice. 
	Upon Request

	System Accreditation
	Prepare all applicable documentation and ensure infrastructure is secured IAW DoD 8500.2 requirements, and Submit supporting documentation.
	Monthly

	Automated Data Processing (ADP Security Clearance Requirements
	Provide evidence that verifies SF 86 and FD 258 documents have been completed and forwarded to OPM.
	Upon Contract award

	Intrusion Management
	Perform general maintenance and troubleshooting.

Monitor network.  Provide status reports.
	Daily

	Alert Monitoring
	Provide twenty-four (24) hours, seven (7) days per week, and 365 days per year sensor alert monitoring.


	Within 2 hours in the event of outages, or service disruptions.

	Anti-Virus Management
	Perform general maintenance and troubleshooting.

Complete patching and scripting administration etc.   Provide status reports.
	Daily 

	HMS Database Maintenance
	Perform database maintenance and troubleshooting. Document system changes and deliver applicable reports/logs. Provide status reports. 
	Weekly 

	HMS Web Interface Maintenance
	Perform Web Interface Maintenance and troubleshooting, Maintain, update and modify the NBIMC private website.  Provide feasible technology options that will improve day-to-day operations. Provide status reports.
	Weekly 

	HMSLoader Maintenance
	Perform HMSLoader Maintenance and troubleshooting, Review and update existing requirements, changes or corrections. Implement features to return HIV results to submitting activities and insert system change request findings according to configuration control board; update existing logical mock-up to reflect updated requirements. Provide status reports.
	Weekly report and required

	HML Maintenance
	Perform HML Maintenance and troubleshooting, Review and update operational performance logs, reports and system enhancements. Provide status reports.
	Weekly 

	HMS Registration Site Maintenance
	Perform general maintenance and troubleshooting.

Update features of the site IAW DoD/DoN requirements. Provide proposed features, test plan, and implement upon approval.
	Monthly

	HMS Network Maintenance
	Perform HMS Network Maintenance and troubleshooting, network design, analysis, testing and troubleshooting in support of existing connections, including implementing additional network connection. Conduct Port management, Monitor Audit logs, conducts trend analysis and provide reports, Perform vulnerability assessments, analyze firewall, and submit report/results.
	Daily 

	System Administrator
	Document and report IAVA (B) (T), and CTO compliance. Perform daily backups. 


	Daily.

	Equipment Support
	Ensure equipment inventory is updated when equipment is installed and or removed.  Prepare disposal documents for all equipment removed and submit to the government.
	Monthly

	Documentation Maintenance
	Ensure all departmental documentation is maintained current and submitted for approval.
	Monthly.

	Scanning
	Perform required Network and server scans IAW DoDD/Don requirements using government stipulated applications, and provide results and mitigation reports.
	Weekly, Monthly and directed by DoN/DoD policy.


REGULATIONS/DRECTIVES/INSTRUCTIONS.

The Regulations/directive/Instructions applicable to the PWS and must be complied by the contractor are provided below:

CJCSI 6212.01D
Interoperability and Supportability of Information Technology and National Security systems (NSS) March 8, 2006

	DFARS 252.227-7013

DFARS 48 CFR Parts 239 and 252 RIN 0750–AF52, Supplement; 

DODD 4630.5 

DODI 4630.8
	Rights in Technical Data and Computer Software (OCT 1988)

Information Assurance Contractor Training and Certification (DFARS Case 2006–D023)

Interoperability and Supportability of Information Technology (IT) and National Security systems (NSS), May 5, 2004

Procedures for Interoperability and Supportability of Information Technology (IT) and National Security systems (NSS), June 30, 2004



	DoD Directive 5000.1


	Defense Acquisition

	DoD Regulation 5000.2-R

DoD 5200.08-R
	Mandatory Procedures For Major Defense Acquisition Programs (MDAPS) And Major Automated Information System (MAIS) Acquisition Program

Physical Security Program



	DoD 5200.1R

DoD 5200.2

DoD 5220.22-M

IEEE/EIA 12207


	Information Security Program

DoD Personnel Security Program

National Industrial Security Program Operating Manual

Information Technology-Software Lifecycle Processes



	DoD Directive 8500.1
	Information Assurance (IA)

	DoD Instruction 8500.2

DoD 8510.01


	Information Assurance Implementation

DoD Information Assurance Certification and Accreditation Process (DIACAP)

	DoDI 8551.1
	Ports, Protocols, and Services Management (PPSM)



	DoDD 8570.1

DoD 8570.1-M

NAVSO Pub 5239.15


	Information Assurance Training Certification, and Workforce Management.

Information Assurance Workforce Improvement Program

Control Access Protection (CAP) Guidebook



	NSTISSP NO.11.4
	National Policy Governing Information Assurance and Information Assurance Enabled Information Technology Products, January 2000



	FIPS 140-2
	Security Requirements for Cryptographic Modules

	SECNAVINST 5300.30D
	Management Of Human Immunodeficiency Virus-1 (HIV-1) Infection In The Navy And Marine Corps (3 January 2006)



	DoD Directive 6485.01


	Human Immunodeficiency Virus-1 (HIV - 1)



	SECNAVINST 5211.5E
	Department Of The Navy Privacy Act (PA) Program



	SECNAVINST 5239.3A

NBS SP500-153
	DON IA Policy

Guide to Auditing for Controls and Security: A System Development Life-Cycle Approach



	TAFIM
	Department of Defense Technical Architecture Framework for Information Management (TAFIM) Version 3.0 (30 April 1996)

	
	

	
	

	CHCS-LION
	Specifications of Data-Sharing and User Interfaces to the Composite Health Care System (CHCS-LION)



	CHCS-LION
	CHCS-LION Policy and Procedures CCB-34 – Design Change Process



	
	Military Health Services System (MHSS) Information Exchange Architectural Framework



	
	Military Health Services System (MHSS) Health Area Standards Profile



	
	Military Health Services System (MHSS) Standard Communications Architecture



	
	Military Health Services System (MHSS) Standard Security Architecture



	
	Military Health Services System (MHSS) Functional Area Model-Data (FAM-D)



	
	Military Health Services System (MHSS) Functional Area Model-Activity (FAM-A)




The above Regulations/Directives/Instructions can be accessed electronically at the following Web Sites:

1. Department of Defense (DoD) Issuances (Directives Section)

http://www.dtic.mil/whs/directives/  

2.
The Department of Defense Single Stock Point for Military Specifications, Standards, and R elated Publications

http://dodssp.daps.dla.mil/ 

3.
Defense Standardization Program

http://www.dsp.dla.mil/
4.
Navy Directives

http://doni.daps.dla.mil/allinstructions.aspx
5.
Headquarters Air Force Materiel Command

https://www.afmc-mil.wpafb.af.mil/pdl/  (CAC Required)

6.
http://www.tricare.osd.mil/architecture  (includes templates for System Views)

7.
http://www.whitehouse.gov/query.html?col=colpics&qt=health+informatics+ (CHI Standards)

8.
http://www.whitehouse.gov/omb/egov/documents/FEAOverview.pdf  (Federal Enterprise Architecture Security and Privacy Profile)

9.
http://www.defenselink.mil/dbt/ (Transformation Tools: Business Transformation Agency, “Business Enterprise     Architecture 3.0 and 3.1”)

10.
http://www.dod.mil/dbt/tools_certification.html (Business Transformation Agency, “DoD IT Business systems Investment Review Process: Business 

Enterprise Architecture Compliance Guidance, April 10, 2006; DoD IT Business Systems Investment Review Process: Investment Certification and Annual Review Process user Guidance, April 10, 2006.)

11.
http://www.defenselink.mil/nii/doc/DoDAF_v1_Volume_I.pdf
12.
http://www.defenselink.mil/nii/doc/DoDAF_v1_Volume_II.pdf
13.
http://disronline.disa.mil/DISR/index.jsp 
14.
http://ipv6.disa.mil  (A Common Access Card is required.)

15.
http://www.dtic.mil/whs/directives/corres/pdf/d83202_120204/d83202p.pdf (DODD 8320.2)

16.http://www.dtic.mil/whs/directives/corres/pdf/p832002_041206/p832002p.pdf  (DOD 8320-02G)

 11.0 DEFINITIONS
CALENDAR DAY.  Successive days of a year.

CONFIRMATORY.  To prove or establish the correct test result.

CONTRACTING OFFICER.  A Government person with authority to enter into, administers, changes, or terminates a contract.

CONTRACTING OFFICER'S REPRESENTATIVE (COR).  The technical liaison between the Contractor and Contracting Officer.  Does NOT have the authority to change the terms and conditions of the contract.

CONTRACTOR.  The term as used in this contract refers to the prime.

CONTRACTOR REPRESENTATIVE.  A supervisor, superintendent, or manager assigned in accordance with the "Superintendence by Contractor" clause.

CORRESPONDENCE.  Includes all written correspondence such as letters, memorandums, endorsements, and messages.

DEFECTIVE SERVICE.  A unit of service, which contains one or more defects or noncompliance with, specified requirements.

ELISA CUTOFF.  Determined by the manufacturer test run utilizing the reported reactive and non-reactive controls.

FORCE TESTING.  The HIV-1 antibody testing that is being accomplished on military personnel based upon administrative directives.

FULL-TIME.  A normally scheduled 2080-hour work year of effort based on a 40-hour workweek calculation.

GOVERNMENT ACTIVITY.  Any of the uniformed services submitting samples for HIV antibody testing.

GOVERNMENT LOCATIONS.  Any designated recipient of HIV data/results.

HIV MANAGEMENT SERVICE.  The computer system developed to accept, audit, and maintain infectious disease data.  This system includes t he HMSLoader component to securely transfer data to and from testing contractor.

INFORMAITON TECHNOLOGY SERCIES.  Denotes the government activity designator for the National naval Medical Center information technology services. 

KEY-PERSON.  Skilled and experienced professional and/or technical person whose skills are essential for successful accomplishment of the work to be performed under this contract.

MILITARY ACTIVITY.  Any DoD Activity.

NAVY BLOODBORNE INFECTION MANAGEMENT CENTER (NBIMC). Denotes the government activity designator that includes Diseases Management, Program Administration, Force Testing and System Support Services.

NORMAL DUTY HOURS:  The government core working hours are designated from 0630 to 1700.

PART-TIME.  Normally scheduled up to a 1040-hour work year of effort based on a 20-hour workweek calculation. 

PHYSICAL SECURITY.  Those actions taken to prevent Government property from loss or damage.

SUBCONTRACTOR.  A vendor/firm that enters into a subcontract to assume some of the obligations of the primary Contractor.

SUBMITTING ACTIVITY.  Any activity-submitting specimen for testing.

WORK DAY.  The number of hours per day the Contractor provides service.

WORK WEEK.  Is defined as Monday through Saturday.

WORKING DAY.  Is defined as Monday through Saturday 0001 hours to 2400 hours excluding Federal Government holiday

11.1 ACRONYMS
ABR

Awaiting BUMED Release

ACL

Access Control List

ACOR

Alternate Contracting Officer’s Representative

ADP

Automated Data Processing

ASCII

American Standard Code for Information Interchange

ATR 

Additional Testing Required

BS

Bachelor of Science

BUMED
Bureau of Medicine and Surgery

BUPERS
Bureau of Naval Personnel

CAP

College of American Pathologists

CD 

Compact Disc

CDC

Centers for Disease Control (US Public Health Service)

CDR

Contract Discrepancy Report

CFR

Code of Federal Regulation

CHCS

Composite Health Care System

CFR

Code of Federal Regulations

CONUS

Continental United States Naval Activities

CO

Commanding Officer

COE

Common Operating Environment

COR

Contracting Officer’s Representative

DD-250

Department of Defense Form 250

DA

Department of Army

DAF

Department of Air Force

DAU

Data Use Agreement

DII

Defense Information Infrastructure

DISA

Defense Information System Activity

DMDC

Defense Manpower Data Center

DMSA

Defense Medical Surveillance Activity

DNA

Deoxyribonucleic Acid

DoD

Department of Defense

DON

Department of the Navy

DSO

DEERS Support Office

DT&E

Development Test and Evaluation

EIA

Enzyme Immunoassay

ELISA

Enzyme Linked Immunoassay Assay

EST

Eastern Standard Time

ETL

Electronic Transfer Load

FDA

Food and Drug Administration

FMP

Family Member Prefix

FTE 

Full Time Equivalent

GP

Glycoprotein

GFE

Government Furnished Equipment

HETU

HIV Evaluation and Treatment Unit

HIPAA

Health Insurance Portability and Accountability Act

HIV 

Human Immunodeficiency Virus  


HML

HIV Management Loader

HMS

HIV Management Service

HMSL

HIV Management Service Loader

I

Indeterminate Interpretation

IA

Interface Agreements

ICD9

International Classification of Diseases (9th)

IDD

Intrusion Detection Device

ITD

Information Technology Department

KO

Contracting Officer

MA

Military Activity(s)

ML

Milliliter

MLT

Medical Laboratory Technician

MM(mm)
Millimeter

MT

Medical Technologist

MTF

Medical Treatment Facility

MHS 

Military Health System

MRRS

Medical Readiness Reporting System

NBIMC

Navy Bloodborne Infection Management Center
NEG

Negative

NMC

Naval Medical Center

NNMC

National Naval Medical Center

NR

Non-reactive Interpretation

NSA

National Security Agency or Naval Support Activity
PIA

Privacy Impact Assessment

PIPO

Phase In/Phase Out

POA&M
Plan of Action and Milestones

POC

Point of Contact

POS

Positive

QNS

Quality Not Sufficient

R

Reactive Interpretation

RDDB

Reportable Disease Data Base

RP

Recombinant Protein

RTC

Recruit Training Command

SA

Submitting Activity

SAMS

SNAP Automated Medical System

SBU

Sensitive but Unclassified

SOR

Systems of Record 

SORN

Systems of Record Privacy Act Notice

PWS

Performance Work Statement

SSN

Social Security Number

TE

Technical Exhibit

TMIP

Theater Medical Information Program

TPC

Transshipment Processing Center

UIC

Unit Identification Code

USCG

United States Coast Guard

VPN

Virtual Private Network

WAWF

Wide Area Work Flow

WB

Western Blot Test

NBIMC

Navy Bloodborne Infection Management Center
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