OPERATIONAL SUSTAINMENT 

PERFORMANCE WORK STATEMENT
for
U.S. Fleet Forces Command (USFF) Fleet Antiterrorism Directorate (N3-AT).

1. BACKGROUND:  U.S. Fleet Forces Command (USFF), as the Chief of Naval Operation’s Executive Agent for the Navy’s Antiterrorism (AT) Program, retains responsibility for ensuring that adequate and deliberate planning actions aimed at protecting mission critical assets and operational capabilities is a common component of all naval activities. Critical to this effort is the development of standardized tactics, techniques, and procedures, which supplement standardized “concept of response and recovery actions.”  

2.  PURPOSE:  The purpose of this contract is to identify the requirements for Operational Sustainment Support for the U.S. Fleet Forces Command Fleet Antiterrorism Directorate (USFF N3-AT).  

3.  SCOPE:  This effort is to provide operational sustainment support for USFF N3-AT.  The effort covers a broad range of requirements to meet the unique needs within the antiterrorism Missions, Functions, and Tasks outlined in OPNAVINST 5540.77 series.  

4.  REQUIREMENTS:  The contractor shall provide performance-based non-personal services, facilities, equipment, and other resources necessary to accomplish operational and program support efforts assigned under this statement of work.  Operational support is that which is required to allow the organization to accomplish its mission(s) on a day to day basis, program analysis, or evaluation of operational capability.  Program support is that which is associated with both standing and ad hoc programs (also projects) which allows for successful and timely completion of the program or project. These tasks support the Fleet Antiterrorism Directorate’s primary Missions, Functions, and Tasks in the following areas: (1) Command, Control, and Operation of the Antiterrorism Mission Area, (2) Articulation of Fleet Integrated AT War Fighting Readiness Requirements, and (3) Development/refinement of an Integrated AT Training, Assessment and Exercise continuum. Details of specific tasks shall be established through the Task Order process. The contractor shall draft a Plan of Action and Milestones (POA&M) to be due within 30 days after task order start date. POA&M shall be approved by USFF N3AT and include key milestones, meetings, conferences and task order identified deliverables. The Contractor shall provide support to USFF N3AT in the development of in-progress review briefs for task order projects and updates as required. (CDRL A001, A002)

4.1. Command, Control, and Execution of the Operational Antiterrorism Mission. The contractor shall provide support as defined below:

4.1.1. Assist in the determination of capability gaps in existing command, control, and communication architecture in fleet concentration areas, and development of corrective actions. 
4.1.1.2 Analyze current command, control, and communication systems and capabilities currently employed by Navy Security Forces (NSF) within Navy-controlled Fleet Concentration Areas (FCA). Similarly, the contractor shall develop congruent and standardized communication procedures and terminology for use by afloat and ashore forces assigned to the Antiterrorism (AT) Watch Structure. The ultimate deliverable to the Fleet Antiterrorism Directorate, U.S. Fleet Forces Command, is technical and procedural solutions (courses of action) aimed at establishing a seamless AT command, control, and communication framework. (A003)
4.1.1.3 Conduct Research and Analysis (Defensive AT CONOPS). The contractor shall use the required command, control, and communications capabilities as detailed in the Defensive AT CONOPS and prepare a data collection checklist that is consonant with stated requirements. (A004)
4.1.1.4 Conduct Research and Analysis (On-site Capabilities).  The contractor shall identify the current command, control, and communication systems currently employed by Navy Security Forces and the Antiterrorism Watch Organization in and around the Fleet Concentration Areas at a minimum of three (3) locations. This analysis shall include an evaluation of the communication nodes/infrastructure and its capabilities.   (A003)
4.1.1.5 Conduct Gap Analysis and Identify Variances between “Current Capabilities” with the “Defensive AT CONOPS”. The contractor shall, based upon the data collection efforts, identify current gaps and seams in the ability to meet the command, control, and communication requirements outlined in the Defensive AT CONOPS.  (A003)
4.1.1.6 Identify Processes/Courses of Actions to Mitigate Variances. The contractor shall, based upon the gap analysis efforts, identify and outline processes and courses of action to be undertaken to mitigate the identified capability gap. (A003)
4.2. Articulation of Fleet Integrated AT War Fighting Readiness Requirements. The contractor shall provide support as defined below:

4.2.1. Facilitation of Annual Antiterrorism Exercise. Contractor shall assist in the development, planning, briefing, execution, assessment and data collection/analysis of the “SOLID CURTAIN” series antiterrorism exercises. (A003, A004) 
4.2.1.1 Support COMMANDER US FLEET FORCES in the execution, management, and evaluation of Solid Curtain Anti-Terrorism Command Post Exercise (CPX). The CPX shall be planned to encompass five-days of around-the-clock events, which stress the vertical and horizontal command and control nodes in response to a terrorist event. 

4.2.1.2 Integrate Lessons Learned from previous SOLID CURTAIN exercises into the concept development plans for the current iteration of the exercise planning cycle. 

4.2.1.3 Plan, Coordinate, set up, and administer a robust exercise management team for COMMANDER US FLEET FORCES Anti-Terrorism White Cell with oversight from N3/2 Directorate. White Cell shall be structured in a manner that provides for monitoring of the C4I Suite, Joint Master Scenario Event List (JMESL), and Intelligence Cell/Coordination. White Cell is tasked with monitoring Blue Player actions, evaluation of responses, and ability to control execution of the scenario play.

4.2.1.4 Develop metrics based on current policy for exercise evaluation checklists and assessment guidance to capture Command and Control reporting capability between USNORTHCOM and COMMANDER US FLEET FORCES Operations Centers, CONUS Numbered Fleet Maritime Operations Centers, and Regional Operations Centers (A003)
4.2.2. Development and implementation of a comprehensive antiterrorism assessment and compliance process. The contractor shall provide support as defined below:

4.2.2.1 The Contractor shall assist Government employees with respect to developing criteria, policy, oversight, and antiterrorism training requirements aimed at combining the ashore and afloat antiterrorism assessments into a comprehensive evaluation vehicle. (A003)
4.2.2.2 The contractor shall conduct Active Duty/Reserve Component Security Force Integration analysis, assessments, recommendations, and feedback compilation. The requirements include planning, preparation, training oversight, and unit evaluations spanning pre-mobilization through validation to support full implementation at FPCON CHARLIE and DELTA.

4.2.2.3 Assist with the comprehensive review of current antiterrorism inspection and assessment processes. Contractor shall aid in defining the revised assessment and inspection objectives and metrics and recommend COAs to use. Where possible, recommend potential consolidation of current inspections and assessments. (A003)
4.2.3 Navy Nuclear Weapons Security Program Analysis.  The contractor shall provide support as defined below:

4.2.3.1 The contractor shall provide subject matter expertise in Navy Nuclear Weapons Security Programs, SSBN Transit Protection System, High Value Unit escort issues, security requirements and analysis of the threat situation during Navy Nuclear warships Refueling and Defueling, including the employment of the Marine security detachment, submarine canal transit issues and overall understanding of FP issues unique to submarines.

4.2.4 Incorporation of antiterrorism competency elements in Navy Warfare Area Qualifications. The contractor shall provide support as defined below:

4.2.4.1 Assist with the revisions to Restricted Line and Unrestricted Line Officer Warfare area qualifications to incorporate antiterrorism specific elements. The desired end state is that the revisions are included in the warfare area PQS.

4.3. Development/refinement of an Integrated AT Training, Assessment, and Exercise continuum. The contractor shall provide support as defined below:
4.3.1 The contractor shall assist in the analysis of the current unit and individual level antiterrorism training and exercise requirements, including leadership development. (A003)
4.3.2 The contractor shall assist leadership in the refinement of the antiterrorism training and exercise continuum. The contractor shall assist in the development of a Training Plan, Training Program Schedule, Training Analysis, and Exercise Continuum.  The contractor shall report the status of the Training and Exercise Continuum Program in the monthly reports and during In-process Reviews (IPR), and working group meetings. Training support data, training-unique design and development, and assessment of training support problems and risks shall be provided. (A002, A005, A006)
4.3.3 Recommend and assist with efforts to expand AT Training during officer and enlisted accession through defining and developing Navy-wide core AT training baseline requirements. This includes assisting with defining Navy core AT Knowledge Requirements (i.e. FPCON, Measures, Tactical Decision Making, threat awareness/surveillance detection)

4.3.4 Research and recommend mechanisms to standardize minimum weapons training/sustainment requirements to improve weapons proficiency (i.e. % of force, level of proficiency, time for training/qualification, weapons, NCEA, range capacity, simulation)  (A003)

4.3.5 Development of Training and Certification Process on Tactics and Procedures for Hostile Intent 
4.3.5.1 Review, assess, and identify gaps in the current training curriculum provided to Navy Security Forces on hostile intent determination and the associated Tactics, Techniques, and Procedures (TTP). (A003)

4.3.5.2 Develop and recommend training solutions aimed at mitigating identified gaps and seams, outline certification requirements, and develop/modify supporting TTP.   (A003)
4.3.5.3 Review and assess the current training curriculum provided to Antiterrorism Watch Standers via formal schoolhouse, computer-based, or "Train-the-Trainer" modes, comparing them for consistency and alignment to current Tactics, Techniques, and Procedures (TTP). Contractor shall detail the hostility criteria provided to AT Watches and the objective factors which assist in determining whether an individual’s conduct constitutes a hostile act or a demonstration of hostile intent, and any accompanying certification criteria. (A003)
4.3.5.4 Conduct gap analysis and identify variances between “Current Hostile Intent Determination Training” with the “Antiterrorism TTP”. The contractor shall, based upon the data collection effort, identify current gaps and seams in the training curriculum, delivery method, TTP, and demonstrated knowledge levels of AT Watch Standers. (A003)
4.3.5.5 Identify Processes/Courses of Actions to mitigate variances. The contractor shall identify and outline processes and courses of action to be undertaken to mitigate the identified capability gap. (A003)
4.3.5.6 Develop Hostile Intent Determination Training Curriculum. The contractor shall determine if development of new, or modification to current hostile intent determination training is required. If required, the Contractor shall develop a curriculum that outlines the type of training required for delivery (Instructor requirements), course materials, equipment, certification processes, and field test assessment checklist.  (A005)
4.3.6. Fleet AT Policy Development. 
4.3.6.1 Contractor shall assist in the assessment of  current and future supporting ATFP policy, doctrine, and capability gaps to inform investment and procedural decisions across the doctrine, organization, training, materiel, leadership and education, personnel, and facilities (DOTMLPF) spectrum. Contractor shall assist the Primary Action Officer in responding to policy review tasks, providing responses IAW the guidance provided within the “Command Tasker System (CTS).”  

4.3.6.2 Support the development of ATFP doctrinal publications. Prepare draft letters and messages required for USFF’s role as Primary Review Authority (PRA) for ATFP doctrine.  The contractor shall compile comments received from other commands into a standard comment matrix and make recommendations for adjudication (accept, reject, modify) of each provided comment.  
4.3.6.3 Assist in the annual review of the USFF Support Plan Antiterrorism Annex to the US Northern Command Continuity of Operations (COOP) Plan.  Aid in the development of Mission Essential Tasks, identify support entities and requirements, and develop associated policy documents. Where variances occur in meeting Mission Essential Tasks, the contractor shall detail the root cause of the variance, and develop a project plan complete with recommendations that will ultimately lead toward compliance. 
4.3.7. Provide support to the Annual Antiterrorism Flag Officer Summit. 
4.3.7.1 The contractor shall assist in the compilation of antiterrorism data outcomes from vulnerability assessments, antiterrorism training events, technical enhancements, leadership conferences, programmatic reviews, and other applicable sources that impact management of the Department of the Navy Antiterrorism Program. 
4.3.7.2 The contractor shall assist in the coordination, site selection, compilation of presentation material, and support during the Annual Antiterrorism Flag Officer Summit. (A003)
5. DELIVERABLES  
All products will be delivered to the Government locations specified in the applicable Task Orders and accompanying DD Form 1423-2. Delivered products shall be accepted by authorized Government personnel. Inspection and acceptance will be specifically identified in each Task Order. 

6. CONTRACTOR REQUIREMENTS

6.1 Contractor Program Manager. The contractor shall provide a program manager who shall be responsible for the overall management and performance of the work and shall act as the central point of contact for all matters relating to the execution and performance of the contract. The name of this person shall be designated in writing to the CO within ten days after contract award. The desired experience of the program manager should include documented experience managing complex antiterrorism requirements, policy, training, and exercise programs for Department of Defense, preferably, the Department of the Navy. 
6.2 Quality Control Plan. In compliance with the clause entitled “Inspection of Services”, FAR 52-246-4, the contractor shall develop and maintain a complete and comprehensive quality control program to include a quality control plan (QCP) to ensure the products and services delivered to the Government and its customers meet the specified standards and are in accordance with commonly accepted commercial practices, and all federal, state, and local laws and regulations. The program shall provide processes and procedures, which identify and ensure correction of potential and actual problem areas throughout the entire scope of this PWS and period of performance. The program shall ensure the requirements of this contract are provided as specified. The contractor is responsible to perform self-inspections to ensure services furnished under this contract conform to all contractual requirements. 
6.3 Security Requirements.  Contractor(s) performing work under this contract must be a U.S. Citizen and be eligible for a SECRET security clearance at time of the proposal submission, and must maintain the level of security required for the life of the contract.  
6.4 Travel.  Contractor will be required to travel in support of this PWS.  Contractor will be authorized travel expenses consistent with the substantive provisions of the Joint Federal Travel Regulation (JFTR). All travel must be approved by the COR.
Travel to the following regions and bases is anticipated but not limited to:
Two people/Five trips/Four days to Navy Region Mid-Atlantic (SUBBASE New London, CT)  One person/Four trips/Three days to NORTHCOM (Peterson, CO)

Four people/Eleven trips/Two days to Naval District Washington

Four people/Eight trips/Four days to Navy Region Southeast (NAVSTA Mayport, FL,  SUBBASE Kings Bay, GA)
Two people/Four trips/Three days to Navy Region Midwest (NAVSTA Great Lakes, IL)
Four people/Eight trips/Four days to Navy Region Northwest (NAVSTA Everett, WA, NAVBASE Kitsap, WA)
Four people/Eight trips/Four days to Navy Region Southwest (NAVBASE San Diego, CA, NAVBASE Point Loma, CA)
6.5 Release of Information. All technical data provided to the contractor by the Government will be protected from public disclosure in accordance with the markings contained thereon.  All other information relating to the items to be delivered or services to be performed under this order may not be disclosed by any means without prior approval of the appropriate Naval Logistic Support Command Contracting authority.  Dissemination if public disclosures includes, but is not limited to: permitting access of such information by foreign national or by any other person entity, publication of technical or scientific papers, advertising, or any proposed public release.  The contractor shall provide adequate physical protection of such information so as to preclude access by any person or entity not authorized such access by the Government.

6.6 Access to Government Facilities and Networks.  Contractor personnel will require access to USFF N3 AT, Naval Support Activity Hampton Roads, Bldg. NH-38, including general spaces during normal working hours (Mon-Fri 0800-1600) and possibly on weekends during periods of high productivity, always under Government oversight. Access is controlled by programmable proximity cards, which will be supplied by the government. The Contractor shall provide a list of employees who require access to these areas, including standard security clearance information for them, to the designated COR within 5 days of award. Contractor personnel may require access to classified and unclassified networks (including Non-classified Internet Protocol Router Network (NIPRNet) and Secret Internet Protocol Router Network (SIPRNet))  and unclassified Navy and Marine Corps Intranet (NMCI) networks. The Contractor shall provide a list of employees who require Controlled Access Cards (CAC) to access these networks, within 5 days after award of the task order. If performing tasks at a government facility, the Contractor shall be provided office space. The Contractor shall have access to a computer/printer, facsimile machine, copy machine and telephone on a temporary and not-to-interfere basis with existing services. 

7. PERIOD OF PERFORMANCE

The Period of Performance will be base year with four (3) twelve (12) month option periods.
8. PLACE OF PERFORMANCE

Primary work site will be the Contractor’s facility. 

APPENDIX A

PERSONNEL QUALIFICATIONS

Program Manager (PM) (Key Personnel)







The following labor categories are expected to support this effort during the contract period:

Waterfront Security Subject Matter Expert (SME) 
Waterfront Security Project Manager
Physical Security Project Manager


Program Management Analyst I (Antiterrorism Doctrine)





Program Management Analyst II (Training Curriculum) 

Training Curriculum Development Project Manager






Exercise Project Manager
Exercise Specialist










Labor Category:
Program Manager (1 Man-year)
Experience: 
Eight (8) or more years of relevant experience in progressively complex operations management or administrative management positions that have included government contracts and procurement, or other related functions. 

More than six (6) years of relevant experience in the project development, implementation and revision to effectively manage labor and material costs of government contracts. 

Must be eligible for a “Secret” Security Clearance.

 Education:
Bachelor's Degree is desirable. Absent the degree, four (4) years experience in program management as a Military Officer or Senior NCO is an acceptable substitute. 

Labor Category:
Waterfront Security Subject Matter Expert (SME) (1Man-year)
Experience: 
Seven (7) years of relevant experience in technical and operations specialist with a background in DoD Antiterrorism and Force Protection (ATFP), Physical Security, specializing in waterborne operations. Experience includes Navy Nuclear Weapons Security Programs, SSBN Transit Protection System, High Value Unit escort issues, security during Navy Nuclear warships Refueling and Defueling, including the employment of the Marine security detachment, submarine canal transit issues and overall understanding of FP issues unique to submarines.
Five (5) years of relevant experience in performing waterborne threat and risk analysis. 
Possess detailed knowledge of small boat operations, waterfront security systems, marine mammals, Anti-Small Craft Barriers, and underwater surveillance equipment and methods. 

In-depth experience in conducting research and developing recommendations for changes to policy and procedures for DoD ATFP program development in support of ATFP readiness. 

Three (3) years of relevant experience with monitoring, analyzing and producing recommendations regarding impact on ATFP policy and procedures from DOD, Joint Staffs and Geographic Combatant Commanders (GCC) directives.   

Must be eligible for a “Secret” Security Clearance.
Education:
Bachelor's Degree in a hard science is desired. Absent the degree, 15 years experience in Navy Nuclear programs, to include, Transit Protection Systems and Nuclear Weapon Security Programs as an Officer or Senior NCO is an acceptable substitute. Advanced degree in a hard science is highly desirable. 

Labor Category:
Waterfront Security Project Manager (1 Man-year)
Experience: 
Five (5) years of relevant experience in direct operations and management of waterfront security of governmental, and or, municipal assigned assets. 

Four (4) years of relevant experience in evolutionary waterfront security mission area analysis, integration of supporting systems, and Concept of Operation (CONOPS) development and production. 
Possess detailed knowledge of applicable governmental instructions, guiding principles, operations, tactics, and maintenance practices relating to Harbor Security Boats, Anti-Small Craft Barriers, Electronic Harbor Security Systems, and High Value Asset escort operations. 

Must be eligible for a “Secret” Security Clearance.
Education:
Bachelor's Degree is desirable. Absent the degree, four (4) years experience in Port Operations/Security project management as a Military Officer or Senior NCO is an acceptable substitute.
Labor Category:
Physical Security Project Manager (1 Man-year)
Experience: 
Ten (10) years of relevant experience in antiterrorism risk management analysis, facility protection, security system design, security plan development, Defense Critical Infrastructure Program requirements, and security force employment methods is desirable.

Three (3) years of relevant experience in Critical Infrastructure Protection assessment processes.
Must be eligible for a “Secret” Security Clearance.
Education:
Bachelor's Degree is desirable. Absent the degree, four (4) years experience in Security System project management as a Military Officer or Senior NCO is a suitable substitute.
Labor Category:
Program Management Analyst I (Antiterrorism Doctrine) 

(1 Man-year)
Experience: 
Four (4) to seven (7) years of relevant experience in analysis and recognition of variances to Doctrine, Organization, Training, Material, Logistics, Personnel, or Facilities as they apply to the Antiterrorism Program.  Demonstrated ability to identify and prioritize Antiterrorism capability and capacity gaps within the afloat, ashore, and expeditionary operating environment. 
Must be eligible for a “Secret” Security Clearance.
Education:
Bachelor's Degree is desirable. Absent the degree, four (4) years of analytical experience as a Military Officer or Senior NCO is a suitable substitute.
Labor Category:
Program Management Analyst II (Training Curriculum)

(1/2 Man-year)
Experience: 
Two (2) to four (4) years of relevant experience in assessing the training curriculums provided via formal schoolhouse, computer-based, or "Train-the-Trainer" modes, comparing them for consistency and alignment to current Tactics, Techniques, and Procedures (TTP). Experience within the Antiterrorism arena is desired.

Must be eligible for a “Secret” Security Clearance.
Education:
Bachelor's Degree is desirable. Absent the degree, four (4) years of analytical experience as a Military Officer or Senior NCO is a suitable substitute.
Labor Category: 
Project Manager (Training Curriculum Development) 
(1/2 Man-year)
Experience: 
Five (5) or more years of relevant experience in curriculum development in support of Department of Defense. Experience includes the analysis, development, and delivery of training in a variety of mechanisms (i.e., computer-based, formal classroom, transportable media, etc.). Expertise in the Antiterrorism arena is desired. 

Must be eligible for a “Secret” Security Clearance.
Education:
Bachelor's Degree is desirable. Absent the degree, four (4) years of curriculum/training program development experience as a Military Officer or Senior NCO is a suitable substitute.
Labor Category: 
Exercise Project Manager (1 Man-year)
Experience: 
Five (5) or more years of relevant experience in coordinating, planning, scenario development, monitoring, executing, and analyzing complex exercises. Experience shall include the conduct of antiterrorism exercise planning, execution, and analysis at various echelons. Knowledge of the Maritime Operations Center, Regional Operation Centers, and Installation Emergency Operations Center command and control processes as they relate to Tactical Control (TACON) for Force Protection is required. 

Must be eligible for a “Secret” Security Clearance.
Education:
Bachelor's degree is desirable. Absent the degree, four (4) years of exercise project management experience as a Military Officer or Senior NCO is a suitable substitute. DoD Antiterrorism Level II or III certification, and CHS Levels I-V certification is highly desired.  
Labor Category: 
Exercise Specialist (1 Man-year)
Experience: 
Three (3) or more years of relevant experience in planning, scenario development, monitoring, executing, and analyzing complex exercises. Experience shall include the conduct of antiterrorism exercise planning, execution, and analysis at various echelons. Knowledge of the Maritime Operations Center, Regional Operation Centers, and Installation Emergency Operations Center command and control processes as they relate to Tactical Control (TACON) for Force Protection is required. 

Must be eligible for a “Secret” Security Clearance.
Education:
Bachelor's degree is desirable. Absent the degree, four (4) years of exercise experience as a Military Officer or Senior NCO is a suitable substitute. DoD Antiterrorism Level II or III certification, and CHS Levels I-V certification is highly desired.  
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