
PERFORMANCE WORK STATEMENT
TITLE: Help Desk/Network Engineering and Management Operations
1.0 Scope:
The scope of the contract effort is to provide network engineering, Local Area Network, and day-to-day support for calls routed from the IMD Help Desk, Naval Medical Center Portsmouth (NMCP), as well as provide support and coordination to NMCP as they support beneficiaries of the DOD TRICARE initiative, TRICARE Next Generation contracts and carve- outs. TRICARE is the health care program servicing active duty service members, National Guard and Reserve members, retirees, their families, survivors and certain former spouses worldwide.   As a major component of the Military Health System, TRICARE brings together the health care resources of the uniformed services and supplements them with networks of civilian health care professionals, institutions, pharmacies and suppliers to provide access to high-quality health care services while maintaining the capability to support military operations.

Primary support shall include; the Technical Support Division, which is responsible for customer support, field maintenance issues and trouble calls relative to information systems technology and Exchange mail services. The Network and Server Division provides comprehensive support and planning oversight for NMC Portsmouth’s enterprise network, the medical Metropolitan Area Network, network management and operational support, network communications support, configuration management, network monitoring and troubleshooting. Help-Desk support shall provide the necessary support and resources to operate customer support functions to include, but not limited to, help-desk facilities, dial-up access to provide information, tools, techniques and procedures to assist information systems users at all levels, automated support for management of the customer service function, problem reporting and resolution of customer problems, and support to new and existing customer information and support centers. The contractor shall have the responsibility of correcting all National Enrollment Database errors that are input into CHCS / AHLTA. The contractor shall have the Help Desk fully manned with qualified Help Desk personnel.

Additional requirements may include Web Engineering support, Information security support, HIPAA support, and TRICARE support.

a. BACKGROUND
The Naval Medical Center, Portsmouth and its associated (7) Branch Medical Clinics (BMC), (11) Dental Treatment Facilities (DTF) and (3) Tricare Clinics provide a full and complete range of inpatient and outpatient medical services to the operational forces, and Military Health System (MHS) beneficiaries, and other eligible personnel within the Tricare IMD- Atlantic Region. The NMCP Information Management Department (IMD) is responsible for the planning and implementation of medical information systems on a local and metropolitan area basis and in support of standard DoD and Navy medical information systems. The scope includes Microsoft, Windows and Exchange Mail, System Management Server (SMS), Windows Update Server (WUS); installation, configuration, user migration, training and post-deployment operational support, or any other authorized MHS system.

The Information Management Department provides a full range of information management/information technology (IM/IT) products and services to NMC Portsmouth, tenant commands, Branch Medical and Dental Clinics.  These products and services include, but are not limited to automated information systems (AIS) and visual information systems (VIS) implementation, operations, training, maintenance/repair and management; system and software design and implementation, Local area, wide area and metropolitan area (LAN/WAN/MAN) network design, implementation, operation and management.

b.
OBJECTIVES
The objective of this task is to provide on-going, day-to-day operational technical support required by NMC Portsmouth and the BMC’s, by supplementing the existing government resources with contracted resources, this command will continue to improve the quality of  MHS IM/IT service support for all sites, ensuring prompt and efficient recovery of information technology service disruption. It is extremely critical that Navy Medicine has reliable data communications throughout the world as more users depend on our MHS network infrastructure to enhance the quality of care dedicated to MHS beneficiaries.

2.0 Inspection and Acceptance
INSPECTION AND ACCEPTANCE (DESTINATION) (NMCPORTSVA)
The Task Order Manager shall perform inspection and acceptance of the services to be furnished, hereunder at destination

Task Order Manager
TBD

3.0 Specific Tasks
Qualifications for specific task are listed as minimum requirements.  Unless noted otherwise in the position description, experience is defined as current fulltime experience.  Current is defined as: experience within the past 5 years with a minimum of 1 year experience within the past 2 years.

As a minimum the selected vendor shall:
· Have the experience in management of a large medical facility (minimum 4,000 users) information management technology system.  Experience within the US Government owned facilities are preferred.  Additionally, they must have the ability to provide full service immediately upon required start of resulting award.  Downtime to perform tasks as initial training will not be allowed.

· Have current experience in the application, maintenance and repair of specific medical software to include at a minimum ALHTA, CHCS DBSS, ESSENTRIS, SCCM, VMWare, Cloud and SharePoint.
· Have the ability to support contract personnel in the performance of their duties, such as continuous training of personnel, access to senior personnel with detailed experience to assist with difficult problem, aadequate pool of replacement personnel to fill in when employees are out on leave.

· This request shall be processed as a performance based requirement. The below listed job classification and estimated manning levels are to be consider as the vendors estimated required effort.
Project Management
The contractor shall provide day to day management of IT efforts, which involves handling all concerns/issues/obstacles that each of the listed divisions may encounter. The contractor shall have the responsibility of providing documentation of all deliverables and shall be capable of mediating between each support team. The following responsibilities are also required
●     Reconcile and approve input for monthly invoices.
●     Work various staffing and security issues including facilitating clearances

●     Oversee centralized administrative, clerical, documentation and related functions

●     Maintain communication between the Task Order Manager and Contract 
      Administration Office
User Support Division
Help Desk Specialist Team Support
The contractor will have the following areas of responsibility:
· Experience  in the use of Management Information Help Desk Tracking System software, Remedy or other problem resolution systems (PRS) used in the recording and tracking of network, hardware and software trouble calls, and corrective actions
· Provide around the clock coverage (7X24 including holidays) for the MHS network and MHS approved desktop office automation systems
· Provide support for desktop hardware and software applications and network communications.
· Primary means of trouble notification is via customer call in and proactive network monitoring using existing tools such as, Remedy.
· Requests for assistance and support will be documented through trouble tickets utilizing the Remedy System
· Maintain a database of all trouble calls including date, time, user, location, and corrective action 
· Contractor shall maintain the following standards in the operation of the help desk:

1.   Average Speed of answering calls – 50% < 60 sec
2.   Percentage of calls answered – 94.5%
3.   Average wait time before calls abandoned - < 160 sec
4.   Average talk time – 8-20 minutes

5.   Average number of inbound calls per professional (8 hour shift)
      25-30
All contractor personnel, assigned to the Help Desk function, shall have the following minimum qualifications
· Experience in the use of Remedy software or other problem resolution systems (PRS) used in the recording and tracking of network, hardware and software trouble calls, and corrective actions

· Responds to and diagnoses problems through discussion with users to include problem recognition, research, isolation, and resolution steps

· Experience in providing phone and in-person support to users in the areas of Exchange mail, Windows, Microsoft, SharePoint and CHCS/AHLTA
· Provide troubleshooting techniques with Windows, Microsoft Office and  other software packages provided by the government
· Experience in Managing/Creating Windows, Exchange mail user  accounts
· Experience in Installing, maintaining and upgrading Government provided application software

· Managing file system allocations among disk media

· Managing/coordinating communications between clients and server hosts

· Alerting proper POC’s when potential problems are identified for corrective action

The contractor requires at least five years general experience, of which at least three must be specialized. Specialized experience includes: work on a help desk, knowledge of PC operating systems, knowledge of mainframe operating systems, knowledge of networking and electronic mail

Warehouse Team Support
The contractor shall be responsible for performing the following duties:
· Organizing and maintaining a warehouse environment

· Test the operational capability of the computers, erasing the hard drives

· preparing certification paperwork for the hard drive necessary for disposal

· Data entry into the asset tracking database

· Lifting and moving computer equipment (up to 40 lbs) within the warehouse including placing and retrieving from storage shelves.

· Responsible for receiving and issuing computer equipment from the warehouse. This includes issuing/receiving the transfer paperwork and updating the information in the asset tracking database
· Inventory management

The contractor requires a combination of additional technical experience/education directly related to inventory control, asset management, warehousing, or PC maintenance totaling at least six years. Candidate must be capable of utilizing Microsoft Word and Microsoft Excel to produce reports and inventory information

Information Management Division
Database Engineering
The contractor shall be responsible for performing the duties of the system management on the Composite Health Care System (CHCS/AHLTA) will have the following areas of responsibility:
●      Troubleshoot the following;

1.   MCP enrollment/dis-enrollment problems

2.   DEERS discrepancies

3.   Provider discrepancies

4.   MCP booking problems

5.   Interfacing with users related to MCP issues

6.   Interfacing with MHS support personnel on MCP related software problems.
●      Build and maintain Files and tables related to Manage Care

●       Coordinate MCP problems with the Managed Care office
●      Coordinate problems and reports with the Regions Lead Agent

●      Interface with DEERS personnel to resolve enrollment problems

●      Create, update, and maintain Standard Operating Procedures (SOP) for 

        Managed Care
The contractor requires a combination of additional technical experience/education directly related to database administration, database analysis, database report reproduction, data dictionary administration or system development totaling at least six years.

Systems Engineering
The contractor shall be responsible to ensure all systems supported by the MHS Clinical Systems team are up and operational. These systems include, but are not limited to CHCS Legacy, AHLTA, DBSS, and Essentris. Additional responsibilities include:
· Daily functionality checks, backup verification, and working with the functional staff on solving problems that cross the line between a system problem and a user functionality problem
· Provides functional support for supported systems when needed as staffing
    Issues arise
· Logs MHS tickets for software issues that are not resolvable by site staff

● Coordinates and performs all system down time, including testing and applying system patches and installation of new software and hardware

● Performs ad hoc report generation for CHCS Legacy and AHLTA
The contractor requires a combination of additional technical experience/education directly related to database administration, database analysis, database report reproduction, data dictionary administration or system development totaling at least six years.

User Functionality/Database Maintenance
The contractor shall be responsible for working on user functionality problems and database maintenance for the systems supported by the MHS Clinical Systems team. These systems include, but are not limited to CHCS Legacy, AHLTA, DBSS, and Essentris. Additional responsibilities include:

●  Works with users to determine if problems are training related or actual functionality problems. Provides training to users when appropriate

● Works with system staff on solving problems that cross the line between a system problem and a user functionality problem.

●  Logs MHS tickets for issues that cannot be resolved by site staff

● Responsible for all local and remote hardware issues, including DII

● Provides system support for supported systems when needed as staffing
    issues arise

●  Performs command check in/out, assisting new employees with getting access to systems and finding their way around the compound

●  monitors all MHS tickets, providing status updates to the team leader. Assigns local tickets to the appropriate team personnel

The contractor requires a combination of additional technical experience/education directly related to database administration, database analysis, database report reproduction, data dictionary administration or system development totaling at least six years.
WEB Team

Web Design / Applications Development
The contractor shall be responsible for system analysis, application and overall web design techniques for Internet or Intranet development and distribution to remote sites using various technologies (e.g. hypertext Makeup Language (HTML), hypertext Transfer Protocol (HTTP), active server pages (ASP) and Common Gateway Interface (CGI).

· Designs, develops and applies organization wide information models for use in designing and building integrated, shared software and database management systems

· Designs and develops sound, logical business improvement opportunities consistent with corporate Information

· Management guiding principles, cost savings, and open system architecture objectives

· Stays up-to-date with state-of-the-art web development tools, techniques and design trends
Application Development
· Review current workflow with end-users

· Suggest web-based products to improve productivity

· Design new processes utilizing web-based  products

· Incorporate database applications utilizing SQL and scripting within HTML to create user-friendly web based software applications

· Provide documentation and usage instructions to end-users and team members

· Develop tools for team members to enable similar application development in the future
Home Page Development
· Develop and articulate the overall focus and concept for the Command’s home page, in keeping with Command priorities and objectives.

· Develop, research, lay out, write/edit new sections/features for the home page

· Search and review links for new categories

· Monitor chats and webmaster mail to identify topics that might be fitting for new sections of the home page and trends or items that could be of interest to department/program contacts or departmental web authors

· Proof/edit  new sections of the home page

· Review requests from webmasters to link to their sites

· Meet with various NMCP department staff to assist with the design of their department home page, address and resolve technical problems, and discuss new directions and technology

· coordinate with the Staff Education & Training Department to develop training on and through the Internet/Intranet

· Incorporate  and publish ad hoc reports on the Command’s Internet and Intranet utilizing web technology as directed

· Review existing practices and design and develop web-based products to aid in improved productivity

· Create and administer survey applications with live feedback to the end user

· Attach downloadable applications and videos utilizing minimum bandwidth
Home Page Maintenance
· Fine tune current home pages based on feedback from users and monthly statistics

· Constantly review appearance and structure of all pages to ensure professional appearance and efficient content accessibility

· Monitor various command department web pages to ensure that they fall under current regulations and flow with the overall design

· Ensure that all webmaster mail receive timely responses

· Monitor home page information, including links, to ensure they remain timely and accurate
The contractor requires the following qualifications:
· Strong editing skills, be deadline-oriented, and possess the ability to accurately attend to detail and balance multiple tasks.

· Experience in publishing production with Microsoft Word, Excel, Perseus, Adobe Photoshop, and Adobe Acrobat applications.

· Strong leadership and project management abilities.

· Experience in leading and working on project teams to accomplish aggressive goals under short development schedules, and the ability to meet strict deadlines.

· Experience in designing and developing web sites for delivering business products and services.

· Experience in developing and implementing processes, systems, procedures and standards for web content development.

· Knowledge of state-of-the-art Internet technology and development tools.

· Must have experience with at least three of the following: VBScript, JavaScript, Perl, PHP and SQL.

· Internet application experience utilizing Adobe Creative Suite including Photoshop, Fireworks, Contribute, Flash and

· Dreamweaver.

· Experience with MS ACCESS, MS Excel, MS SQL server 6.5 or Oracle Relational DBMS, Active Server Pages, Perseus, Adobe Acrobat Professional, SharePoint, Web trends, Zoom.

· One year of experience in the software-engineering field. .

SharePoint Developer

The SharePoint Developer will be involved in building and configuring SharePoint websites using web UI or SharePoint Designer and developing code for SharePoint. 

Specific work elements of the developer include but are not limited to assisting in project development, defining technical requirements and developing solutions; on-going support for applications; designing and customizing SharePoint solutions; overseeing architectural design and integration content management, portals, collaboration, business process or other solutions; planning and implementing software version upgrade releases; troubleshooting and debugging SharePoint sites; and working as a consultant on SharePoint customization projects. 

Skill sets for this position:
· Excellent communication skills, technical writing skills, 
· solid presentation skills,
·  management and problem-solving skills,
·  strong analytical skills,
·  leadership skills,
·  customer service skills 
·  ability to work independently and as part of a team
·  Self-motivated, detail-oriented and ability to multi-task.
 Experience required for this position include but are not limited to:
· Strong knowledge and understanding in Microsoft Office SharePoint Server 2007 /2012
· 3 - 5 years' experience with ASP.NET Development. 

· Experience in developing and maintaining Web services and multi-threading. 

· Experience of building and maintaining application using object oriented methodology. 

· Workflow Developments. 

· Great communication and customer service skills. 

· KPI knowledge. 

Education/Experience Requirements for the job of a SharePoint Developer: A successful candidate must have a good understanding of C#, .NET Framework, and ASP.NET.  A bachelor’s degree in an Information Technology related field, and/or Microsoft SharePoint certification such as MOSS and WSS. 

Important technical skills for the candidate should include SharePoint Server, ADO.NET, VB, HTML, CSS, JavaScript, jQuery, XML, SQL Server, Web Services, security, instrumentation, exception handling, SharePoint branding and support of large, complex, or enterprise-wide solutions. 
SharePoint Administrator

The SharePoint Administrator will be responsible for the management and administration of a SharePoint site collection for the Information Management Department.   The Sharepoint Administrator will interact with Business users, Management team and IT staff.

 Specific work elements of the administrator shall include but are not limited to the management of Sharepoint files, permissions and restrict and revoke access where necessary. Create, leverage and manage content types, site columns and templates for re-use in the sites. Setup and manage alerts to monitor activity on business critical information as required.  Administrator will be required to attend monthly SharePoint User Group meetings and convey information to the team, manage division intranet site and review periodically, compile monthly reports on usage and progress of site collection. 

The maintenance of system shall include the following; 

· Constantly revisit and review content to ensure business relevance 

· Customize and maintain landing page to encourage traffic and user adoption. 

· Monitor site usage and follow up on dormancy on a monthly basis. 

· Monitor for excessive complexity and suggest streamlined alternatives. 

· Monitor to ensure workflow and tasks are working correctly and emails are going out. 

· Ongoing research to determine what SharePoint can do. 

· Liaise with IT regarding the migration of sites when necessary. 

The support and services the administrator has responsibility for is as follows: 

· Encourage user adoption and embed a sense of excitement in the business regarding SharePoint. 

· First line of day to day support for users and other Site Owners below top level site. 

· Train end users in team on basic functionality. 

· Direct users to training material and resources available in the company. 

· Identify training gaps and escalates to Enterprise Governance Forum. 

· Demo technology to business units. 

· Error identification, investigation and resolution – escalate to IT required. 

· Edit and customize pages using SharePoint Designer. 

· Assist users in setting up My Sites. 

Skills set required for this position: 

· Strong PC literacy and Microsoft Office skills. 

· Minimum one year fulltime Site Owner experience or, 

· Comprehensive SharePoint End User / Train the Trainer / Mentorship Training. 

· Understanding of the SharePoint licensing model and application concepts. 

Senior Digital Designer

JOB DESCRIPTION: 

Under limited supervision, uses knowledge of current graphic design software to produce graphic art and visual materials for websites.  Generates and manipulates graphic images, animations, sound, text and video into consolidated and seamless multimedia programs.  Must remain abreast of technological advances in the field and be able to identify areas of use in the organization. 
Position responsibilities include:
· Present a solution for multiple projects with varying schedules. Have the ability to utilize the following software packages:

1. Adobe Photoshop
2. Adobe Illustrator CS5,
3. Adobe InDesign CS5, 
4. Adobe Acrobat 9 Pro,
5. Dreamweaver,
6. PaintShop Photo Pro,
7. Visio, Docu40,
8. Macromedia Flash, 
9. 3D Studio Max; 
10. Adobe PageMaker;
11. Adobe Fireworks (CS5),
12. HTML, 
13. Dynamic HTML (DHTML), 
14. CGI Scripting with Perl,
15. XML, Active Server Pages (ASP)
A great deal of creativity and latitude is expected.  Interacts daily with supervisor, peer groups, and customers; interaction normally involves exchange or presentation of factual information.  

Performs
· assignments in the form of objectives and establishes goals to meet outlined objectives
·  Measure objectives. 
· Exercises judgment within generally defined practices and policies in selecting methods and techniques for obtaining solutions.


REQUIRED EDUCATION/CERTIFICATIONS:

Bachelor's degree in related technical discipline and 3+ years of web designing experience.  Certified Internet Webmaster (CIW) Associate, Security+ certifications.

Clinical Team

Data Base Administration
Perform system administration functions for various clinical and financial systems. Systems include standard Navy Medical systems and Commercial off the Shelf (COTS) products. Systems generally have database types that include CACHE, Oracle, and SQL with Visual Basic and Web front ends. Database Administrator responsibilities on assigned systems located at Portsmouth Naval Medical Center, Portsmouth, Virginia. May involve night and/or weekend work. Incumbent will work out of the Information Management Department (IMD), Portsmouth Naval Medical Center, Portsmouth, VA; is assigned to a 7X5 weekly schedule but is subject to night or weekend calls, in the event of system and/or database problems with potential mission impact. Specific Duties:

●  Acts as system administrator/database administrator for assigned financial
    and  clinical systems.

●  Responsibilities include handling all upgrades, backups, system problems.

●  Writing of Standard Operating Procedures (SOP) for assigned systems.

●  Minimal user training will also be required.

●  Perform database and system related trouble shooting of user system problems.
Required Skills:  System and database administration skills for production systems. Knowledge of Oracle, SQL server 2000/2005, and basic Web Design. Experience in software installation and configuration, database backup and restore/recovery maintenance, database performance monitoring, planning and implementation for upgrades, user ID management, and license management.

Preferred Qualifications: Experience in Navy financial and clinical systems administration. General knowledge of CACHE and Visual Basic programming techniques.

Technical Support Division
The Technical Support Division is responsible for all Customer Support and Field Maintenance issues relative to NMCP IM/IT. The responsibilities of this division include Management, Field Technical Support, Research & Development (new technologies) workstation/client support, and Command Postmaster services.

Installation Support
The following responsibilities are required of the contractor:
· Conducts site surveys, assesses, and documents current site configuration and user requirements

· Design and optimizes network topologies

· Analyzes existing requirements and prepares specifications for hardware/software acquisitions

·  Prepares engineering plans and site installation Technical Design Packages

·  Develops hardware/software installation schedules. Prepares drawings documenting configuration changes at each site

·  Prepares site installation and test reports

·  Configures systems, communication devices, and peripheral equipment

·  Installs network hardware/software

·  Trains site personnel in proper use of recently installed hardware/software

·  Builds specialized interconnecting cables.

·  Troubleshooting system software problems and support users in overcoming difficulties with software.

·  Review, test and coordinate software updates and changes to verify correct operation and to instruct users in ways to maximize the benefits of software updates and changes.

·  Distribute and inform users about new procedures and policies established to improve system efficiency.

·  Support user groups in planning for equipment locations and reallocations, which improve system productivity, and recommend reallocations to users when inefficiencies are identified

· Support users in setting up new hardware systems including terminals, printers, and other inputs/output devices that interface with hardware

· Run diagnostics at the microcomputer level and isolate hardware malfunctions at least to the workstation level.

· Provide on-site user assistance for migration of data and orientation to the operation of Microsoft Windows NT, Outlook, Excel, PowerPoint, Word, and Access.

Information Technology Division
The Information Technology Division is responsible for Network Infrastructure, Server operations and maintenance, maintenance of active directory, and development and maintenance of CITRIX.  In addition, IT division provides network connectivity both on and off campus to shared, server-based NMCP resources, as well as Internet connectivity.

Server Team Support
The Contractor shall have the following responsibilities:
· Supervises and manages the daily operations of the System Center Configuration Manager (SCCM)

· Ensures the delivery of software packages to the NMC Portsmouth workstations through the LAN.
· Monitors the SCCM package delivery jobs to ensure timely delivery to NMC Portsmouth workstations and troubleshoots failed or “hung” jobs.

· Routinely sends instructions or updates to all workstations via script files to update necessary settings, files, or other program settings (supplement SCCM packages).

· Identify and resolve windows workstation hardware and software problems 
· provide troubleshooting advice to IMD staff
· Monitor SCCM event logs to help identify problems.

· Ensure SCCM database backup procedures are completing and periodically restore databases to verify backup reliability.

· Monitors System Query Language, SQL, Server event logs.

· Performs routine database maintenance, via SQL Server Enterprise Manager, to maintain the integrity of the SCCM database.
· Creates and Manages Recipients

· Creates user profile

· Configures offline folders

· Configures Microsoft Office

· Manages Server Configuration

· Creates and Manages Public Folders and data shares

· Manages inter-site communications

· Uses Active Roles Server to manage the user accounts.
Requirements:
●      Experience working with Directory software that allows our customer to manage the Global Address information, as well as change their passwords.

●      Experience working with Blackberry Server Administration.
●      Experience working with HP servers including DL 360 and 380 servers

●      Maintain current computer room drawings using Microsoft Visio 
●      Working knowledge of Microsoft Operations Manager (MOM)

●      Knowledge of Microsoft Windows Clustering

●      Experience working with print servers

●      Experience working with Windows Update Servers (WSUS)

●       Experience working with Active Directory (AD) policies and software pushes

●      Experience working with administration and design of login scripts

●      Experience working with Symantec Antivirus Software Server administration

●      Experience working with Symantec Storage Exec

●      Working experience in how to configure and manage the HP EVA 8000  

          Storage Area Network (SAN).

●      Working experience in how to configure and manage the HP 6800 Virtual
        Library System (VLS)

●      Experience of with how to configure and manage the HP ESL322e Tape Library
       System

●      Working experience in how to configure and manage HP backup system

        software – Data Protector

●      working experience in how to configure and manage HP StorageWorks SAN 
        Switch 4/32 switches.

●      Experience working with HP StorageWorks File Migration Agent (FMA) and 
          File System Extender (FSE)

●      Design and implement heterogeneous enterprise storage solutions that fulfill
         specific business requirements.

●      Analyze storage area network optimization

●      Optimize storage performance

Expert knowledge in database (MS SQL Server) design, tuning, modeling and backup and recovery methods in multiple version of SQL Server.

This position will require extensive MS SQL Server database development/administration experience with specific hands-on practices in the following areas:

* SQL Server clustering, replication, partitioning and mirroring.

* SQL Server Capacity and Resource Planning and management.

* Proven ability in managing databases of 100+ GB in sizes.

* Solid communication skills (oral, written, and presentation) and strong interpersonal skills required.

* Ability to accurately set and adhere to deadlines.

* Must have a very high ability to learn new things, especially about new technology developments.

* Ability to prioritize projects and workload

* High level of independent judgment.

* Must be flexible, organized, and able to handle multiple tasks simultaneously.

Telecommunications/Network Division
Network Engineering
The contractor shall provide network management and operational support to, monitor network performance, identify potential problems, and perform resource load balancing. Support shall also include troubleshooting to ascertain maintenance requirements for all equipment incorporated into the network, configuration management, and systems integration of new and existing users. The contractor shall conduct analyses of network functions and failures in an effort to isolate problem areas, determine and perform required corrective actions, and define and document configurations.  Off- site support for network equipment outside NMC Portsmouth may be conducted. The contractor shall ensure that the information resources contained on supported networks are restorable in the event of equipment failure. The contractor shall be required to open trouble tickets with the centralized SPAWAR helpdesk the TIMPO Network Service Center (NSC) to resolve the problem. The specific tasks the contractor shall perform are as follows:

· Install user requested data communications hardware and software

· Maintain effective documentation regarding the network configurations within the command

· Provide support in maintaining the Command’s Ethernet and Gigabit Ethernet Local Area Network (LAN)

· Provide Agency support in planning and installing new communications technologies

· Maintain effective documentation regarding the Ethernet LAN/ATM Wide Area Network (WAN)          
· Provide technical support to over 6,000 users who access the computer systems

· Install computer/communications cable from the computer room and punch-down block locations with the Command to various locations.

· Configure internal and external switches.

· Maintain documentation covering the entire Command to include the TriPrime Clinics (TPCs) and Branch    Medical Clinics (BMCs), and support activities cabling diagrams and document changes in hardware configuration or placement. Troubleshoot, inspect, repair, and replace parts to computer cabling configurations throughout the entire medical facility. Trace problems and repair broken or frayed wire, proper electrical contacts, and connections.

· Survey installation area to determine requirements, materials and work methods to install, or modify computers and peripheral equipment. Isolate future problems. Replace and reconfigure all malfunctioning routers, switches and internal CSU/DSUs.

· Notify vendors of software/hardware problems and the need for maintenance, and provide technical support to correct hardware or communications problems. Test installed equipment connected via Ethernet, twisted pair, single and multimode fiber.

· Trace circuits and replace parts as necessary.

· Provide technical support in receipt and shipment of computer/network hardware and reconcile inventory
· Participate in conducting hardware inventories using an automated inventory system as directed.

· Provide technical support to functional users in identifying any hardware/communications problems they may encounter.

· Identify necessary supplies to be ordered such as cables and other necessary communications equipment.

· Monitor, diagnose, and troubleshoot network traffic and protocols using a network sniffer, or similar device
· Install, maintain/document, and configure/expand network cable plant.

· Maintain  HP OpenView, Network Management Information System (NMIS) software, MRTG and What’s Up

· Gold management platform.

· Network configuration management.

· Install, configure, and manage network applications and hardware, to include, routers, switches, firewalls and any other network topology equipment.

· Responsible  for complex tasks relating to network monitoring, operations, multi-user environments, installation of local, off-site and/or remote locations.

· Responsible for installation, maintenance and usage of the LAN. Manages LAN/WAN performance and maintains

· LAN/ WAN security. Installs network software.

· Experience working with each of the following data communications protocols as related to networking: OSPF, TCP/IP, Ethernet 802.3 CSMA/CD, 802.11i, LDAP, DHCP, DNS

· Cabling (shielded/unshielded  TP, fiber optic)

· Strong Experience working with Ethernet and Gigabit Ethernet topologies.

· Basic Experience working with Multi-mode 62.5/125-fiber optic cable installation to include termination, polishing and testing, methods and techniques.

· Working knowledge for the installation, termination and testing of all categories of unshielded twisted pair (UTP), shielded twisted pair (STP) and coaxial cable.

· Knowledge in troubleshooting methods and procedures and the taking of corrective action on 56K, T1, bundled T-1, OC3, and data circuits to include any attached peripheral devices.

· Experience working with a 10 Gigabyte SMLT full-mesh Nortel core, with dual one Gigabit links to the edge switches

· Working knowledge and have 1 year configuration experience with the following equipment: Nortel 5500 series switches, Nortel Ethernet Routing Switch 8600 series, Cisco 6500 series layer 3 switch.

· Experience working with Cisco FWSM operating in a Multi Context Mode with various bridging and routing firewalls and multiple DMZs.

· Experience  working with the Foundry ServerIron GT-C2404CF
· Experience  working with Bluecoat SG-800 web cache server

· Experience  working with Juniper SA 4000 VPN

· Experience working with Juniper Netscreen Model 5GT, 5XT and 204 models configured with Policy Based Routing

· (PBR) over Route Based VPN tunnels.

· Experience  working with the Juniper SSG 20 and SSG 340 router/VPN

· Experience  working with the McAfee Intrusion Protection System (IPS) Intrushield I-2600

· Test, troubleshoot, and resolve conflicts encountered in basic network communication

· Leads a group of engineers, analysts, and/or technicians assigned for the duration of a project. Functions as technical lead of a group of engineers associated with network design, engineering implementation and operational support

The contractor requires a minimum, four year’s experience, of which at least three must be specialized experience in one or more of the following areas: network routing and switching hardware, network design, installation and support.

Additionally, the incumbent must have a minimum Cisco Certified Network Professional (CCNP) certification that is not more than two years old.
Network/System Security Engineering
Under general supervision, the Contractor holds primary responsibility for defining, coordinating and monitoring the hospital’s information system security environment and investigating suspected violations of information security policies. The Contractor shall provide support to the hospital’s client server environment through research, testing, and evaluation of computer security products and procedures to provide a reliable and secure computing environment.

· Consult with site staff to collect all system-related information necessary to prepare for intrusion detection system installation; configuration, and maintenance;

· Assesses site systems for the appropriate network and operating system software version levels and research and recommend appropriate patch levels as required;

· Demonstrates  the operation and management of the intrusion detection system;

· Review current and future network security design and recommend secure configurations to appropriate administrators;

· Monitor corporate network ingress and egress points for potential intrusions or other unsolicited connection attempts;

· Assist in the development, periodic review and implementation of IMD security policies/guidelines/standard as requested by site staff;

· Design and implement defense-in-depth security procedures that utilize firewalls, host and network based intrusion detection systems and other security devices to ensure highest levels of security are maintained;

· Determines applicability, system responsibility, and required compliance procedures for DOD IAVA and reports compliance status to command designated reporting agent.

Information Assurance Engineering
The contractor shall be responsible for planning, analyzing and designing systems enterprise wide. Shall have the expertise to develop and recommend technical solutions to highly complex network, platform and system problems. The contractor must have the ability to conduct secure system engineering and development, to include system security. Also, the contractor shall be responsible for the design of test beds for advanced hardware and software solutions

Telecom Engineering
The   contractor shall have the ability to perform highly complex network engineering task to include planning, designing, development and modifications of current network systems.  The contractor shall have the ability to install, implement, operate and maintain a wide variety of communications software/protocols, for example Ethernet.

4.0 Training
The contractor shall provide information and training on any new or updated version of software applications.  The training sessions shall be on an informal briefing nature, not formal classroom instruction.  The contractor shall assist with training of personnel when the IMD designated system administrator is not available.

5.0 Team Membership
The contractor will work as part of a dynamic team comprised of Government and other contract personnel. Team members may be required to work singly or collectively to satisfy requirements or resolve associated technical issues. Team emphasis shall be placed on individual team members understanding of the specific functional requirement and the defined solution. Off hours on call duty will be required of all team members and rotated throughout the team.

6.0. Level of Effort
All support shall be full-time (8 hour day, 5 day week, 40 man-hours) with the exception of the Help Desk team.  The primary function of the Help Desk team is to provide around the clock coverage (7x24 including holidays). The following schedule shall be followed when staffing these stations.

Help Desk Team
First Shift       
0600 – 1600  (4)

Second Shift  
1600 – 2400   (1)

Weekend
0600 – 1430  (1)
One on call   station 2400-0600 shall be available for the contractor to respond to urgent calls. In addition to laptops, the Government will provide cell phones (air time card), Blackberry devices, or pagers   to perform these duties.

Based on prior history for the same/similar services and in consideration of the effort anticipated to be performed herein, the contractor may anticipate that contract performance could involve the following labor categories and staffing levels.
It should be noted that the proposed requirement is Firm Fixed Price (FFP) performance based.  The Government estimate is provided for information purposes only and is included to serve as a reference for prospective offerors to better understand the overall magnitude of the effort.  Therefore, Offerors have the latitude to propose both quantity and mix of labor in accomplishing the requirements identified within the Statement of Work in a high quality, efficient, and cost effective manner.
Travel will be reimbursed as an incurred cost in accordance with Joint Travel Regulations (JTR).

Full Time Equivalent (FTE) = 1860 hours
Estimated Labor Requirements: (including misc. expenses)
	
	Proposed
	Basis of

	Labor Category
	Hours
	Estimate


	Support
	Division
	Qty
	Hours

	Help-Desk Specialist
	User Support
	7
	13020

	Warehouse Specialist
	User Support
	1
	1860

	Installation Support
	Information Management
	3
	5580

	Network Engineering
	Telecommunications/Network
	4
	7440

	Database Engineering
	CHCS/AHLTA/Management Information
	2
	3720

	Database/Applications
	Management Information
	1
	1860

	Systems Engineering
	Server Team
	1
	1860

	Web Design/ Applications Development
	WEB Team
	2
	3720

	Digital Designer
	WEB Team
	1
	1860

	SharePoint Administrator
	WEB Team
	1
	1860

	
	
	
	

	Site Manager
	Admin
	 
	 


ODCs (to include 79 days of training / see below)

Estimated Training Required per Year:
20 Days
Certification Training 
30 Days
Certification Training in Windows 
29 Days
Cert Training 
7.0. SPECIAL REQUIREMENTS
Government Furnished Facilities
The Government will provide office facilities, equipment, and materials for daily business use of staff called for under this order.
This shall include office space, desk, telephone, chair, computer, shared printer, and requisite consumable materials

The contractor will be provided keys or codes for access to the Government facility.
These keys and codes shall be controlled tracked, and protected.

Government Furnished Property
Contractor shall maintain a detailed inventory accounting system for Government Furnished Property.
For training required contractor travel, laptops may be provided by the Government for matters pertaining to the training course only.  Blackberry devices/Cell phones/Pagers may also be provided to contractor personnel in order to receive prompt response for trouble calls.  The contractor must keep an accounting/financial system that must specify (as a minimum) product description (make, model), Government tag number, date of receipt, name of recipient, current location, purchase cost (if the estimated value is provided by the Government), and the reason under which the equipment is being used.  This financial report shall be submitted to the Government in accordance with paragraph 9.11.

Phase-In and Phase-Out Provisions
The contractor shall provide an updated plan describing actions, plans, and procedures to ensure; (1) a smooth transition from contract award to full operational status, and (2) a smooth transition from current contract performance to performance by a different contractor in a follow-on period. Phase-out plans shall include provisions for completion of appropriate Contractor responsibilities should there be a contract termination proceeding.  In the case of a position vacancy, it is required that the position be filled within a

30 day time period.
Phase-In
The contractor shall assume total responsibility for all operations required by this contract as of the first day of the contract period. Therefore, on the initial day of performance, the Contractor shall provide a work force, which is fully qualified and capable of performing all work required under this contract.

Following award of the contract, the awardee shall participate in a Post Award Conference with the customer. The Post Award Conference will be done at least ten (10) business days   prior to   project start date. Following this event, the Contractor shall prepare a detailed Phase-In plan for assuming responsibility and accountability when working on a Government site. The Phase-In plan is due on the first day of the contract period.

The Phase-In plan will propose the contractor’s updated technical and project management approaches, project organization, staffing plan, personnel duties, and concept of operations. The Phase-In plan will form the basis for discussion at the Project Start Meeting, as discussed in paragraph 9.0 Deliverables. The contractor shall propose appropriate report format for all required documents in a separate section of the Phase-In.

Phase-Out
The contractor shall present an updated detailed plan for any phase-out period, regardless of precipitating reasons.  The plan shall include procedures for minimizing impact on contract performance.
The Contractor’s Phase-Out Plan shall:
· Present procedures for retaining the required staffing level (including Key personnel) necessary to provide complete contractual support through expiration of the contract.
· Describe in detail how responsibility and accountability will be relinquished for all Government furnished equipment. The Contractor shall coordinate his/her activities with the incoming Contractor to effect an orderly transition at the end of the contract period.
· The Contractor shall remove all Contractor-owned equipment, tools, parts, and belongings from the Government-furnished spaces by COB on the last performance day of the contract.

IT Compatibility Requirements
All telecommunications network designs shall make maximum use of existing, telecommunications infrastructure.  All MHS system modifications and new development will comply with the latest version of the DoD Joint Technical Architecture and any other DoD and MHS technical standards and policies. The goal of the MHS architectural framework is to use the Defense Information Infrastructure Common Operating Environment (DII COE) to support the MHS, as required. The MHS will emphasize both software reuse and interoperability and incorporate the DII COE concepts as applicable.

All new systems development and new development in deployed migration systems will use DoD data standards in accordance with PDASD - HA policy memo, "Use of DoD Standards in MHS Migration Systems, "of 11 March 1996.

8.0. PERIOD OF PERFORMANCE
The period of performance for contractor support will be 01 September 2013 through 30 August 2014, with 4 option years.

9.0.  DELIVERABLES
9.1 All deliverables shall be submitted to the TOM, listed in paragraph 2.0 of this attachment.

9.2  Method of Delivery. Electronic copies shall be delivered using Microsoft Office suite of tools (for example, MS WORD, MS EXCEL, MS POWERPOINT, MS PROJECT, or MS ACCESS format), unless otherwise specified by the TOM. Electronic submission shall be made via email, unless otherwise agreed upon with the TOM. Oral status reports may also be requested periodically.

9.3  Government Acceptance Period. The TOM will have five (5) workdays to review draft deliverables and make comments. The Contractor shall have two (2) workdays to make corrections. Upon receipt of the final deliverables, the TOM will have two (2) workdays for final review prior to acceptance or providing documented reasons for non- acceptance. When the Government fails to complete the review within the review period, the deliverable will become acceptable by default.

The TOM will have the right to reject or require correction of any deficiencies found in the deliverables that are contrary to the information contained the Contractor’s accepted proposal. In the event of a rejected deliverable, the Contractor shall be notified in writing by the TOM of the specific reasons for rejection. The Contractor shall have five (5) workdays to correct the rejected deliverable and return it per delivery instructions.

The contractor shall produce the following deliverable products in accordance with the schedule set forth in paragraph.

9.4  Project Start Meeting. The contractor will provide a project start meeting on-site at the Government's location, NMC Portsmouth-IMD, no later than 10 days after project start or at a date and time that is convenient to, and agreed upon by, all parties. The project start meeting topics will include: (1) Project organization; (2) Project requirements (including staffing, and any clarifications of minimum personnel qualifications); (3) Concept of operations (including regular and emergency

work conditions); (4) Reporting requirements (including format, content and structure ;) (5) Identification of key NMC Portsmouth IMD and contractor personnel. All key contractor and NMC Portsmouth IMD personnel will attend (6) further elaboration on deliverables (including format and answering any questions/concerns).

9.5  Project Start Meeting Report. The contractor will provide the TOM a Project Start Meeting Report no later than 5 working days after the project start meeting. The contractor will provide this report in both hardcopy and softcopy.
9.6  Technical and Management Plan (TMP). The contractor shall provide the TOM a Technical Management Plan. The TMP will propose the contractor’s technical and project management approaches, project organization, staffing plan, personnel duties, and concept of operations. The draft TMP will be submitted no later than 10 working days after project commencement, and will form the basis for discussion at the Project Start Meeting. The contractor shall propose appropriate report format for all required documents in a separate section of the TMP. The contractor shall provide a draft TMP in both hard copy and soft copy. NMCP-IMD will approve/disapprove the form and format of this plan and provide comments within 10 working days of receipt. The contractor shall incorporate comments within 10 working days of receipt.

9.7  Monthly Project In-Progress Review (IPR). The contractor will provide NMC Portsmouth IMD a monthly project IPR no later than the 20th day of the month. The IPR shall be a formal review whereby the contractor will discuss matters such as project requirements, current and planned project activities, contract personnel status, and problems encountered or anticipated, that may affect project price, scope and/or schedule.

9.8  Progress/Status Meeting Report. The contractor will provide TOM a Progress/Status Meeting Report no later than the 5th working day following the end of each month in both hardcopy and softcopy. The report will be in response to questions/concerns from the previous monthly IPR and also provide projections for monthly a lead in.

9.9  Phase-In Plan. The contractor shall provide a draft Phase-In plan in both hard copy and soft copy. -PIMD will approve/disapprove the form and format of this plan and provide comments within 10 working days of receipt. The contractor shall incorporate comments within 10 working days of receipt.

9.10 Phase-Out Plan. The contractor will provide a Phase-Out Plan no later than 30 days after the project start date. The Phase-Out Plan shall present procedures for retaining the required staffing level necessary to provide complete contractual support through expiration of the contract.  In addition, it should describe in detail how responsibility and accountability would be relinquished for all Government furnished equipment.

9.11  Performance and Cost Report. The contractor will provide NMC Portsmouth IMD a monthly Performance and Cost Report in SC. The first submission will be made not later than the 20th day of the month in the month after project commencement. Subsequent report submissions will occur monthly, no later than the 20th day of the month. The contractor also shall maintain a financial inventory accounting system for Government Furnished Equipment, Government Furnished Software, and other Government Furnished Tools, and provide the TOM information necessary to manage this task. This report will be presented at the monthly IPR.

9.12 Monthly Progress Reports. The contractor will provide NMCP Portsmouth IMD Task Manager with monthly status reports. The reports will be due by the 20th of each month and will be the basis of the monthly IPR. The report shall include the project title, name of person assigned task, objective, status.
10.0. SUMMARY SCHEDULE OF MILESTONES AND DELIVERBLES 
	Milestone/Deliverable
	Responsibility
	Date

	Project Start & Phase In Plan
	NMCP / Contractor
	TBD

	Project Start Meeting
	Contractor
	10th Working Day

	Updated Phase-Put Plan Meeting following Project Start
	Contractor
	30 Days After Project Start

	Monthly Project In-Progress Review (IPR)
	NMCP
	20th Day of the Month

	Monthly Performance and Cost Report
	Contractor
	20th Day of the Month

	Progress Meeting Report 
	Contractor
	5th Day of the Month

	Monthly Status Report
	Contractor
	20th Working Day

	Monthly Progress Report
	Contractor
	20th Day of the Month


11.0 Electronic Security
11.1 Contractor Information Systems (IS)/networks that are involved in the operation of systems in support of the DoD Military Health System shall operate in accordance with controlling laws, regulations, and DoD policy.

11.2 Certification & Accreditation (C&A) requirements apply to all DoD and contractor's IS/networks that receive process, display, and store or transmit DoD information. The contractor shall comply with the C&A process for safeguarding SI. Certification is the determination of the appropriate level of protection required for IS/networks. Certification also includes a comprehensive evaluation of the technical and non-technical security features and countermeasures required for each system/network.

11.3 Accreditation is the formal approval by the government to operate the contractor's IS/networks in a particular security mode using a prescribed set of safeguards at an acceptable level of risk. In addition, accreditation allows IS/networks to operate within the given operational environment with stated interconnections; and with appropriate level of protection for the specified period.

11.4 The contractor shall comply with C&A requirements, as specified by the government that meet appropriate DoD Information Assurance requirements. The C&A requirements shall be met before the contractor's system is authorized to access DoD data or interconnect with any DoD IS/network that receives, processes, stores, displays or transmits DoD data. The contractor shall initiate the C&A process by providing the Contracting Officer, within 60 days following contract award, the required documentation necessary to receive an Approval to Operate (ATO). The contractor shall make their IS/networks available for testing, and initiate the C&A testing four months (120 days) in advance of accessing DoD data or interconnecting with DoD IS/networks. The contractor shall ensure the proper contractor support staff is available to participate in all phases of the C&A process. They include, but are not limited to:

❍     Attending and supporting C&A meetings with the government

❍     Supporting/conducting the vulnerability mitigation process

❍     Supporting the C&A Team during system security testing
11.5 Contractors must confirm that their IS/networks are locked down prior to initiating testing.
❍     Conformation of system lock down shall be agreed upon during the definition of the C&A boundary and be signed and documented as part of the System Security Authorization Agreement (SSAA)

❍     Locking down the system means that there shall be no changes made to the configuration of the system (within the C&A boundary) during the C&A process

11.6 Any re-configuration or change in the system during the C&A testing process will require a re-baselining of the system and documentation of system changes.

11.7 Vulnerabilities that have been identified by the government as "must-fix" issues during C&A process must be mitigated according to the timeline identified by the Government Representative. C&A Checklists are provided for complying DoD C&A requirements. Reference material and C&A tools may be obtained at: http://www.tricare.osd.mil/tmis_new/ia.htm.

11.7.1 A request for a waiver to the C&A requirements may be submitted for temporary testing and other usual circumstances. A waiver request must be submitted, in writing, to the Designated Approving Authority (DAA). The request must include mitigation strategies that ensure adequate protection measures and security controls are in place (for example: air gapping a testing network).

11.8 Information Assurance Vulnerability Management (IAVM). The contractor shall implement an information assurance vulnerability management program. The DoD IAVM program provides electronic security protections against known threats and vulnerabilities. The IAVM program requires the registration of AIS system assets, which then allows for the timely dissemination of critical vulnerability information. It also assists in the documentation and tracking of compliance, providing increased electronic security to MHS systems. As part of the program, the contractor shall provide a primary and secondary point of contact in the Vulnerability Management System (VMS) and to the MHS Information Assurance Vulnerability Alert (IAVA) Monitor. The point of contact shall provide, upon receipt of a vulnerability message, an acknowledgment of receipt via the VMS. The contactor shall thoroughly test all mitigations for the vulnerability, and upon applying the mitigation to the system, report compliance in the VMS. Receipt and compliance messages to the government shall occur within the stipulated time window, as stated in the vulnerability message or in the VMS.

11.8.1 The contractor shall ensure AIS assets that are under development are registered in the VMS and have all applicable electronic patches installed for the system (1) when the system is delivered to the Government, or (2) if the AIS assets are used to store or process Government data prior to delivery (such as when being used in testing and development).

11.8.2 Guidance regarding the requirement for IAVM is contained in the DoD Information Assurance Vulnerability Alert (IAVA) December 30, 1999 memorandum and Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6510.01 (Appendix A to Enclosure B) provides additional reference information. Implementation is addressed in the Defense Information Systems Agency (DISA) IAVA Process Handbook, Version 2.1, June 11, 2002. An asset is defined as any hardware device, such as a router, firewall, server, or an operating system image accessed by more than one user. Primary servers and the workstations that they support are assets that must be registered in the VMS. The DISA VMS web enabled application is used to disseminate IAVAs, Information Assurance Vulnerability Bulletins (IAVBs), and Information Assurance Technical Advisories down to the System Administrator (SA) and applicable personnel throughout the chain of command.

11.8.3 The contractor shall maintain any development environments in accordance with TMA Information Assurance IA best practices and operational requirements. During product development for the government, the contractor shall ensure that all IA mitigation strategies have been applied to the development environment prior to any Government data being loaded onto any assets or software for testing or delivery.

11.8.4 IA mitigation strategies include security updates, service packs, and changes to operating procedures as physical and cyber vulnerabilities are detected. Operating system, routers, servers, development platforms and the application being delivered to the government shall be in compliance with all known applicable Department of Defense Computer Emergency Response Team (DoD-CERT) Alert, Bulletin, and Technical Advisory Notices published during the past 36 months.

11.8.5 Disposing of Electronic Media. Vendors shall follow the DoD standards, procedures, and use approved products to dispose of unclassified hard drives and other electronic media, as appropriate, in accordance with DoD

Memorandum "Disposition of Unclassified Computer Hard Drives," June 4, 2001. Vendors are required to also
follow DoD guidance on sanitization of other internal and external media components in DODI

8500.2 "Information Assurance (IA) Implementation," 6 Feb 2003 (see PECS-1 in enclosure 4 Attachment

5) and DoD 5220.22-M "Industrial Security Program Operating Manual (NISPOM)," (Chapter 8).

11.9 Ports Protocols and Services. Vendors shall follow all current DoD and Defense Information Systems Agency

(DISA) standards and requirements for acceptable Ports, Protocols, and Services. Any requests for exception to using the current DISA Ports, Protocols, and Services standards requires an request for exception sent through the Program Manager to the DAA.

11.10 Public Key Infrastructure and Encryption. Vendors shall follow the DoD standards, policies, and procedures related to the use of Public Key Infrastructure (PKI) certificates and biometrics for positive authentication. Where interoperable PKI is required for the exchange of unclassified information between DoD and its vendors and contractors, industry partners shall obtain all necessary certificates. Vendors must turn over to the Government all encryption keys for deployed systems, backdoor algorithms, and procedures for their use in remote support. The Vendor must provide a written report detailing all of the above, prior to task order expiration, regardless of modifications or extensions.

11.11 Information Systems (IS)/Networks Physical Security. The contractor shall employ physical security safeguards for IS/Networks involved in processing or storage of Government Data to prevent the unauthorized access, disclosure, modification, destruction, use, etc., and to otherwise protect the confidentiality and ensure use conforms with DoD regulations. In addition, the contractor will support a Physical Security Audit performed by the Government of the contractor's internal information management infrastructure. The contractor shall correct any deficiencies identified by the Government of the contractor's physical security posture. The contractor shall be required to follow all requirements in the MHS Information Assurance Policy. New MHS policies will be posted to the following website: http://www.tricare.osd.mil/tmis_new/IA.htm.
11.12Special Requirements for Protected Health Information. Whenever a contract is awarded that requires the vendor to collect, use, copy, access or store Protected Health Information (PHI) in commercial office space, the contractors must:

1. Notify the TOM.
2. Sign a Data Use Agreement (DUA). If access and/or extraction of PHI are required from a DoD AIS for any reason, the contractor must request and receive an approval of the DUA prior to accessing, extracting, copying, or storing information to or from any DoD AIS. The DUA must be approved by the TOM before PHI may be used by the contractor as stated above. The contractor shall only request access to the minimum amount of data required to achieve the objectives outlined and specified in the DUA. Once a DUA is approved, the contractor must fully comply with all terms and conditions stated therein. The DUA is a separate contract with its own terms and conditions. The contractor shall only retain the data for the minimum amount of time required to achieve the objectives outlined and specified in the DUA. DUAs are active at a maximum, for one year, and at the expiration of which the contractor must renew it or submit a Certificate of Data Destruction to the TOM.
3. Comply with all HIPAA requirements.
4. Follow all DUA and DoD requirements for secure disposal, destruction, and/or sanitization of all equipment that contained PHI.  The contractor shall ensure that data which contains PHI is continuously protected from unauthorized access, use, modification, or disclosure. The contractor shall comply with all previously stated requirements for HIPAA, Personnel Security, Electronic Security, and Physical Security.

Dissemination of Information/Publishing
There shall be no dissemination or publication, except within and between the Contractor and any subcontractors or specified Integrated Product/Process Team (IPT) members who have a need to know, of information developed under this order or contained in the reports to be furnished pursuant to this order without prior written approval of the TOM or the Contracting Officer.  TMA approval for publication will require provisions which protect the intellectual property and patent rights of both TMA and the Contractor.
11.0 GOVERMENT FURNISHED INFORMATION
The Government will furnish on-site work spaces located in, or near, the NMC Portsmouth IMD spaces where the work is normally being performed  (e g., the software personnel may be located in IMD software work spaces that are not necessarily contiguous to the main IMD work spaces).  Work will also be performed at Branch Medical Clinic sites that are within the Area of Responsibility (AOR) of the NMC Portsmouth.

The Government will provide the contractor informal software training for selected NMC Portsmouth software at the NMC Portsmouth.  
All project requirements will be performed at the NMC Portsmouth and Branch Medical Clinics in the local commuting area. During the workday, the Contractor will provide transportation to other work sites in the local Portsmouth commuting area, as required.   The contractor shall agree to periodic Government inspections as determined by the TOM.

