

PERFORMANCE WORK STATEMENT
for
U.S. Fleet Cyber Command (FLTCYBERCOM)
Office of Compliance and Assessment (OCA)
Cyber Security Inspection and Certification Program (CSICP)


PERIOD OF PERFORMANCE:  The base period of performance with begin 27 September 2013 and continue through 26 September 2014. The contract will contain two, 12-month option periods.  

PLACE OF PERFORMANCE:  The current primary place of performance is U.S. Fleet Cyber Command (FLTCYBERCOM) Suffolk, VA. The place of performance may also be in Norfolk, VA; Virginia Beach, VA; or San Diego, CA. Specific locations will be identified on each task order.  At least eighty percent of the work on the overall contract effort within each 12-month performance period will be conducted at Government facilities and up to twenty percent may be conducted at Contractor facilities due to space limitations/constraints. 

Though intent is to conduct shipboard inspections in port, contractors may also be required to spend time at sea on Navy vessels on rare occasions (expect no more than 2 weeks per year).  

APPLICABLE DOCUMENTS:  The following documents are applicable to this Performance Work Statement and are available on-line:

a. DoDD 8500.1, Information Assurance, 24 October 2002
b. DoDI 8500.2, Information Assurance (IA) Implementation, 6 February 2003
c. DOD 5200.1-R, Information Security Program, January 1997
d. DoDD 5200.40, DOD Information Technology Security Certification and Accreditation Process (DITSCAP), 30 December 1997
e. DOD Directive 5205.8, Access to Classified Cryptographic Information, 20 February 1991
f. CJCSI 6211.02B, Defense Information System Network Policy, h. Responsibilities and Processes of 31 July 2003
g. CJCSM 6510.01, Defense-In-Depth: Information Assurance and Computer Network Defense of 25 March 2003 w/Ch-1
h. SECNAV 5239.3A, Department of the Navy Information Assurance Policy, 20 December 2004
i. Information Assurance Certification and Accreditation Process (DIACAP) Interim Guidance, 6 July 06
j. Navy Telecommunications Directive (NTD) 08-10 Navy Ports, Protocols, and Services (NPPS) for Navy Unclassified and Classified Networks
k. 5 USC 552a, The Privacy Act of 1974
l. Director of Central Intelligence 6-3, Security Policy on Intelligence Information in Automated Systems and Networks
m. NSTISSP No. 11 Revised, National Policy Governing the Acquisition of Information Assurance (IA) and IAEnabled Information Technology (IT) Products, June 2003
n. USN/USMC IA PUB-5239-22, Information Assurance Protected Distribution System (PDS) Publication, October 2003
o. NSTISSAM TEMPEST/2-95A, Red/Black Installation Guidance, 3 February 2000
p. SECNAV 5216.5D, Department of the Navy Correspondence Manual, 2 June 2005 w/CH-2q. Other relevant IA policy documents as published or updated.
q. Department of the Navy (DON) Federal Information Security Management Act (FISMA) Guidelines of Mar 06
r. DOD Directive 8570.1, Information Assurance Training, Certification , and Workforce Management of 15 Aug 04
s. DOD 8570.01-M, Information Assurance Workforce Improvement Program of 10 Dec 05

OBJECTIVE:  The objective of this effort is to procure contractor support services to augment Government personnel performing operational support.

The contractor ensures continual support services for the applicable model, providing the required labor to ensure the Government’s mission is successfully accomplished.  It is of paramount importance that the contractor comprehends the nature of supplemental labor and need for properly qualified/certified employees per functional area to include appropriate certifications required by the DOD IA Workforce guidance and USCYBERCOM.  

BACKGROUND: FLTCYBERCOM has the responsibility to ensure Navy networks are maintained securely; at an acceptable level of risk.   FLTCYBERCOM also has the responsibility to establish cyber security inspection teams to conduct Command Cyber Readiness Inspections (CCRI) on behalf of United States Cyber Command (USCYBERCOM).  USCYBERCOM FRAGO 11-022 DTG 092213Z MAY 11 directs FLTCYBERCOM to establish Defense Information Systems Agency (DISA) certified inspection teams to conduct CCRIs.  Additionally, FCC conducts Cyber Security Inspections (CSIs) of Navy networks to satisfy its own requirements. To meet this tasking, the Cyber Security Inspection and Certification Program (CSICP) was developed.  The Office of Compliance and Assessment (OCA) directorate oversees these requirements on the Commander’s behalf.

The CSICP involves three stages. Stage 1 is executed by a command’s Immediate Superior in Command (ISIC) and consists of an administrative review of the command’s cyber security posture.  Stage 1 does not involve contract support. Stage 2, Assessments, consists of a more thorough, technical review of a command’s cyber security posture and is executed by the command’s Echelon 2 commander under the guidance of FCC OCA.  For example, Navy Cyber Forces (NCF) handles Stage 2, Assessments, for all a-float units.  Stage 3, Inspections, are executed by a team of Technical Reviewers from FCC OCA.  NETWARCOM’s NETOPS-2 branch is responsible for tracking inspection findings and ensuring they are resolved.
 
SCOPE:  The scope of the contract is to procure contractor support services to conduct Stage 2, TAVs; support Navy sites in preparation for Stage 3, Inspections (CSIs/CCRIs); inspect Navy commands via rigorous Verification, Validation, and Reporting (VV&R) inspection methods , and conduct detailed analysis of cyber security-related issues to include inspection/TAV findings.  This requirement must extend to operations in a secure environment for classified and unclassified information technology (IT) processes and requirements in support of Joint and other service/agency requirements.   Personnel supporting Stage 3 inspections must be capable of achieving DISA certification  to conduct CCRIs or have the technical background and expertise to be quickly certified by DISA and meet DOD IAT or IAM (as appropriate) workforce Level II IAW DOD 8570 series requirements.  Stage 2 reviewers do not currently require DISA certification, but may require that at a later date and will be reflected in future task orders.  Stage 2 reviewers and personnel supportingNETOPS-2 do however require a workforce that meets DOD IAT workforce Level II IAW DOD 8570 series.

STAGE 2 – ASSESSMENTS AND TRAINING (ECHELON 2) 
For estimate purposes only, a typical Stage 2, Training and Assist Visit (TAV), team consists of a Team Lead, two technical experts in various fields, and one traditional security expert. Team size can vary based on the size of the inspected command/network. Tasks for Stage 2 include, but are not limited to the following:  
· The contractor will support Echelon 2 commands in conducting CSICP Stage 2 Assessments (also known as Training and Assessment Visits (TAVs)).  
· The contractor shall provide a technical point of contact (Team Lead; as staffing levels dictate) to organize the work completed by a team of civilians and contractors that will form the nucleus of the assessment team.  Team Lead Stage 2 duties include but are not limited to:
· Act as a single point of contact for resolution of assessment issues with sites.
· Provide initial support of all problems or requests. 
· Notify Echelon 2  leadership of any discovered issues that will negatively affect a site’s IA posture.
· Attend all in/out-briefs when possible whether in person or via electronic methods.
· Provide guidance/training to inspected site’s POC as well as internally to other contractors.
· Adhere to established policies and procedures.
· Lead supporting contractors in their efforts.
· Assist military OIC with tallying commands’ findings in a format approved by the Echelon 2 command.
· Aid military in developing teams with experts in all required technical areas.
· Track training required for all team members.
· Stage 2 Technical Reviewers contractor duties include, but are not limited to, the following:
· Notify Echelon 2 leadership of any pending issues that will affect a sites score or IA posture.
· Support Team Leads, and OICs as necessary.
· Provide guidance/training to inspected site’s personnel as well as internally to other contractors.
· Adhere to established policies and procedures.
· Support Team Leads in technical fields.
· Travel to commands/sites and perform technical duties such as running scans, review command documentation/policies, upload results into VMS, and any other tasks necessary to complete a Stage 2 assessment.
· Obtain appropriate IAWF certification.
· Assist in researching trend data from Assessments.
STAGE 3 – INSPECTIONS 
For estimate purposes only, a typical OCA Stage 3 inspection team consists of a Team Lead, five technical experts in various fields (Host-Based Security Suite (HBSS), Windows, UNIX, etc) and one traditional security expert. Team size can vary based on the size of an inspected command/network. The traditional security expert reviews the physical security of the site, ensures protective measures are in place, documents for incident response, etc.  Technical experts conduct assessments of network infrastructure including scans on boundary systems, network infrastructure, programs of record and potentially any system connected to the network; review results and documentation; verify system settings; review windows settings; and determine site’s IA posture.  Some reviewers are experts in certain programs of record (POR) such as HBSS, Global Command and Control Suite (GCCS), etc. Tasks for Stage 3 include, but are not limited to the following:  

OCA SUPPORT TO ASSIST COMMANDS WITH CCRI/CSI PREPARATIONS:
· Contractors, acting as Action Officers (AO), will be liaisons between OCA and all sites scheduled for inspections.  The contractor shall make initial contact with the site POC at least 120 days prior to a scheduled inspection.  The AO will utilize established OCA documentation and timelines to provide technical guidance to a site, act as a point of reach back, notify FCC OCA leadership of any pending issues that will affect the inspection, and attend all out-briefs whether in person or via electronic methods as available.  Contractors not acting as AOs will support the AO with any technical review or assistance that he/she may find necessary. OCA AO’s shall be full-time employees that reside with FCC OCA at Government facilities Monday through Friday, 0730 – 1630.
· CCRI/CSI AO preparation duties include but are not limited to:
· Act as a single point of contact for resolution of all CCRI-related issues for Navy sites.
· Provide initial support of all problems or requests. 
· Support other Action Officers as necessary.
· Provide guidance to site’s POC as well as internally to other OCA contractors.
· Adhere to established policies and procedures.
· Report sites’ progress via established FCC OCA procedures and documentation.
· Attend Action Officers’ weekly meetings.
· Archive all inspection information for future reference.
· Post associated documents to the OCA portal and assist OCA in portal management
CONDUCT FCC OCA STAGE 3 (INSPECTIONS) CSIs AND CCRIs:
· The contractor will support Command Cyber Readiness Inspections (CCRIs)/ Cyber Security Inspections (CSIs) through two phases; pre-inspection coordination and inspection addressing the actual execution of the inspection.
· The contractor shall provide a technical point of contact (Team Lead; as staffing levels dictate) to organize the work completed by a team of civilians and contractors that will form the nucleus of the inspection team.  Team Lead CCRI/CSI duties include but are not limited to:
· Act as a single point of contact for resolution of inspection issues with sites.
· Provide initial support of all problems or requests. 
· Notify FCC OCA leadership of any discovered issues that will negatively affect a site’s score or IA posture.
· Attend all in/out-briefs when possible whether in person or via electronic methods.
· Support other Team Leads, AO’s, and OIC’s as necessary.
· Provide guidance to site POC as well as internally to other OCA contractors.
· Adhere to established policies and procedures.
· Report sites’ progress via established USCC/FCC OCA documentation.
· Lead supporting contractors in their efforts.
· Assist military LNO with tallying commands’ scores.
· Obtain DISA certification to conduct CCRIs.
· Maintain DISA certification and alert OCA and training officer 4 months prior to certification expiration to allow for refresher training.
· Aid military in developing teams with experts in all required technical areas.
· Track training required for all team members.
· Non-AO or Team Lead contractor duties include, but are not limited to, the following:
· Notify FCC OCA leadership of any pending issues that will affect a sites score or IA posture.
· Support Action Officers, Team Leads, and OICs as necessary.
· Provide guidance/coaching to other site POC as well as internally to other OCA contractors.
· Adhere to established policies and procedures.
· Support AOs and Team Leads in technical fields.
· Travel to commands/sites and perform technical duties such as running scans, review command documentation/policies, upload results into VMS, and any other tasks necessary to complete a CCRI/CSI.
· Obtain DISA certification to conduct CCRIs.
· Maintain DISA certification and alert OCA and contractor training officer 4 months prior to certification expiration to allow for refresher training.
· Obtain appropriate IAWF certification.
· Assist in researching trend data from CCRIs/CSIs.

NETOPS-2 MISSION 
Contractor shall be responsible for tracking inspection findings and ensuring they are resolved IAW DoD and DoN regulations/instructions. Tasks for NETSOPS-2 include, but are not limited to the following:  
· The contractor will support Navy Network Warfare Command’s NETOPS 2 in tracking all CSICP findings to resolution.  
· The contractor shall provide technical expertise to NETOPS 2 and perform tasks as directed to support CSICP to include but not limited to:
· Coordinating with inspected commands post-inspection to ensure all inspection findings are appropriately addressed.
· Working with Programs of Record (PORs) to ensure system vulnerabilities are known and addressed.

CSICP ANALYSIS CELL 
CSIs result in volumes of data.  The contractor shall analyze and compile the data into usable/productive formats that support leadership and enhances ability to identify shortfalls in cyber security manning, training, or system performance.  This analysis cell will conduct any data analysis, studies, pilot programs, or inspection follow-up as deemed necessary.  The Analysis Cell will be comprised of experts in information technology, cyber security, database/portal software, and process/risk analysis. Tasks for Analysis Cell include, but are not limited to the following:  
· The contractor is required to support future analysis efforts, perform detailed studies, execute pilot programs as determined by FCC OCA, draft instructions, or conduct post-inspection follow-up/research/analysis.  Support may include, but is not limited to:
· Work with MS ACCESS to “pull” CSI results from the Vulnerability Management System (VMS) and tailor those results into a usable format as deemed necessary by the analytical cell or FCC OCA leadership.
· Work with FCC’s portal (SHAREPOINT) to publish these results and other products in a usable format as deemed necessary by the analytical cell or FCC OCA leadership.
· Provide detailed analysis of CSI results in a manner that supports FCC leadership’s understanding of the Navy’s cyber security posture, status of trends in the cyber security findings, and aids FCC’s prioritization of efforts.
· Provide cyber security and programmatic analysis as tasked.
· Conduct pilot programs as created to test cyber security hypotheses and theories based on CSI results/trends.
· Assist in researching trend data from CCRIs/CSIs.
· Provide analysis on OCA or cyber security processes as necessary.
· Analyze inspection findings for compilation of quarterly lessons learned.
· Develop technical reports, instructions, directives, lessons learned messages, and other items as necessary or as tasked.


VERIFICATION, VALIDATION, AND REPORTING (VV&R)
The contractor shall use Verification, Validation, and Reporting (VV&R) teams to inspect Navy and Marine Corps Intranet information assurance obligations/operations.  The team will be similarly staffed as a CSICP Stage 3 team and analyze NMCI information assurance operations to include technical and administrative matters.  

[bookmark: OLE_LINK5][bookmark: OLE_LINK6]TECHNICAL SUPPORT
In addition to conducting inspections, contract personnel shall provide technical support to OCA military and Government leadership including but not limited to:
· Provide recommendations regarding inspection grading criteria.  Assist in interpreting and applying grading criteria to ensure assessments accurately reflect Information Assurance posture.
· Assist with compiling statistical trends, lessons learned and best practices.
· Assist in preparing CSICP program briefs as well as briefing material for specific technology areas.
· May be required to attend working groups and meetings to provide technical input and present inspection findings, trends and best practices.
· Administrative support duties and responsibilities include, but are not limited to, the following:
· Provide routine support such as reporting daily muster of contractor employees and act as a focal point for FCC OCA leadership when dealing with work related issues.
· Assist in scheduling site visits.
· Conduct technical and document research in support of OCA efforts.
· Act as contractor Training Officer; track, schedule, and enforce training necessary in support of OCA mission or as dictated in this SOW.
· Help draft policies, instructions, message traffic, and internal guidance.
· Maintain statistical data regarding CCRIs and CSIs.
· Draft quarterly reports based on statistical data recorded.
· Act as OCA Knowledge Management Officer and ensure process refinement and information sharing goals are efficient and sufficient.
· Draft Information Papers on pertinent or requested issues.
· Support outside agencies/commands with CSICP-related tasks such as tracking inspection findings
DELIVERABLES:  The Contractor shall provide the deliverables listed below to be detailed on each Task Order. Deliverables shall be prepared in contractor format where not otherwise specified by the Government.  Deliverables shall be provided to the Contracting Officer Representative (COR).  All final deliverable submissions shall remain the property of the U.S. Government.  All revisions will be due in the specified timeframe as identified by the Government.  All methodologies and recommendations shall be reviewed and approved by the Government prior to submission/implementation.
· Monthly Activity Reports: Summary of productivity/metrics for the month broken down by individual and sub-task and or as defined by the COR.  Include significant issues/plans, estimated resource requirement and task completion dates, list of outstanding issues including amplifying remarks pertaining to background, assumptions, constraints and recommendations, and status of initiatives, projects, milestones, and tasks with the percentage completed.  Submit by the fifth of each month for the previous month’s information.  Expect feedback from the Government when additional information is required to address specific issues.

· Provide Weekly Activity Reports: Summary of productivity for the week broken down by individual and sub-task and or as defined by the COR.  Include events/metrics for weekly accomplishments, significant issues, plans, constraints, estimated resource requirement, and task completion dates. Submit NLT COB Wednesday of the week after.

· Provide other statistics and reports as required by OCA.

· Provide trip reports upon return from any CSICP-related travel.  Include purpose, highlights, issues, and action items/recommendations.  Submit by the third day of return. 

· OCA contractor shall upload Program of Record (POR) findings to the appropriate Vulnerability Management System (VMS) buckets utilizing the “manage by feature” or similar technological means during inspections to reflect accurate program ownership.  

· OCA contractor shall provide reports outlining discrepancies between pre-visit scoping review of current C&A documentation and what is physically sighted during assessments and inspections via email to the COR and ODAA.  Submit to ODAA by the third day of return from assessment or inspection.  

· Inspection Results:  During Stage 3 (Inspections), contractor acting as Team Lead shall ensure all findings are upload into VMS and provide the Government lead with a site or command’s score, the breakdown of the score, and any/all supporting data.  The contractor shall also aid in the drafting of all post-inspection deliverables such as out-brief, record message traffic, lessons learned, etc.

· The contractor shall provide analysis of trends in assessment and inspection findings and other areas as directed by OCA. All CSICP score data should support the creation of trend analysis reports that will be drafted quarterly and routed to the government or military lead.

· The contractor shall provide detailed documentation on all tasked actions that affect CSICP such as CTO compliance/reporting.

SECURITY REQUIREMENTS: 	All contractor personnel shall have a U.S. citizenship and a security clearance as required in meeting the terms of this contract identified in Attachment II – “Pricing Spreadsheet.” The contractor shall pre-clear new employees within 10 days of starting on the contract and must obtain approval from the Regional Security Officers.  Contractor personnel shall comply with DON and local security requirements.

GOVERNMENT RESOURCES:	Contractors physically located in a FLTCYBERCOM facility will be provided an NMCI seat and all associated hardware/software that will be needed to complete above described tasks.  

CONTRACTOR FURNISHED FACILITIES:	Contractor facilities shall be located in the Tidewater, Virginia area.  In addition to providing workspace, this site shall also include conference room facilities for 25 people along with conference telephone and VTC capabilities. This facility shall only be used to process sensitive, unclassified information only.

RESUMES: The review of resumes will not be a part of the evaluation process; however, the Government reserves the right to review resumes at any time.  Upon request, resumes shall be provided to the COR, Alternate Contracting Officer Representative (ACOR), and Contracting Officer

KEY PERSONNEL: During the first ninety days of performance, the Contractor shall make no substitutions of key personnel unless the substitution is necessitated by illness, death, or termination of employment.  The Contractor shall notify the Contracting Officer within 15 calendar days after the occurrence of any of these events and provide any necessary information.  After the initial 90-day period, the Contractor shall submit the information to the Contracting Officer at least 15 days prior to making any permanent substitutions for any contractor personnel.  No personnel substitutions will be executed without Government approval by the COR.

The Contractor shall provide a detailed explanation of the circumstances necessitating the proposed substitutions, complete resumes for the proposed substitutes, and any additional information requested by the Contracting Officer.  All proposed substitutes must have qualifications that are equal to or higher than the qualifications required of the person to be replaced. 

PERSONNEL QUALIFICATIONS: The contractor is responsible for providing personnel with expertise in the areas as described in the contract.  Candidates are expected to be high-level self-starters with demonstrated technical experience in the appropriate functions.  Personnel assigned to this task must keep current on the respective technologies associated with the contract.

The majority of the contractor employees, under the provisions of the contract, shall perform functions in direct support of Information Assurance.  The skill sets of the contractor personnel shall enable fulfillment of responsibilities as identified in Attachment A – “Labor Category Descriptions” to include mandatory certifications as directed by OCA requirements for USCYBERCOM/DISA CCRI certification and DOD IAT Workforce Level II and IAM Workforce Level II (as required by position) IAW DOD 8570 series.  Requirements for performance of work at these levels are specified in DOD 8570 series and contractor personnel must be in compliance with the DOD 8570 series prior to reporting.

All contractor personnel shall complete certifications during the Transition Period which will begin 90-days prior to contract start date. Defense Information Systems Agency (DISA) acts as the gatekeeper for this program and recommends certification of individuals to USCC based upon completion of their training track. USCC certification is unique and specific to cyber inspections and includes formal classroom training, training inspections under instruction, and DISA-led certification check rides.  

The contractor shall be responsible for the provision of adequate levels of staffing required to meet CSICP’s functional requirements and performance measures. OCA requires at a minimum four inspection teams (See “STAGE 3 – INSPECTIONS” for estimates). Estimated level of effort for each labor category is provided in Attachment ?? – “Anticipated Level of Effort.” All teams shall be capable of quickly becoming USCYBERCOM-certified within 90 days prior to the start of the contract (Transition Period) and balanced across required technical review areas.  All contractors will maintain posted working hours, Monday through Friday, 0730 – 1630 and reside in Fleet Cyber Command (FCC) OCA at Government facilities unless otherwise directed.  

TRAVEL:  Travel shall be in accordance with the Federal Travel Regulations (FTR). The COR shall approve all travel, in writing, prior to performance.  Local travel will not be reimbursed. Attachment III - Travel details the anticipated travel. 

ENTERPRISE-WIDE CONTRACTOR MANPOWER REPORTING APPLICATION (ECMRA): The contractor shall report ALL contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract via a secure data collection site.  The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.




ATTACHMENT A

Labor Category Descriptions

In addition to these minimum qualifications, all contractor personnel performing Information Assurance (IA) functions will meet the training and certification requirements contained in DOD Directive 8570.1, "Information Assurance Training, Certification, and Workforce Management” and DOD 8570.01-M, Information Assurance Workforce Improvement Program.  CSICP staff is currently required to meet IAWF IAM Level II requirements IAW DOD 8570 series and contractor personnel must be appropriately certified prior to reporting.

DESIRED MINIMUM PERSONNEL QUALIFICATIONS:
(1) Program Manager	 (Key Personnel)

The contractor shall appoint a program manager specifically charged with the responsibility of interfacing with the Government on all matters pertaining to this Performance Work Statement.  The program manager shall direct the contractor’s effort through the company’s internal management system that shall provide project progress visibility to assure on-time completion of contract requirements. 

The Program Manager shall have a minimum of seven (7) years practical experience at a professional level in Information Assurance (IA)/ Information Operations (IO) within Department of Defense or U.S Navy. Additional experience shall include the following (which may be gained concurrently):

· Six years experience is required in managing complex projects or programs;
· Capability for preparation of reports and correspondence that are technically correct; and coordination of scheduling, funding requirements and support relative to certification and accreditation processes and DOD IA directives. 

 (2) IA Analyst (Team Lead)

The IA Analyst shall have a minimum of five (5) years in support of Information Technology (IT) and Information Assurance (IA) operations.  Of the five years, the IA Analyst shall have a minimum of two (2) years of IA and network management experience. The IA Analyst shall have experience/past support in the areas of network operations, cyber security inspections, Department of Defense networking management, and knowledge of such tools as Retina scans, Gold Disk, and STIGs required.  Highly desirable to have experience in cyber security inspections and DoD networking management.  

Certifications required to include: CISSP, CISM, or GSLC and DoDI 8570 IAM-II.    
Education: Bachelor’s Degree required.  BS in technical field preferred.  
Clearance: TOP SECRET clearance required.

(3) IA Analyst (CSI Technical Reviewer)

The IA Analyst shall have a minimum of three (3) years experience in DoD Network Operations or IA operations to include Local Area Network (LAN) administrator experience.  The IA Analyst shall have experience/past support in the areas of systems management and network/application maintenance required and preferably, experience with Navy or DoD systems.  Highly desirable to have experience in cyber security inspections and DoD networking management.  Technical Reviewers with CSI teams will be responsible for such areas as network, Host-Based Security Suite (HBSS), Windows, Unix, Domain Name Servers, etc.  Reviewers must be familiar with Retina scans, Gold Disk reviews, and STIGs.  Expertise of contract personnel shall be spread across technical areas in order to meet team composition. 

Certifications: GSEC, SECURITY +, SCNP, or SSCP required.  DoDI 8570 IAT-II required.  Clearance: Technical Reviewers acting as CSI team members will require TOP SECRET clearance.  

(4) OCA IA Analyst   (Action Officer)

The IA Analyst shall have a minimum of three (3) years in support of DoD Information Technology (IT) and Information Assurance (IA) operations.  The IA Analyst shall have experience/past support in the areas of network operations, technical knowledge of DoD standards, and familiarization with Navy network configurations required.  Highly desirable to have experience in cyber security inspections and DoD networking management.  The IA Analyst must be an expert with Microsoft Office products and able to coordinate and effectively communicate with multiple commands simultaneously.  

Certifications: GSEC, SECURITY +, SCNP, or SSCP required.  DoDI 8570 IAT-II required.  Clearance: SECRET clearance required.	

(5) IA Analyst    (Traditional Security Reviewer)

The IA Analyst shall have a minimum of three (3) years experience in the application of DoD security principles and practices as it relates to physical, personnel, information, and industrial security. The IA Analyst shall have experience/past support in the areas of conducting oversight/compliance inspections required and preferably, experience with DoD or Navy inspections. Traditional Security Reviewers will be responsible for reviewing areas such as Secure room, Controlled Access Area, & Restricted Access Area construction, classified storage/handling, Need-to-Know/Non-Disclosure Agreements, Protected Distribution Systems, Clearance/Investigative requirements and DISA Security Technical Implementation Guides. The IA Analyst must be able to coordinate and effectively communicate with technical team members and military Officers in Charge.  

Certifications: DSS Security Specialist Course (CBTs & Resident) within 3 months of hiring.  Clearance: SECRET clearance required as a minimum, but employee must be eligible to receive TOP SECRET.  As noted above in “SCOPE,” personnel adequate to staff 2 inspection teams will require TOP SECRET clearance.

Clearance: TOP SECRET clearance required.

(6)  Senior IA Analyst

The Senior IA Analyst is responsible for the quality of and conformance to requirements and methodologies directly related to the contracted effort, and for the resolution of problems and/or concerns brought to the attention by the Government manager.  The Senior IA Analyst will also be responsible for close coordination with the Program Manager.

The Senior IA Analyst shall have a minimum of seven (7) years experience managing administrative and technical support related to IA and Information Systems Security (INFOSEC) project subtasks; five (5) years demonstrated ability to supervise, plan and lead technical teams in multiple, complex tasks assignments involving disciplines including analysis and decision support; and experience with written and oral communications commensurate with management role. 

The Senior IA Analyst shall have demonstrated experience in two or more of the following areas:

· Performing IA controls analysis, risk assessment, contingency planning, Security Test and Evaluation (ST&E) and risk mitigation analysis.
· IA background in requirements analysis, design, development and implementation.
· IA concepts and requirements development and analysis.
· IA planning and management. 

Certifications required to include: CISSP, CISM, or GSLC and DoDI 8570 IAM-II.    
Education: Bachelor’s Degree required.  BS in technical field preferred.  
Clearance: TOP SECRET clearance required.

(7) IA Analyst (Analysis Cell)

Technical requirements/knowledge are exactly the same as IA Analyst (CSI Technical Reviewer).  Additionally, the function of the analysis cell requires more emphasis on the higher levels of education (Masters or Doctoral degree), or prestigious industry certifications such as Project Management Professional (PMP)/Risk Management Professional (RMP).  Analysis cell members must not only be technically knowledgeable, but well versed in such example fields as process analysis, risk analysis, or trend analysis.

Certifications: GSEC, SECURITY +, SCNP, or SSCP required.  DoDI 8570 IAT-II required.  Clearance: require SECRET clearance.

(8) Database Administrator

The Database Administrator shall have a minimum of three (3) years experience working in-depth with MS ACCESS (expert-level experience) and SHAREPOINT software to manipulate online portals (expert-level experience).  Position will be responsible for downloading CSI results from VMS into MS ACCESS, manipulating data to support OCA/Analysis Cell needs, translating data into graphical representations as needed, and exporting data to SHAREPOINT portal.  
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