PERFORMANCE WORK STATEMENT

Navy Cyber Forces N7 - Navy Warfare Training Plan (NWTP) Support

1.1 	SCOPE

1.1		This Performance Work Statement (PWS) covers technical and management support services to the NAVCYBERFOR (NCF) C5I Training and Education Readiness Directorate (N7).  The scope of this PWS includes support services in the training, development, coordination, scheduling, execution, and life-cycle maintenance of Unit Level Navy Warfare Training Plan (NWTP) for cyber shore activities, direct support elements, and cyber mission force teams.

1.2.1	The contractor shall focus efforts on key tenets of a structured, process-focused, metrics-driven Navy capability-based enterprise approach to guide NCF through the strategic planning and execution of an integrated training program management approach.

1.2.2	The contractor shall be required to employ existing systems and processes whereby metrics can be utilized to provide visibility into current readiness while implementing a comprehensive program management approach that provides synchronization of N1, N4, and N7 efforts while addressing critical Type Commander training issues.

1.2.3	The contractor shall provide research and analysis expertise in developing a detailed, prioritized list of Unit Level Readiness Training, courses, and requirements to assist NCF, cyber shore activities, direct support elements, and cyber mission force teams to establish and develop Navy Force Readiness Enterprise (FRE) activity, processes, and behaviors across the cyber enterprise.

2.0 	INTRODUCTION.

2.1		The Cyber Forces Training Manual (CFTM) sets forth the requirements and procedures for Navy cyber activities, direct support element, and cyber force mission teams to certify and sustain operational proficiency and readiness. Using a Training Pillar (T-Pillar) Figure of Merit (TFOM) generated by the Navy Training and Information Management System (NTIMS) and reported in the Defense Readiness Reporting System-Navy (DRRS-N), command training results can be used by activity commanders to identify training readiness strengths and weakness, and modify training programs, efforts, and resources to the specific needs of their activity.  The CFTM provides guidance to each activity for maintaining continuous readiness using prepare, plan, execute, and evaluate methodology. A fundamental goal of unit level training is that Command Readiness Training Teams (CRTTs) effectively self-evaluate training against required Navy cyber activity capability areas.

2.2		The goal of all training is to certify and sustain mission capable units. Mission-focused training is a concept that refers to training whose requirements are derived from operational missions. This is accomplished through the development of Navy Mission Essential Task List (NMETL) tasks, which translate required Navy capabilities down to the Navy unit tactical level as Navy Tactical Tasks (NTAs) and provide the basis for synchronization with the Unit Training Plans (UTPs).  The Navy Warfare Training Plan (NWTP) is developed to evaluate performance standards required for mission success as well as coordinate all training at the activity, element, or team level.  A NWTP is the output of the training planning process and is the basis for executing training.

3.0		TECHNICAL REQUIREMENTS.  The contractor shall perform the following tasks in support of Navy Cyber Forces NWTP development effort and under the technical oversight of the NAVCYBERFOR N73 action officer.  Specific accomplishments per task and financial expenditures shall be documented in Monthly Status Reports.  Specific requirements are as follows:

3.1		TASK ONE – Transition Plan.

3.1.1	Transition-In Plan – The contractor shall develop a transition plan to ensure minimum disruption to vital Government business. The contractor shall ensure there will be no service degradation during and after transition. The contractor shall propose a draft Transition Plan and present a finalized Transition Plan for the migration of current tasks, deliverables, and travel within five (5) working days after award.

3.1.2	Transition-Out Plan – The Transition-Out Plan shall facilitate the accomplishment of a seamless transition from the incumbent to incoming contractor/government personnel at the expiration of the Task Order. The contractor shall provide a Transition-Out Plan NLT ninety (90) days prior to expiration of the Task Order. The contractor shall identify how it will coordinate with the incoming contractor and/or Government personnel to transfer knowledge regarding the
following:

· Project processes
· Points of contact
· Location of project documentation
· Status of ongoing initiatives
· Appropriate contractor to contractor coordination to ensure a seamless transition
· Transition of key personnel
· Identify schedules and milestones
· Identify actions required of the Government
· Establish and maintain effective communication with the incoming contractor/
Government personnel for the period of the transition via weekly status meetings

3.2		TASK TWO – Functional (Business) & Systems Analysis

3.2.1	The contractor shall provide functional (business) and systems analysis for NCF enterprise unit-level training solutions.

3.2.2	The contractor shall provide business analysis of NCF unit-level training processes and practices to include presentations and papers on return on investment and process improvement as required.

3.2.3	The contractor shall provide systems analysis, development support, maintenance support, and quality assurance support to NCF enterprise and training resource management tools.

3.2.4	The contractor shall recommend changes in support of NCF requirements for DRRS-N and NTA reporting and alignment to include:  CFTM Continuous Certification Requirement (CCR) to Navy Tactical Task (NTA) mapping, NTIMS mapping for CCR, NTIMS mapping for training and education requirements, developing CFTM guidance for DRRS-N reporting input, and aligning data collection entries for NTIMS sub-event completion.

3.2.5	The contractor shall conduct research, gather required reference material, support analysis, develop initial draft, conduct staffing with all stakeholders, adjudicate comments and recommend changes to Unit Level Training Assessment-Certification/ Sustainment (ULTRA-C/S) standard operating procedures.

3.3	TASK THREE – Provide Command Readiness Training Team (CRTT) Training Services

3.3.1	The contractor shall identify and address for NCF mitigation major CRTT distance education organizational readiness issues to include planning concerns, resources, student support, technology infrastructure, institutional policy, accessibility, quality control, regulatory, and costs. 

3.3.2	The contractor shall identify and address for NCF mitigation major CRTT distance education faculty readiness issues to include faculty training, course development, delivery and life-cycle maintenance, and technical support for faculty and students.

3.3.3	The contractor shall plan, prepare, and conduct NCF-approved NWTS/NWTP training for cyber shore, direct support, and cyber team CRTT members and NCF staff, as required.

3.3.4	The contractor shall provide complete training documentation including identification of person(s) trained, parent command of person(s) trained, location of training, subject of training, date of training conducted, and duration of training for NCF enterprise and revise as required based on system changes. 

3.3.5	The contractor shall measure the effectiveness of the CRTT course of instruction following the NCF-approved assessment strategy and propose material and delivery modification recommendations to the NCF government lead. 

3.4	TASK FOUR – Command Readiness Training Team (CRTT) Distance Education Course Life-Cycle Maintenance

3.4.1	The contractor shall monitor course materials through standard surveillance methods and propose material modification recommendations (i.e., interim change, change, technical changes, new development, or revision) to the NCF government lead.

3.4.2	The contractor, as directed by the NCF government lead, shall provide services necessary to modify the CRTT course of instruction to include:

-	Reviewing subject matter to ensure technical accuracy.
-	Reviewing lesson material to ensure continuity and flow.
-	Reviewing tests and test items to ensure sound construction principles are following current guidelines*.
-	Review visual information to ensure appropriateness/accuracy.
-	Assisting in the preparation of the material for implementation.
-	Developing new course curriculum.
-	Delivering training via the most cost efficient means (i.e., blended, learning, distance learning, or video tele-training, as appropriate).

*The contractor will use the Navy Education Training Command (NETC) Planning, Analysis, Design, Development, Implementation, Evaluation, and Life-Cycle Maintenance (PADDIE+M) process and use of NETC’s Authoring Instructional Materials (AIM-II) curriculum development tool in all future revisions to the CRTT course of instruction. 

3.5		TASK FIVE - Unit Level Training Assessment (ULTRA) Support

3.5.1	The contractor shall execute cyber shore activity ULTRA plan for FY15 (message, POA&M, logistics, etc).

3.5.2	The contractor shall prepare cyber shore activity ULTRA execution plan for FY16 (POA&M).

3.5.3	The contractor shall conduct ULTRA preparatory sessions. Assigned analyst coordinates and collects data at weekly meetings, working groups, and VTCs.

3.5.4	The contractor shall provide critical input to Readiness Training Assessment and Assist Group (RTAAG) lead on assessment of CRTT during ULTRA events.

3.5.5	The contractor shall maintain standard operating procedures (SOPs) and Job Qualification Requirements which support execution of ULTRA-C/S at cyber shore activities.

3.6		TASK SIX – Navy Warfare Training Plan (NWTP) Spiral Two

3.6.1	The contractor shall support the Spiral 2 development and maintenance of Mission Essential Task (MET)-based Navy Warfare Training Plans (NWTPs), facilitate operational mission analysis, plans development, and the integration of the unique shore MET-based performance assessment plans that support, but are not limited to, basic unit-level events, TYCOM-observed events, and fleet exercise event executions.

3.6.2	The contractor shall identify and map DIRSUP and CMFT training objectives to METs in support of sponsored exercise planning.

3.6.3	The contractor shall support the development and maintenance of DIRSUP and CMFT training metrics and measures of performance and effectiveness.

3.6.4	The contractor shall provide technical and analytical expertise to develop a performance management program framework and metrics for the execution and tracking of DIRSUP and CMFT training readiness. 

3.7		Reports, Data and Deliverables.

3.7.1	The contractor shall provide monthly status reports which identifies the work performed during the month, accomplishments, problem areas, development status, travel performed, deliverables that have been submitted, the name of the Government representative who received the deliverable, projected work for the upcoming month, and financial status.  In addition, the financial section shall show monthly labor charges along with total monthly expenditures.

· Transition-In Plan (5 days ARO) (if required)
· Monthly Status Report (Second week of month)
· Execute cyber shore activity ULTRA-C/S plan for FY15 (POA&M) (as required)
· Execute cyber shore activity training session plan for FY15 (POA&M) (as required)
· Prepare cyber shore activity ULTRA-C/S execution plan for FY16 (POA&M) (6 mos. ARO)
· Prepare cyber shore activity training session plan for FY15 (POA&M) (6 mos. ARO)
· Coordinate and collect data at ULTRA-C/S preparatory meetings, working groups, and VTCs (as required)
· Coordinate and collect data and lessons learned at ULTRA-C/S visits (NLT 5 working days following ULTRA-C/S)
· Coordinate and collect data at weekly NWTP meetings, working groups, and VTCs (NLT 3 working days after meeting, working group, or VTC)
· Revise ULTRA-C/S standard operating procedures and Personnel Qualification Standards (9 mos. ARO)
· Training Report Updates (NLT 1 week following training event)
· Deliver Unit Readiness Reporting technical assistance to cyber shore activities (as required)
· Revise CRTT course material in accordance with NETC processes (as required)
· Transition-Out Plan NLT ninety (90) days prior to expiration of the Task Order.

In conjunction and supporting the Government project leaders for this task, the contractor shall prepare status reports, as required, for individual development and implementation Project Plan examining milestone events and providing recommendations to resolve issues.

3.8		Acceptable Quality Level.  The contractor shall integrate and interface systems, processes, and applications using government approved methodology, processes, tools, architecture, and environments.  Hands on training shall result in successful operation of the system, process, and application.  The contractor must respond to technical questions and system troubleshooting requests in a timely manner.  The training course materials shall be comprehensive and user friendly.  Trainees must be able to maintain and use system, process, and application correctly.  

The government expects that the contractor deliver all requested material in a timely manner.  The material shall fulfill the government’s requirements 100% of the time.  The contractor shall provide and maintain documentation as required by the government.  The contractor shall provide documents in a timely manner and the documents shall encompass the latest government approved requirements 100% of the time.  

The government expects the contractor staff personnel to reply to government e-mail and phone messages in a timely manner.  The correction of deficiencies shall require only one re-work.

3.9		Method of Surveillance.  The government will monitor and assess the contractor’s performance against the Acceptable Quality Level in accordance with the clause at FAR 52.246-5 entitled “Inspection of Services – Cost Reimbursement”.  The government will review monthly status reports, training evaluations, user comments, and other sources to determine if government requirements and expectations are being met.  The contractor shall be required to correct deficiencies.

4.0		PROGRESS REPORTS.

4.1		Description.

4.1.1	The contractor shall provide Monthly Status reports.  Report format and contents shall be determined by the Technical Representatives and Technical Coordinator and shall include enclosures for Actual Summary of Hours and Actual Detailed Hours.  The Actual Detail of Hours shall include but is not limited to employee names, skill levels, and labor hours by project/module, rates, monthly costs, cumulative costs, and Other Direct Costs (ODC).  The contractor shall provide soft copy of this report written in Microsoft Word with the Actual Summary of Hours and Actual Detailed Hours in Microsoft Excel.

4.1.1.1		An enclosure to the Monthly Status Report of the following, with contents and format specified by the Technical Representatives:

· A list of milestones scheduled and achieved for the month.  Delays explained.

· Estimate of work remaining with associated financial costs.

4.1.2	The contractor shall provide Monthly Financial Status Reports.  Report format and contents shall be determined by the Technical Representatives and Technical Coordinator.  The contractor shall provide soft copy of this report in Microsoft Excel.

The Monthly Financial Status Report shall contain a Spend Plan enclosure with contents, format, level of detail, and number of projected months specified by the Technical Representatives and Technical Coordinator.

The Monthly Financial Status Report shall contain a Delivery Order Summary enclosure with contents and format determined by the Technical Coordinator but at a minimum contain the contract number, delivery order number, ceiling, total hours, total labor, total subcontractor labor, total fee, total Other Direct Costs (ODC), total travel, total cost adjustment, total fee adjustment, total rate adjustment, total expended, balance, and projected out of funds date for all contract delivery orders. 

ODC’s are expenditures that are directly related to the project, but are not specifically identified in the contract.  All ODC’s must be approved a Technical Representative and then by the Contracting Officer prior to purchase.

4.1.3	Trip reports for all trips made during the reporting period will be submitted as enclosures to the monthly status report.  The report shall include the traveler’s name, dates of travel, departure and arrival locations, purpose of trip, person visited/contacted, and cost information.  All contractor travel must be approved by a Technical Representative.

4.1.4	The contractor shall use e-mail for administrative coordination issues.  Classified (up to Secret) information can be transmitted via SIPRNET e-mail.

4.1.5	The contractor shall send soft copy summary and detailed billing invoices to the Technical Coordinator in Microsoft Excel in a timely manner.  The contractor shall forward the detailed billing invoice and signed public voucher (SF1034) to the Technical Coordinator no later than two weeks after the reporting period.  The contractor shall forward an integrated schedule of all projects’ major milestones, individual project detail milestone schedules, and any schedule updates to the Technical Coordinator in a timely manner.

4.1.6	The contractor shall provide a Work Completion Report at the end of every delivery order.  The report format and contents shall be determined by the government but should include as a minimum, a description of all work completed (include delivery dates for deliverables); a summary of overall cost expenditures (to the module level); and any conclusions, recommendations, and proposals.  The contractor shall amend the cost expenditures in a timely manner if they change.

4.2		Acceptable Quality Level.  All reports and invoices must be in soft copy with format/contents approved by the Technical Representatives and the Technical Coordinator.  The contractor shall furnish supporting documents if required by the government.  All reports shall comply with CDRL requirements 100% of the time.  The correction of deficiencies shall require only one re-work.

4.3		Method of Surveillance.  The government will monitor and assess the contractor’s performance against the Acceptable Quality Level in accordance with the clause at FAR 52.246-5 entitled “Inspection of Services – Cost Reimbursement”.  The government will check for format/content, completeness, accuracy, and promptness.  The government will review status and financial numbers, management and user comments to determine if government expectations are being met.  The contractor shall correct deficiencies.

4.4		Data Deliverables.  Data deliverable will have been reviewed IAW DON POLICY ON DIGITAL PRODUCT/TECHNICAL DATA, ASN RD&A memo 23 OCT 04, and as specified in the SOW and CDRL for the individual Delivery/Task Order.

5.0		TRAVEL.  Travel will be necessary to implement training plans and support the above functions.  Technical Representatives must approve all travel prior to contractor’s departure. 

5.1		Local travel within the Hampton Roads area is authorized.  The contractor shall perform out-of-town travel and the following table is an estimate of the amount of travel required in the accomplishment of this order.  The contractor shall generate and submit a trip report to NCF N7 TPOC no later than 5 days after completion of travel.  Any deviation from this shall require approval by the NCF N7 TPOC.

5.2		Travel Requirements.

	# Round Trips
	# PAX each Trip
	From
	To
	Duration each Trip
	Reason

	2
	1
	Suffolk, VA
	Nellis AFB
	7
	Cyber Flag
Cyber Knight

	1
	1
	Suffolk, VA
	Oklahoma City, OK
	4
	ULTRA

	1
	1
	Suffolk, VA
	Guam, USA
	5
	ULTRA

	1
	1
	Suffolk, VA
	Honolulu, HI
	5
	Navy Cyber Units

	2
	1
	Suffolk, VA
	Ft. Gordon, GA
	4
	Navy Cyber Units
Direct Support

	1
	1
	Suffolk, VA
	San Antonio, TX
	4
	Navy Cyber Units

	1
	1
	Suffolk, VA
	Ft. Meade, MD
	4
	Navy Cyber Units

	2
	1
	Suffolk, VA
	Pensacola, FL
	4
	ULTRA
Navy Cyber Units

	2
	1
	Suffolk, VA
	San Diego, CA
	5
	ULTRA
Navy Cyber Units

	1
	1
	Suffolk, VA
	Jacksonville, FL
	4
	ULTRA




6.0		OTHER.

6.1		Rating.  The Technical Representatives shall provide a written assessment and rating for the Contractor Performance Assessment Reporting System (CPARS) (currently on an annual basis) and other rating programs that evaluate contractor performance.

6.2		Security.  The nature of this task requires access to Top Secret/SCI information.  The work performed by the contractor shall include access to unclassified and up to Top Secret/SCI data, information, and spaces.  The contractor shall be required to attend meetings classified up to Top Secret/SCI level.

The work to be performed shall include access to Top Secret/SCI data, information, and spaces.  The contractor shall require access to U.S. Navy, National Security Agency, and other command or activity-controlled Top Secret/SCI spaces.

6.2.1	Foreign Travel.  If foreign travel is required, all outgoing Country/Theater clearance message requests shall be submitted in accordance with the DoD Foreign Clearance Guide (FCG). Each traveler must also submit a Personal Protection Plan and have a Level 1 Antiterrorism/Force Protection briefing within one year of departure and a country specific briefing within 90 days of departure.

Anti-Terrorism/Force Protection (AT/FP) briefings are required for all personnel (Military, DOD Civilian, and contractor) per OPNAVINST F3300.53C.  Contractor employees must receive the AT/FP briefing annually.  The briefing is available at: https://atlevel1.dtic.mil/at/ 

6.3		Operations Security.  All work is to be performed in accordance with DoD and Navy Operations Security (OPSEC) requirements and in accordance with the OPSEC attachment to the DD254.

6.4		Privacy Act Compliance.  The contractor may be in contact with data and information subject to the Privacy Act of 1974 (Title 5 of the U.S. Code Section 552a).  The contractor shall ensure that its employees assigned to this effort understand and adhere to the requirements of the Privacy Act and to Department of Defense and Department of the Navy regulations that implement the Privacy Act.  Department of Navy policy and procedures implementing the Privacy Act are detailed in SECNAVINST 5211.5E (Department of the Navy Privacy Act (PA) Program).  The contractor shall identify and safeguard data, information and reports accordingly.  In addition, the contractor shall ensure that contractor employees assigned to the contract are trained on properly identifying and handling data and information subject to the Privacy Act prior to commencing work.

6.5		Government Furnished Equipment (GFE).  The contractor shall furnish all professional, technical, and clerical personnel and services, software, materials, equipment (general office) and travel to conduct the necessary work as specified in this SOW. 

Computer hardware and communication infrastructure that are required to develop, support, and implement the system shall be Government Furnished Equipment (GFE).  The contractor shall maintain accountability of government material and maintain receipts, inventory, adjustments, and shipments of government property.  The contractor shall periodically perform, record, and disclose physical inventory results.  A physical inventory shall be performed upon contract completion or termination.  The contractor shall investigate and promptly furnish a written narrative of all incidents of loss, damage, destruction, or theft to the government property administrator as soon as the facts become known or when requested by the Government.  The contractor shall award subcontracts that clearly identify assets to be provided and shall ensure appropriate flow down of contract terms and conditions.

6.5.1	The government will provide access to SCI spaces, commercial and government developed software, and systems necessary for system development, prepare classified documentation and conduct testing.  Work shall be performed utilizing Government Furnished Equipment (GFE) in government facilities located at NCF Little Creek, 2465 Guadalcanal Rd, Norfolk, VA or other designated local facility.

6.6		Place of Performance.  The work under this task order is to be performed at Government sites and at the contractor’s facility.  Work may be performed at other locations as deemed necessary by the Government Technical Representatives.

6.7		Period of Performance.  The period of performance for this requirement will be one (1) base year and two (2) twelve month option periods.  This contract is estimated to commence on 01 September 2014 for transition period and 30 September 2014 for full service start date. 
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6.8		Inspection and Acceptance.  The contractor shall coordinate services, deliverables, and delivery schedules with Patrick Conroy with the understanding that all work shall be within scope of this SOW.  The contractor shall submit all deliverables to Patrick Conroy for inspection and acceptance.
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