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1.0 DESCRIPTION OF SERVICES.

1.1 	PR / CASEVAC/SAR SUPPORT:

1.1.1. The contractor shall provide PR/CASEVAC/SAR support to Department of Defense (DoD), United States Africa Command (USAFRICOM), personnel and individuals as identified by Commander USAFRICOM in West Africa. 

1.1.2. The contractor shall provide all personnel, equipment and supervision necessary to
conduct PR/CASEVAC/SAR operations utilizing Short Take Off and landing (STOL) fixed wing and rotary wing airlift for transport, insertions, and extraction.  Additionally, the contractor shall provide medical care as a PR resource spanning from a fixed location in Niamey, Niger out to 500 nautical miles.  This 500 mile radius shall be the contractors Area of Responsibility (AOR) under this contract.

1.1.3. The contractor shall be capable of operating from alternate locations within the area of responsibility for periods of up to 10 continuous days with limited facilities in order to provide on-site PR/CASEVAC/SAR for at risk activities. 

1.1.4. Contractor performance shall include day, night and low visibility mission requirements
involving short field landings / take offs.  Contractor shall be able to successfully operate on improved and unimproved airfield landing zones and non-surveyed helicopter landing areas in the performance of their duties.

1.2 	GENERAL PERFORMANCE REQUIREMENTS

1.2.1.	Services shall be based at Niamey, Niger and be capable of conducting operations from     various temporary Forward Operating Locations (FOLs), to include primitive field accommodations (such as tents).

1.2.2.    The principal place of performance for this contract shall be the Primary Operating Area
	(POA), as dictated by operational requirements. The contractor may be required to 	provide labor hours in excess of 40 hours per work week to include holiday and 	weekends, and/or during irregular times and shifts based upon USAFRICOM operations 	and exercises.

1.2.3.	The POA includes, but is not limited to, the recognized political boundaries of Algeria, Burkina Faso, Chad, Libya, Mali, Morocco, Niger, Nigeria, Cameroon, Cot D’Ivoire, Ghana, Benin, Togo, Tunisia and as dictated by operational requirements. It is anticipated the most likely locations for missions from the above list would be to: Burkina Faso, Togo, Cameroon, Chad, Libya, Mali, Morocco, Nigeria, and Tunisia.

1.2.4.   All contractor personnel supporting overseas missions shall obtain and maintain visas as 	required to perform the services required in this contract.

1.2.5.   Crew duty shall be limited to 14 hours for two-pilot crews and 18 hours for three or more 	pilot crews or as restricted by flight time limitations and rest requirements under FAA 	Part 135, whichever is more restrictive. Crew duty will be considered as beginning when 	the crewmember reports for duty and ending at block-in of the final DoD segment for that 	crew.

	1.2.5.1.  Crew duty execution limits shall be the same as scheduled, except that the limits may be extended by two hours for two and three-pilot crews. This extension is at the contractor’s discretion.    

	1.2.5.2.  The contractor shall maintain and provide to the Contracting Officer or his written designee upon request, statistical tracking of the number of times this extension is utilized.

	1.2.5.3.  Minimum crew rest, prior to first DoD segment or between DoD segments, shall 	be 10 hours. At the contractor’s discretion that rest can be reduced to nine hours if the 	crew is still able to receive eight hours of uninterrupted rest.

	1.2.5.4.  The reduced rest shall not be combined with the two-hour crew duty extension during a preceding or subsequent duty period.

1.2.6.  The contractor shall support operations 24 hours a day/7 days a week. Mission tasking for 	in-theater operations is typically initiated with 48 hours’ notice. Although it is the 	Government’s intent to have at least one aircraft operational 24 hours a day/7 days a 	week, there are times where the Government may require simultaneous 	PR/CASEVAC/SAR, cargo, passenger, and/or missions requiring use of both aircraft.

1.2.7 	The contractor shall be able to land and take off at night from unlit airfields using contractor-provided night vision devices. The contractor shall have and maintain current night vision certification, by the FAA throughout the life of the contract, to be able to land and take off at night from unlit airfields using contractor-provided night vision devices.   

1.2.8. 	The contractor shall assess the current situation (weather, Intel, NOTAMS, terrain, crew experience, and tactical situation) prior to launch to make an accurate risk assessment before performing a mission.

1.2.9. 	The contractor shall be responsible to provide, at a minimum, the following requirements at all locations as required:

	1.2.9.1  All maintenance and supplies required to operate aircraft
	1.2.9.2  All medical equipment and supplies required to execute a CASEVAC 
	1.2.9.3  All airport handling, landing, and Aerial Navigation in Africa (ASECNA) fees  
	1.2.9.4  All contractor personnel support (lodging, meals, laundry, etc.) to include appropriate gear for personnel support in primitive environments at FOLs (such as tents)
	1.2.9.5  All force protection training prior to mission execution.
	1.2.9.6  Appropriate theater/country authorities for aircraft entry and personnel clearances as required by specific nations in the Foreign Clearance Guide.

1.2.10. The contractor shall be responsible to coordinate, at a minimum, the following requirements at all locations as required:

	1.2.10.1  Fuel
	1.2.10.2  Parking
	1.2.10.3  Hangar space (if available and necessary)
	1.2.10.4  Office space at the base location (if necessary per the contractor’s management    approach)

1.3 MEDICAL SUPPORT
1.3.1. The contractor shall provide National Registry Emergency Medical Technician – Basic (NREMT-B) certified personnel in performance of the required PR/CASEVAC/SAR services.  

1.3.2. Contractor NREMT-B personnel shall provide en route care capabilities for PR/CASEVAC/SAR events.   These personnel shall be available 24 hours a day seven (7) days a week on a standby status and be flight ready within three (3) hours of notification (N+3) from the AFRICOM CDR or his designee and may be put on a heightened response posture to be airborne within one (1) hour of notification (N+1). 

1.3.3.   The contractor shall provide NREMT-B level certified trained medical personnel on each aircraft performing evacuation and will have no other responsibilities when patients are onboard. The contractor shall plan for up to two (2) aircraft performing evacuation operations at any time with up to four (4) patients per aircraft. Contractor personnel shall provide critical care NREMT-B level service determined necessary for life support as required during the performance of PR/CASEVAC/SAR operations. Routine medical care that is not associated with patient transport shall not be provided.

1.3.4.    Contractor must document all patient care provided during each mission and provide a legible copy of medical documentation in English to the receiving medical facility or receiving medical crew (if being transferred to another medical aircraft) upon transfer of care. Copies of all medical documentation shall be retained by the contractor for (1) one year from date of mission and provided to the Contracting Officer Representative (COR) upon request.  

1.3.5.    Contractor will ensure all medical personnel wear the appropriate clothing/uniforms to safely operate and communicate during running aircraft operations (day or night).  Additionally, the contractor shall supply and wear the appropriate medical protection against disease, contamination and any other biological hazards during patient care.  

1.3.6.    Contractor shall ensure all medical personnel possess the appropriate medical supplies and equipment in working order to safely operate during PR/CASEVAC/SAR operations (day or night).  Additionally, contractor shall ensure medical personnel possess the appropriate communications equipment needed to communicate during PR/CASEVAC/SAR operations.

1.4 PR/CASEVAC/SAR AIRLIFT SERVICE:

1.4.1  The contractor shall provide, operate, maintain, and fuel, at a minimum, one (1) 
STOL Fixed Wing and one (1) Rotary Wing aircraft based in Niamey, Niger.

1.4.2 The aircraft shall be operated and maintained entirely by contract personnel. 

1.4.3 The contractor shall obtain and/or maintain blanket over flight clearances for all countries within the area of operations for the duration of the contract. Copies of these flight clearances shall be provided to the COR.  

1.4.4	PR/CASEVAC/SAR airlift service shall be available 24 hours a day seven (7) days a week on a standby status and flight ready within three (3) hours of notification (N+3) and may be put on a heightened response posture to be airborne within one (1) hour of notification (N+1). 

1.4.5	The contractor STOL aircraft shall have the capacity to safely transport a minimum of two (2) EMT-B and four (4) patients (ambulatory and/or on litters), person of interest or any combination thereof) (up to six (6) individuals in total) from unimproved landing strips or non-surveyed helicopter landing zones to an area designated by the USAFRICOM Commander or his/her designee  Patients and/ or passengers will possibly travel with personal weapons (small arms) and small amounts of ammunition. Planning weight for passengers plus baggage is 350 lbs per person. The aircraft must be capable of transporting 2,500 pounds of internal cargo. The internal cargo may be the six (6) personnel or a combination of personnel and cargo not to exceed 2,500 pounds.

1.4.6.	The contractor STOL aircraft shall have the capability to load a patient on a litter with critical care equipment attached while maintaining the patient in a neutral horizontal position throughout the loading procedure.  For this requirement, a loading door is an acceptable alternate to a ramp. 
1.4.7.	Additional STOL fixed wing capability is the availability for routine airlift movement of
personnel, materials, and equipment approved by USAFRICOM Commander or his/her designee to various locations within the area of responsibility. 

1.4.8.	The Government will provide the contractor a manifest prior to boarding. The contractor
shall not permit any unauthorized personnel to board the aircraft without consent from USAFRICOM.  The contractor shall verify passenger and cargo weights prior to takeoff to ensure they do not exceed the maximum limitations of the aircraft. Contractor shall leave an accurate passenger manifest at departure airfields with the user. Contractor shall present a safety briefing to all passengers prior to takeoff.

1.4.9.	The contractor shall routinely be required to successfully land on unimproved dirt airfields of less than 2,500 feet in length and non-surveyed helicopter landing areas during  PR/CASEVAC/SAR operations to resupply and perform personnel transport services for requirements in the AFRICOM AOR. 

1.5	CARGO AIRLIFT SERVICE:   

1.5.1.	Cargo airlift service shall be available within a minimum of 48 hours notification by the AFRICOM CDR or his designee.
1.5.2	.The contractor shall provide service for cargo loads up to 2,500 pounds.
1.5.3. The contractor shall ensure all Government Provided Materials (especially hazardous materials) being transported are properly loaded and secured in the aircraft. Prior to departure, the contractor pilot shall obtain the following information from the Government:
 Proper shipping name
 United Nations (UN) number (if applicable)
 Hazard class and division
 Quantity in terms of weight or volume
 Location of the hazardous item in the aircraft
 Net Explosive Weight (NEW) for any Class 1 explosives
 Passenger authorization
 Any special handling instructions

1.6.  AIR DROP SERVICE:   

1.6.3.  The contractor shall execute door bundle drops within 48-hours’ notice by the AFRICOM CDR or his designee.  Maximum door bundle dimensions are length: 36 inches, width: 30 inches, height: 47 inches, and weight: 75 pounds. 

1.6.4. Aircraft shall be capable of static-line, personnel air drop operations.

1.6.5. Aircrew shall be air drop qualified in accordance with the contractor’s training program
as approved by the FAA.   

1.6.6.  Air drop services are anticipated to be used sparingly throughout contract performance.

1.7.  OPERATIONS SUPPORT:

1.7.3.  The Contracting Officer Representative (COR) will provide the contractor with the name
of a Government Point of Contact (POC) who will act as the primary mission scheduler and will be responsible for providing all mission requirements and coordinating actions. 

1.7.4.  The contractor shall provide mission coordination personnel to coordinate with the
Government POC. The contractor’s person(s) performing mission coordination duties shall be available to interface with the Government POC(s) on short notice to support mission planning requirements. 

1.7.5.  The contractor shall provide mission coordination services to USAFRICOM’s
Government POC to include, but not limited to:      
 Support for mission tasking, weather support, and publishing of all supporting documentation for the aircraft
 Coordinate and support ad-hoc mission planning
 Coordination of diplomatic and other required approvals for aircraft international transit, as well as lodging and transportation at intermediate and mission-approved stopover locations
 Operational support, mission scheduling, airspace coordination, and review of threat data for the operational area. All Crew is required to have a secret clearance.
 Support required for coordination for protocols to support aircraft communications, ad-hoc and in-flight mission tasking, and force protection mission procedures

1.7.6.  The contractor shall report any change of mission availability status within 30 minutes of   
change to the Government POC and COR.

1.8.  FLIGHT HOURS:

1.8.1. The contractor shall provide all necessary support required to include, but not limited to,
personnel, equipment, and material supplies to provide up to an estimated 1000 flight hours per year (Combined), to be carried throughout the entire performance period. 

1.8.2.  Only flying hours in direct support of this contract shall be invoiced. Hours for
orientation flights are not billable. Flight hours are calculated from the moment wheels are off the ground until the wheels touch the ground at completion of a mission time to the nearest 1/4 hour expressed in local time.      

1.8.3.  All regularly schedule maintenance downtime will be coordinated with the Government
POC no later than three (3) days prior to start time of maintenance.

1.8.4.  The contractor shall not exceed the flight hour limit without COR approval, regardless of
DoD personnel directions.  

1.9.  MOBILIZATION AND PHASE-OUT:

1.9.1	Mobilization:  The mobilization period (phase-in) shall be sixty (60) consecutive days from the beginning of the contract period of performance to allow the contractor a preparation period for the purpose of relocating and training personnel (including site surveys and familiarization), travel, ordering materials, and inventory of Government Furnished Equipment (GFE). These supplies shall serve as the baseline for supply inventory used to support flights that shall be maintained by the contractor. A report of this inventory, replenishment and utilization history for the reporting period shall be delivered per section XX of this PWS.  The contractor shall coordinate all mobilization efforts required to fully perform all   aspects of the PWS after the mobilization period ends.
Failure to become fully mission capable by the 60th day of the mobilization period will be grounds to pursue a Termination for Default.

1.9.2.Phase-Out:  Should the incumbent contractor not be selected as the follow-on service provider, as applicable, the contractor shall participate in a transition phase to orderly and efficiently transition to a successor.  The transition phase shall be considered the last sixty (60) days prior to the end of the contract period of performance.  The transition phase shall consist of phase-in training for the successor and transition of all materials and documents needed so there is no break in service. 
1.10.  RAPID BASE RELOCATION:

1.10.1. If for some reason the Niamey, Niger base is no longer a feasible area to do emerging events or other impacts, the contractor must be able to set up a new base of operations within 40 days.  Regardless of the new base locations, the contractor must be able to function within all time and location constraints per the PWS.

1.12.  REQUIRED AIRCRAFT EQUIPMENT:

1.12.1. The aircraft shall contain the following installed equipment:
 Instrument Flight Rules (IFR) capable with Traffic Collision Avoidance System (TCAS)
 Very High Frequency (VHF), and Ultra High Frequency (UHF) Radios   
 UHF Radio shall have capability to monitor guard
 Global Positioning Satellite (GPS) navigation equipment
 Oxygen readily available for crew and passengers above 10,000 feet IAW FAA requirements
 Ability to start aircraft engines without use of external ground power units
 Weather detection capable radar
 Global flight tracking equipment;     
 Ability for U.S. Government members to access the system through an online Web portal (such as MS Internet Explorer), using only a standard web browser with no additional user software required to be loaded on the user’s computer
 Minimum (5) user accounts for accessing flight tracking     
 Near real time worldwide tracking (GPS\Iridium)
 Tracks location, velocity, heading, and altitude of asset
 Distress (Mayday, 911) capability
 2-way text messaging
 Remote management of all GPS device settings
Rotary Wing Hoist (From land/water, two (2) personnel at the same time or 1 stokes litter at
a time.

1.13.  FIRE CONTAINMENT COVERS

1.13.1	 In accordance with FAA airworthiness directive 93-07-15, Fire Containment Covers (FCCs) shall be placed on all cargo transported in the class B cargo compartment of combination aircraft. This airworthiness directive also stipulates alternate compliance for certain exempt items.

1.13.2.  The contractor shall furnish, transport, repair and replace sufficient FCCs on each operational aircraft. An FCC shall be deemed unserviceable if it has damage in excess of any of the following: 4” x 4” L-shaped tear, 8” long tear, 2” diameter tear.

1.13.3.  The contractor shall be responsible for covering and uncovering cargo with the FCCs. If the Government removes FCCs from the aircraft, the Government will ensure the same numbers of FCCs are returned to the aircraft.

1.13..4.  All passenger and cargo doors used for on-loading and off-loading of passengers, baggage, and cargo aboard the aircraft shall be equipped with a safety barrier at chest or waist level. This safety barrier is not to supersede or replace any Original Equipment Manufacturer (OEM) mandatory safety procedures or safety procedures under the Title 14 of the Code of federal Regulations (CFR) Part 135 (hereinafter also referred to as FAA Regulation Part 135) and Title 32 CFR Part 861.

1.14.  AIRCRAFT PERFORMANCE REQUIREMENTS:

1.14.1. All aircraft used for this contract shall be multi-engine.

1.14.2	Depot-level maintenance, or any other non-tasking-related aircraft absences from the base location, shall not absolve the contractor from the requirements of this contract.

1.14.3. At least two aircraft shall be utilized to meet PWS requirements.

1.14.4.  The aircraft shall meet the following minimum performance requirements at sea level on a standard day.*

* The "standard day" model of the atmosphere is defined at sea level:
Density (ρ): 1.229 kg/m³
Pressure (p): 101.3 kPa
Temperature (T): 15 °C
Viscosity (μ): 17.3 μPa·s

1.14.5.  Aircraft shall be capable of taking off and landing with 2,500 lbs of cargo on an unimproved runway of a minimum of 2,500 feet in length.

1.14.6.  Aircraft shall be capable of taking off and landing on unprepared and un-surveyed surfaces (for personnel recovery under emergency conditions during daylight hours), provided that sufficient information is made available to determine safe operations are possible in accordance with FAA guidelines. Pilot discretion may be employed for landing location.

1.14.7.  Aircraft shall be capable operating in extreme heat and dusty conditions typical on the African continent.

1.14.8.  The contractor shall obtain all necessary export licenses from the Department of State to address any International Traffic in Arms Regulations (ITAR) restrictions to facilitate performance in all required countries.  

2.0.  APPLICABLE REGULATIONS AND INFORMATION:

2.1.  	All aircraft operations shall be conducted under FAA Regulation Part 135.

2.2. 	Aircrew training, proficiency and aircraft maintenance shall be performed in accordance with FAA Regulation Part 135.

2.3. 	The contractor must be an approved DoD air carrier as determined by HQ AMC/A3B and the Commercial Airlift Review Board (CARB).   The contractor must maintain this approval throughout the performance of this contract. The contractor shall comply with all FAA requirements and with all DoD additional standards as published on the following web site:
http://www.amc.af.mil/library/businesscustomers.asp

3.0.  PERSONNEL REQUIREMENTS:

3.1.	 The contractor shall provide an adequate number of supervisors, PR/CASEVAC/SAR Subject Matter Experts, pilots, medics, air cargo handling specialists, and mechanics to support operational requirements as detailed in this contract.  

3.2.	 All personnel shall be able to read, speak and write English fluently. French language skills are highly desired, but not required.   

3.3.  	Each mission shall be staffed with the appropriate number of pilots to safely and effectively operate the aircraft.

3.4.  	The contractor shall coordinate all missions with the appropriate fixed base of operation (FBO), military range control and air traffic control (ATC) facilities (military and civilian).

3.5.  	Aircrew members shall be trained, qualified, and maintain proficiency in accordance with FAA Category I International Aviation Safety Assessment Program or in accordance with FAA Regulation Part 135.3.

3.6. 	 Aircraft maintenance personnel shall be trained, qualified, and will maintain proficiency in accordance with FAA regulation part 135.

4.0.	PERIOD OF PERFORMANCE: The period of performance associated with this PWS will consist of one (1) six month base period and two (2) twelve month option periods to be exercised at the option of the Government.    The period of performance for the service shall be as follows:

	Period of Performance
	Months

	Base Period
	6 Months

	Option 1
	12 Months

	Option 2
	12 Months



5.0.  	INSURANCE REQUIREMENTS    

Prior to performance of any services hereunder, the contractor shall, at its own expense, procure and maintain during the entire performance period of this contract, with financially and legally responsible insurance company or companies, minimum insurance coverage as set forth below:

5.1. 	Liability for Bodily Injury to or Death of Aircraft Passengers: A limit for each person of at least three hundred thousand dollars ($300,000.00), and a limit for each occurrence in any one aircraft of at least an amount equal to the sum produced by multiplying three hundred thousand dollars ($300,000.00) by the next highest whole number resulting from taking seventy-five percent (75%) of the total number of passenger seats.

5.2. 	Liability for Bodily Injury to or Death of Persons (Excluding Passengers) A limit of at least three hundred thousand dollars ($300,000.00) for each person in any one accident, and limit of at least twenty million dollars ($20,000,000.00) for each accident.

5.3. 	Liability for Loss of or Damage to Property: A limit of at least twenty million dollars ($20,000,000.00) for each accident.

5.4. 	If Combined Single Limit Liability is used, the amount thereof shall be at least equal to the combined minimum prescribed above for the various categories of split limits coverage.

5.5. 	Liability payment insurance purchased pursuant to the requirements of this paragraph shall cover payment to the U.S. Government pursuant to the subrogation provisions of the Medical Care recovery Act (42 U.S.C. 2651-3) and, within the liability limitations of this contract, the cost of U.S. Government provided medical care to the extent that said insurance would cover payment of the cost of medical care in the absence of any U.S. Government obligation to provide medical care.

5.6.	 The contractor will provide evidence of insurance to the Contracting Officer no later than ten (10) days following the contract award.    

5.7. 	The contractor will verify that all policies submitted (i) contain endorsements providing for the waiver of any right of subrogation the insurer may have against the United States by reason of any payment under the policy on account of any damage or injury in connection with the insured’s use of any Government aviation facility, or the insured’s purchase of services or supplies from the United States Government; and (ii) contain such provisions as the Government shall from time to time require in order to afford the Government adequate protections there under.

5.8.	 In the event of cancellation or material change in policy coverage, thirty (30) days prior written notice shall be given to the Contracting Officer.

6.0.  CONTRACTOR TRAVEL:

6.1. 	Aircraft and crew shall meet all requirements specified in the Foreign Clearance Guide (FCG) for each country in the POA. The contractor shall be solely responsible for submitting all theater/country clearance requests for contractor aircraft and personnel in accordance with the Foreign Clearance Guide.

7.0.  SECURITY:

7.1. 	The majority of daily work associated with this PWS is at the unclassified level, but contractor personnel may be required to access SECRET information during performance   of this contract. As such, all contract personnel shall have a secret clearance prior to performance.  Specific security requirements are identified in the DD Form 254, DoD Contract Security Classification Specification.

7.2. 	Contractor personnel performing services under this contract shall be citizens of the United States of America. Dual citizens will not be authorized interim or final security clearance determinations. US Citizens who currently have (either expired or active) foreign passports will not be able to obtain or hold interim or final security clearances within DOD. These contractors who maintain or have in their possession a valid or expired foreign passport are considered dual-citizens and will not be authorized classified material or access. The contractor and subcontractor shall possess the capability to articulate well, speak and write fluently in the English Language, and comprehend the English Language.

7.3. 	The contractor must have a valid Facilities Clearance Level (FCL) at the SECRET level. Interim FCLs are acceptable provided they are not expired. FCL procedures and security guidelines for adjudicative requirements are outlined in DOD 5220.22-M and DOD 5200.2-R. FCLs and Interim FCLs must be awarded by the Defense Security Service (DSS) field office. Contractor personnel must possess required security clearances granted by the Defense Industrial Security Clearance office (DISCO) prior to performance under the contract 

7.4. 	Upon contract award, the COR shall submit the names of contractor personnel to the NAVAF Security Management Office for vetting through JPAS to ensure investigative and clearance requirements have been satisfied. This shall be completed before the COR/Trusted Agent (TA) accesses the DOD Contract Verification System (CVS) and submits a request for issuance of the CAC to the contractor’s personnel. If a contractor’s employee does not have the required investigative or security clearance level based on the Government’s determination, the contractor’s employee will be denied the ability to work in support of this contract and the employee’s information will not be loaded into CVS.

7.5. 	Any visit(s) by contractor personnel require an electronic visit request be submitted using JPAS. JPAS visits can be forwarded to the Security Management Office (SMO) to location to be visited. The visit request shall annotate the contract number in the POC block of the visit request and the name/phone number of either the COR or CO in the phone number block.

7.6. 	If the Government notifies the contractor that the employment, or the continued employment, of any contractor personnel is prejudicial to the interests or endangers the security of the United States of America, that employee shall be removed from performance on this contract. This includes security deviations/incidents and credible derogatory information on contractor personnel during the course of the contract’s period of performance as noted in JPAS. Personnel who have incident reports posted in JPAS will be denied the ability to support the task order until the issues have been resolved and the incident has been removed in JPAS. The contractor shall make any changes necessary in the appointment(s), at no additional cost to the Government.

7.7 	The contractor shall establish a program to prevent unlawful seizure of the aircraft. At airports, bases, and air terminals where US forces are present and responsible for deployment or redeployment of forces, the military will be responsible for security processing of passengers at on- or off-load.

7.8 	At en-route or operational stops and at locations where there is no military presence, security processing of passengers shall be the responsibility of the contractor. At these locations, the contractor shall satisfy the requirements of the Transportation Security Administration (TSA) security program for charter operations in commercial service.   

7.9. 	Security Regulation Guidance:

Department of Defense (DOD):

2000.16 (DOD Antiterrorism (AT) Standards)
5200.01 (DOD Information Security Program)
5200.2-R (DOD Personnel Security Program)
5200.08-R (DOD Physical Security Program)
5220.22-M (National Industrial Security Program)
8500.1 (Information Assurance (IA))
2000.12 (DOD Antiterrorism (AT) Program)
8500.2 (Information Assurance (IA) Implementation)

DOD regulations found at: http://www.dtic.mil/whs/directives/corres/pub1.html

7.10. 	USAFRICOM Force Protection (Industrial Security) Points of Contact:

Provided upon award.

8.0. INFORMATION ASSURANCE:

8.1 	The Contractor shall provide an Information Assurance Report to describe their environment that safeguards DOD non-public information resident on or transiting the contractor's unclassified information systems from unauthorized access and disclosure. Protection measures applied should consider the risks (i.e. consequences and their probability) of loss, misuse, unauthorized access, or modification of information. The report shall address the SANS (SysAdmin, Audit, Network, Security) Institute's
Twenty Critical Security Controls for Effective Cyber Defense: Consensus Audit Guidelines (http://www.sans.org/critical-security-controls) and be provided in accordance with the template at Appendix XX. The contractor is encouraged to provide additional information above and beyond what is outlined in the SANS guidelines to enhance the government’s understanding of their information security posture. The report will be updated 30 days prior to exercise of an option period, if applicable.

8.2 CYBER SECURITY INCIDENTS.

8.2.1 	The contractor shall report to Commander Naval Forces Europe/Africa Commander SIXTH Fleet (CNE/A C6F) N6 Cyber Security (+39 081-568-6101) and/or the COR as soon as possible upon discovery of any suspected cyber intrusion events that affect DOD information resident on or transiting the contractor's unclassified information systems.
	
Initial report shall be provided even if some details are not yet available, with follow-on detailed reporting within 72 hours. Reportable cyber intrusion events include the following:

1. A cyber intrusion event appearing to be an advanced persistent threat

2. A cyber intrusion event involving data exfiltration or manipulation or other loss of any DOD information resident on or transiting the contractor's, or its subcontractors', unclassified information systems

3. 	Intrusion activities that allow unauthorized access to an unclassified information system on which DOD information is resident or transiting Definition of advanced persistent threat: An extremely proficient, patient, determined, and capable adversary, including two or more of such adversaries working together.

8.2.2 	Incident Report Content. The incident report shall include, at a minimum, the following information:

1. Applicable dates (date of suspected compromise and date of discovery)

2. Threat methodology (all known resources used such as Internet Protocol (IP) addresses, domain names, copies malware, etc.)

3. An account of what actions the threat(s) may have taken on the victim system/network and what information may have been accessed

4. A description of the roles and functions of the threat-accessed system

5. An initial list of potentially impacted government programs and each program’s classification

6. What information may have been exfiltrated that may impact government programs.

7. A list of all employees and subcontracted employees who work or have worked with the victim system/network

8. A point of contact to coordinate damage assessment activities

8.2.3 	Incident Report Submission. The contractor will submit unclassified network cyber incident reports to the AFRICOM POC.  Technical Information Analysis Center (TIAC) and USAFRICOM designated government personnel via encrypted email or another mutually agreed upon secure communications method. Copies of malware require special handling and pre-coordination must be accomplished prior to submission.

9.0. NOTICES AND REPORTS:

9.1     Notice of Accidents – DOD Missions. When the contractor’s aircraft is involved in an accident or incident in support of a DOD mission, as defined in 49 CFR, Part 830, the contractor will transmit the following information by the most expeditious means available, to the CNE/A C6F Battle Watch. On the next business day, notification must also be made to the Contracting Officer identified in the contract. (1) Carrier and trip number, (2) aircraft type and number, (3) date and time of accident, (4) last point of departure and point of intended landing of the aircraft, (5) nature of the accident and the extent of damage to the aircraft so far as is known, (6) total number of crew members and passengers on board, (7) number of injured and fatalities aboard the aircraft, and (8) condition of baggage or government owned material, if any, on board.

9.2     Notice of accidents – Non DOD Missions. When the contractor’s aircraft is involved in any accident or incident in support of a non-DOD mission, as defined in 49 CFR, Part 830, the contractor will transmit the information in paragraph 4.1   above by the most expeditious means available on the next business day to CNE/A C6F Battle Watch.

9.3     	Aircraft Medical Incidents. Report all aircraft medical incidents in flight, or while DOD passengers are under control of the aircraft captain, to the first available COR or CO, at the next en route station for in flight incidents, or the station where the incident occurs. For all medical incidents, a DD Form 2852 shall be completed in English. On the DD Form 2852, all sections are mandatory except Section IV. TPMRC-E shall be notified within 24 hours if a death occurred. For all other medical incidents, TPMRC-E shall be notified within 72 hours.

9.4    	DOD Casualties. In cases where death occurs on a contractor’s aircraft, the following information shall be furnished by telephone to the addresses below, with an information copy to CNE/A C6F Battle Watch: 

Name, service number and component of service identified as:
Army-USA, Air Force-USAF, Navy-USN,Marine Corps-USMC, Coast Guard-USCG.

9.5 	Safety and Financial Information. The contractor shall satisfy the requirements of 32 CFR, Part 861, Section 861.3. The DOD will conduct periodic evaluations to assess the contractor’s ability to perform safely. To complete the evaluation, the government may contact the contractor in order to obtain information bearing upon the contractor’s practices, resources, and capabilities. Upon request, the contractor shall provide data pertinent to such evaluations, including current audited financial statements, to NAVSUP Fleet Logistics Center Norfolk or the COR listed on this contract. NOTE: Data furnished pursuant to this paragraph may be utilized by the U.S. Government or its representatives for any matter related to this contract.


10.0.  GOVERNMENT FURNISHED PROPERTY.

To Be Provided in Solicitation.

11.0. CONTRACT DELIVERABLES.

	Deliverable
Number
	Name*
	Due

	A001
	Master Schedule
	Not Later Than
(NLT) 10 calendar
days after award;
Updates due with
monthly progress
report

	A002
	Contractor’s Progress, Status, and
Management Report
	Monthly; NLT 10
business days from
end of previous
month

	A003
	Operations Security (OPSEC) Plan
	NLT 30 calendar
days after award

	A004
	Status Meetings/Program Reviews
	As required

	A005
	Quality Control Plan
	NLT 30 calendar
days after award

	A006
	Mission Capable Status Report
	Daily

	A007
	Government Furnished Property Report 
	Weekly; NLT close
of business each
Monday

	A008
	Phase-Out Plan
	NLT 100 calendar
days after award;
Updates due with
monthly progress
report



11.1 Master Schedule (A001):

11.1.1 	The contractor shall provide a Master Schedule to the Contracting Officer and COR for approval. The contractor shall create, maintain, and report the schedule in conjunction with the monthly progress report after initial delivery. The schedule shall cover all phases of the project from kick off to contract close out. The contractor’s Master Schedule shall include, but not be limited to, the following information:
 Timeline for providing proposed staffing
 Timeline for procurement of equipment
 Timeline for development of an Implementation Plan
 Timeline for training
 Scheduled maintenance plan and schedule
 Repair concept and turn around schedule
 Milestones for contract deliverables

11.1.2 	For the scheduled maintenance plan and schedule, any proposed changes shall be provided in the daily Mission Capable Status Report (reference paragraph 5.6) at least a month prior to the change for COR approval after POC review and concurrence. The POC may possibly request variances based on upcoming mission requirements; the contractor shall coordinate scheduling to accommodate known upcoming mission tasking.

11.2 Contractor’s Progress, Status, and Management Report (A002):

11.2.1	 The contractor shall provide a comprehensive monthly progress report that covers each operational area delivered to the Contracting Officer and COR. The report shall, at a minimum, contain the following:
 Updates to Master Schedule and Phase-Out plan
 Training status of medical personnel 
 List of missions tasked
 Number of missions aborted
 Number of PR/CASEVAC/SAR missions aborted and the justification
 Number of mission flight hours
 Operational readiness of medical equipment/supplies 
 Monthly performance metrics (from section XX. of this PWS) of availability rate, mission capable hours, pre-approved scheduled maintenance hours, and number of hours for each type of status (FMC and each PMC category)
 Latest approved scheduled maintenance schedule and any updates awaiting approval by the COR
 Accomplishments completed
 Lessons learned
 Issues to be addressed by the Contracting Officer

11.2.2 	Other items deemed necessary in this report may be added during the contract by the Contracting Officer or COR.

11.2.3 	Monthly Progress Site Inspections: The contractor shall allow for scheduled monthly progress site inspections made by the COR or authorized agent.

11.3 Operations Security (OPSEC) Plan (A003):

11.3.1 	The contractor shall be responsible for OPSEC procedures when operating missions for the DoD to include safeguarding critical information. OPSEC procedures shall include, but not be limited to:
 Assurance that employees receive OPSEC training upon initial assignment in support of this contract.
 Information such as flight schedules, hotels where crews are staying, return trips, and other facts about missions shall be kept close hold and only communicated to persons who have the proper security clearance and a need to know this information.
 Flight crews shall be aware of persons who are seeking information about the contractor, missions, flights, and schedules.
 Maintenance of a low profile while operating DoD missions. Any OPSEC questions can be addressed by the USAFRICOM Security Officer.

11.3.2 	The contractor shall provide a plan to the Contracting Officer and COR that demonstrates compliance with OPSEC procedures.

11.4 Status Meetings/Program Reviews (A004):

11.4.1 	The contractor shall participate in status meetings and Program Reviews (commonly called Program Management Reviews (PMR), as required, to be scheduled upon request of the Contracting Officer or COR, to discuss and to informally evaluate the contractor’s efforts and accomplishments. All after-action reports shall be due 10 days after Government request. Status meetings and PMRs, when required, will be held at a CONUS/OCONUS location determined by the Government. Any required formats for PMRs will be provided by the Contracting Officer or COR ahead of PMRs. In some cases, time will be allotted for the contractor to meet individually with representatives from USAFRICOM to discuss contractual issues.

11.4.2 	During the meetings, the contractor shall present necessary data to enable a joint review of its various assigned tasks, attendant schedules, and reimbursable expenditures. The contractor shall present and participate in status discussions and shall inform, in a timely fashion, the Contracting Officer and COR of any problems with contract execution and any proposed solutions.

11.5 Quality Control Plan (A005):

11.5.1 	The contractor shall develop and implement a commercial quality control plan to ensure safe and reliable air transportation in accordance with FAA Regulation Part 135 and Title 32 CFR Part 861. The plan shall also address the contractor’s approach to: (1) ensuring the control of GFE and consumable supplies, including controlled narcotics, (2) ensuring personnel provided to support this contract comply with and execute solely those functions required of this task, and (3) controlling reimbursable costs required to support this contract.

11.6 Mission Capable Status Report - Daily (A006):

11.6.1 	The contractor shall report Mission Capable status of each aircraft daily to the Contracting Officer, COR, and POC. The anticipation is that this report shall be sent via email every morning; however, operational tempo may require an alternate time of day for reporting. The Contracting Officer will direct the reporting time of day at the kick-off, and direct any changes to that time during the period of performance.

11.6.2 	For any status other than Fully Mission Capable (FMC), the daily report shall include a brief description of what missions can be supported by each aircraft, the reason FMC is not available, the steps being taken to upgrade status to FMC, the anticipated time for return to FMC status, and the number of hours the aircraft has been at each of the following types of statuses for the daily reporting period:
 	Pre-approved scheduled maintenance actual hours.
PMC(PR/CASEVAC/SAR) = Partially Mission Capable, able to perform PR/CASEVAC/SAR
PMC(Air Drop) = Partially Mission Capable, able to perform Air Drop
PMC(Airlift, Personnel) = Partially Mission Capable, able to perform Personnel Airlift
PMC(Airlift, Cargo) = Partially Mission Capable, able to perform Cargo Airlift

11.6.3	 The contractor shall send an additional email to the same distribution list as the daily report at the time (within an hour) that any aircraft has changed status.

11.7 Phase-Out Plan (A008):

11.7.1	 The contractor shall provide the Government with a phase-out plan.

11.7.2 	The initial phase-out plan shall be delivered within 100 calendar days of contract award. Any changes to the plan shall be delivered with the monthly progress report (reference paragraph XX), with a separate notification (email-body) that the plan has been altered, what was altered, why it was altered, and any impacts to proposed schedule and cost caused by the alteration. The Contracting Officer must approve the initial plan and any altered plan before the plan is accepted into the contract.

12.0. APPENDICES
Appendix 6.1 – Vendor Assessment Guidelines for Twenty Critical Security Controls for Effective Cyber Defense: Consensus Audit Guidelines (CAG)

Appendix 12.1

VENDOR ASSESSMENT GUIDELINES FOR TWENTY CRITICAL SECURITY
CONTROLS FOR EFFECTIVE CYBER DEFENSE: CONSENSUS AUDIT
GUIDELINES (CAG)

General: Organizations should compare all 20 control areas against their current status.
The 20 Critical Controls are:
1. Inventory of Authorized and Unauthorized Devices
2. Inventory of Authorized and Unauthorized Software
3. Secure Configurations for Hardware and Software on Mobile Devices, Laptops, Workstations, and Servers
4. Continuous Vulnerability Assessment and Remediation
5. Malware Defenses
6. Application Software Security
7. Wireless Device Control
8. Data Recovery Capability
9. Security Skills Assessment and Appropriate Training to Fill Gaps
10. Secure Configurations for Network Devices such as Firewalls, Routers, and Switches
11. Limitation and Control of Network Ports, Protocols, and Services
12. Controlled Use of Administrative Privileges
13. Boundary Defense
14. Maintenance, Monitoring, and Analysis of Audit Logs
15. Controlled Access Based on the Need to Know
16. Account Monitoring and Control
17. Data Loss Prevention
18. Incident Response and Management
19. Secure Network Engineering
20. Penetration Tests and Red Team Exercises
The entire text of the 20 Critical Security Controls is available for reference at:
http://www.sans.org/critical-security-controls/

Procedures:
1. Review each control.
2. Determine what procedures and tools exist within your organization to meet this control.
3. Document the result of 1-20 using the suggested template provided.
4. Provide any additional information about your company’s cyber security posture.

Company (Name): Information Assurance Report
Executive Summary: (descriptive self-assessment of the company’s overall information
security posture)

A. Assessment of Twenty Critical Security Controls for Effective Cyber Defense:
Consensus Audit Guidelines (CAG)
1. Control 1. Inventory of Authorized and Unauthorized Devices
a. Procedures and Tools supporting this control:
(List the procedures and tools used in your organization for this control)
b. Method to achieve control metric:
2. (Continue for remaining 19 controls).
If a particular control does not exist or is not used within your organization, please state this.
B. Assessment of Additional Security Measures for Effective Cyber Defense
1. Measure. (Title of additional measure/control)
a. Procedures and Tools supporting this measure/control:
(List the procedures and tools used in your organization)
b. Method to achieve measure/control metric:
2. (Continue for remaining measures/controls
