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PERFORMANCE WORK STATEMENT (PWS)
PROFESSIONAL, TECHNICAL AND ANALYTICAL SUPPORT
FOR NAVY INFORMATION DOMINANCE FORCE
 FLEET ELECTRONIC WARFARE CENTER
1.0  	GENERAL
	The intent of this contract is to acquire the services of qualified contractor personnel to provide programmatic and operational support to the Fleet Electronic Warfare Center.  Contractor personnel will provide program, technical and analytical services in support of the Navy’s Electronic Warfare (EW) mission, functions and tasks. 
2.0 	BACKGROUND
	Establishment of the Navy Information Dominance Forces (NAVIDFOR) Type Commander (TYCOM) became effective on 1 Oct 2014. NAVIDFOR is the global readiness TYCOM for all Navy Information Dominance (ID) capabilities. Headquartered in Suffolk, VA, NAVIDFOR is responsible for organizing, manning, training, equipping (MT&E) forces; identifying requirements; and submitting capability requirements statements.  NAVIDFOR consolidates and aligns Missions, Functions, and Tasks (MFT) previously managed by separate commands, specifically Navy Cyber Forces (NCF), Fleet Cyber Command (FCC), Naval Meteorology and Oceanography Command (NMOC), and the Office of Naval Intelligence (ONI), to improve the generation and sustainment of ID force readiness across the Navy.  Under this new construct, FCC/Commander, 10th Fleet (C10F) retains Operational Control (OPCON), Immediate Superior in Command (ISIC), Echelon II, and First Flag responsibilities for their subordinate operational commands.  Administrative Control (ADCON), specifically ashore and afloat MT&E responsibilities and supporting personnel, are aligned to NAVIDFOR.  FCC maintains the MT&E functions associated with their Service Cryptologic Component Commander responsibilities.
	The Fleet Electronic Warfare Center (FEWC) is an Echelon III command under NAVIDFOR. The FEWC has four primary lines of responsibility: tactics, training, requirements development, and spectrum management.  As the EW program matures and evolves to meet the objectives of the Chief of Naval Operation’s EW Roadmap (CNO directive dated 25 November 14), secondary lines of responsibility to include manning and equipping the force will be added.  
	The FEWC serves as a single organization to standardize and align EW and Spectrum requirements, resources, and capabilities across all Navy mission areas by managing, coordinating, and implementing Navy EW and Spectrum Management (SM) strategy and policy.  The FEWC is a single advocate for EW and Spectrum readiness, requirements, capabilities, and integration at all levels in the Fleet. The focus of the FEWC is to execute the efficient and effective management of EW, and to align and integrate EW and Spectrum Management into the Navy’s current conventional warfighting mission areas.  
[bookmark: _GoBack]	In the accomplishment of its mission, the FEWC: 1) oversees and governs the provisioning and implementation of Fleet capabilities; 2) assesses emerging trends and technologies impacting Navy EW and Spectrum capabilities; 3) anticipates future requirement changes based on emergent technology; and 4) oversees EW as a functional warfare area with oversight into EW capabilities that align with other mission areas.  IDFOR assists C10F and Naval Warfare Development Command (NWDC) in development of essential Navy EW concepts, doctrine, and policy. The FEWC supports Naval Component Commanders and Numbered Fleets for urgent operational EW and Spectrum needs, requests, and solutions.
	Unique challenges will be levied upon the EW community under the auspices of the Electronic Warfare Integration and Improvement Program (EWIIP) as the community develops strategies and executes plans to actualize an EW future state in accordance with Navy policy and the CNO Directive.   A central component of that future state is the integration of the FEWC into the envisioned Information Dominance Warfare Development Center (IDWDC).  
3.0	OBJECTIVE
		The objective of this effort is to procure non-personal contractor support services under a single contractual vehicle. 
4.0	TYPE OF CONTRACT
	The Government intends to award a Firm-Fixed Price contract or Task Order for services with ‘not to exceed’ line items for other direct costs.  
5.0	CONTRACTING OFFICER’S REPRESENTATIVE (COR) AND TECHNICAL POINT OF CONTACT (TPOC)
5.1	COR
The Contracting Officer’s Representative will be identified by separate letter.  The COR monitors all technical aspects of the contract and assists in contract administration. The COR is authorized to perform the following functions: ensure that the Contractor performs the requirements of the contract; perform inspections necessary in connection with contract performance; maintain written and oral communications with the Contractor concerning various aspects of the contract; issue written interpretations of requirements; monitor Contractor's performance and notify both the Contracting Officer and Contractor of any deficiencies; coordinate availability of Government furnished information; and provide or coordinate site entry of Contractor personnel.  A letter of designation issued to the COR, a copy of which is sent to the Contractor, states the responsibilities and limitations of the COR, especially with regard to changes in cost or price, estimates, or changes in delivery dates.  The COR is not authorized to change any of the terms and conditions of the resulting contract or order.
5.2	TPOC
Technical Point of Contact (TPOC) – An individual nominated and designated in writing by to act as the COR’s authorized representative.  TPOC limitations are contained in the written letter of appointment.  The TPOC provides detailed oversight of the Contractor’s performance and reports on a regular basis (normally monthly), his/her findings to the COR.  These findings should be timely, complete, and impartial.  The TPOCs will align with the FEWC’s primary lines of operation and will interact with contractor employees. Per the Federal Acquisition Regulations (FAR), the TPOC shall not provide technical direction (in this sense, the TPOC may not add, increase or redefine the contractual requirements contained in the contract and/or task order), nor provide clarification as to contractual requirements established in the contract and/or task order, but instead must refer all such inquiries to the COR. 

6.0	CONTRACTOR’S CONTRACT MANAGER
The Contractor shall designate a Contract Manager who shall serve as the Contractor’s central point of contact to the Government.  The name of this person and an alternate who shall act for the Contractor when the Contract Manager is unavailable shall be designated in writing to the Contracting Officer and COR.  The Contract Manager or alternate shall have full authority to act for the Contractor on all contract matters relating to daily operation of this contract.  The Contract Manager shall direct the effort of the contractor personnel and shall report and monitor progress to the COR through direct communication and the contract deliverables.  
7.0	PERSONNEL REQUIREMENTS
The contractor shall provide personnel with the position-dependent experience, qualifications and certification(s) identified in Section 14.  
	A total of 24 personnel are required.  Positions identified as key personnel are annotated with an asterisk (*).  
	POSITION
	LEVEL
	NUMBER OF PERSONNEL
	CLEARANCE
	LOCATION

	Program Management Support*
	Executive
	2
	TS/SCI
	Suffolk

	Program Management Support*
	Senior
	2
	TS/SCI
	Suffolk/Whidbey Island

	Program Management Support
	Mid
	1
	TS/SCI
	Suffolk

	Subject Matter Expert-EW
	II
	5
	TS/SCI
	Suffolk

	Subject Matter Expert -Spectrum
	III
	1
	TS/SCI
	Suffolk

	Subject Matter Expert –Spectrum
	IV
	2
	TS/SCI
	Suffolk

	Technical Expert – Training Specialist
	I
	6
	TS/SCI
	Suffolk/Whidbey Island 

	Technical Expert – Training Specialist
	II
	5
	TS/SCI
	Suffolk/Whidbey Island 

	Programmer/Systems Analyst
	II
	2
	TS/SCI
	Suffolk


8.0	ADMINISTRATIVE
8.1	WORKING HOURS
Working hours are Monday through Friday between the hours of 0730 and 1630 local time.  
8.2	HOLIDAYS
The contractor is generally not required to provide services on these days.
New Year’s Day				Labor Day
Martin Luther King Jr.’s Birthday		Columbus Day
President’s Day					Veteran’s Day
Memorial Day					Thanksgiving Day
Independence Day				Christmas Day
8.3	PERIOD OF PERFORMANCE
The period of performance shall be for a base year of twelve (12) months and three (3) 12-month option years.  The Period of Performance reads as follows:
Base Year	30 September 2015  – 29 September 2016
Option Year I	30 September 2016 – 29 September 2017
Option Year II	30 September 2017 – 29 September 2018
Option Year III	30 September 2018 – 29 September 2019
8.6 	PLACES OF PERFORMANCE
	The primary places of performance are Suffolk, VA and NAS Whidbey Island, WA.  

8.5	WORKSPACE
	The Government shall furnish workspace, furnishings, fax and telephone services, document reproduction capability, and all computer resources including access to terminals, printers, software, data, and communication networks.  The Government shall provide initial guidance and also make available relevant standards, functional statements, technical manuals and documentation, computer systems guides, regulations, instructions, and operational procedures. The contractor shall fully protect DOD sensitive unclassified data regardless of the location or ownership of the transport media (to include any contractor furnished mobile computing devices and/or removable storage media) in accordance with current policies, procedures, and statutes, including but not limited to, the July 3, 2007 DOD CIO Policy Memorandum, "Encryption of Sensitive Unclassified Data at Rest on Mobile Computing Devices and Removable Storage Media".
8.7	CONTRACTOR IDENTIFICATION
	For all services provided under this PWS, the contract employees shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel and displaying distinguishing badges or other visible identification for meetings with Government personnel.  Additionally, contractor personnel shall identify themselves as contract employees in telephone conversations and in formal and informal written correspondence.
8.8	CHANGES TO CONTRACTOR PERSONNEL DURING EXECUTION OF CONTRACT
	Due to the integrated nature of the work and the TS/SCI security clearance requirement, the Contractor shall advise the Government on all changes to personnel during the performance of this effort. Ideally, 30 days’ notice shall be given prior to personnel changes being made by the Contractor and emphasis will be placed on a thorough and complete turnover from one member to the other.  A face- to-face turnover is optimal.  If, due to unforeseen circumstances, a face-to-face turnover cannot be accomplished, the Contract Manager shall present a turnover plan to the COR for review and approval.  Key personnel shall be required to remain in their position for the first 120 days of contract performance. 
8.9 	STATEMENT OF NON-PERSONAL SERVICE 
	Contractor employees performing services under this contract will be controlled, directed, and supervised at all times by management personnel of the contractor.  Contractor management shall ensure that employees properly comply with the performance work standards outlined in the PWS.  Contractor employees shall perform their duties independent of, and without the supervision of, any Government official.  The tasks, duties, and responsibilities set forth in this contract shall not be interpreted or implemented in any manner that results in any contractor employee creating or modifying Federal policy, obligating the appropriated funds of the United States Government, overseeing the work of Federal employees, providing direct personal services to any Federal employee, or otherwise violating the prohibitions set forth in Parts 7.5 and 37.1 of the Federal Acquisition Regulation (FAR) http://farsite.hill.af.mil/vffar1.htm .  The Government shall control access to the facilities and shall perform the inspection and acceptance of completed work.
8.10 	COMPLAINTS LODGED AGAINST CONTRACTOR PERSONNEL
	In the event that a complaint is made regarding the conduct or ability of contractor personnel, the individual receiving the complaint will contact the COR. The COR will notify the Contractor’s Contract Manager.  The Contract Manager and COR will cooperate in investigating complaints made against contractor employees.  If the results of the investigation prove the complaint(s) to be valid, the Contract Manager shall have a maximum of three (3) working days to propose a corrective plan for resolving the matter and preventing future similar occurrences.  This plan shall be submitted in writing to the Contracting Officer and COR.  In the event that the Government deems the corrective plan insufficient for resolution of the problem, a written response to the Contractor Manager shall be provided within three (3) working days. General courses of action for dealing with personnel and performance issues shall be detailed in the Contractor’s Quality Assurance Plan (see paragraph 12.6).
8.11	TRAVEL
	Travel will be required in the performance of this contract/task order.  Likely travel destinations include: San Diego, CA; Fallon, NV; Whidbey Island, WA; Point Mugu, CA; Pensacola, FL; Bahrain; and Yokosuka, JA (locations are not all inclusive) for exercises, collaborations and symposiums.    Travel requests, to include itineraries and actual/estimated costs, shall be submitted to the COR in a contractor-specified format for review and approval.  Contract employees traveling without COR approval may result in denial of travel claims.  The Government is not responsible for arranging contract employees travel itineraries or travel-related reservations. 
Travel costs for transportation, lodging, meals and incidental expenses are allowable if incurred by contractor personnel on official company business.  Travel-related costs shall be reasonable.  Costs for transportation may be based on mileage rates, actual costs incurred, or a combination thereof, provided the method used results in a reasonable charge.  Costs incurred for lodging, meals and incidental expenses shall be considered reasonable and allowable only to the extent they do not exceed on a daily basis the maximum per diem rates in effect at the time of travel.  Refer to FAR 31.205-46 for more information on allowable travel costs.
Contractor personnel must meet all Area Of Responsibility (AOR)-specific requirements prior to undertaking travel. Typical duration of travel is 5 days or less.  
9.0  	SECURITY REQUIREMENTS
		The Contractor is responsible for acquiring and maintaining security clearances at the level(s) required under this contract.  All positions described in this PWS require a TOP SECRET/SENSITIVE COMPARTMENTED INFORMATION (TS/SCI) clearance as designated on the Contract Security Classification Specification (DD254).  An interim TS/SCI is acceptable, pending final adjudication.  The contractor shall pre-clear new employees within 10 days of starting on the contract and must obtain clearance validation from the Command Security Officers.  The Director of Industrial Security, Defense Investigative Service, Eastern Region, is the point-of-contact regarding security related matters.  Information systems used by contractor personnel shall be operated in accordance with DOD 5220.22-M National Industrial Security Program Operating Manual (NISPOM). Contractor personnel shall comply with Department of Defense, Department Of Navy and local installation security requirements.
9.1	GOVERNMENT FURNISHED INFORMATION (GFI)
The Government will provide access to information and data on ‘as needed’ basis.  The Contractor may require access to a wide range of EW-related documentation in meeting the requirements of this PWS ranging in classification from UNCLASSIFIED to TS/SCI.  The Government will grant contractor personnel access to Government-furnished information only after contractor personnel have signed a Non-Disclosure Agreement. Access to classified information must be granted in accordance with the terms and conditions contained in DOD Manual 5220.22-M and DD Form 254 (Contract Security Classification Specification).	
All information/documentation provided to a contractor to assist in the performance of their task shall be considered the property of the Government and will be returned to the designated representative or technical point of contact (TPOC) upon completion of the task.  
9.2	COMMON ACCESS CARD (CAC) 
	The Government Contractor CAC serves as the primary method of identification for the contractor employees, as well as providing the basis of Public Key Infrastructure (PKI) access to the Navy/Marine Corps Intranet (NMCI), and numerous Navy web sites, which may also require PKI access.  The COR shall assist in providing the contractor the appropriate documentation for obtaining CACs.
The Contractor shall be responsible for obtaining any and all Government-issued identification cards from employees/former employees who are no longer authorized or no longer have a requirement for access to Government facilities and systems.  Identification cards shall be collected immediately (within 1 hour) of change of employee status.  Government-issued identification cards must be turned over to the respective Command Security Officer or COR within 2 business days.
10.0	  DATA RIGHTS  
	The Government has unlimited rights to all documents/material produced under this contract.  All documents and materials, to include the source codes of any software, produced under this contract shall be Government owned and are the property of the Government with all rights and privileges of ownership/copyright belonging exclusively to the Government.  These documents and materials may not be used or sold by the contractor without written permission from the Contracting Officer.  All materials supplied to the Government shall be the sole property of the Government and may not be used for any other purpose.  This right does not abrogate any other Government rights.
11.0	SCOPE 
	The professional, technical and analytical support delivered under this effort encompasses the core capabilities of Electronic Warfare:  Electronic Attack (EA), Electronic Warfare Support (ES), Electronic Protect (EP), Electromagnetic Spectrum Operations (EMSO), and Spectrum Management (SM). Contractor tasks will align to the FEWC lines of operation: 
	•Tactics  
	•Training 
	•Requirements Development 
	•Spectrum Management
This PWS provides for services and support of these lines of operation that includes both short term and annual support in some or all of the following EW and Spectrum tasks.   They include but are not limited to:
11.1 	Task I – Spectrum Management:  
The Contractor shall provide support for all Electromagnetic Spectrum Operations (EMSO).   This support shall include assisting the FEWC with:
- Spectrum support coordination among OPNAV, SYSCOMs and major program offices as required
-  National Broadband Plan (NBP) analysis and operational impact assessments
-  Development of EMSO policy and guidance
-  Development of any required follow-on documents, instructions, tactics, techniques and procedures required to support EMSO
-  Aligning Spectrum with current EW-related training in all phases of the Optimized Fleet Readiness Plan to include Maintenance, Basic, Integrated and Sustainment Phases
-  Formalization of Afloat Electromagnetic Spectrum Training
-  Spectrum Supportability Risk Assessments (SSRA) - Development, certification, and regulation of emerging spectral technology
-  Navy Installation certification, policy adherence, and spectrum support
11.2 	Task II – Strategic, Operational and Tactical Planning:  The Contractor shall provide expertise and assistance in the development of strategic, operational and tactical Information Operations (IO) plans.  Planning support shall include assisting the FEWC with:
- Development of deliberate, crisis, and special EW plans
-  Review of Operational Plans (OPLAN)/Contingency Plans (CONPLAN) and Concepts of Operation (CONOPs)
-  Review and consultation for production of EW operational simulation models
-  Analysis of EW scenarios and development of alternative actions
-  Intelligence analysis for threat EW to support Urgent Operational Needs Statements (UONS)
-  Day-to-day management of assigned emergent tasks and projects- Coordination with DOD, Service, Federal, and Agency Research Centers
-  Review of Joint and Naval doctrine pertaining to EW and Spectrum Operations
-  Review, analysis, and evaluation of operational and functional EW
-  Review of key elements of technology indicators and vulnerability data
-  Development of adversary EW capability and vulnerability assessments
-  EW readiness analysis in support of operational plans development for EW (to include scenario development for Strike Group Optimized Fleet Response Plan (O-FRP) cycles)
-  Develop and coordinate the operational assessments and intelligence support to EW aspects of designated plans
-  Capabilities planning and sophisticated theater planning for special EW capabilities requirements, such as Transportable Electronic Warfare module (TEWM) and MK-59 advanced tactics
-  Analysis of the environment, capabilities analysis, and mission analysis
-  Development of Strategic Concepts and Courses of Action
-  Assessment of current EW doctrine, policy, tactics, techniques and procedures (TTP), and curriculum to identify gaps
-  Authoring and editing EW doctrine, policy, preplanned responses, and TTP designed to reconcile identified gaps
-  Improving EW doctrine, policy, and TTP
11.3  	Task III – Operational Support and Fleet Training:  The Contractor shall provide expertise, assistance, management support functions, and training for real time support to EW operational forces deployed worldwide.  This support shall include assisting the FEWC with:
-  EW operational support
-  Production of tactical decision aids, tailored analyses and other documents to support deployed and Forward Deployed Naval Forces (FDNF) EW operations 
-  Providing Fleet training on EW and operational assessment criteria through Warfighting Tactics Instructor (WTI) courses, Independent Deployer Assessment Training (IDAT), and Train the Trainer events for fleet training agents.
-  Conduct operational assessments and intelligence reviews as appropriate in support of Navy Component Commander requirements and tasking
11.4 	Task IV –Library Data Management, Configuration Control and Computer-Based Resources:  The Contractor shall provide software design and development and technical support, assistance, and training for data management, interoperability, database design and development, data standardization and maintenance.  This support shall include assisting the FEWC with:
-  Database and library data management
-  Database/library quality assurance/control capabilities
-  Web-based EW operational and training applications and stand-alone CD database development
-  Development of Computer-based EW interactive courseware with both operational and training applications and delivery to Fleet stakeholders via uploads to multiple avenues (such as NKO, CAS, and Sharepoint).
-  Develop course material to include, but not limited to, interactive courseware; proposed course development plans; course curriculum; lesson plans; testing and evaluation material; and student feedback surveys
-  Analysis and configuration control of data products and system libraries
-  Maintenance of software installation and configuration base line documentation
-  Software integration and installation support
-  Maintenance of the EW training database
-  On-site training for software installation, data management and database development 
-  Testing, verification, and validation of data products, and data management applications
11.5 	Task V – Fleet EW Training and Equipment Requirements and Support:   The Contractor shall provide support, assistance, and analysis for identifying and documenting Fleet EW requirements.  This support shall include assisting the FEWC with:
-  Fleet EW and Spectrum training requirements
-  Threat capabilities analysis in order to support Fleet tactics seminars, training symposiums, and Monthly Inport Training Exercises (MITE)
-  System introduction and integration efforts and resource prioritization
-  Development and management of EW and Spectrum requirements and capabilities documents to include the Electronic Warfare Integrated Priorities and Capabilities List (IPCL), Capabilities Area Assessment (CAA), and OPNAV Program Objective Memorandum (POM) inputs.
-  Analysis and evaluation of joint and service related requirements documents, instructions, and curriculum
-  Identification of critical training deficiencies for current and developing capabilities
-  The Electronic Warfare Improvement Program (EWIIP) and the EWIIP Charter
-  Development and process improvement to conduct EW equipment modernization projects
-  Providing group facilitation and other knowledge transfer methods to amplify, highlight and advance EW and Spectrum priorities and initiatives
-  Aligning all EW and spectrum training and equipment production and readiness across all areas in the OPNAV EW Roadmap
-  Coordination with major Fleet training stakeholders to assess, analyze, and implement EW training improvements which align across the Optimized Fleet Response Plan (O-FRP)
-  Providing subject matter expertise to coordinate with major research, laboratory, and training stakeholders to support and implement Fleet Synthetic Training and other training systems for use at the unit and battle group levels
-  Providing EW subject matter expertise to Fleet exercises including consultation on how to expand the role of EW and better utilize existing capabilities and incorporate emerging technologies with appropriate Spectrum support and approval
-  Gathering, analyzing, and documenting findings of EW range data CONUS and FDNF to expand the use of the FURY system for live exercises and O-FRP training for CRY/EW, including a manning analysis of current range support
-  Providing onsite direction and support from NAS Whidbey Island in transitioning skill sets and training from the VQ squadrons to the P-8/MQ-4 programs
-  Gathering, processing, and analyzing the gaps in Electromagnetic Support reporting data for the EA-18G, E-2, MH-60R, and P-8 and recommending a standardized processes and requirements
-  Coordination with major research stakeholders and Naval Sea Systems Command (NAVSEA) for the maintenance and support in management of existing and emerging equipment technology to include but not limited to Surface Electronic Capability Augmentation Program (SECAP), Surface Electronic Warfare Improvement Program (SEWIP), Own Force Monitoring (OFM), and Real Time Spectrum Operations (RTSO).
-  Coordination with major research stakeholders as well as NAVSEA for the maintenance and support in management of existing and emerging ordnance and expendable technology to include but not limited to AOEW, Nulka, and decoys.
11.6 	Task VI – Workforce Development:  The Contractor will provide support, assistance, and analysis for the IO experimentation process and development of IO Doctrine. This support shall include assisting the FEWC with/by:
-  Manpower analysis for both enlisted personnel and officers in the field of Spectrum
-  The development of Afloat Spectrum Personnel Qualification Standards (PQS)
-  EW manpower and training requirements identification
-  Naval Education and Training Command (NETC) curriculum development process.
-  Coordination with the Electronic Attack Warfare School NAS Whidbey Island, NSWDC San Diego, NAMDC Dahlgren, and SWOS Newport to develop and implement an EW Officer Training Continuum
-  Coordination with NAVIDFOR N7, NETC, CID Correy Station, and Fleet Training Agents to review and validate existing and emerging EW curriculum, instructions, and qualifications. 
-  Coordination with training stakeholders located at Fleet concentration areas to expand the implementation of the EW Officer Training continuum from a single site test class to multiple sites to include but not limited to units at Mayport, FL, San Diego, CA, Pearl Harbor, HI, Yokosuka, JP, and Norfolk, VA
-  Analysis and implementation of EW/CRY equipment, training, and manning requirements for new platforms, to include but not limited to CVN78, DDG 1000, LCS, MQ-4, and P-8.
-  Analysis and assessment of individual level enlisted manpower training tracks for efficiency and relevancy 
-  Recommending, and assisting with implementing, changes to individual level enlisted training tracks to improve training efficacy and efficiency,
-  Analysis and MT&E recommendations for the VAQ CTT/IS reorganization. 
-  Analysis and assessment of individual level officer training tracks for efficiency and relevancy
-  Recommending, and assisting with implementing, changes to individual level officer training tracks to improve training efficacy and efficiency
-  Analyzing, recommending changes, and assist with implementing changes for Additional Qualification Designators (AQDs)/Navy Enlisted Classification codes (NECs)/Military Occupational Specialties (MOS) for Enlisted Spectrum and EW rates
-  Analyzing, recommending changes, and assisting with implementing changes for Additional Qualification Designators for Officer Spectrum and EW rates
- EW/CRY Subsurface Direct Support Element coordination and training 
11.7	Task VII – Readiness Reporting:   The Contractor shall provide technical support, assistance, and training for Readiness Reporting tools that provide the Navy’s readiness statuses. This support shall include assisting the FEWC with/by:
-  Defense Readiness Reporting System-Navy (DRRS-N) 
-  Defining and refining the Navy Mission Essential Task (NMETS) within the DRRS-N System
-  Defining and refining the Navy Tactical Tasks (NTAs) within DRRS-N
-  Linking of NMETS to NTAs within DRRS-N
-  Reviewing and revising DRRS-N and any follow-on readiness reporting tool to effectively and accurately report EW readiness
-  Development of a follow-on readiness reporting tool
-  EW readiness reporting, doctrine and requirements with the Required Operational Capabilities/Projected Operational Requirements (ROC/POE)
12.0	REPORTS, DATA, AND DELIVERABLES
	All contract deliverables shall be submitted to the COR.  All written deliverables or other written communication between the Contractor and the COR (or designee) shall be delivered via paper and/or electronic copy.  All deliverables shall meet professional standards and the requirements set forth in contractual documentation herein.  
NOTE:  
1.  Revisions to any of the above shall be at no additional cost to the Government.
2.  Contractor personnel may be required to brief or give presentations on behalf of IDFOR, and/or the FEWC.
	3.  Classified correspondence shall be handled via normal classified control channels specified in the DD-254.
12.1	DUE DATES
	The Government and the Contractor shall jointly establish due dates specific to individual work products (ex., reports, course-related material, presentations, analysis, etc.)  The Contractor shall provide progress reports on individual work products with assigned due dates in the Weekly Activity Report (see 12.3).  
12.2	TRIP REPORTS
	The Contractor shall provide trip reports within 10 days of return from any authorized travel.  Trip report shall be in a Contractor-specified format but shall include at a minimum:
	a. Contractor personnel who performed travel
	b. Purpose of travel (goals, objective)
	c. Meetings attended, names of principal persons with whom meetings were held
	d. Summary of discussions
	e. Opinions on discussions/decisions and recommendations for future actions
	f. Cost of travel broken down by transportation costs, lodging costs, meals and incidental expenses (M&IE) and original estimate for travel expenses
12.3   	WEEKLY ACTIVITY REPORTS
The Weekly Activity Report shall be submitted not later than 5 business days after end of the week reported on. The report shall contain the following information at a minimum:
	a. Task status (include originator/customer, personnel assigned to complete, location, goal/end-state, estimated completion date, percent complete)
	b. Tasks completed (date completed)
	c. Issues impacting milestone attainment
	d. Personnel issues
	e. Upcoming Events
12.4   	MONTHLY STATUS REPORTS
The Monthly Status Report shall be submitted not later than 15 business days after end of the month reported on.  The report shall contain the following information at a minimum:
	a. Tasks completed during the reporting period
	b. Personnel issues
	c. Upcoming Travel
	d. Requests for revised work product due dates to include the justification for the request.  	
f. Software development status
	g. Anticipated activity for next reporting period
12.5	QUARTERLY IN-PROCESS REVIEW
The Contractor shall provide in-progress reviews on a quarterly basis due within ten (10) working days of the end of the previous quarter.  
12.6	CONTRACTOR’S QUALITY ASSURANCE PLAN
	The contractor shall develop and maintain a quality assurance plan in order to maintain the high performance standards and schedule required by the FEWC.  This QA Plan shall detail the methodology to be used by the contractor to monitor and grade the performance of its personnel as they carry out the requirements of this PWS.  The QA Plan shall address the contractor’s courses of action to improve the performance of under-performing personnel and to maintain the skills of personnel performing at or above acceptable standards.  The plan shall also detail the Contractor’s approach to dealing with personnel issues which cause disruption to the working environment, schedule, and/or task accomplishment.

	The contractor shall provide the initial Quality Assurance Plan to the COR within the first 30 calendar days of the period of performance.  An updated plan shall be provided to the COR annually.
13.0     	ORGANIZATIONAL CONFLICT OF INTEREST
	NONE FORESEEN AT THIS TIME
14.0	PERSONNEL QUALIFICATIONS
	Candidates are expected to be high-level self-starters with technical expertise in the appropriate functional areas.  The Government anticipates that much of the work shall require independent performance under the direction of the Contractor’s Contract Manager.  Personnel assigned to tasks must keep current on the respective technologies and programmatic advancements associated with the industry. Personnel utilized in the performance of these services shall be under the control and supervision of the Contractor at all times.
	The contractor is responsible for providing personnel with expertise and experience as identified below:
1.  Management Consultant - Executive 
Experience:   Minimum 15 years of experience with at least 10 years of experience in Electronic Warfare  to include performing responsibilities at the O-5 level or above.  Experience on either Navy or Joint Staff in a job related to EW, Signals Intelligence or Spectrum Management.  Should be proficient at organizational dynamics, behavior, and development with expertise in devising agency/organization strategy development; designing, leading, and organizing business process improvement efforts; proven success in implementing advanced methods, tools, and procedures to execute developmental strategy.  Senior Executive responsible for providing strategic direction, vision, leadership and program management to the team
Education: Master’s Degree 
Clearance: TS/SCI clearance required. 
2.  Management Consultant - Senior 
Experience:  Minimum 10 years of experience with at least 8 years of experience in Electronic Warfare or Spectrum to include performing responsibilities at the O-3 level or above.  Experience and expertise in Spectrum Program Management and Electromagnetic Spectrum Operations required.  Experience on either Navy or Joint Staff in a job related to EW, Signals Intelligence or Spectrum Management.  Senior Executive responsible for providing strategic direction, vision, leadership and program management to the team.  
Education: Bachelor’s Degree 
Clearance: TS/SCI clearance required. 
3.  Management Consultant – Mid-grade
Experience:  Minimum 10 years of experience with at least 6 years in Electronic Warfare or Spectrum Management to include performing responsibilities at the O-3 level or above (or equivalent).  Experience and expertise in Spectrum Program Management and Electromagnetic Spectrum Operations required with electromagnetic Battle Management, and strategic and national defense analysis work preferred but not required.  Experience on either Navy or Joint Staff or equivalent in a job related to EW, Signals Intelligence or Spectrum Management.  
Education: Bachelor’s Degree 
Clearance: TS/SCI clearance required.

4.  Subject Matter Expert Level I 
Experience:  Minimum of 15 years of experience with at least 8 years of experience in Electronic Warfare or Spectrum Management–related program/project development.  Must have knowledge and understanding of applicable technical concepts and practices in order to support Electronic Warfare readiness across the DOTMPLF (Doctrine, Training, Materiel, Personnel, Leadership, Facilities).
Education: High School Diploma or equivalent
Clearance: TS/SCI clearance required.
5.  Subject Matter Expert - Level II 
Experience:  Minimum of 10 years of operational leadership experience equivalent to a US Navy shipboard department head (O-3/O-4), chief petty officer or chief warrant officer with Navy or Joint Staff experience providing Electronic Warfare and Spectrum Operations support, and having knowledge and understanding of applicable technical concepts and practices in order to support Electronic Warfare readiness across the DOTMPLF (Doctrine, Training, Materiel, Personnel, Leadership, Facilities).  
Education:  High School Diploma or equivalent
Clearance: TS/SCI clearance required.
6.  Subject Matter Expert Level III Experience:  Minimum of 8 years of experience providing Electronic Warfare and Spectrum Operations support, and having knowledge and understanding of applicable technical concepts and practices in order to support Electronic Warfare readiness across the DOTMPLF (Doctrine, Training, Materiel, Personnel, Leadership, Facilities).  
Education:  High School Diploma or equivalent
Clearance: TS/SCI clearance required.
7.  Technical Expert - Level I 
Experience:  Minimum of 10 years of experience providing technical expertise under the broad umbrella of the Electronic Warfare discipline, and having knowledge and understanding of applicable technical concepts and practices. 
Education:  High School Diploma or equivalent
Clearance: TS/SCI clearance required.
8.  Technical Expert - Level II 
Experience:  Minimum of 7 years of experience providing technical expertise under the broad umbrella of the Electronic Warfare discipline, and having knowledge and understanding of applicable technical concepts and practices. 
Education: High School Diploma or equivalent
Clearance: TS/SCI clearance required.
9.  Programmer II / Systems Analyst II (PR II)
Experience:  5 to 9 years.  Responsible for analysis, design, coding, component and testing in courseware development. Involved in maintenance (including production support), enhancement and development work.  Work with customer to interpret user requirements into design specifications and ensure that design and code meets customer requirements.  Analyze and design enhancements, development programs, and/or required fixes to production problems. Design applications to functional and technical programming standards. Develop system specifications and interfaces. Determine time estimates and schedule for work.
Education: Associates degree or equivalent
Clearance: TS/SCI clearance required.
_____________

Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 
(July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  


INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded
to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM. 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

(end text)

Enterprise Contractor Manpower Reporting Application (ECMRA)
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract via a secure data collection site.  Contracted services excluded from reporting are based on Product Service Codes (PSCs).  The excluded PSCs are:
(1) W, Lease/Rental of Equipment; 
(2) X, Lease/Rental of Facilities; 
(3) Y, Construction of Structures and Facilities; 
(4) S, Utilities ONLY; 
(5) V, Freight and Shipping ONLY.  

The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.


Pursuant to FAR 52.232-18, funds are not presently available for this contract. The Government's obligation under this contract is contingent upon the availability of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are made available to the Contracting Officer for this contract.  

The notice of availability of funds issued pursuant to this clause will be posted to the NAVSUP Fleet Logistics Center (FLC) Norfolk web page at: http://www.navsup.navy.mil/navsup/ourteam/navsupgls/prod_serv/contracting/con_navsupflcn.

(end text)
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