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SECTION 1.0 BACKGROUND AND GENERAL INFORMATION 

1.1 BACKGROUND:  Navy Information Dominance Forces Command (IDFOR) is the Type Commander (TYCOM) for U. S. Navy Command, Control, Communications, Computers, Collaboration, and Intelligence (C5I) and Information Dominance (ID).  IDFOR is responsible for the Man, Train, Equip (MT&E) functions for Fleet cyber requirements.  IDFOR’s mission is to provide commanders ashore and afloat with forward deployable, combat-ready information dominance forces which are capable of conducting prompt and sustained naval, joint, and combined operations in support of U.S. National interests. nce forces capable of conducting prompt and sustained naval, joint and combined operations in support of U.S. national interests.The C5I Requirements Directorate (N8) develops MT&E requirements and assesses current and future ID capability areas of Assured Command and Control (C2) Operations, Integrated Fires, and Battle Space Awareness. 

In support of IDFOR N8’s mission, and in keeping with U.S. Fleet Forces (USFF) and Chief of Naval Operations (CNO) guidance, the N8 Assured C2 Branch, in collaboration with other Navy Stakeholders, must ensure the Fleet possesses the C5I tools required to ensure Navy’s mission success when presented with adversaries or challenges to communications transports and C2.

1.2 GENERAL: This is a non-personal services contract to provide contractor personnel to assist IDFOR N8 in identifying RF and SATCOM-related capability gaps, analyzing threats and courses of action, and developing solutions to effectively counter current and future threats.  This services acquisition supports Electronic Maneuvering Warfare (EMW) doctrine and tactics via the generation of Naval Telecommunications Publications (NTP), Navy Warfare Publications (NWP), Navy Tactics, Techniques, and Procedures (NTTP), Navy Tactical Reference Publications (NTRP),  Tactical Memorandums (TACMEMO),  Tactical Bulletins (TACBUL), Operational Tasks (OPTASK), handbooks, Concepts of Employment (CONEMP), Concepts of Operations (CONOPS), and other strategic, tactical, and technical documents.  

1.3 TYPE OF CONTRACT:  The Government intends to award a firm-fixed price contract or task order with option periods.   

1.4 OVERVIEW OF TASKS: This Performance Work Statement (PWS) describes technical and management support services to be provided to the IDFOR N8 Directorate.  The scope of this PWS includes support services to develop and execute Navy RF, SATCOM, communications, and operational strategy documents to proactively manage the effects of Communications Contested Environments (CCE), effectively execute EMW, and maintains Assured C2.  
1.5 PERIOD OF PERFORMANCE: The period of performance shall be for a base year of twelve (12) months and two (2) 12-month option periods.  The Period of Performance reads as follows:
 Base Year	31 August 2015  – 30 August 2016
Option Year I	31 August 2016 – 30 August 2017
Option Year II	31 August 2017 – 31 August 2018

1.6 LOCATION OF PERFORMANCE: Navy Information Dominance Command, 115 Lakeview Parkway, Suffolk, VA 23435.  
	
1.7 HOLIDAYS: The contractor is generally not required to provide services on these days.

New Year’s Day				Labor Day
Martin Luther King Jr.’s Birthday		Columbus Day
President’s Day					Veteran’s Day
Memorial Day					Thanksgiving Day
Independence Day				Christmas Day

1.8 WORK ENVIRONMENT AND HOURS OF OPERATION:  The contractor personnel shall provide services between the hours of 0600 and 1800 Monday thru Friday with the exception of  Federal holidays or when the Government facility is closed due to local or national emergencies, administrative closings, or similar Government directed facility closings. Neither teleworking nor alternate work scheduled will be authorized for contractor personnel.
All contractor personnel working in IDFOR’s Building 115 shall muster daily in the Total Workforce Management System (TWMS) in accordance with IDFOR policies and procedures. Such daily mustering is for Anti-Terrorism/Force Protection purposes only.

1.9 CONTRACTING OFFICER’S REPRESENTATIVE (COR)/TASK ORDER MANAGER (TOM):  The COR/TOM, here after referred to solely as the ‘COR’, will be identified by separate letter and in the resultant contract/task order.  The COR monitors all technical aspects of the contract and assists in contract administration. The COR is authorized to perform the following functions: assure that the Contractor performs the requirements of the contract: perform inspections necessary in connection with contract performance: maintain written and oral communications with the Contractor concerning various aspects of the contract: issue written interpretations of requirements: monitor Contractor's performance and notify both the Contracting Officer and Contractor of any deficiencies; coordinate availability of Government furnished property/training sites, and provide or coordinate site entry of Contractor personnel.  A letter of designation issued to the COR, a copy of which is sent to the Contractor, states the responsibilities and limitations of the COR, especially with regard to changes in cost or price, estimates or changes in delivery dates.  The COR is not authorized to change any of the terms and conditions of the resulting order.

1.10 CONTRACTOR LEAD: The Contractor shall designate an employee to serve as the Contract Lead. This Contract Lead shall be the primary Contractor point of contact for the COR. The Contract Lead should be empowered to make decisions on behalf of the Contractor. 

1.11 IDENTIFICATION OF CONTRACTOR PERSONNEL:  All contract personnel attending meetings, answering Government telephones, and working in other situations where their contractor status is not obvious to third parties are required to identify themselves as such to avoid creating an impression in the minds of members of the public that they are Government officials.  They must also ensure that all documents or reports produced by contractors are suitably marked as contractor products or that contractor participation is appropriately disclosed.

1.12 ACRONYMS: A listing of acronyms related to this effort is provided in Enclosure (1).  













SECTION 2.0 SCOPE 

2.1 LABOR: This effort requires five (5) contractor-provided personnel in various labor categories as summarized in the following table:


	Labor Category
	Support Expertise
	Quantity
	Hours

	Senior SME*
	AEHF and Protected SATCOM
	1
	1920

	Senior SME*
	Narrowband SATCOM including MUOS, Transport Bandwidth Analysis
	1
	1920

	Senior SME
	Doctrine, Experimentation & Implementation, Coalition Communications
	1
	1920

	Journeyman SME
	RF, HF Systems
	1
	1920

	Journeyman SME
	GBS and Wideband SATCOM
	1
	1920



Personnel in the labor category denoted by an asterisk (*) are considered to be key personnel.

The Contractors shall focus efforts on key tenets of a structured, process-focused, metrics-driven Navy capability-based enterprise approach to guide IDFOR through the strategic planning and execution of an integrated Assured C2, CCE, and EMW strategy.

2.2 SENIOR ADVANCED EXTREMELY HIGH FREQUENCY (AEHF) AND PROTECTED SATCOM SUBJECT MATTER EXPERT (SME)*

The AEHF and Protected SATCOM SME will perform the following tasks: 

· Support IDFOR N8 Requirements Directorate by providing necessary consulting, managerial, analytical, and organizational skills to assist in identifying and analyzing Navy ID and communications related capability gaps.  
· Provide subject matter expertise in AEHF and protected military communications requirements.  Additionally, the Contractor shall possess organization/planning/communication skills to support all facets of capability gaps identification and analysis, and support to include review and concepts, communications requirements, acquisition documents, concept of operations, and other technical and non-technical documents.
· Retrieve data from a variety of sources and individuals to identify the scope and breadth of communications gaps, to analytically and creatively evaluate the data, and to craft collaborative and well researched solution proposals.  
· Interact with IDFOR, Fleet Cyber Command (FCC), USFF, Office of the Chief of Naval Operations (OPNAV) staff, Fleet and Type Commanders, Platform Agents, Warfare Centers of Excellence, Program Offices, and other relevant Navy organizations, services, and Department of Defense (DOD) agencies.  
· Review Navy’s AEHF/EHF/Navy Multiband Terminal (NMT) communication management strategy.  Working with other services and stakeholders, identify fleet capability gaps and related analysis for EHF communications management.
· Identify gaps in AEHF/EHF management processes and recommend improved methodologies to most effectively manage EHF resources for surface, submarine, and other Navy EHF consumers.  
· Identify best practices for Numbered Fleets to assist in the EHF communications management process. Recommendations should include strategies for managing EHF images and global scenarios, and contingency mission planning.
· Codify recommendations for fleet communications planning in CONOPS, CONEMP, NTPs, Tactics, Techniques, and Procedures (TTPs), or other guiding documents as required by IDFOR.
· Evaluate EHF continuity of system fielding and fleet training, and make specific recommendations for improvement if ineffective fielding or training strategies are identified.
· Assist in identifying required SATCOM Doctrine, Organization, Training, Materiel, Personnel, Leadership, Facilities, and Policy (DOTMPLF-P) actions.
· Assist in executing SATCOM DOTMPLF-P actions under IDFOR cognizance.
· Assist with the identification and analysis of SATCOM related capability gaps, requirements analysis and review related / draft briefs, white papers, and other documents for comment.
· Assist in advocating for the fleet’s SATCOM requirements with program sponsors and program offices.  Develop analytics, briefs, and other persuasive or informational briefs for flag level review.
· Participate in staff planning meetings, briefings, and Video Teleconferences (VTC).
· Based on guidance from the supported Fleets and related Navy organizations and commands, develop agendas, focus material, and session summaries for C5I capability gaps identification and analysis, and validation events.
· Organize material and technical support for work sessions, briefings, and other meetings that support C5I development and result in finished documents.
· When requested, provide papers or oral briefings and white papers to update the chain of command on document progress.
· Assist IDFOR Government lead in performing Liaison Officer (LNO) functions when representing Navy in Joint or international forums.
· Support IDFOR N8 at meetings, conferences, and workshops regarding current and future doctrine/requirements development and integration.  This will require liaising with other directorates within IDFOR, USFF, FCC, and other service-specific or DOD organizations.

2.3 SENIOR NARROWBAND SATCOM AND BANDWITH SME*

The Narrowband SATCOM and Bandwidth SME will perform the following tasks:

· Interact with IDFOR, FCC, USFF, OPNAV staff, Fleet and Type Commanders, Platform Agents, Warfare Centers of Excellence, other relevant Navy organizations, and other Services and DOD Agencies.  
· Develop HF modernization strategy, to include updates to HF requirements letter, analysis of HF materiel and non-materiel requirements across Fleet and shore facilities, and other warfighting gaps in terms of DOTMLPF-P. 
· Assist with SATCOM requirements development.
· Review and update Fleet Bandwidth Requirements Letter and provide inputs to the SATCOM Database (SDB).
· Assist in the tracking and completion of IDFOR assigned DOTMLPF-P tasks from the Space Effects and Optimizing Warfighting in a Communications Contested Environment Fleet Warfighting CONOPS. 
· Assess satellite capability for imagery, detection, and intelligence, surveillance and reconnaissance (ISR).
· Develop Fleet Mobile User Objective System (MUOS) Concept of Employment (COE) strategy and develop/track exercise through identification of experimentation opportunities to evaluate operational capabilities.
· Identify experimentation opportunities to evaluate operational capabilities for MUOS use.  Develop data collection and analysis plans that rigorously validate these new operational capabilities.
· Assist in identifying and analyzing C5I and communications related capability gaps pertinent to IDFOR and documenting them for staffing within the command.
· Participate in staff planning meetings, briefings, and VTCs as required.
· Based on guidance from the supported Fleets and related Navy organizations and commands, develop agendas, focus material and session summaries for C5I and communications related capability gaps analysis, and validation events.
· Organize material and technical support for work sessions, briefings and other meetings that support C5I development and result in finished documents.
· When requested, prepare papers, oral briefings and white papers for IDFOR N8 to update chain of command on document progress. 
· Attend meetings, conferences, and workshops regarding current and future doctrine/requirements development and integration on behalf of IDFOR N8.  This will require liaising with other directorates within IDFOR, USFF, FCC and service-specific organizations.

2.4 SENIOR DOCTRINE AND EXPERIMENTATION SME

The Doctrine and Experimentation SME will perform the following tasks:

· Support IDFOR N8 Requirements Directorate by providing necessary consulting, managerial, analytical, and organizational skills to assist in managing Navy ID communications requirements.  
· Provide subject matter expertise in military communications requirements.  
· Retrieve data from a variety of sources and individuals to identify the scope and breadth of communications gaps, to analytically and creatively evaluate the data, and to craft collaborative and well researched solution proposals.  Interact with IDFOR, FCC, USFF, OPNAV staff, Fleet and Type Commanders, Platform Agents, Warfare Centers of Excellence, Program Offices, and other relevant Navy organizations, services, and DOD agencies.  
· Execute the holistic “idea to doctrine” process of CONOPS development, to include ensuring CONOPS DOTMPLF-P actions are validated through experimentation, tactician’s review, fleet exercises, requirements vetting, architecture review, acquisition planning, evaluating TTPs and lessons learned, and analysis.
· Provide expert advice and guidance to IDFOR N82 team on effective use of experimentation as a tool to improve fleet posture.  Advise on Fleet Experimentation Information Management System (FIMS) submissions and in leveraging useful venues.  Assist in ensuring meaningful Measures of Effectiveness/Performance (MOEs/MOPs), control plans, knowledge management strategies, and post-event analysis.
· Validate IDFOR/USFF OPTASK Information Management (IM) implementation and make recommendations on effective implementation.
· Evaluate experiment objectives as mapped to Universal Naval Task Lists (UNTL), Universal Joint Tasks (UJT), Joint Capability Areas (JCAs), Navy Training Information Management System, and Joint Experimentation.
· Evaluate applicability of multinational experimentation to validate TTPs for BFTN(e), Battlefield Information Collection and Exploitation System (BICES), and other coalition communications systems, as required.
· Attend Initial, Mid/Main, and Final planning conferences  (IPCs, MPCs, FPCs) for exercises in which communications improvements may impact Navy’s CCE readiness, and propose experimental objectives to improve fleet’s Assured C2 posture when required.
· Assist IDFOR in proposing, sponsoring, or advocating for meaningful experiments.
· Explore concepts, including technological, doctrinal, and organizational capabilities for the future.
· Develop meaningful metrics gathering strategies and evaluate the evidence to provide recommendations, insights, findings and observations regarding the effectiveness of Doctrine.
· Assist in identifying required Communications DOTMLPF-P actions.
· Assist in executing Assured C2, CCE, and EMW DOTMLPF-P actions under IDFOR cognizance.
· Assist with capability gaps identification and review related / draft briefs, white papers, and other documents for comment.
· Assist in advocating for the fleet’s SATCOM requirements with program sponsors and program offices.  Develop analytics, briefs, and other persuasive or informational briefs for flag level review.
· Participate in staff planning meetings, briefings, and VTCs.
· Based on guidance from the supported Fleets and related Navy organizations and commands, develop agendas, focus material, and session summaries for C5I capability gaps identification and analysis and validation events.
· Organize material and technical support for work sessions, briefings, and other meetings that support C5I development and result in finished documents.
· When requested, provide paper or oral briefings and white papers to update chain of command on document progress.
· Assist IDFOR Government lead in performing LNO functions when representing Navy in Joint or international forums.
· Support IDFOR N82 at meetings, conferences, and workshops regarding current and future doctrine/requirements development and integration.  This will require the Contractor to liaising with other directorates within IDFOR, USFF, FCC, and other service-specific or DOD organizations.

2.5 JOURNEYMAN RADIO FREQUENCY (RF) AND HIGH FREQUENCY (HF) SYSTEM SME

The RF and HF SME will perform the following tasks:

· Provide subject matter expertise in HF, to include 24 kHz broadband operations with Battle Force Tactical Network-enhanced (BFTNe).  
· Retrieve data from a variety of sources and individuals to identify the scope and breadth of communications gaps, to analytically and creatively evaluate the data, and to craft collaborative and well researched solution proposals.  .
· Interact with IDFOR, USFF, FCC, OPNAV staff, Fleet and Type Commanders, Platform Agents, Warfare Centers of Excellence, Program Offices, and other relevant Navy organizations, services, and DOD agencies.  
· Manage and track the completion of Doctrine, Organization, Training, Materiel, Leadership, Personnel, Facilities, Policy, (and interoperability if NATO) (DOTMLPF-P/I) actions as identified in the HF CONOPS in development by IDFOR.  
· Provide additional guidance, clarification, support, and recommendations to supporting agencies in completing HF DOTMPLF-P/I actions, if required.
· Work with other services, stakeholders and NATO/Coalition factions to identify additional fleet HF communications capability gaps, and make recommendations on priorities or most effective strategies to meet the fleet requirements.
· Codify HF communication strategies in CONOPS, NTPs, TTP, Global Communications Information Bulletins (GCIBs), Fleet Advisory Messages (FAMs), or other guiding documents and messages as required by IDFOR.
· Evaluate HF continuity of system fielding and fleet training, and make specific recommendations for improvement if ineffective fielding or training strategies are identified.
· Assist in advocating for the fleet’s HF requirements with program sponsors and program offices.  Develop analytics, briefs, and other persuasive or informational briefs for flag level review.
· Participate in staff planning meetings, briefings, teleconferences and VTCs.
· Assist in identifying and analyzing C5I related capability gaps pertinent to IDFOR, and documenting them for staffing within the command.
· Based on guidance from the supported Fleets and related Navy organizations and commands, develop agendas, focus material, and session summaries for C5I capability gaps identification and analysis and validation events.
· Organize material and technical support for work sessions, briefings, and other meetings that support C5I development and result in finished documents.
· When requested, provide paper or oral briefings and white papers to update chain of command on progress.
· Assist IDFOR Government lead in performing Liaison Officer (LNO) functions when representing Navy in Joint or international forums.
· Support IDFOR N8 at meetings, conferences, and workshops regarding current and future doctrine/requirements development and integration.  This will require liaising with other directorates within IDFOR, USFF, FCC, and other service-specific or DOD organizations.

2.6 JOURNEYMAN GLOBAL BROADCAST SERVICE (GBS) AND WIDEBAND SATCOM SME

The GBS and Wideband SATCOM SME will perform the following tasks:

NOTE: GBS provides worldwide, high capacity, one-way transmission of video (especially from Unmanned Aerial Vehicles (UAVs)), imagery, geospatial intelligence products and other high bandwidth information supporting the Nation’s command centers and joint forces.  GBS Split IP enables assured communications by providing a two-way asymmetric communication path.  Since GBS is a receive only system, the Split IP configuration leverages the strength of GBS in a jamming scenario to broadcast up from the ship in one frequency range and for the ship to receive returning IP traffic via GBS.  The Optimizing Warfighting Capability in a Communications Contested Environment CONOPS directs the following IDFOR DOTMPLF-P action:  “Develop procedures (e.g. standard operating procedures, TTP, handbook, or as appropriate) for the use of GBS Split IP and incorporate into the fleet readiness training plan.”  

· Support IDFOR N8 Requirements Directorate by providing necessary consulting and managerial, analytical, and organizational skills to assist in identifying and analyzing Navy ID and communications related capability gaps.  
· Provide subject matter expertise in GBS Split Internet Protocol (Split IP) operations, and communication strategies in an Anti-Access Area Denied (A2AD) environment.  
· Analyze and interpret the technical complexities of operating GBS Split IP.
· Support development of GBS Split IP demonstration plan to test and validate methodologies. 
· Generate a GBS Split IP Operators Handbook or similar for the Fleet to satisfy the IDFOR CCE CONOPS DOTMPLF-P action.
· Document the operational processes, procedures, and capabilities in a GBS Split IP Handbook or similar for the Fleet to satisfy this DOTMPLF-P action. 
· Codify best practices in a GBS Split IP Handbook to similar to further serve the education purposes of the fleet.
· Research available intellectual capital, including anecdotal and fact-based experiential information available through former Navy GBS operators and technicians.
· Assist in advocating for the fleet’s GBS Split IP requirements with program sponsors and program offices.  Develop analytics, briefs, and other persuasive or informational briefs for flag level review.
· Retrieve data from a variety of sources and individuals to identify the scope and breadth of communications gaps, to analytically and creatively evaluate the data, and to craft collaborative and well researched solution proposals.  The Contractor must be an effective independent analyst who can convey complex technical issues to both technical and non-technical audiences.  
· Interact with IDFOR, USFF, FCC, OPNAV staff, Fleet and Type Commanders, Platform Agents, Warfare Centers of Excellence, Program Offices, Defense Enterprise Computing Center (DECC),  Joint GBS Program Office, Defense Information Systems Agency (DISA), Combatant Commander Communication and Information Managers, and other relevant Navy organizations, services, and DOD agencies.  
· Participate in staff planning meetings, briefings, teleconferences VTCs.
· Based on guidance from the supported Fleets and related Navy organizations and commands, develop agendas, focus material, and session summaries for GBS Split IP communication issues.
· Organize material and technical support for work sessions, briefings, and other meetings that support C5I development and result in finished documents.
· When requested, provide paper or oral briefings and white papers to update chain of command on progress.
· Support IDFOR N8 at meetings, conferences, and workshops regarding current and future doctrine/requirements development and integration.  This will require liaising with other directorates within IDFOR, USFF, FCC, and other service-specific or DOD organizations.























3.0 PERSONNEL REQUIREMENTS

3.1 SENIOR ADVANCED EXTREMELY HIGH FREQUENCY (AEHF) AND PROTECTED SATCOM SUBJECT MATTER EXPERT (SME)*

Area(s) of Expertise: Advanced Extremely High Frequency (AEHF) and Protected SATCOM

Education: Master’s Degree. Either Graduate or Undergraduate degree must include a major in Science, Engineering, or Information Systems.

Experience: A minimum of 10 years of experience working with Protected systems (i.e. EHF, AEHF). A minimum of 8 years of experience with tactical or strategic military operations; a minimum of 8 years of experience with military communications systems, to include practical experience with; a minimum of  8 years of experience with DOD DOTMPLF-P actions or Planning, Programming, Budgeting and Execution (PPBE) management; a minimum of 6 years of experience working with Navy Communications Programs and Navy or Joint operational stakeholders. Experience working with 

Security Clearance: Top Secret

Traits of ideal candidate:
1. Possess expertise in satellite communications, key distribution, communications management, and the capabilities and limitations of Navy afloat and undersea C5I systems.
2. Possess a working knowledge of Naval and Joint C5I concepts and doctrine and processes
3. Have a good working knowledge of the interrelationships between Navy C5I/ID stakeholders, Combatant Commanders, Coalition and North Atlantic Treaty Organization (NATO) maritime forces, and Operational Fleet Commands and be effective in communicating Navy requirements with these diverse interests.
4. Be an effective independent reasoner who can convey complex technical issues to both technical and non-technical audiences.
5. High-level self-starter.  

Representative Deliverable Products: AEHF CONEMP, NTP

3.2 SENIOR NARROWBAND SATCOM AND BANDWITH SME*

Area(s) of Expertise: Narrowband SATCOM including Mobile User Objective System (MUOS) and Digital Mobile Radio (DMR), Transport Bandwidth Analysis

Education: Master’s Degree.  Either the Graduate or Undergraduate degree must include a major in Science, Engineering, or Information Systems.

Experience: A minimum of 10 years of experience working with Narrowband systems (i.e. MUOS, DMR) programs of record, bandwidth analysis, and/or Assured C2 TTPs; a minimum of 8 years of experience with tactical or strategic military operations; a minimum of 8 years of experience with military communications systems; a minimum of  8 years of experience with DoD DOTMPLF actions, or PPBE management; and a minimum of 6 years of experience working with Navy or Joint Communications Programs and operational stakeholders.

Security Clearance: Secret



Traits of Ideal Candidate:
1. Have a working knowledge of Navy, naval, and joint C5I concepts and the processes through which they were derived.  
2. High-level self-starter.  

Representative Deliverable Products: Bandwidth Management TACBUL, BW Analysis, Assured C2 NWP

3.3 SENIOR DOCTRINE AND EXPERIMENTATION SME

Area(s) of Expertise: Doctrine, Organization, Training, Materiel, Personnel, Leadership, Facilities, and Policy (DOTMPLF-P) analysis, Doctrine, Experimentation & Implementation, Coalition Communications

Education: Master’s Degree

Experience: A minimum of 10 years of experience working with Doctrine or Experimentation concepts; a minimum of 8 years of experience with tactical or strategic military operations; a minimum of 8 years of experience with Joint or Maritime operations and requirements; and a minimum of  8 years of experience with DOD DOTMPLF actions, or PPBE management.

Security Clearance: Secret

Traits of Ideal Candidate:
1. Possess organization, planning, and communication skills to support all facets of capability gap analysis and support to include review and concepts, communications requirements, acquisition documents, concept of operations, and other technical and non-technical documents.
2. Have a good working knowledge of the interrelationships between Navy C5I/ID stakeholders, Combatant Commanders, Coalition and NATO maritime forces, Operational Fleet Commands, and be effective in communicating Navy requirements with these diverse interests. 
3. Be an effective independent reasoner who can convey complex technical issues to both technical and non-technical audiences.
4. Possess a working knowledge of Naval and Joint C5I concepts, doctrine and processes.
5. High-level self-starter.  

Representative Deliverable Products: Host Based Security System (HBSS), Command and Control in a Denied Environment (C2DE), and Assured Compliance Assessment Solution (ACAS) TACMEMOs.  Airborne Intelligence, Surveillance and Reconnaissance (ISR) NTTP. OPTASK IM Implementation, and Experimentation.

3.4 JOURNEYMAN RADIO FREQUENCY (RF) AND HIGH FREQUENCY (HF) SYSTEM SME

Area(s) of Expertise: RF, High Frequency (HF) Systems

Education: Bachelor’s degree in Science, Engineering, or Information Systems.

Experience: A minimum of  8 years of experience working with RF Systems; a minimum of 8 years of experience with tactical or strategic military operations; a minimum of 8 years of experience with military communications systems; and a minimum of 6 years of experience working with Navy or Joint Communications Programs and operational stakeholders.

Security Clearance: Secret


Traits of Ideal Candidate:
1. Possess organization/planning/communication skills to support all facets of capability gaps identification and analysis, to include reviewing and understanding concepts, communications requirements, acquisition documents, concept of operations, and other technical and non-technical documents.
2. Possess a good working knowledge of RF communications, RF propagation, atmospherics, broadband transmitters, baseband equipment, and the capabilities and limitations of Navy C5I systems.  Familiarization with capabilities and limitations of HF architectures afloat and ashore.  
3. Have a good working knowledge of the interrelationships between Navy C5I/ID stakeholders, Combatant Commanders, Coalition and NATO maritime forces, Operational Fleet Commands, and be effective in communicating Navy requirements with these diverse interests. 
4. Be an effective independent analyst who can convey complex technical issues to both technical and non-technical audiences. 
5. Possess significant experience and a working knowledge of Naval, Joint, NATO, and Coalition C5I concepts, doctrine and processes.
6. High-level self-starter.  
  
Representative Deliverable Products: HF and Battle Force Tactical Network Enhanced (BFTN(e)) NTP, HFGCS shore infrastructure assessment

3.5 JOURNEYMAN GLOBAL BROADCAST SERVICE (GBS) AND WIDEBAND SATCOM SME

Area(s) of Expertise: Global Broadcast Service (GBS) and Wideband SATCOM

Education: Bachelor’s degree in Science, Engineering, or Information Systems.

Experience: A minimum of  8 years of experience working with Global Broadcast Service; a minimum of 8 years of experience with tactical or strategic military operations; a minimum of 8 years of experience with military communications systems; and a minimum of 6 years of experience working with Navy or Joint Communications Programs and operational stakeholders. 

Security Clearance: Secret

Traits of Ideal Candidate:
1. Possess organization/ planning/ communication skills, to include reviewing and understanding concepts, communications requirements, concept of operations, operational plans, and other technical and non-technical documents.
2. Possess a good conceptual knowledge of satellite communications, audio and video transmission systems, Internet Protocol (IP) data systems to include routers, switches and servers, Virtual Private Networks (VPNs), Virtual Local Area Networks (VLANs), encoders and decoders, link aggregation, and the Navy’s Automated Data Networking System (ADNS). 
3. Have a working knowledge SATCOM, video distribution, and IP network operations. 
4. High-level self-starter.   

Representative Deliverable Products: GBS Handbook, GBS NTP



4.0 TRAVEL

4.1 TRAVEL: The contractor shall be required to travel in the performance of the tasking detailed in this PWS.  Travel costs for transportation, lodging, meals and incidental expenses are allowable if incurred by contractor personnel on official business. Travel related costs shall be reasonable. Costs for transportation may be based on mileage rates, actual costs incurred, or a combination thereof, provided the method used results in a reasonable charge. Costs incurred for lodging, meals and incidental expenses shall be considered reasonable and allowable only to the extent they do not exceed on a daily basis the maximum per diem rates in effect at the time of travel.  See FAR 31.205-46 for more information on travel costs. Travel costs are further limited by funds specified in the contract.   

The Contractor shall submit a request, via email, to the COR seeking approval to deviate from the trips listed in the table below before initiating any travel plans. Failure to gain prior approval may result in disallowance of invoiced travel claims.  Contractor shall research the most current rules, regulations, policies, restrictions, etc., prior to travel. 

Local travel within the Hampton Roads area is authorized.  The following table is an estimate of the amount of travel required in the accomplishment of this effort.  The Contractor shall generate and submit a trip report in accordance with Section 7.0 Deliverables.  

	# Est.Trips
	# PAX each Trip
	From
	To
	Duration each Trip (Days)
	SME

	8
	1
	Suffolk, VA
	San Diego CA
	5
	GBS, AEHF, HF, Narrowband/BW

	2
	1
	Suffolk, VA
	Charleston, SC
	5
	GBS

	8
	1
	Suffolk, VA
	Washington, DC
	2
	GBS, AEHF, HF, Doctrine, Narrowband/BW

	4
	1
	Suffolk, VA
	Pederson AFB, CO
	5
	GBS, AEHF, Narrowband/BW

	2
	1
	Suffolk, VA
	NUWC, RI
	3
	GBS, AEHF

	1
	1
	Suffolk, VA
	Pax River, MD
	4
	Doctrine/Exp, HF

	1
	1
	Suffolk, VA
	Ft. Meade, MD
	4
	Doctrine/Exp

	2
	1
	Suffolk, VA
	Wahiawa, HI
	5
	Doctrine/Exp, Narrowband/BW

	4
	1
	Suffolk, VA
	Alexandria, VA
	2
	Doctrine/Exp, Narrowband









5.0 SECURITY REQUIREMENTS

5.1 SECURITY: The contractor shall be responsible for adhering to all DOD, Department of the Navy and Command instructions, guidance, orders, directives, and supplements relative to performing tasks set forth in this PWS.  Access will be granted to Government facilities as required in support of the tasking. Contractor personnel performing work under this contract must meet all requirements for gaining access to US Government installations. The contractor shall conform to all DoD, DoN, and local (base/installation) security instructions (refer to  Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information (July 2013) provided below).

The scope of work requires access to SECRET information for all contractor personnel, and TOP SECRET access for the AEHF SME.  Contractor personnel shall have the appropriate security clearance as of the first day of the period of performance. For the AEHF SME, TOP SECRET clearance must be attained within six months of contract award.  Interim SECRET/TOP SECRET are acceptable, pending final adjudication. 

The Government will provide access to SCI spaces if required.  The Government will provide, commercial and government developed software, as required.  The Government will provide access to systems as required for developmental purposes.  The Government will provide access to classified systems that are necessary for classified documentation development and testing. 

All work is to be performed in accordance with DOD and Navy Operations Security (OPSEC) requirements and in accordance with the OPSEC attachment to the DD254. 

The Government Contractor CAC card serves as the primary method of identification for the contractor employees, as well as providing the basis of Public Key Infrastructure (PKI) access to the Navy/Marine Corps Intranet (NMCI), and numerous Navy web sites, which may also require PKI access.  The COR shall assist in providing the contractor the appropriate documentation for obtaining CAC cards. The Contractor shall be responsible for obtaining any Government issued identification cards from former employees or employees whose access has been terminated and to turn those items over to the Command Security Officer upon termination of employment or access.

5.2 PRIVACY ACT COMPLIANCE:  The Contractors may be in contact with data and information subject to the Privacy Act of 1974 (Title 5 of the U.S. Code Section 552a).  The Contractors shall ensure that its employees assigned to this effort understand and adhere to the requirements of the Privacy Act and to Department of Defense and Department of the Navy regulations that implement the Privacy Act.  Department of Navy policy and procedures implementing the Privacy Act are detailed in SECNAVINST 5211.5E (Department of the Navy Privacy Act (PA) Program).  The Contractors shall identify and safeguard data, information and reports accordingly.  In addition, the Contractors shall ensure that Contractors employees assigned to the contract are trained on properly identifying and handling data and information subject to the Privacy Act prior to commencing work.

5.3 GOVERNMENT FURNISHED INFORMATION: GFI will be provided to contractor employees as needed to complete the tasks set forth in this performance work statement. Access to classified information must be granted in accordance with the terms and conditions contained in DOD Manual 5220.22-M and DD Form 254 (Contract Security Classification Specification). The Contractor shall comply with all current information assurance awareness, information security policies, procedures, and statutes applicable to DOD information technology; including the July 3, 2007 DOD CIO Policy Memorandum on Encryption of Sensitive Unclassified Data at Rest on Mobile Computing Devices and Removable Storage.



6.0 ADMINISTRATIVE REQUIREMENTS

6.1 STAFFING:  The Contractor shall provide a fully qualified work force on the first day of contract performance.  

6.2 PERSONNEL CHANGES: During the first one hundred twenty days of performance, the Contractors shall make no substitutions of key personnel unless the substitution is necessitated by changes to contractor workforce brought on by resignation or calamity. The Contractor shall notify the COR at least 15 days prior to any personnel changes, when possible, during the life of the contract.

6.3 DATA RIGHTS:  It is the government’s intent to retain unlimited rights to all software, documentation, and data first produced in performance of the task.

6.4 CONTRACTOR QUALITY ASSURANCE: The contractor shall develop and maintain a Quality Assurance Plan (QA Plan) in order to ensure only qualified personnel, as stipulated in Section 3, are assigned to fulfill the requirements stated in this PWS.  The contractor shall detail in its quality assurance plan how it intends to maintain personnel qualifications and ensure contract employees have up-to-date training and knowledge in their respective areas of endeavor.  

This QA Plan shall detail the methodology to be used by the contractor to monitor and grade the performance of its personnel as they carry out the requirements of this PWS.  The QA Plan shall address the contractor’s courses of action to address under-performing employees. 

6.5 GOVERNMENT QUALITY ASSURANCE SURVEILLANCE: The Government shall evaluate the contractor’s performance under this contract in accordance with the Quality Assurance Surveillance Plan (QASP). This plan is primarily focused on what the Government must do in order to ensure that the contractor is performing in accordance with the performance standards.  It defines how the performance standards will be applied, the frequency of surveillance, and the minimum acceptable defect rate(s). 

6.6 COMPLAINTS LODGED AGAINST CONTRACTOR PERSONNEL: In the event that a complaint is made regarding the conduct or ability of contractor personnel, the individual receiving the complaint will contact the COR. The COR will notify the Contractor Lead.  The Contract PM Lead and COR will cooperate in investigating complaints made against contractor employees.  If the results of the investigation prove the complaint(s) to be valid, the Contractor Lead shall have a maximum of three (3) working days to propose a corrective plan for resolving the matter and preventing future similar occurrences.  This plan shall be submitted in writing to the Contracting Officer and COR.  In the event that the Government deems the corrective plan insufficient for resolution of the problem, a written response to the Contractor Manager shall be provided within three (3) working days. 
 
6.7 OFFICE SPACE: Government will provide office space, desk, chair, and common office supplies.  In addition to office space, each contract employees shall be provided with access to government computers and telephones, but not cellular phones, for official use only.  Under no circumstances will contractor-provided personal computers will be connected to the Navy/Marine Corps Intranet (NMCI).  Contractor personnel shall comply with all DOD and Navy internet usage and cybersecurity policies.

6.8 STATEMENT OF NON-PERSONAL SERVICE: Contractor employees performing services under this contract will be controlled, directed, and supervised at all times by management personnel of the contractor.  Contractor management shall ensure that employees properly comply with the performance work standards outlined in the PWS.  Contractor employees shall perform their duties independent of, and without the supervision of, any Government official.  The tasks, duties, and responsibilities set forth in this contract shall not be interpreted or implemented in any manner that results in any contractor employee creating or modifying Federal policy, obligating the appropriated funds of the United States Government, overseeing the work of Federal employees, providing direct personal services to any Federal employee, or otherwise violating the prohibitions set forth in Parts 7.5 and 37.1 of the Federal Acquisition Regulation (FAR) http://farsite.hill.af.mil/vffar1.htm .  The Government shall control access to the facilities and shall perform the inspection and acceptance of completed work.

6.9 INVOICING:  Invoices shall be submitted via the Wide Area Workflow system. 














































[bookmark: _GoBack]7.0 DELIVERABLES

7.1 DELIVERABLES: The Contractors shall provide the deliverables listed below. Deliverables shall be prepared in Contractor’s format where not otherwise specified by the Government.  Deliverables shall be provided to the COR.  All final deliverable submissions shall remain the property of the U.S. Government.  All revisions will be due in the specified timeframe as identified by the Government.  All methodologies and recommendations shall be reviewed and approved by the Government prior to submission/implementation.

7.2 CONTRACTOR QUALITY ASSURANCE PLAN: Due within 30 days of period of performance start date and updated annually thereafter (refer to paragraph 6.4).

7.3 CONTRACTOR INCLEMENT WEATHER/DISASTER PLAN: Provide COR with copy of Contractor’s rules/policies governing situations when personnel are affected by emergencies of a man-made (civil disturbance, local terrorist activity, war) or natural (hurricane, earthquake, hazardous weather) nature.  Should contractor personnel be members of a union, those sections of Collective Bargaining Agreement (CBA) that specify reporting/schedule/muster details (as they relate to contractor personnel assigned duties in accordance with the pertinent PWS) shall be provided to the COR, as well as any subsequent modifications. Due within 30 days of period of performance start date.

7.3 MONTHLY STATUS REPORT: The Contractor shall provide IDFOR N8 a monthly project In Progress Review (IPR) no later than the 20th day of the month. The IPR shall be a formal review whereby the Contractors will discuss matters such as project requirements, current and planned project activities, contract personnel status, and problems encountered or anticipated that may project schedule. The report shall contain the following information at a minimum

	a. Task/project status (include originator/customer, personnel assigned to complete, goal/end-state, estimated completion date, percent complete)
	b. Personnel issues
	c. Upcoming Travel
	d. Anticipated activity for next reporting period
7.4 TRIP REPORT: The contractor shall require his/her employees to provide a trip report to the COR within 5 days of return from any periods of travel.  The trip report shall be in a format prescribed by the contractor, but at a minimum, shall address the objectives of the travel and whether those objectives were or were not achieved.  If not achieved, the circumstances preventing the accomplishment of the objective shall also be provided.

7.5 MONTHLY FINANCIAL REPORT: The Monthly Financial Report shall be submitted not later than 10 business days after end of the month reported on. The report shall contain the following information at a minimum:  
	a. Current month travel expenses per trip and contract to date travel expense
	b. Invoices submitted but not paid
Deliverable Product Format:  All reports and documentation will be developed using recent versions of Adobe Acrobat, Microsoft Office Professional Products to include Word, Excel, PowerPoint, etc. unless otherwise specified by the COR. Electronic submission shall be made via email, unless otherwise agreed upon with the COR. Oral status reports may also be requested periodically.
The COR will have the right to reject or require correction of any deficiencies found in the deliverables that are contrary to the information contained the Contractors’ accepted proposal. In the event of a rejected deliverable, the Contractors shall be notified in writing by the COR of the specific reasons for rejection. The Contractors shall have five (5) workdays to correct the rejected deliverable and return it per delivery instructions.
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	A2AD
	Anti-Access Area Denied

	ACAS
	Assured Compliance Assessment Solution

	ADNS
	Automated Data Networking System

	AEHF
	Advanced Extremely High Frequency

	AT/FP
	Anti-Terrorism/Force Protection

	BFTN(e) 
	Battle Force Tactical Network-enhanced

	BICES
	Battlefield Information Collection and Exploitation System

	C2
	Command and Control

	C2DE
	Command and Control in a Denied Environment

	C5I
	Command, Control, Communications, Computers, Combat Systems, and Intelligence

	CCE
	Communications Contested Environment

	COB
	Close of Business

	CONEMP
	Concepts of Employment

	CONOPS
	Concepts of Operations

	COR
	Contracting Officer's Representative

	DECC
	Defense Enterprise Computing Center

	DISA
	Defense Information Systems Agency

	DMR
	Digital Mobile Radio

	DOD
	Department of Defense

	DOTMLPF-P
	Doctrine, Organization, Training, Materiel, Personnel, Leadership, Facilities-Policy

	DOTMLPF-P/I
	Doctrine, Organization, Training, Materiel, Personnel, Leadership, Facilities-Policy/Interoperability

	EHF
	Extremely High Frequency

	EMW
	Electronic Maneuver Warfare

	FAM
	Fleet Advisory Message

	FCC
	Fleet Cyber Command

	FFG
	Foreign Clearance Guide

	FIMS
	Fleet Experimentation Management System

	FPC
	Final Planning Conference

	GBS
	Global Broadcast Service

	GCIB
	Global Communication Information Bulletins

	GFR
	Government Furnished Resources

	HBSS
	Host Based Security System

	HF
	High Frequency

	ID 
	Information Dominance  

	IDFOR
	Information Dominance Forces

	IM
	Information Management

	IP
	Internet Protocol

	IPC 
	Initial Planning Conference

	IPCL
	Integrated Priority Capabilities List

	ISR
	Intelligence, Surveillance and Reconnaissance 

	JCA
	Joint Capability Area

	JTR
	Joint Travel Regulations

	LNO
	Liaison Officer

	MOE
	Measures of Effectiveness

	MOP
	Measures of Performance

	MPC
	Mid/Main Planning Conference

	MUOS
	Mobile User Objective System

	NATO
	North Atlantic Treaty Organization

	NAVIDFOR
	Navy Information Dominance Forces

	NMT
	Navy Multiband Terminal

	NTP
	Naval Telecommunications Publications

	NTRP
	Navy Tactical Reference Publications

	NTTP
	Navy Tactics, Techniques, and Procedures

	NWP
	Navy Warfare Publications

	OPNAV
	Office of the Chief of Naval Operations

	OPSEC
	Operational Security

	OPTASK
	Operational Tasks

	PA
	Privacy Act

	PWS
	Performance Work Statement

	RF
	Radio Frequency

	SATCOM
	Satellite Communications

	SDB
	SATCOM Database

	SME
	Subject Matter Expert

	TACBUL
	Tactical Bulletins

	TACMEMO
	Tactical Memorandums

	TOM
	Task Order Manager

	TTP
	Tactics, Techniques, and Procedures

	UAV
	Unmanned Aerial Vehicle

	UJT
	Universal Joint Task

	UNTL
	Universal Naval Task List

	USFF
	United States Fleet Forces 

	VLAN
	Virtual Local Area Network

	VPN
	Virtual Private Network

	VTC
	Video Teleconference





























		Enclosure (1)

Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 
(July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  

INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded
to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM. 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

(end text)

Enterprise Contractor Manpower Reporting Application (ECMRA)
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract via a secure data collection site.  Contracted services excluded from reporting are based on Product Service Codes (PSCs).  The excluded PSCs are:
(1) W, Lease/Rental of Equipment; 
(2) X, Lease/Rental of Facilities; 
(3) Y, Construction of Structures and Facilities; 
(4) S, Utilities ONLY; 
(5) V, Freight and Shipping ONLY.  

The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

(end text)

Pursuant to FAR 52.232-18, funds are not presently available for this contract. The Government's obligation under this contract is contingent upon the availability of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are made available to the Contracting Officer for this contract.  

The notice of availability of funds issued pursuant to this clause will be posted to the NAVSUP Fleet Logistics Center (FLC) Norfolk web page at: http://www.navsup.navy.mil/navsup/ourteam/navsupgls/prod_serv/contracting/con_navsupflcn.

(end text)

		

