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1.0	SCOPE OF WORK

The Contractor shall provide Maintenance, Supply, Inventory Control Program Management, Communication Center support, IT engineering, and Technical Support to Center for Information Dominance (CID) at Corry Station, Pensacola, Florida and CID Learning Site (LS) Groton, Connecticut.  These services shall include maintenance responsibilities for nine (9) functional areas with the command:

"A" Equipment Maintenance Division

"B" Test Equipment, Calibration and Repair Shop

"C" Knowledge Management and Technical Support

“D” Command Supply, Inventory/Control and Communications Center Support.

"E" GENSER Information Technology/System Administration/Computer Maintenance Support and Information Assurance support.

"F" SCI Information Technology/System administration/Computer Maintenance Support and Information Assurance support.

"G" SCI Executive Agent System administration/Computer Maintenance Support and Information Assurance support.

“H” IT TTE Training Network Information Technology/System Administration/Computer Maintenance Support and Information Assurance support.

“I” N4 Information Technology Policy, Planning, Procurement, and Configuration Management Support


1.1	MISSION

Develop Naval and Joint Service Warriors and Ambassadors of Information using the very best of technology and innovation.

1.2	GENERAL REQUIREMENTS

In all Functional Areas the contractor shall provide qualified personnel with technical, clerical, and analytical skills and abilities consisting of troubleshooting, testing, modifying, calibrating, aligning, installing, maintaining and repairing electronic, electrical and mechanical equipment, computer network infrastructure and equipment, system program management and analysis and technical skills to perform the tasks in areas assigned.


1.2.1	The contractor shall comply with all Government instructions provided in attachment I and other instructions provided by the Government.

1.2.2	The contractor shall perform corrective maintenance as required during normal operating hours when possible to restore scheduled training capability.

1.2.2.1	The Government may require the contractor to stagger contract employee’s arrival time to cover a 16 hour day.

1.2.3	The contractor shall schedule corrective maintenance after normal operating hours and on Saturday and Sunday when required to restore and/or maintain scheduled training capability.

1.2.3.1	The contractor shall use compensation time (scheduled time off during normal work hour not to interfere – with normal operation).

1.2.4	The Government will not provide premium pay for work performed after normal hours, on Saturday or Sunday.

1.2.5	The contract’s personnel shall have skill with specialization in the appropriate functional area.

1.2.5.1	The contractor personnel shall have the ability to use technical manuals, Planned Maintenance System (PMS) guides, blueprints, schematic functional/writing diagrams, manufacturer installation and configuration guides, specifications and other technical publications.

1.2.6	The contractor technicians shall understand the theory of operation from the system to the component level, as applicable, and the operations and application of special tools and test equipment.

1.2.7		PERSONNEL REQUIREMENTS

1.2.7.1	The contractor shall comply with the Government’s minimum qualification requirements, defined in Section 1.3 and 1.5, for the Management/Leaders/Supervisors and Functional Areas as set forth below. The number set forth within the parentheses is the MINIMUM required number of full-time equivalent contractor staff for each labor category.  

1.2.7.1.1	Management/Leaders/Supervisors

		(1) Site Manager
		(1) EW/Cal Lab Section Leader
		(1) IT Section Leader
		(1) Shift Supervisor (EW)

The Site Manager can also perform services as either the EW/Cal Lab Section Leader or the IT Section Leader.  If the Site Manager fulfills the role as the EW/Cal Lab section lead then the IT Section Leader position must still be filled (and vice versa).

1.2.7.1.2	Functional Area “A” SLQ-32

		(1) Electronic Technician III
		(1) Electronic Technician II
		(1) Electronic Technician I

1.2.7.1.3	Functional Area “B” Cal Lab

		(1) Electronic Technician III
		(1) Electronic Technician II

1.2.7.1.4	Functional Area “C” KM

(1) Knowledge Management Analyst


1.2.7.1.5	Functional Area “D” Supply, Inventory, Communication Center Support

		(3) Supply Technician
            (1) Inventory Technician
            (1) Communication Center Clerk

1.2.7.1.6	Functional Area "E" GENSER Information Technology/System Administration/Computer Maintenance Support and Information Assurance support.

(1) Computer Systems Analyst III
(1) Computer Systems Analyst II
(1) Computer Systems Analyst I
		 
1.2.7.1.7	Functional Area “F” SCI Information Technology/System Administration/Computer Maintenance Support and Information Assurance support.  

(1) Computer Systems Analyst III
(2) Computer Systems Analyst II
(2) Computer Systems Analyst I
 
1.2.7.1.8   Functional Area “G” Executive Agency SCI Information Technology/System Administration/Computer Maintenance Support and Information Assurance support. 

(1) Computer Systems Analyst III
(2) Computer Systems Analyst II
(2) Computer Systems Analyst I
 
1.2.7.1.9   Functional Area “H” IT TTE Training Network Information Technology Management, Planning, and Support

 		(2)Computer Systems Analyst III
		(1) Computer Network Analyst III
		(3) Computer Systems Analyst II
		(2) Computer Systems Analyst I (1 on-site at CID LS Groton)

1.2.7.2.0   Functional Area “I” N4 Information Technology Management, Planning, and Support

 		(1) IT Change Management Analyst I


1.3	Specialized Requirements

1.3.1		Functional Area “A” – Equipment Maintenance Division

		In addition to the general skills and abilities listed in Section
1.2.5 to 1.2.6, the contractor technicians shall be capable of providing maintenance support from the system level down to the lowest level of repair.  The technicians shall be micro-miniature repair certified and PACE qualified.

1.3.2		Functional Area “B” – Test Equipment Repair and Calibration Shop

	The contractor technicians shall specialize in test equipment maintenance, repair, operation, and calibration.  The contractor shall:

1.3.2.1	Maintain, repair and calibrate support and test equipment listed in Appendix B.

1.3.2.2	Use assign Phase “A” and “C” Calibration Standards.

1.3.3		Functional Area “C” – Knowledge Management and Technical Support

	The contractor personnel shall have the skill to provide Knowledge Management, Technical Support, and Video Teleconference scheduling and support.

1.3.4	Functional Area “D” - Supply, Inventory, Communication Center Support

	The contractor personnel shall have the skills to provide routine supply support, inventory, and warehouse shipping and receiving daily functions.  The contractor personnel shall have the skills to provide routine communication center support. The Contractor shall perform inventory database management and assist the Government in performing inventories.

1.3.5	Functional Area “E” – GENSER Information Technology/System Administration/Computer Maintenance Support and Information Assurance support.

	The contractor’s technicians shall have the skills stated in Sections 1.2.5 to 1.2.6 as well as being able to monitor and maintain network infrastructure to include LAN/WAN circuits, servers and workstations, perform system administration and information assurance analysis, scanning, remediation, C&A artifacts, perform computer maintenance/installation, software research, preparation, installation.  The technicians shall be able to configure, deploy, and maintain servers, workstations, laptops, troubleshoot, and repair the LAN down to the physical cable backbone (excluding building to building cable plant).

1.3.6	Functional Area “F” – Non GENSER Information Technology/System administration/Computer Maintenance Support and Information Assurance support.

	The contractor’s technicians shall have the skills stated in Sections 1.2.5 to 1.2.6 as well as being able to monitor and maintain network infrastructure to include LAN/WAN circuits, servers and workstations, perform system administration and information assurance analysis, scanning, remediation, C&A artifacts, perform computer maintenance/installation, software research, preparation, and installation.  The technicians shall be able to configure, deploy and maintain servers, workstations, laptops, troubleshoot, and repair the LAN down to the physical cable backbone between classrooms (excluding building to building cable plant. The contractor shall be able to perform VTC support and scheduling, and web page maintenance.  The contractor personnel shall have the skills to provide computer and technical support of UNIX (SOLARIS and LINUX) networks.

1.3.7	Functional Area “G” – Executive Agent System Administration/Computer Maintenance Support and Information Assurance support.

		The contractor’s technicians shall have the skills stated in 
	Sections 1.2.5 to 1.2.6 as well as being able to monitor and maintain network infrastructure to include LAN/WAN circuits, servers and workstations, perform system administration and information assurance analysis, scanning, remediation, C&A artifacts, perform computer maintenance/installation, software research, preparation, and installation.  The technician shall be able to configure, deploy and maintain servers, workstations, laptops, troubleshoot, and repair the LAN down to the physical cable backbone (excluding building to building cable plant).  The contractor personnel shall have the skills to provide computer and technical support of UNIX (SOLARIS and LINUX) network.

1.3.8	Functional Area “H” – IT TTE Training Network Information Technology/System Administration/Computer Maintenance Support and Information Assurance support.

	The contractor’s technicians shall have the skills stated in Sections 1.2.5 to 1.2.6 as well as being able to monitor and maintain network infrastructure to include LAN/WAN circuits, servers and workstations, perform system administration and information assurance analysis, scanning, remediation, C&A artifacts, perform computer maintenance/installation, software research, preparation, installation .  The technicians shall be able to configure, deploy, and maintain servers, workstations, laptops, troubleshoot, and repair the LAN down to the physical cable backbone (excluding building to building cable plant). The contractor personnel must remotely maintain the SAGA platform manager as well as a blended environment of Cisco and Brocade network infrastructure and servers geographically separated among 4 CID learning sites. HBSS and PKI software solutions must be maintained on this network according to DoN requirements.


1.3.9	Functional Area “I” N4 Information Technology Policy, Planning, Procurement, and Support
		
The contractor shall be able to perform all duties below:
Serve as a member of the IT directorate staff, consulting with customers to assist/coordinate IT integration, resource, planning, procurement, execution, process tracking and workflow.  Track hardware, software licensing, and system changes and attributes in centralized databases.  Coordinate and lead the configuration management program. Coordinate IT procurements and purchases through applicable tracking systems.  Research emerging technologies to determine efficiency and effectiveness.  Assist in the configuration and design of technical solutions.  Prepare cost analyses and briefs to management.  Devise ways to make existing computer systems meet new requirements.  Oversee installation and configuration of new systems.  Perform tests to ensure that systems work as expected.  Create SOP and technical guidance as required.

1.4	Contractor’s Requirements/Qualifications

1.4.1		RESERVED 

1.4.2		RESERVED 

1.4.3		RESERVED 

1.4.4		RESERVED 

1.4.5 The contractor shall provide qualified personnel to ensure no delays to training.
		
1.4.6	The contractor shall cross utilize personnel, as much as possible, to maximize personnel utilization (within their area of expertise).

1.4.7		The contractor shall provide an on-site manager.

1.5	Personnel Qualifications

1.5.1	Contractor personnel assigned to Functional Areas "C" through "I" of this effort shall possess a final Top Secret security clearance and be eligible for access to SCI material and networks. Personnel assigned to Functional Areas "A" and "B" shall possess a Secret security clearance.

1.5.1.1	Key Essential Personnel

1.5.1.2	The following positions are positions designated as key-essential.  As such, the government TA/COR will review candidate resumes for approval before acceptance.

	Site Manager
	EW/Cal Lab Section Leader
	IT Section Lead
	Area E: Computer Systems Analyst III
	Area F: Computer Systems Analyst III
	Area G: Computer Systems Analyst III
	Area H: Computer Systems Analyst III
	Area H: Computer Network Analyst III
	Area I: IT Change Management Analyst I

1.5.1.3	Cyber Security Work Force (CSWF): All personnel assigned to “Computer System Analyst“(CSA) positions and the IT lead position must qualify and maintain their CSWF status as referenced in the DoN M-5239 instruction.


1.5.2		Site Manager

	The On-site Manager shall possess eight (8) years of project management experience in leading and delivering contracting services to the government.  If the manager chooses to fulfill roles at the either the EW/Cal lab section leader or the IT Section Lead, he shall have the additional qualifications as stated in either section 1.5.3 or 1.5.4.
		 
            He/she must have at least six (6) years in a supervisory capacity and must possess the following certification: Project Management Professional (PMP) certification.

1.5.3		EW/Cal Lab Section Leader

	The EW/Cal Lab Section Leader Functional Area “A” shall possess six (6) years of design engineering and/or field engineering experience with ship Electronic Warfare (EW) systems, radar, electronics, instrumentation, computer systems, and calibration program management.

1.5.4		IT Section Leader

The IT Section Leader shall be a Certified Network Engineer with two (2) years of experience in performing engineering studies and six (6) years of experience as a System Administrator.  Also, six (6) years of experience in configuring communication switches, specifically those manufactured by Cisco Systems or Brocade.  He/she must be a Microsoft Certified Solutions Expert (MCSE: Server Infrastructure or newer and a Cisco Certified Network Associate (CCNA).  He/she must possess and maintain a current IAT level III or equivalent baseline qualification.

1.5.5		Shift Supervisor (EW)

	The shift supervisor (EW) shall possess six (6) years EW systems maintenance experience of which two (2) years shall have been in the maintenance of all major areas, systems, and subsystems or equivalent systems and subsystems of the trainers listed in this SOW.  The shift supervisor shall qualify as a Technician III as defined in Section 1.5.7.

1.5.6	The Site Manager can also perform services as either the EW/Cal Lab Section Leader OR the IT Section Leader.

1.5.7       Functional Area “A” SLQ-32 Maintenance

1.5.7.1	Electronic Technician III for Functional Areas “A”.

The electronic technician III shall have performed satisfactorily as a ship EW system technician.  The technician shall have six (6) years of ship EW systems maintenance experience of which two (2) years shall have been in maintenance of all major areas, systems, and subsystems of the trainers listed in Appendix “A” of this SOW.  This experience shall exclude formalized training.  The technician shall have graduated from a two-year electronic resident course at an accredited technical institute or have completed the Navy factory/formal training on a ship EW system.  Two year technical, military, or field engineering experience in the ship EW field is deemed equivalent to one year of formal education or a recognized center of technical education. Additionally, the Technician III must have been certified in micro-miniature (2M) repair within the past 24 months by an organization recognized by the Government for such certifications.

1.5.7.2 	Electronic Technician II for Functional Areas “A”.

The electronic technician II shall have performed satisfactorily as a ship EW maintenance technician for a minimum of four (4) years.  The technician shall have graduated from a two-year electronic technician resident course at an accredited technical institute or have completed the Navy factory/formal training on a ship EW system.  Two years technical, military, or field engineering experience in the ship EW field is deemed equivalent to one year of formal education at a recognized center of technical education.

1.5.7.3 	Electronic Technician I for Functional Areas “A”.

The electronic technician I shall have satisfactorily performed as an electronic maintenance technician for a minimum of two (2) years or graduated from a two-year electronic maintenance resident course at an accredited technical institute.  Two years technical, military, or field engineering experience in the ship EW field is deemed equivalent to one year of formal education at a recognized center of technical education.

1.5.8       Functional Area “B” Calibration Lab

1.5.8.1	Electronic Technician III for Functional Area “B”

The electronic technician III shall have performed satisfactorily as calibration technician.  The technician shall have six (6) years Precision Measurement Equipment Lab (PMEL) experience.  The Technician III shall have graduated from a two-year electronic technician resident course at an accredited technical institute or have completed the Navy’s ET “A” school.  The Technician III shall also have graduated from a PMEL school, or have BSEE degree in Metrology.  Two years technical, military, or field engineering experience in the PMEL field is deemed equivalent to one year of formal education at a recognized center of technical education.  Additionally, the Technician III must have been certified in micro-miniature (2M) repair within the past 24 months by an organization recognized by the Government for such certifications.


1.5.8.2	Electronic Technician II for Functional Area “B”

The electronic technician II shall have performed satisfactorily as a calibration technician with a minimum of four (4) years PMEL experience.  The technician shall have graduated from a two-year electronic technician resident course at an accredited technical institute or have completed the Navy’s ET “A” school.  The technician shall have also graduated from a PMEL school, or have BSEE degree in Metrology.  Two years technical, military, or field engineering experience in the PMEL field is deemed equivalent to one year of formal education at a recognized center of technical education.  Additionally, the technician shall be certified in micro-miniature (2M) repair within the past 24 months by an organization recognized by the Government for such certification.


1.5.9       Functional Area “C” Knowledge Management

1.5.9.1	Knowledge Management Analyst for Functional Area “C”

	The Knowledge Management Analyst shall have the following:  two (2) years of experience working in the Knowledge Management discipline and in training administration, digital graphics, video editing, and curriculum development; one (1) year of experience in video and digital editing using MAC OS X workstation, Adobe Premiere and similar professional graphics editing software, two (2) years of exposure to Reusable Learning Object/Reusable Information Object (RLO/RIO) process and the Outstart Evolution software tool, three (3) years of experience as a Navy instructor or curriculum developer and familiarity with cryptologic subjects, processes, tools, acronyms, and current methodologies used by the Navy for training.


1.5.10      Functional Area “D” Supply, Inventory, Communications Center.
	
1.5.10.1	Supply Technician for Functional Area “D”

	The supply technician shall have demonstrated competence through satisfactory progressive performance as a Supply Technician for a minimum of four (4) years.  The technician must have two years of experience in the military supply field (preferably Navy or have a working knowledge of the Navy system).  Personnel must maintain current, required MHE licenses.  The technician shall have excellent customer service skills.

1.5.10.2    Communications Center Clerk for Functional Area “D” 
            
The Communications Center Clerk shall have two years of experience in operating a Message Center supporting the military communications network (preferably Navy or have a working knowledge of the Navy system).

1.5.10.3    Inventory Technician for Functional Area “D”
            
            The Inventory Technician must have two (2) years of experience maintaining accountable records spreadsheets. The technician must be familiar with SECNAVINST 7320.10A Department of the Navy (DON) Personal Property policies and procedures.


1.5.11      Functional Area “E” GENSER Information Technology Support

1.5.11.1	Computer Systems Analyst II for Functional Area “E”

The computer systems analyst II shall have four (4) years of experience in computer system administration of network servers and desktops to include Windows 7 and Windows server 2008/2012 operating systems, Vmware server and workstation virtualization technology, as well as network infrastructure installation and configuration.  The administrator shall have experience of which two (2) years shall have been in the maintenance of all major areas, systems, and subsystems of computers or similar computer listed in Appendix “E” of this SOW.  This experience shall exclude formalized training.  The technician shall have graduated from a two-year computer resident course at an accredited technical institute or have completed the Navy’s factory/formal computer training.  Two years of technical, military, or field engineering experience in the	computer field is deemed equivalent to one year of formal education at a recognized center of technical education.  The technician shall be certified as a Microsoft Certified Solutions Associate (MCSA) on the Windows 2008 and Windows 7 (or newer operating systems), Network +.  He/she must possess and maintain a current IAT level II or equivalent baseline qualification.

1.5.11.2	Computer Systems Analyst I for Functional Area “E”

The computer systems analyst I shall have two (2) years of experience in computer system administration of network server and desktop operating systems to include Windows 7 and  Windows server 2008/2012, Vmware server and workstation virtualization technology, as well as network configuration and maintenance, and performing computer and network cable infrastructure repair.  The computer system Analyst I shall have performed satisfactorily as a computer technician for a minimum of two (2) years or graduated from a two-year electronic of computer resident course at an accredited technical institute.  Two years technical, military, or field engineering experience in the computer field is deemed equivalent to one year of formal education at a recognized center of technical education.  Must be certified as a Microsoft Certified Solutions Associate (MCSA) on the Windows 7 or 2008 (or newer operating system), and possess Comptia A+ certification.  He/she must possess and maintain a current IAT level II or equivalent baseline qualification.

1.5.11.3	Computer Systems Analyst III for Functional Area “E” 

The computer systems analyst III should have 6 years of experience maintaining and/or modifying complex local area networks (LANs), to ensure system availability and functionality. He/she should be proficient in: TCP/IP, IP subnetting, system backups, systems availability scheduling, server performance tuning, NAS/SAN configuration, Active Directory, DNS, operating system patch management via COTS applications, server virtualization technologies such as VMware ESXi and VSphere, and advanced scripting. Must have advanced knowledge of network design and protocols. Must have advanced knowledge of routed and routing protocols including OSPF, RIP, EIGRP, multicast, SNMP.  Familiarity with Information Assurance scanning tools such as Retina, SCAP, SECSN, WASSP, HBSS or equivalent.  Primary lead in the development, maintenance, and configuration of network communications.  Participate in engineering team meetings and project planning sessions and provide updates, presentations, and recommendations on the state of assigned duties. Experience and knowledge in specialty area with excellent analytical and troubleshooting skills. Individual must be versed in the communication of engineering standards and procedures as it relates to the networking infrastructure. The engineer must possess a Bachelor of Science degree in a technical discipline such as Electrical Engineering, Computer Science, or Information Systems preferred, or equivalent work-related experience with both MCSE (Microsoft Certified Solutions Expert) on Windows 2008 (or later) and a Vmware Professional certification.  He/she must possess and maintain a current IAT level III or equivalent baseline qualification.


1.5.12      Functional Area “F” SCI IT Support

1.5.12.1	Computer Systems Analyst III for Functional Area “F” 

The computer systems analyst III should have six (6) years of experience maintaining and/or modifying complex local area networks (LANs), to ensure system availability and functionality. He/she should be proficient in: TCP/IP, IP subnetting, system backups, systems availability scheduling, server performance tuning, NAS/SAN configuration, Active Directory in a mixed windows/Linux environment, DNS, NIS+, LDAP, and operating system patch management via COTS applications,server virtualization technologies such as VMware ESXi and VSphere, and advanced scripting. Advanced knowledge of network design and protocols. Advanced knowledge of routed and routing protocols including OSPF, RIP, EIGRP, Multicast, SNMP monitoring and logging. Must have familiarity with Information Assurance scanning tools such as Retina, SCAP, SECSN, WASSP, HBSS or equivalent.  Server as primary lead in the development, maintenance, and configuration of network communications. Participate in engineering team meetings and project planning sessions and provide updates, presentations, and recommendations on the state of assigned duties.  Experience and knowledge in specialty area with excellent analytical and troubleshooting skills. Individual must be versed in the communication of engineering standards and procedures as it relates to the networking infrastructure.  The engineer must possess a Bachelor of Science degree in a technical discipline such as Electrical Engineering, Computer Science, or Information Systems preferred, or equivalent work-related experience.  He/She must hold a Red Hat Certified Engineer (RHCE) certification and a Cisco Certified Network Associate (CCNA).   He/she must possess and maintain a current IAT level III or equivalent baseline qualification.

1.5.12.2	Computer Systems Analyst II for Functional Area “F” 

The computer systems analyst II shall have four (4) years of experience in computer system administration of network servers and desktops to include Windows 7, Windows server 2008/2012 operating systems, Vmware server and workstation virtualization technology, as well as network infrastructure installation and configuration.  The administrator shall have experience of which two (2) years shall have been in the maintenance of all major areas, systems, and subsystems of computers or similar computer listed in Appendix “F” of this SOW.  This experience shall exclude formalized training.  The technician shall have graduated from a two-year computer resident course at an accredited technical institute or have completed the Navy’s factory/formal computer training.  Two years of technical, military, or field engineering experience in the computer field is deemed equivalent to one year of formal education at a recognized center of technical education.  The technician shall be certified as a Microsoft Certified Solutions Associate (MCSA) on the Windows 2008 and Windows 7 (or newer operating systems), as well as a Red Hat Certified System Administrator (RHCSA) certification.  He/she must possess and maintain a current IAT level II or equivalent baseline qualification.

1.5.12.3	Computer Systems Analyst I for Functional Areas “F”

The computer systems administrator I shall have two (2) years of experience in computer system administration of network servers and desktop operating systems to include Windows 7 and Windows server 2008/2012, Vmware server and workstation virtualization technology, as well as performing computer and network cable infrastructure repair.  The computer system Analyst I shall have performed satisfactorily as a computer technician for a minimum of two (2) years or graduated from a two-year electronic of computer resident course at an accredited technical institute.  Two years technical, military, or field engineering experience in the computer field is deemed equivalent to one year of formal education at a recognized center of technical education.  Must be certified as a Microsoft Certified Solutions Associate (MCSA) on the Windows 7/2008 or (newer operating system), and possess Comptia A+ certification, He/she must possess and maintain a current IAT level II or equivalent baseline qualification. 


1.5.13      Functional Area “G” SCI Executive Agency support

1.5.13.1	Computer Systems Analyst III for Functional Area “G” 

The computer systems analyst III should have six (6) years of experience maintaining and/or modifying complex local area networks (LANs), to ensure system availability and functionality. He/she should be proficient in: TCP/IP, IP subnetting, system backups, systems availability scheduling, server performance tuning, NAS/SAN configuration, Active Directory in a mixed windows/Linux environment, DNS, NIS+, LDAP, and operating system patch management, server virtualization technologies such as VMware ESXi and VSphere.  Advanced knowledge of network design and protocols. Advanced knowledge of routed and routing protocols including OSPF,RIP, EIGRP, SNMP monitoring and logging. Familiarity with Information Assurance scanning tools such as Retina, SCAP, SECSN, WASSP, HBSS or equivalent. Primary lead in the development, maintenance, and configuration of network communications. Participate in engineering team meetings and project planning sessions and provide updates, presentations, and recommendations on the state of assigned duties. Experience and knowledge in specialty area with excellent analytical and troubleshooting skills. Individual must be versed in the communication of engineering standards and procedures as relates to the networking infrastructure.  The engineer must possess a Bachelor of Science degree in a technical discipline such as Electrical Engineering, Computer Science, or Information Systems preferred or equivalent work-related experience. He/She must be a Microsoft Certified Solutions Expert (MCSE) on Windows 2008 or later and a Cisco Certified Network Associate (CCNA).  He/she must possess and maintain a current IAT level III or equivalent baseline qualification.

1.5.13.2	Computer Systems Analyst II for Functional Area “G” 

The computer systems administrator II shall have four (4) years of experience in computer system administration of network servers and desktops to include Windows 7and Windows server 2008/2012 operating systems,  Vmware server and workstation virtualization technology, as well as network infrastructure installation and configuration.  The administrator shall have experience of which two (2) years shall have been in the maintenance of all major areas, systems, and subsystems of computers or similar computer listed in Appendix “G” of this SOW.  This experience shall exclude formalized training.  The technician shall have graduated from a two-year computer resident course at an accredited technical institute or have completed the Navy’s factory/formal computer training.  Two years of technical, military, or field engineering experience in the computer field is deemed equivalent to one year of formal education at a recognized center of technical education.  The technician shall be certified as a Microsoft Certified Solutions Associate (MCSA) on the Windows 2008 and Windows 7 (or newer operating systems), Network +.  He/she must possess and maintain a current IAT level II or equivalent baseline qualification. 

1.5.13.3	Computer Systems Analyst I for Functional Area “G”

The computer systems administrator I shall have two (2) years of experience in computer system administration of network servers and desktop operating systems to include Windows 7 and Windows server 2008/2012, Vmware server and workstation virtualization technology, as well as performing computer and network cable infrastructure repair. The computer system Analyst I shall have performed satisfactorily as a computer technician for a minimum of two (2) years or graduated from a two-year electronic of computer resident course at an accredited technical institute.  Two years technical, military, or field engineering experience in the computer field is deemed equivalent to one year of formal education at a recognized center of technical education.  Must be certified as a Microsoft Certified Solutions Associate (MCSA) on the Windows 7 or 2008 (or newer) operating system, and possess Comptia A+ certification.  He/she must possess and maintain a current IAT level II or equivalent baseline qualification.


1.5.14      Functional Area “H” IT TTE Training Network Information Technology/System Administration/Computer Maintenance Support and Information Assurance support 

1.5.14.1	Computer Systems Analyst III for Functional Area “H” 

The computer systems analyst III should have six (6) years of experience maintaining and/or modifying complex local area networks (LANs), to ensure system availability and functionality. He/she should be proficient in: TCP/IP, IP subnetting, system backups, systems availability scheduling, server performance tuning, NAS configuration, Active Directory, DNS, and operating system patch management via COTS applications, server virtualization technologies such as VMware ESXi and VSphere, and advanced scripting.  Expertise with Information Assurance tools such as HBSS (Host Based Security System) and Public Key Infrastructure (PKI). Primary lead in the planning, installation, and maintenance of server infrastructure configuration management. Participate in engineering team meetings and project planning sessions and provide updates, presentations, and recommendations on the state of assigned duties.  Experience and knowledge in specialty area with excellent analytical and troubleshooting skills. Individual must be versed in the communication of engineering standards and procedures as it relates to the networking infrastructure.  The engineer must possess a Bachelor of Science degree in a technical discipline such as Electrical Engineering, Computer Science, or Information Systems preferred, or equivalent work-related experience.  He/She must be a Microsoft Certified Solutions Expert (MCSE) on Windows Server 2008 (or later), as well as a hold a VMware Processional level certification.   He/she must possess and maintain a current IAT level III or equivalent baseline qualification.

1.5.14.1	Computer Network Analyst III for Functional Area “H” 

The computer systems analyst III should have six (6) years of experience maintaining and/or modifying complex local area networks (LANs), to ensure system availability and functionality. He/she should be proficient in: TCP/IP, IP subnetting, , systems availability scheduling, server performance tuning, NAS configuration, DNS, and server virtualization technologies such as VMware ESXi and VSphere, and advanced scripting.  Expertise in the management and monitoring of Cisco and Brocade network equipment, Wide Area Network Connections, VPN tunnels, Firewalls.  Ability to serve as the lead in the planning, installation, and maintenance of network infrastructure configuration management. Participate in engineering team meetings and project planning sessions and provide updates, presentations, and recommendations on the state of assigned duties.  Experience and knowledge in specialty area with excellent analytical and troubleshooting skills. Individual must be versed in the communication of engineering standards and procedures as it relates to the networking infrastructure.  The engineer must possess a Bachelor of Science degree in a technical discipline such as Electrical Engineering, Computer Science, or Information Systems preferred, or equivalent work-related experience.  He/She must be hold Cisco Certified Network Associated (CCNA) and Bluecoat Certified Administrator certifications.  He/she must possess and maintain a current IAT level III or equivalent baseline qualification.

1.5.14.3	Computer Systems Analyst II for Functional Area “H” 

The computer systems administrator II shall have four (4) years of experience in computer system administration of network servers and desktops to include Windows 7 and Windows server 2008/2012 operating systems, Vmware server and workstation virtualization technology, as well as network infrastructure installation and configuration.  The administrator shall have experience of which two (2) years shall have been in the maintenance of all major areas, systems, and subsystems of computers or similar computer listed in Appendix “H” of this SOW.  This experience shall exclude formalized training.  The technician shall have graduated from a two-year computer resident course at an accredited technical institute or have completed the Navy’s factory/formal computer training.  Two years of technical, military, or field engineering experience in the computer field is deemed equivalent to one year of formal education at a recognized center of technical education.  The technician shall be certified as a Microsoft Certified Solutions Associate (MCSA) on the Windows 2008 and Windows 7 (or newer operating systems), Network +.  He/she must possess and maintain a current IAT level II or equivalent baseline qualification.


1.5.14.4	Computer Systems Analyst I for Functional Area “H”

The computer systems administrator I shall have two (2) years of experience in computer system administration of network servers and desktop operating systems to include Windows 7 and Windows server 2008/2012, Vmware server and workstation virtualization technology,, as well as performing computer and network cable infrastructure repair. The computer system Analyst I shall have performed satisfactorily as a computer technician for a minimum of two (2) years or graduated from a two-year electronic of computer resident course at an accredited technical institute.  Two years technical, military, or field	engineering experience in the computer field is deemed equivalent to one year of formal education at a recognized center of technical education.  Must be certified as a Microsoft Certified Solutions Associate (MCSA) on the Windows 7 or 2008 (or newer) operating system, possess Comptia A+ certification.  He/she must possess and maintain a current IAT level II or equivalent baseline qualification.


1.5.15      Functional Area “I” N4 Information Technology Policy, Planning, Procurement, and Support 

1.5.15.1	IT Change Management Analyst I for Functional Areas “I”

The IT Change Management Analyst I shall have two (2) years of experience in an IT support role such as help desk, configuration management, IT procurement, technical writing.  He/she must have broad knowledge and IT standards and policies relating to IT planning, change and configuration management, and acquisition.  He/She must have base knowledge in performing IT system administration.  Must have excellent communication and customer service skills as well as proficiency in office automation toolsets such as Word, Excel, Powerpoint.  He/She must have a certification in IT configuration management.
	
1.6	Safety

1.6.1		Accident Reports

	All accidents involving contract employees shall be reported the COR.  The contractor shall conduct an investigation into all accidents occurring on Government property involving contract employees and report findings of such an investigation, applicable forms to the COR, within three working days after the occurrence in accordance with the Department of the Navy policy for Safety Mishaps Prevention and Occupational Health Programs.
1.7	Security

1.7.1		Physical Security/Key Control

	The contractor shall comply with Department of Defense (DOD), Department of the Navy (DON) and local command instructions and directives regarding physical security and key control.  The contractor shall safeguard and maintain control over assigned keys.  Contractor supervisors shall ensure keys are returned from contractor employees upon termination of employee.

1.7.2	Contract personnel performing services in this SOW and having access to Compound 1, 2, 3, and Mast Hall shall have the proper Security Clearance as indicated by the enclosed Form DD254: (DOD 5220.22 Series).

1.7.3	Contractor request for visit authorization shall be submitted to the appropriate facility security office or SSO in accordance with
	DOD 5225.22 National Industrial Program Manual (NISFOM) not later than one week prior to visit.

1.7.4	Contract personnel must adhere to Information Assurance policies set forth in DOD Directive 8570.1 “Information Assurance Training
		Certification and Workforce Management,” August 15, 2004.

1.7.5	Contractor personnel assigned to Functional Areas "C" through "G" of this effort shall possess a final Top Secret security clearance and be eligible for access to SCI material and networks. Personnel assigned to Functional Areas "A" and "B" shall possess a Secret security clearance.

1.7.6	Contractor personnel assigned to Functional Areas “D” through “G” of this effort shall possess a final Top Secret security clearance and must be able to obtain at Top Secret SCI clearance.


1.7.7		Badges and Decals

	Access to the job site requires a DoD issued CAC card, which may be obtained through the NAS Pensacola security office upon request to the Contracting Officer’s Representative (COR).  

1.7.7.1	The contractor shall provide employees with nametags, which shall be worn at all times by such personnel on the job site.

1.7.8	The contractor shall conform to all applicable DOD, DON and local security instructions.

1.7.9	The contractor shall have access to authorized facilities/areas with the Center for Information Dominance Corry Station, required in the in the performance of the contract.  The COR will advise the contractor of restricted areas and access exception.

1.7.10	Security clearances and security related contractor access is controlled by the Government.  The Defense Industrial Security Clearance Office (DISCO) grants clearances and the cleared facility (requiring activity) grants access.  The contractor facility clearance shall be obtained prior to commencement of services.

1.7.11	The COR will certify, as necessary, contractor access requirements to requesting pass or decal.

1.7.12	The contractor shall advise the COR of contractor personnel who become employees or ex-employees.  Whenever contractor employee resigns, are dismissed or laid-off, personnel security clearance change notification (government furnished DISCO Form 562) will be submitted by the contractor to DISCO.  Additionally, the contractor shall ensure ex-employee security access badges are returned to appropriate military authority.

1.7.13	The contractor shall provide the COR a list of contractor employees for which security clearance requests have been submitted to DISCO. Lists shall cite the employee’s name, function, and access requirement.

1.7.14	The contractor shall keep finalized security clearance record (green copy of DISCO Form 560) and provide a duplicate copy of the form to the COR.

1.7.15	The contractor shall provide a copy of individual clearances to the activity’s Security Manager.

1.7.16	The contractor shall comply with all Automated Information System (AIS) security requirements in accordance with NETCINST 5239.1A series.  In addition, any ADP product (disk, tape, or hard copy) prepared by the contractor for the Government (whether produced on government furnished or contractor-owned equipment) shall be the property of the Government.

1.7.17	The contractor shall safeguard classified information in accordance with OPNAV Instruction 5518.1 and local Navy regulations.

SECTION C-2

2.0	Definitions

2.1		General

	As used throughout this contract the following have the meaning set forth below.

2.2		Definitions

2.2.1		Contracting Officer’s Representative (COR)

	Government employee designated in writing by the Contracting Officer to act on his behalf.  The individual designated as COR will be identified in the contract.

2.2.2		Contractor

	The term contractor as used in this contract refers to the contractor, contractor employees and any subcontractors.

2.2.3		Correspondence

	Includes all written correspondence such as letters, memorandum, endorsements, messages and E-mail.

2.2.4		Equipment Definitions

2.2.4.1	Embedded Operational Equipment

	Unmodified operational shipboard/shore base equipment that is an integral part of and is delivered as a vital part of the training device.

2.2.4.2	Trainer Peculiar Equipment

	Modified operational equipment, modified or unmodified commercial equipment manufactured for a trainer.  Fault Insertion Devices (FID) become part of the equipment when installed in the equipment.

2.2.5		Levels of Maintenance
	
2.2.5.1	Organizational Level

	Organizational maintenance normally consists of inspecting, serving, lubricating, adjusting, and replacement parts, minor assemblies and subassemblies.  This effort includes preventive and corrective maintenance performed on the trainer and other equipment including remove and replace, remove, repair and replace as one continuous action.  Proper equipment maintenance history must be maintained in accordance with local procedures.

2.2.5.2	Intermediate Level
 
	Intermediate maintenance normally consists of calibration, repair or replacement of damaged or unserviceable parts, components or assemblies.  This includes preventive and corrective maintenance performed primarily on spare repairable assemblies or other components requiring special tools or test equipment, including Automatic Test Equipment (ATE).  Intermediate maintenance includes maintenance performed on material requiring major overhaul or a complete rebuild of parts, assemblies, subassemblies, and end items, including manufacture of parts, modifications (major), testing and reclamation as required.

2.2.5.3	Depot Level

	Depot maintenance normally consists of repair of systems, assemblies, subassemblies, and end items to the lowest level (components replacement).

2.6		Measure

2.6.1		MEASURE (Methodology Automated System for Uniform Recall and
	Reporting) is a program to provide the Navy and participating DOD commands with a standardized system for (a) the automated recall of test and measurement equipment to calibration activities for periodic calibration, and (b) the systematic documentation of data pertaining to the calibration/servicing actions performed by those calibration activities.  The system also provides for the collection, collation, and dissemination of this data to those involved activities having a requirement of the information, as well as to calibration activities and their customer activities.

2.7		Mobilization

		Contractor Reservists called to active duty.

2.8		Quality Assurance (QA)

	Those actions taken by the Government to verify services are being performed by the contractor in accordance with the contract.

2.9		Quality Assurance Program (QAP)

	A written document used for quality assurance.  The document contains specific methods to perform QA of the contractor for each item on the Performance Requirements Summary.

2.10		Quality Control Program (QCP)

	This term shall mean all necessary measures are taken by the contractor requirements regarding timeliness, accuracy, appearance, completeness, consistency, and conformity to appropriate standards and specification.

2.11		Repair Parts and Consumables

		Those items that are not repairable.

2.12		Sanitize

	To remove all information from all the components of a training device/computer which has the ability to store information (i.e., integrated circuit components which have storage capability, tapes, disks, printer ribbons, etc.).

2.13		Technical Assistant (TA)

	One or more government employee designated in writing by the Commanding Officer, Center for Information Dominance, to assist the COR and provided liaison between the Government and the contractor representative.  A copy of each letter of designation will be forwarded to the contractor.

2.14		Repairables

		Those support items that are repairable (i.e., spares).

2.15		Trainer Performance Definitions

2.15.1	Scheduled Training Time

	The specific training schedule which includes Normal Training Time, Make-up Time, and Additional Training Time occurring throughout the year (i.e., Technical Manual Reviews, special training sessions, etc.).

2.15.2	Normal Training Time

	Any Government requirement which necessitates operation of the trainer during Normal Operating Hours (training, inspections, etc)

2.15.3	Make-up Training Time

	Any scheduled Government requirement which necessitates rescheduling due to lost training.

2.15.4	Additional Training Time

	Any Government requirement which necessitates operation of the trainer (training, inspections, etc.) at time other than normal operating hours.

2.15.5	Lost Training Time

		Scheduled training time not accomplished due to trainer/computer
		system downtime.


2.16		IT Support

2.16.1	Buildup

	Add to the Network, software/hardware, etc. (including everything needed to run the system efficiently).

2.16.2	Commercial Off the Shelf (COTS)

		Hardware/software that can be purchased on the open market.

2.16.3	Deploy

	Means to execute or push out (i.e., push out the latest software updates to all the client workstations on a network). Act of removing IT equipment from packing material, setting up and connecting to the designated network.

2.16.4	Domain Name Server (DNS)

	Purpose is to resolve English sounding names to IP addresses (i.e., name of computer is Pensacola, IP is 150.30.6.1).

2.16.5	File Transfer Protocol (FTP)

		Allows for the transfer of files between networks.

2.16.6	Government Off the Shelf (GOTS)

		Government owned hardware/software that can be used on Government
		systems.

2.16.7	Hyper Text Transfer Protocol – Proxy or Gateway (HTTP Proxy)

		Allows certain PC’s with specific IP’s through to the Internet.

2.16.8	Internet Protocol (IP)

	Address assigned to each computer on a network (i.e., 120.90.127.34)

2.16.9	Local Area Network (LAN)

	A group of computer and associated devices that share a common communications line or wireless link and typically share the resources of a single processor or server within a small geographic area (for example, within an office building).

2.16.10	Metropolitan Area Network (MAN)

	A network that interconnects users with computer resources in a  geographic are or region larger than that covered by a LAN but smaller that the area covered by a Wide Area Network (WAN).

2.16.11	Metro Post Office

	A listing of, and other information, e-mail addresses of all users assigned to the local post office with the LAN or MAN. 			
2.16.12	Upgrade

	Add to the network, hardware/software, etc. (including everything needed to run the system efficiently).

2.16.13	Virtual Private Network (VPN) Tunnel

	Interconnection of two or more private networks through a public network.  Tunnel – access to VPN through virtual point-to-point connection through use of dedicated connections, encryption, etc.

2.17		List of Acronyms

		Abbreviation or Acronym Meaning

AAISSP	Accredited Automated Information System Security Program

		ACATS		Advanced Computer Aided Training System

		ADMIN		Administration Office

		ADP		Automated Data Processing

		ADPSSO	Automated Data Processing System Security Officer

		AEC		Automated Electronic Classroom

		AIS		Automated Information System

		AOIC		Assistant Officer in Charge

		ATSS		Aviation Training Support System

		BUPERS	Bureau of Naval Personnel

		CAP		Contract Administration Plan

		CASREP	Casualty Report

		CDP		Course Data Processing Code

		CDRL		Contract Data Requirements List (DD Form 1423)

		CD ROM	Compact Disk Read Only Memory

		CENTRA	Centralized Training Equipment Management System

		CID		Center for Information Dominance

		CNETINST	Chief of Naval Education and Training Instruction

		CNO		Chief of Naval Operations

		CO		Commanding Officer

		COG		Cognizant Activity Code

		COR		Contracting Officer Representative

		COTS		Commercial Off the Shelf

		CPR		Cardiopulmonary Resuscitation

		CPU		Central Processing Unit

		CTM		Cryptologic Technician Maintenance

		DD		Defense Department
		DET		Detachment

		DID		Data Item Description

		DISCO		Defense Industrial Security Clearance Office

		DLR		Depot Level Repair

		DNS		Domain Name Server

		DOD		Department of Defense

		DON		Department of Navy

		DRMO		Defense Reutilization and Marketing Office

		DSN		Defense Switching Network (formerly Autovon)

            ECR         Electronic Classroom

		E-MAIL	Electronic Mail

		ERL		Equipment Requirements List

		EW		Electronic Warfare

		FEDLOG	Federal Logistics Catalog (Supply Item Management Data
				on CD ROM)

		FMP		Financial Management Program

		FTP		File Transfer Protocol

		GAE		Government Access Equipment

		GED		General Equivalency Diploma

		GFE		Government Furnished Equipment

		GFP		Government Furnished Property

		GOTS		Government Off the Shelf

		HAZMAT	Hazardous Materials

		HQ		Headquarters

		HTTP		Hyper Test Transfer Protocol

		ID		Identification

		I/O		Input/Output

		IP		Internet Protocol

		IT		Information Technology

            JCAC        Joint Cyber Analysis Course

		JCN		Job Control Number

		JOBS		Job Oriented Basic Skills

		LAN		Local Area Network

		LOA		Letter of Appreciation

		LOC		Letter of Commendation

		3-M		Maintenance and Material Management

		MAF		Maintenance Action Form

		MAN		Metropolitan Area Network

		MCRF		Master Course Reference File

		MHE		Materials Handling Equipment

		MIL-STD	Military Standards

		MOS		Military Occupational Standards

		MOV		Material Obligation Validation

		MRC		Maintenance Requirement Card

		MRIL		Master Repairable Item List

		MSDS		Material Safety Data Sheet

		MTI		Maintenance Trainer Inventory

		MTIP		Maintenance Training Improvement Program

		MTU		Master Training Unit

		NAS		Naval Air Station

		NATSF		Naval Air Technical Service

		NAVOSH	Navy Occupational Safety and Health

		NAVSUP	Navy Supply Systems Command

		NETC		Naval Education and Training Command

		NETPDTC	Naval Education and Training Professional Development
				Training Center

		NITRAS	Navy Integrated Training and Resource Administration
				System

		NSN		National Stock Number

		NSO		Network Security Officer

		OIC		Officer in Charge

		OPNAV		Chief of Naval Operations

		OPNAVINST	Chief of Naval Operations Instruction

		OPTAR		Operating Target (Unit Budget Limit)

		OSHA		Occupational Safety and Health Act

		PC		Personal Computer

		PCO		Procuring Contracting Officer

		PIPO		Phase-in, Phase-out

		PMS		Planned Maintenance System

		PPP		Personnel Performance Profile

		POD		Proof of Delivery or Plan of the Day

		POW		Plan of the Week

		QAP		Quality Assurance Program

		QCP		Quality Control Plan

		QTY		Quantity

		RDD		Required Delivery Date

		RFP		Request for Proposal

		ROD		Report of Discrepancy

		RSTS		Resource Time Sharing

		SECNAVINST	Secretary of the Navy Instruction

		SESS		Support Equipment Standardization System

		SHOTS		Shipboard Operator Training System

		SMTP		Simple Mail Transfer Protocol

		SOP		Standard Operating Procedures

		SOW		Statement of Work

		SSEWT		Surface Ship Electronic Warfare Trainer

		SSN		Social Security Number

		STS		Special Training Program

		TA		Technical Assistant

		TASCO		Terminal Area Security Officer

		TD		Technical Directive

		TDR		Training Deficiency Report

		TEVS		Test and Evaluation System

		TPL		Training Publication Library

		TTE		Technical Training Equipment

		U/I		Unit of Issue

		UIC		Unit Identification Code

		VPN		Virtual Private Network

		
		 

SECTION C-3

3.0	GOVERNMENT ACCESS EQUIPMENT, PROPERTY AND SERVICES

3.1	Government Access Equipment (GAE)

	The Government will provide access to the Contractor for use in connection with this contract the following property/equipment free of expense:

3.1.1	Maintenance, Supply, and Administrative Spaces, facilities including tables, desks, chairs, filing cabinets, credenzas, bookshelves, wastebaskets and visual aid panels necessary to meet the requirements of this contract.  Any additional furnishing must be supplied by the contractor.

3.1.2	The Government will provide the contractor with	workshops, office spaces, storage, and other facilities required IAW Unified Facility Criteria (UFC). All office/work spaces shall be located within a 15 minute walk of location where primary duties are conducted. Due to facility renovations outside of CID control contractors may be required to relocate to facilitate renovation.


3.1.2.1	Functional Areas “A” 

		Building 1099 – IAW planning standards from UFC. 

3.1.2.2	Functional Area “B”

		Building 1099 – Room 132, space determined by requirements to 
            maintain accreditation of Calibration Lab,  IAW planning standards UFC.

3.1.2.3	Functional Area “C”

	Building 516 co-located with CID headquarters N6, IAW planning standards from UFC.

3.1.2.4	Functional Area “D”

	Office space locations as determined by Government to best support Command mission. Office space to be made available in CID warehouse, (Bldg 3776) for Supply Technician(s) manning the warehouse, within limitations of existing intra-government agreements.  Communication Center contractor will be located in facility with SIPRNET access. IAW planning standards from UFC.

3.1.2.5	Functional Area “E”

	Building 1099 – IAW planning standards from Unified Facility Criteria.

3.1.2.6	Functional Area “F”

	Building 512 – IAW planning standards from Unified Facility Criteria.

3.1.2.7	Functional Area “G”

	Building 512 – IAW planning standards from Unified Facility Criteria.

3.1.2.8	Functional Area “H”

	CID Unit Corry Station Building 1099, CID LS Groton Buildings 518 and 533 – IAW planning standards from Unified Facility Criteria.

3.1.2.9	Functional Area “I”

		Bldg 516 – IAW planning standards from Unified Facility Criteria.

		
3.1.3	The Contractor shall use Government furnished facilities and equipment in support of this SOW.

3.1.4	Parking Spaces. Contractor will not receive reserved parking. In the event that parking areas are regulated by miltary/civilian rank, contractors will park in designated E-6 and below parking. 

3.1.5		Telephone Services (Local and DSN only).

3.1.6		Utilities (Electrical, Water, etc.).

3.1.7		Office supplies carried by Servmart.

3.1.8		Office supplies (typewriters, calculators).

3.1.9	Computer equipment (Local Area Network, terminals, CPU’s, monitors, modems, printers, required to perform job functions). Number of NMCI terminals IAW NETC guidelines.

3.1.10	Computer software (required to perform job functions and compatible with Center for Information Dominance).

3.1.11	Hand-held scanners.

3.2	Maintenance Equipment

3.2.1		The Government will fund/perform maintenance of GAE.

3.2.2	The Government will provide fuel and oil for Government-owned vehicles used in the performance of this contract and for performing preoperational checks. Contractor will be responsible for delivering assigned vehicle to NASP Transportation Department for scheduled or required maintenance. All effort will be made to provide an equitable vehicle should maintenance “down” the assigned vehicle.

3.2.3	The Contractor shall be responsible for fueling and monitoring oil levels of government-owned vehicles used in the performance of this contract.


3.3	Equipment Inventory

3.3.1	The contractor and Government representatives shall conduct a joint inventory of all GAE required for the performance of the SOW within five working days prior to commencement of services.  The contractor shall sign receipts for equipment provided by the Government.

3.3.2	The contractor and Government representatives shall jointly determine and certify the working order and condition of all equipment.  Items not in working order shall be recorded.

3.3.3	The Government will repair all items not in working order, unless equipment repair would be covered under this contract.

3.3.4	The contractor and Government representative shall certify in their agreement as to the working order of the equipment and party responsible for repair.

3.3.5	The contractor shall accept, as accurate, the listing and stated condition of equipment provided by the Government if the contractor does not participate in the inventory.

3.3.6	If the contractor participates in the inventory, but does not agree with the Government representatives’ determination as to the working order of the equipment, this failure of the contractor to agree on working order and defective equipment shall be treated as a dispute pursuant to the clause of this contract entitled, “Disputes”.

3.4	Obtaining Additional or Replacement Equipment

3.4.1	The Contractor on-sire manager shall submit requests to the COR for additional or replacement GAE required in the performance of the contract.

3.4.2	The Government will determine what additional or replacement equipment can be provided under this contract.  Failure of the Government to provide additional or replacement equipment does not relieve the contractor from performance under this contract.

3.5	Equipment Accountability

3.5.1	The contractor and Government representatives shall conduct a joint inventory of GAE thirty days prior to the end of this contract (to include option periods or extensions, if applicable).

3.5.2	The contractor shall be liable for the loss or damage, beyond normal wear and tear, to GAE, which is proven through investigation to be the contractor’s fault.

3.5.2.1	The Government will be compensated by reduced amount owed to the contractor or by direct payment by the contactor, the method to be determined by the Contracting Officer.

3.5.2.2	In case of damaged or lost property, the contractor shall compensate the Government the actual cost of repair or replacement, provided such amount does not exceed the depreciated replacement value of the equipment, as determined by the Contracting Officer.

3.5.2.3	The contractor shall conduct monthly inventories in accordance with this SOW and the COR.

3.6	Annual Government Access Equipment Report

3.6.1	The contractor shall submit an annual report of GAE as of 31 August each year.


3.7	Facilities

3.7.1	The Government will provide administrative, maintenance, and supply spaces for use in the performance of duties required by this SOW.  The contractor shall provide custodial services for shop and office spaces used by contractor personnel only (not used by the Government).

3.7.1.1	Contractor employees shall keep their work space clean and orderly, to include: dust and clean desk, computer workstation and peripheral equipment, file spaces, and in the event of spills of coffee, soda, etc., the contractor’s employees shall clean areas to prevent stains.

3.7.1.2	Contractor employees are responsible for reporting workspace material condition and safety violations to the on-site manager who will report them to the COR.

3.7.2	Before any facility modifications by the contractor, the contractor on-site manager shall notify the COR and provide documentation describing in detail the modifications to be performed.

3.7.2.1	The contractor shall not make any alterations to the facility without specific written permission from the COR.

3.7.3	The contractor shall return the facilities to the Government in the same conditions as received, normal wear and tear and approved modifications excepted.


3.8	Materials

3.8.1	The Government will provide all office supplies, computer supplies, and other administrative materials normally used in the performance of the functions listed in the SOW.

3.8.2	The contractor can request additional supplies in writing through the Center for Information Dominance Pensacola supply system contingent on available funds and with the approval of the COR.

3.8.3	Denials and/or delays in acquiring any additional supplies beyond those currently and normally used shall not be cause for contractor non-performance of claims under this contract.
3.9	Services

3.9.1	Utilities.  The Government will furnish, without charge to the contractor, utilities from existing sources, for example electricity, heat, air conditioning, water and sewage treatment, necessary for normal operations.

3.9.2		Telephone and Telefax

3.9.2.1	The Government will provide telephones which have Defense Network
	Switching (DSN), local and long distance capabilities (for Government Official Business Use Only).

3.9.2.2	The contractor shall maintain positive control over telephones and faxes in its assigned work areas to ensure they are used for official use only.

3.9.2.3	The contractor shall keep a log of all long distance/toll calls.

3.9.2.3.1	The log shall include the name of the person placing the call, person or activity called, phone number called, the date of the call, and the purpose of the call.

3.9.2.3.2	The log shall be turned over to the COR by the 5th working day of the month following the month in which the calls were placed.

3.9.2.3.3	The contractor shall pay long distance telephone calls for purposes other than performance of this contract.


3.9.3		Custodial Services

3.9.3.1	The contractor shall perform routine custodial services to include emptying of trash, sweeping, mopping and vacuuming in Government furnished areas.

3.9.3.1.1	Contract personnel shall clean their desks, worktables, work surfaces, drawers, cabinets, refrigerators, microwaves and coffee messes in Government furnished areas.

3.9.3.2	The contractor shall maintain their working spaces in accordance with the provisions described in Section 3.7.2 to 3.

3.9.3.3	Refuse Collection.  The Government will provide refuse collection.

3.9.3.4	Insect and Rodent Control.  The Government will provide insect and rodent control.

3.9.3.5	Emergency Police and Fire Protection.  The Government will provide emergency police and fire protection.

3.9.3.6	Parking.  The command COR will assign or approval all contractor employee parking. Unless otherwise notified, parking will be available on the south side of Chiefs Way.

3.9.3.6.1	Retired military or retired civil service personnel, who are contract employees are subject to Contract Employee Policies and Rules when they are acting or working as a contractor.

3.9.3.7	Administrative

3.9.3.7.1	The Government will provide administrative oversight of the following functions:

3.9.3.7.1.1	Inventory Control

3.9.3.7.1.2	Configuration Control

3.9.3.7.1.3	PMS Scheduling

3.9.3.7.1.4	Quality Assurance

3.10	Tools and Test Equipment

3.10.1	Custody/Ownership


3.10.1.1	The Government will provide to the contractor those existing special tools and test equipment available on site.

3.10.2	All tools and test equipment provided by the Government will remain the property of the Government.

3.11	Calibration and Repair

3.11.1	The Government will calibrate and repair Government furnished tools and test equipment.

3.11.1.1	These services will be provided at no cost to the contractor if the cause of the repair is not contractor inducted through neglect or misuse.

3.12	Replacement

3.12.1	The Government will replace Government furnished tools and test equipment which fails as a result of normal wear and tear.

3.12.2	The Government will determine as to replacement of tools/test equipment with an equivalent or like item.

3.13	Inspections

3.13.1	Work Area Inspections

	Work area and other spaces assigned to the contractor shall be subject to periodic Government cleanliness, safety, and security inspections.

3.13.2	Pre/Post Modification Inspections

3.13.3	Pre-Modification

	When trainer changes or modifications are to be installed, a pre-modification inspection may be conducted by the Government with the participation of the contractor.  This inspection will establish a configuration and material condition baseline using inspection procedures established by the Government (usually all
	or portions of the Acceptance Test Procedures (TPRR)).  The contractor may be required to correct conditions which would degrade or preclude installation efforts.

3.13.4	Post-Modification

		For Government and contractor installation modifications, a post-
		modification inspection will be conducted by the COR and technical
		assistants with the participation of the contractor to validate
		trainer performance in accordance with modified specifications and
the baseline conditions during the pre-modification inspection. In case of contractor installed changes and modifications, the post-modification inspection and acceptance testing may be combined.


3.13.5	Training Systems Audit Inspections

3.13.5.1	Contractor Participation

		The Government’s audit inspections are held periodically in
		accordance with Government directives.  The contractor shall
		participate in the trainer audit inspections and shall also
		maintain the trainer(s) in an operational condition during the
		inspections.  The period of time during which the audit inspection
		is conducted will be treated as scheduled training.

3.13.5.2	Action Items

	Any discrepancies detected during the audit inspection will be corrected by the contractor which such discrepancies are determined to be contractor’s maintenance responsibility.  The contractor shall be provided status information to the COR relative to the correction of discrepancies found during the audit inspection.

3.13.6	Daily Pre/Post-Operation Inspection

	The trainer(s) will be subject to daily pre-operation and post-operation inspections by the Government.

3.13.7	Contract Compliance Inspections

	Periodic Government audits/inspections may be performed as deemed appropriate by the Government to ensure compliance with the contract.

3.14	Mobilization

3.14.1	Existing Trainers

	The incoming contractor shall be responsible for assuming full maintenance responsibilities for the existing trainers/equipment on the Contract Start Date (CSD).  The total amount of equipment listed in this SWO reflects the inventory.  Under the terms of this contract the contractor shall perform maintenance on (1) those items listed, and (2) equipment subsequently procured to supplement or replace on-site equipment.

3.14.2	New Trainers

		The contractor shall be responsible for mobilizing and assuming
		performance responsibility for new trainers/equipment which are
		incorporated after contract award.  New trainers/equipment will be
		incorporated into this SOW by revision.  Changes in type or number
		of equipment deemed to be out of scope of this contract shall be
		brought to the attention of the Contracting Officer via the COR
		for reconciliation or negotiation.

3.15	Emergency Maintenance

3.15.1	The Government reserves the right to perform emergency repairs to ensure training delays are kept to a minimum.

3.15.2	The Government will perform emergency repair only when contractor personnel are not available.


SECTION C-4

CONTRACTOR FURNISHED ITEMS

4.0	Contractor Furnished Equipment, Property and Services

4.1	The Contractor shall provide all equipment, property, or services unless specifically identified as GAE, Government property or services in Section C-3.


SECTION C-5

SPECIFIC TASKS

5.0	General
5.1	Location/Functional Areas

5.1.1	The contractor services shall be performed at the Center for Information Dominance (CID) Corry Station, Pensacola, Florida. Supply functions will support entire CID Domain. Supply functions outside Pensacola will be coordinated by CID N4.

5.1.2	The contractor responsibilities shall be centered in nine (9) functional areas:

"A" Equipment Maintenance Division

"B" Test Equipment, Calibration and Repair Shop

"C" Knowledge Management and Technical Support

“D” Command Supply, Inventory/Control and Communications Center Support.

"E" GENSER Information Technology/System Administration/Computer Maintenance Support and Information Assurance support.

"F" SCI Information Technology/System administration/Computer Maintenance Support and Information Assurance support.

"G" SCI Executive Agent System administration/Computer Maintenance Support and Information Assurance support.

“H” IT TTE Training Network Information Technology/System Administration/Computer Maintenance Support and Information Assurance support.

“I” N4 Information Technology Policy, Planning, Procurement, and Configuration Management Support

5.2	Equipment

5.2.1		The contractor shall maintain the equipment listed in Appendices
		“A”, “B”, “E”, “F”, “G”, and “H” of this SOW.

5.3	Location/listings of Equipment

5.3.1	The contractor shall maintain and/or calibrate equipment located in workshops, storage areas, and classroom/laboratories as follows:

5.3.1.1	Functional Area “A” – The contractor shall maintain installed equipment located within Building 1099.  A list of equipment covered by this SOW is contained in Appendix “A”.

5.3.1.2	Functional Area “B” – The contractor shall induct, perform maintenance and calibrate test equipment processed through the test equipment workshop in in Building 1099.  A list of equipment covered by this is provided in Appendix “B”.

5.3.1.3	Functional Area “E” – The contractor shall provide network management, system administration, and maintenance of the computer network servers, and supporting infrastructure for TRANET, and TRANE-C at CID Unit Corry Station, Pensacola, FL. A list of equipment covered by this SOW is contained in Appendix “E”.

5.3.1.4	Functional Area “F” – The contractor shall provide network management, system administration, and maintenance of the computer network servers and supporting infrastructure for Top Secret Special Intelligence and all training networks at CID Corry Station, Pensacola, FL. A list of equipment covered by this SOW is contained in Appendix “F”

5.3.1.5	Functional Area “G” – The contractor shall provide network management, system administration, and maintenance of the computer network servers and supporting infrastructure for Executive Agency Top Secret Special Intelligence networks and training networks at CID Unit Corry Station, Pensacola, FL. A list of equipment covered by this SOW is contained in Appendix “G”

5.3.1.6	Functional Area “H” – The contractor shall provide network management, system administration, and maintenance of the computer servers, workstations, networks and supporting infrastructure for IT Training Networks (TTE).  This includes systems located at geographically separated learning sites: CID Unit Corry Station, CID Unit San Diego, CID Unit Hampton Roads (Dam Neck), and CID LS Groton.  A list of equipment covered by this SOW is contained in Appendix “H”

5.4	General requirements for all areas

5.4.1	General

5.4.1.1	The contractor shall install only authorized software, hardware, or equipment changes, alterations, or modifications.  Unauthorized modifications shall not be installed without written approval of the TA or COR.

5.4.1.2	The contractor shall recommend equipment changes, alterations, or modifications, as appropriate, to improve equipment performance, reliability-maintainability and personnel/equipment safety. Installations of equipment changes, alterations, and modifications shall be scheduled by the COR when installation could interfere with classroom training.  All changes, alterations, and modifications installed/performed during the contract period shall be documented in accordance with established procedures.

5.4.1.3	Contractor service personnel shall not be utilized as instructors or equipment operators for purposes of training.  Communications/coordination with instructor/operator personnel is permitted on matters pertaining to maintenance actions/requirements.

5.4.1.4	The contractor shall perform corrective and preventive maintenance of equipment not currently scheduled for classroom utilization.

5.4.1.5	The contractor shall perform corrective maintenance as required during normal operating hours when possible to restore scheduled training capability.

5.4.1.6	The contractor shall schedule corrective maintenance after normal hours and on Saturday and Sunday when required restore and/or maintain scheduled training capability.

5.4.1.7	The contractor shall use compensation time (scheduled time off during normal work hour not to interfere – with normal operation).

5.4.1.8	The Government will not provide premium pay for after normal hours on Saturday or Sunday work.

5.4.1.9	When defective and/or degraded equipment performance threatens to interrupt or halt on-going training, or poses an immediate safety problem, upon notification by the COR, the contractor shall provide all necessary resources to effect repair of the equipment.

5.4.1.10	Government equipment shall not be removed from the building without prior approval of the COR or TA.

5.4.1.11	Upon approval to remove equipment from the building, the contractor shall execute custody receipts.

5.4.1.12	Within 60 days the contractor shall replace or repair equipment that is lost or damaged while in contractor custody.

5.4.1.13	The contractor shall not repair defective equipment when such equipment is under warranty of another vendor or manufacturer.  Defective warranty items shall be delivered to the designated school coordinator for processing.

5.4.1.14	The contractor shall perform equipment installation, de-installation and relocation of existing equipment as directed by the COR/TA.  This shall include assisting an installation/de-installation crew.

5.4.1.15	All maintenance performed by the contractor shall be subject to quality assurance inspection established by the COR/TA.

5.4.1.16	Use designated helpdesk tracking software as directed to create, modify, and update trouble tickets.  Annotate in detail (with OPSEC compliance) work performed and keep customers updated on status, according to policy.

5.4.1.17	The contractor shall configure, deploy, and maintain servers, workstations, laptops, network equipment, appliances,  and troubleshoot, and repair the LAN down to the physical cable backbone (excluding repair of building to building cable plant)

5.4.1.18	For all hardware, software, and configuration changes, the contractor shall adhere to a configuration and change management program.

5.4.1.19	The contractor shall perform daily basic operational status checks on physical server room assets.  Failed equipment such as power supplies and hard drives should be replaced immediately if there is no impact to training.  A summary of network operational status and maintenance shall be emailed to the TA every morning.

5.4.1.20	The contractor shall perform proactive monitoring on training network infrastructures and servers, using available software and toolsets.

5.4.1.21	The contractor shall IMMEDIATELY notify the TA of any training equipment malfunction or deficiency that reduces, stops, or otherwise impairs training, as well as provide updates on action taken, with POAMs necessary for corrective action.

5.4.1.22	If contractor personnel on site cannot identify, isolate and repair any training equipment fault within eight (8) hours of discovery, the site manager shall IMMEDIATELY notify their Corporate Office to obtain required backup assistance.

5.4.1.23	The Corporate Office shall within forty-eight (48) hours, after notification from their site manager, have in-house or back-up in place to correct any malfunction or deficiency.

5.4.1.24	In the event of circumstances which may lead toward the shutdown of training networks and servers, the TA shall be briefed of the situation and consulted for a final decision of equipment shutdown and training stoppage.

5.4.1.25	Network cabling shall be run/installed as directed to connect workstations and network infrastructure inside of buildings.

5.4.1.26	Provide knowledge, expertise and technical assistance to other CID subordinate commands as requested.


5.4.2	Support Meetings

5.4.2.1	The contractor shall provide technical support on a not to interrupt regular maintenance schedule basis.

5.4.2.2	The Site Manager and/or IT Lead will attend regularly scheduled meetings with the Network Manager.

5.4.2.3	The contractor will provide the COR a minimum of 30 days notice for all off-site meetings (when possible).


5.4.3	Information Assurance and Cyber Security

5.4.3.1	The contractor shall handle information assurance and cyber security responsibilities for all systems as required.

5.4.3.2	Perform information assurance analysis, scanning, remediation, vulnerability assessments, and maintain all required and applicable artifacts.

5.4.3.3	Contractor shall assist with C&A, security reviews, monitor and enforce IA policies and procedures, perform Cyber risk management, risk analysis, and remediation.

5.4.3.4	Contractor shall serve as IA technical SME throughout all stages of system acquisition, development, implementation, and maintenance.
5.4.3.5	The contractor will perform security monitoring on applicable networks and immediately report to IAM any detection of a virus, spillage, incident, event, or lack of ability to meet an IA safeguard.

5.4.3.6	The contractor will Install/Test/Deploy IAVA security patches as directed by the TA/ IAM and provide applicable security artifacts/reports/status as directed.

5.4.3.7	The contractor will complete Security Technical Implementation Guide (STIG) checklists for applicable systems/networks as directed.

5.4.3.8	The contractor will conduct applicable daily/monthly/quarterly auditing tasks such as system, application, and security log review, and configuration baseline review.

5.4.3.9	The contractor will develop, collect, contribute, and provide C&A artifacts as required by the IAM. Artifacts include hardware and software lists, identification of ports, protocols, and services, accreditation boundary diagrams, data flow diagrams, mitigation plans, vulnerability scans, and other related artifacts.

5.4.3.10	Contractor personnel performing IA duties will be familiar with the DON DIACAP Handbook and supporting DIACAP templates provided via IAM

5.4.3.11	The contractor will stay up to date with latest DoD and DON mandated IA safeguards and report compliancy tasks to the IAM. Tasks include IA Vulnerability Management (IAVM), Navy Telecommunications Documents (NTD), Computer Tasking Orders (CTO), and INFOCON requirements.

5.4.3.12	All contract personnel must report cybersecurity qualification status as per reference “K” (Cybersecurity Data Element Standard in the OPM.


5.4.4		Repairable, Repair Parts, and Consumables

5.4.4.1	The contractor shall maintain (in RFI condition) and have custody of the system repairable and repair parts/consumables on site.

5.4.4.2	The contractor shall maintain repairables, repair parts and consumables at the stock inventory level.

5.4.4.3	The contractor shall maintain a perpetual inventory and conduct an annual physical inventory.

5.4.4.4	The contractor shall provide a completed inventory 30 days prior to the end of the performance period.  The Government may request an inventory with 30 days’ notice.  Material shall not be removed from the site without written permission of the COR.

5.4.4.5	All repairable, repair parts, and consumables provided by the Government will remain the property of the Government.

5.4.4.6	The Government will provide all repairable, repair parts and consumables necessary to support trainer(s) maintenance and calibration process.

5.4.4.7 	Preventive Maintenance

5.4.4.7.1	The contractor shall perform a regular schedule of preventive maintenance on operational classroom equipment even if performed as part of the student’s curriculum.

5.4.4.7.2	The performance of preventive maintenance shall be in accordance with requirements defined in applicable technical publications, maintenance requirement cards (OPNAVINST 4790.2, 4790.4), or vendor publications.  In the absence of these documents or local developed procedures, preventive maintenance shall be performed in accordance with best commercial or industrial practices.




5.5	Functional Area “A” Basic Requirements.


5.5.1 	General Requirements




5.5.2	The contractor shall provide assistance as required when modification, SHIPALTS or changes installed/performed by, or under the cognizance of the POR.


5.5.3	Upon receipt of new, overhauled or substitute equipment, the contractor shall perform a System Operational Verification Test (SOVT) repair as required to ensure its operational capability.  The numbers and types of equipment to be maintained will vary depending on changing training requirements and/or transferred equipment.  Changes in type or number of equipment deemed to be out of the scope of the contract shall be	brought to the attention of the Contracting Officer via the COR for reconciliation or negotiation.


5.5.4	The contractor shall periodically (quarterly) inspect shelved, stored, or seldom used equipment.  This inspection is to include visual check of the physical condition and a functional check of the operating condition.  This periodic inspection is necessary to prevent degradation or deterioration of seldom-used equipment.

5.5.5	The contractor shall provide to the COR the findings of the quarterly inspection.


5.5.6	To the maximum extent possible, the contractor shall maintain all equipment under the cognizance of this contract in ready-for-issue condition.


5.5.7		Trainer Operation and Maintenance

5.5.7.1	Trainer Start-Up

5.5.7.2	Prior to each training day, the contractor shall perform an initial start-up, software loading, pre-operational readiness check-out, and insertion of test or mission conditions/parameters and other functions to verify a ready-for-training condition for Functional Area “A”.

5.5.7.3	The contractor shall inform the COR and TA of any trainer capabilities or limitations.

5.5.7.4	The contractor shall have personnel on the premises during the first (0700-1600) and third (2300-0700) periods.

5.5.7.5	The contractor may be required to have personnel on board for the second period (1600-2300) and/or weekends.  Proper lead time will be given to the contractor to modify the work schedule (24 hour notice).


5.5.8.1	Trainer Casualty

5.5.8.2	The contractor shall IMMEDIATELY notify the COR and CID N4 Directorate Head or his/her representative of any training equipment malfunction or deficiency that reduces, stops or otherwise impairs training.

5.5.8.3	If contractor personnel on site cannot identify, isolate and repair any training equipment fault within eight (8) hours of discovery, the site manager shall IMMEDIATELY notify their Corporate Office to obtain required backup assistance.

5.5.8.4    The COR shall be kept informed by the site manager of action taken.

5.5.8.5	The Corporate Office shall within forty-eight (48) hours, after notification from their site manager, have in-house or back-up in place to correct any malfunction or deficiency.

5.5.8.6	The COR/Contracting Officer shall be kept informed by the contractor of their plan of action and milestones necessary for corrective action.


5.5.9.1 	Trainer Maintenance (Method of Maintenance)

5.5.9.2	The contractor’s maintenance methods shall be in accordance with OPNAVINST 4790.2, 4790.4 and/or existing local command maintenance concepts for the equipment being serviced.

5.5.9.3	The contractor shall recommend improvements in maintenance support methods and procedures.

5.5.9.4	Recommended improvements that are considered to be within the scope of this contract and compatible with existing Government policy and procedure may be implemented by the COR.


5.5.10.1	Level of Maintenance

5.5.10.2	The contractor shall perform Organization, Intermediate and some
		Depot Level maintenance as defined in Section 2.2.5 of this SOW.

5.5.10.3	The equipment list provided in Appendix “A” is intended to be used as an aid in identifying hardware and peripheral units.

5.5.10.4	The contractor shall have responsibility for all equipment within a system, including the Fault Insertion Devices (FID), and/or Pre-Faulted Modules (PFM).

5.5.10.5	The contractor shall follow priority guidelines established by the
		COR.


5.5.11.1 	Corrective Action

5.5.11.2	The contractor shall perform corrective maintenance consisting of faulty or deteriorated operation, troubleshooting (fault isolation), and repair of in-use classroom or laboratory equipment.  This action must be accomplished in a manner to minimize training disruption.  The contractor shall use spares when available rather than in-place repair to restore the unit to operation.  Removed faulty items are to be repaired off-line in the workshop.

5.5.11.3	The contractor shall perform all on-line and/or off-line equipment maintenance.

5.5.11.4	The contractor shall verify equipment operation upon completion of corrective maintenance actions.

5.5.11.5	The Government will notify the contractor of any trainer malfunction during trainer operations.	

5.5.11.6	The CID N4 Directorate head, via the TA/COR, will decide if training will be stopped, thus starting the clock on chargeable downtime for immediate repair response or if the repair can be postponed until the scheduled maintenance shift.

5.5.11.7	Corrective maintenance shall be performed, as required, during normal operating hours to restore scheduled training capability or during the scheduled maintenance period when the repair action can be deferred without impacting scheduled training capability for Functional Areas “A”.

5.5.11.8	As an essential function of corrective maintenance, the contractor shall perform micro-miniature repair, in accordance with Navy 2M standards.

5.5.11.9	The contractor shall requisition the required replacement component(s) in accordance with the local Navy supply procedures.  In the event the replacement component(s) does not correct the failure and the original component is deemed not faulty, then the entire period shall be chargeable downtime.



5.6	Material Support (Maintenance/Calibration Program)

5.6.1		Provisions Technical Documentation (PTD)

		The Government will provide PTD available on site.


5.8	Technical Data Support Package

5.8.1		Accountability

5.8.1.1	The contractor shall maintain technical data documentation including PFM manuals.

5.8.1.2	The contractor shall replace Government furnished documentation which is lost, stolen, or damaged beyond normal wear and tear.

5.8.1.3	The contractor shall provide technical data not furnished by the
		Government to perform the maintenance tasks in this SOW.

5.8.2		Replacement

5.8.2.1	The Government will provide at no cost to the contractor documentation which becomes obsolete or requires replacement due to normal wear.

5.9	Changes

5.9.1		Government Initiated

5.9.1.1	The contractor shall incorporate all COR authorized changes and/or revisions to technical publication and data for equipment contained in this SOW.

5.9.1.2	The contractor shall maintain all Government provided technical data in a serviceable condition.

5.9.1.3	The contractor shall recommend corrections when erroneous technical data is found.

5.9.1.4	The Government will provide all updates, changes, or modifications		to the contractor for insertion into the data package.

5.10	Configuration Management

5.10.1	Control

5.10.1.1	The contractor shall not make any changes to the trainer(s) hardware or software without Government approval.  Government approved modifications and/or changes to the trainer(s) can be performed by the Government or the contractor.
5.11	Changes and Modifications

5.11.1	Government Installed

5.11.1.1	Equipment changes and/or modifications may be performed by the Government.  Unless otherwise directed by the COR, the contractor perform maintenance of all trainer systems/subsystems.


5.11.2	Contractor Installed

5.11.2.1	As directed by the COR, the contractor shall Government approved trainer modifications as a normal maintenance effort which shall be within the scope of this SOW.

5.11.2.2	The contractor shall perform installation of trainer modifications requiring 16 man-hours or less on a not-to-interfere with scheduled training basis.

5.11.2.3	The contractor shall perform installation within thirty (30) days of receipt of the modification directive and kit.

5.11.2.4	Modifications requiring greater than 16 man-hours installation time may require extension of the thirty day completion limit or temporary reduction or stand-down of training operation as approved by the Government.

5.11.2.5	The Government will perform acceptance testing of contractor installed changes or modifications as deemed appropriate.

5.11.2.6	The contractor shall relocate trainer(s) as required by the Government.  This may require the disconnect/reconnect set up which shall be performed with the same conditions as modifications.

5.12	Frequency Converter Units (FCU)

5.12.1	Building 1099 has five (5) FCUs, Pacific Power Model 3060-MS, located in the FCU room of Building 1099.

5.12.2	The contractor shall provide basic preventive maintenance for the FCUs. Preventive maintenance includes monthly lamp tests and verification that intake/exhaust fans are operating correctly. Annual maintenance consists of vacuuming interior of units and a visual check of wiring, components, and connections.
		
5.12.3	The contractor shall perform limited corrective maintenance.

5.12.4	The Government will be responsible for all repairs that are beyond the contractor’s capability.

5.12.5	The Government will provide all material/parts support.

5.13	NIDA Corp Technical Training Equipment

5.13.1	Deploy, maintain, repair as necessary down to the component level, the NIDA systems training consoles and associated card sets.

5.13.2	For equipment that is under warranty, coordinate warranty repair and replacements.

5.13.3	Maintain shelf stock of ready spare training consoles and card sets, issuing card sets as required to staff/instructors through established help desk processes.

5.14	Functional Area “B” Basic Requirements 

5.14.1	The contractor shall induct and repair all test equipment listed in Appendix “B” of this SOW, and calibrate designated test equipment to Phase “A” and “C” calibration standards.

5.14.2	The contractor shall:

5.14.3 	Out process completed test equipment to Sub-Custodian.

5.14.4 	Interface with Sub-Custodian on test equipment status.

5.14.5 	Perform Quality Assurance at 10 percent level.

5.14.6 	Process and track overflow.

5.14.7 	Maintain library of approved instruments, calibration procedures and instrument technical manuals for Functional Area “B”.

5.14.8 	Place TAMS in the Metrology Automated Systems for Uniform Recall and Reporting (MEASURE) and perform metrology updating.

5.14.9 	Update 310 Report/Database and distribute updated 3100 and associated report to Sub-Custodian.

5.14.10	Perform inventory control within the calibration laboratory.

5.14.11	Process/coordinate disposition of rejected test equipment.

5.14.12	Process documentation/coordinate disposition of excess test equipment.

5.14.13	Use designated helpdesk tracking software as directed to create, modify, and update trouble tickets.  Annotate in detail (with OPSEC compliance) work performed and keep customers updated on status.
5.15	Knowledge Management Basic Requirements


5.15.1	The contractor shall provide Knowledge Management and Technical
		Support for CID.

5.15.2	The contractor personnel shall have a Top Secret Sensitive Compartmented Information (TS/SCI) clearance.

5.15.3	The contractor shall provide web development and administration of the CID presence on the NSANET and JWICS web domains.

5.15.4	The contractor shall provide comprehensive technical support and scheduling for meetings and video-teleconferencing at CID.

5.15.5	The contractor shall perform research on new KM strategies, equipment and software requirements, technological advances, and industry standards for training efficiency improvements.

5.15.6	The contractor shall provide training and coordination with Center personnel to provide links and build channels to support the Center’s Navy Knowledge Online (NKO) portal development for sharing community and training information, while maintaining classified material security and both the accuracy and integrity of the information.

5.15.7	The contractor shall develop and manage polls for the Center’s NKO portal.

5.15.8	The contractor shall monitor NKO portal for content, updates, changes, discussion board participation and authorized use.

5.15.9	The contractor shall provide classified and unclassified multimedia production support, including video, audio, and image editing for use in an online environment using various file types and software release versions to ensure cross-platform compatibility.

5.15.10	The contractor shall provide web development and administration of the CID presence on various web domains such as NMCI/SIPRNET/JWICS/NSANet.

5.15.11	Use designated helpdesk tracking software as directed to create, modify, and update trouble tickets.  Annotate in detail (with OPSEC compliance) work performed and keep customers updated on status.

5.16	CID Supply, Inventory, and Communications Center Support Function

5.16.1	General CID Supply Support Function

		The Contractor shall perform Supply Support Functions for CID,
		CID Unit Corry Station, the co-located Center for
		Naval Engineering Detachment, the co-located Center for Naval
		Leadership Detachment, the co-located Center for Personal and   
            Professional Development and the Training Support Detachment (TSD) located at CID Corry Station, Pensacola, FL.  In addition contractor will perform designated Supply Support Functions for CID Detachments and Learning Sites domain wide. The contractor provides supply support for all facilities associated with CID.  The contractor shall perform routine supply functions in support of the acquisition and requisition of parts and supplies including consumables.  The contractor shall initiate, tech edit and obtain proper signatures for all supply requisitions and RODS before submitting to the CID N8 Budget Analyst for verification and approval of funding.  Upon receipt of material at the NAS Supply Center or at CID Building 3776, the contractor shall pick up the material from the warehouse and distribute to the end user.  The contractor will track each requisition from the date of purchase through delivery to the end user, obtain receipt signatures from the end user, and update status in the CID N8 OPTAR Log as often as needed until the status of the requisition is completed.

5.16.1.1	The contractor shall prepare requisitions in accordance with the appropriate CID instructions and processes.

5.16.1.2	The contractor shall forward to the CID N8 Budget Analyst prepared and fully authorized requisitions that are signed by the OPTAR holder, Safety Officer (if applicable), HAZMAT Authorizing Official (if applicable), and AV/IT Approving Official (if applicable).  The workload tends to fluctuate with the budget cycle with the greatest volume in the last month of each quarter, particularly at the end of the fiscal year.


5.16.1.3	Communicate with the end user to identify requisition requirement including:  purchase description, date required, desire quantity, shipping instructions, and required justifications, approvals, or clearances.

5.16.1.4	Ensure the requirement is authorized by reviewing the Unauthorized
		Purchase List contained in enclosure (2) of EBUSOPSOFFINST 4200.1.

5.16.1.5	Ensure the OPTAR holder has adequate funding to cover the requirement including all shipping and handling charges.

5.16.1.6	Screen requirement and determine proper method of acquisition in accordance with FAR Part 9 (Local Agency Inventory, Excess from other agencies, FPI, NIB/NISH, Federal Stock System, Mandatory Federal Supply Schedules, Optional use Federal Supply Schedules, or CommercialSources).

5.16.1.7	Initiate the appropriate requisition documents (1155, 1250, 1348, 4200, SERVMART and RODS).

5.16.1.8	Obtain signatures on the requisition document including:  OPTAR, Safety Officer (if applicable), HAZMAT Approving Official (if applicable), AV/IT Approving Official (if applicable), and CID N8 Budget Analyst.

5.16.1.9	Maintain a file copy of all requisition documents.

5.16.1.10	Perform requisition follow up.

5.16.1.11	Receive and distribute material from the NAS Supply Center or CID Building 3776 to the end user. Prepare DD1149 paperwork for shipment of materials to/from all CID domain sites.

5.16.1.12	Obtain a material receipt signature from the end user on the requisition document.

5.16.1.13 Pack and ship DLRS, RODS, and calibration equipment, provide DD1149 support to CID domain for return of DLR carcasses.

5.16.1.14	Provide DLR support to CID domain wide.

5.16.1.15	Initiate DRMO paperwork, obtain required signatures, and transport DRMO material to NAS Pensacola DRMO.  As workload permits, screen and research equipment to determine whether material should be turned into Supply System or DRMO.  Process required paperwork for Turn-In’s, obtain required signatures and transport material to NAS Pensacola Supply Department or DRMO, whichever applies.

5.16.1.16	Initiate CASREPS for equipment and systems listed in APPENDIX “A”, and for installed Fleet Systems maintained by Government Civilians (SSQ-137, SSQ-124, SRS-1, ACCES D4).

5.16.1.17	Maintain Department Van (gas, trip ticket, morning check log).

5.16.1.18	Maintain requisition source publications (both hard copy and via the Internet).

5.16.1.19	Maintain and update CID N8 OPTAR Log as directed by the CID N8 Budget Analyst.

5.16.1.20	Provide forklift/Stake truck support to the command. Contractor must be able to provide forklift, stake truck service, and limited supply support services concurrently.


5.16.2	Inventory Management Tasks

5.16.2.1	The Contractor shall perform inventory database management and assist the Government in performing inventories.

5.16.2.2	The Contractor shall, using COR/Contractor approved shop procedures, conduct spot checks of command equipment and assist with the administration of the command spot check program for CID.

5.16.2.3	The Contractor shall maintain all inventory databases as assigned by the Command, NETC and DOD, as approved by the COR/Contractor, in accordance with COR/Contractor approved shop procedures, command and higher authority instructions.

5.16.2.3.1	The Contractor shall complete a monthly 10% inventory spot check and deliver results to the TA/COR/Supply manager.

5.16.2.3.2	Contractor shall have completed the DPAS certification program by completing the following online training:
            DPAS 1024 - Property Administrator for Navy
            DPAS 1130 - Data Inquiry
            DPAS 1140 - Reports and Forms Generation

5.16.2.4	Capitalized Equipment Inventory.

5.16.2.5	Minor Property Inventory.

5.16.2.6	Technical Test Equipment Inventory.

5.16.2.7	Audio/Visual Equipment Inventory.

5.16.2.8	Pilferable Equipment Inventory.

5.16.2.9	ADP Equipment Inventory.

5.16.2.10	DPAS Equipment Inventory.

5.16.2.11	DITMS Equipment Inventory.

5.16.2.12	Other inventories as assigned by the Command, NETC, and DOD as approved by COR/Contractor.

5.16.2.13	The Contractor shall perform the following control function in accordance with COR/Contractor approved shop procedures, command and higher authority instructions.

5.16.2.14	Barcode of equipment. (Affixing barcode labels, tracking, management of)

5.16.2.15 Only personnel assigned to the Inventory Management Office or those directly supervised by Inventory Management personnel will apply barcode labels to equipment.

5.16.2.16	Maintain an inventory of bar codes.

5.16.2.17	The Contractor shall assist CID personnel in conducting inventories as required by COR/Contractor approved shop procedures, command and higher authority instructions.

5.16.2.18	Compile data for inventory status reports in accordance with COR/
		Contractor approved shop procedures.

5.16.2.19	The Contractor shall add records of discovered (GBI) equipment to the database

5.16.2.20	The Contractor shall conduct research of documentation and local and DOD level databases and sight verify equipment identification data (as needed) to determine status of found equipment.

5.16.2.21	The Contractor shall reconcile records in accordance with COR/
		Contractor approved shop procedures.

5.16.2.22	The Contractor shall conduct research of documentation, local, and 
	DOD level databases, and conduct search of spaces to help determine status of equipment not found, with command personnel assistance.

5.16.2.23	The Contractor shall assist the Command Inventory Manager with the report of equipment not found.

5.16.2.24	The Contractor shall assist command personnel with the final inventory report.

5.16.2.25	The Contractor shall perform excess equipment inventory database functions in accordance with COR/Contractor approved shop procedures, command and higher authority instruction.

5.16.2.25.1 The Contractor shall verify equipment listing data with database and reconcile differences in accordance with COR/Contractor approved shop procedures.

5.16.2.25.2 The Contractor shall comply with NETC and DOD instructions on reporting and requesting disposition instructions.

5.16.2.26	The Contactor shall maintain COR approved inventory related work and storage spaces (as assigned).

5.16.2.27	Order and maintain adequate supply of administrative supplies for inventory support.

5.16.2.28	Maintain Inventory office files.

5.16.2.29	In Government provided spaces, store excess audio-visual equipment, technical training equipment, and other equipment as required.

5.16.2.30	Assist the Inventory Manager with maintenance of the Property Pass Program, in accordance with COR/Contractor approved shop procedures.


5.16.3	Communications Center Basic Functions

5.16.3.1	Message Processing

5.16.3.1.1	The contractor shall process incoming and outgoing messages on classified and unclassified computer systems in accordance with Navy message format.

5.16.3.1.2	The contractor shall comply with the Two-Person Integrity (TPI) rule for the handling of cryptographic material.

5.16.3.1.3	The contractor shall assist customers with establishing Automated
		Message Handling System (AMHS) accounts.

5.16.3.2	Online Trouble Calls

5.16.3.2.1	The contractor shall comply with the Building Manager’s Handbook on “on-line trouble calls”.

5.16.3.2.2	The contractor shall respond to online trouble calls.

5.16.3.2.3	The contractor shall forward appropriate trouble tickets to the regional office for action.

5.16.3.2.4	The contractor shall perform follow-up on regional placed tickets.

5.16.3.2.5	The contractor shall refer all conflicts to the appropriate Building Manager for resolution.

5.16.3.2.6	The contractor shall maintain the trouble ticket database.

5.16.3.2.7	Use designated helpdesk tracking software as directed to create, modify, and update trouble tickets.  Annotate in detail (with OPSEC compliance) work performed and keep customers updated on status.

5.17		Functional Area “E”, “F”, “G”, “H”, and “I” General Requirements

5.17.1	The contractor shall perform maintenance on the servers, client 
            workstations, and peripherals listed in Appendix “E”,”F”, “G”, and “H”.



5.17.2	Wide Area Network (WAN)/Metropolitan Area Network (MAN) Management, The contractor shall:

5.17.2.1	Perform Site Surveys and create network drawings/diagrams depicting WAN/MAN down to local area network.

5.17.2.2	Install, configure, and maintain network infrastructure such as routers, switches, new communication servers, firewalls, network appliances, and modems.

5.17.2.3	Install/configure/manage data circuits.

5.17.2.4    Perform WAN/MAN design.

5.17.2.5    Install/Test/Deploy security patches as directed by Network IAM/IT Manager. Provide security reports/status as directed by IAM/IT Manager.

5.17.2.6	Perform information assurance analysis, scanning, remediation, and provide C&A artifacts applicable

5.17.2.7	The contractor shall perform configuration, maintenance, sustainment, and troubleshooting of applicable network encryption devices, such as Taclanes and Red Eagle encryptors, as required on the training networks. EKMS/COMSEC support will be provided by the local element (military).


5.17.7	Computer Operations, The contractor shall:


5.17.7.1	Identify Server hardware/software problems and report problems to the COR and TA.

5.17.7.2	Maintain Server/Computer Room equipment.

5.17.7.3	Perform general preventive maintenance, such as equipment cleaning.

5.17.7.4	Perform administration of computer operations.

5.17.7.5	Develop/maintain operational instructions/procedures/logs.

5.17.7.6    Install/Test/Deploy security patches as directed by Network IAM/IT Manager. Provide security reports/status as directed by IAM/IT Manager.

5.17.7.7	Perform information assurance analysis, scanning, remediation, and provide C&A artifacts applicable


5.17.8	E-Mail Management, the Contractor shall:

5.17.8.1	Manage site/Metro Post Office/local email information store.

5.17.8.2	Manage User Accounts, CALL lists, distribution lists, bulletin boards, public folders, resource mailboxes.

5.17.8.3	Resolve E-Mail problems and respond to service requests.

5.17.8.4	Install, configure, and maintain e-mail software on servers.

5.17.8.5	Upgrade e-mail software on servers.

5.17.8.6	Test e-mail products/upgrades/patches.

5.17.8.7	Implement/install upgrades on production e-mail servers.

5.17.8.8	Install/Test/Deploy security patches as directed by Network IAM/IT Manager. Provide security reports/status as directed by IAM/IT Manager.


5.17.9	Local Area Network (LAN) Management The Contractor shall:

5.17.9.1	Perform LAN, Terminal Host Access site surveys.

5.17.9.2	Perform LAN, Terminal Host Designs and Redesigns.

5.17.9.3	Outline and diagram, LAN, Terminal Host Access to drop points.

5.17.9.4	Install, test and implement equipment for LAN, Terminal
		Host Access.

5.17.9.5	Configure and manage clients/Network devices (configuration changes).

5.17.9.6	Configure and maintain IP addressing.

5.17.9.7	Resolve LAN problems and respond to service requests.

5.17.9.8	Perform LAN administration (Network components only).


5.17.10	Intranet/Internet Services Support, The Contractor shall:


5.17.10.1	Provide/perform operational support for Intranet/Internet services.

5.17.10.2	Maintain Historical Data of Internet service.


5.17.10.3	Resolve trouble calls/service requests for network services such as DNS, FTP, HTTP, Proxy, VPN Tunnel, and DL.

5.17.10.4	Resolve Web Page/Web Application related problems and respond to service requests.

5.17.10.5	Install/Test/Deploy security patches as directed by Network IAM/IT Manager. Provide security reports/status as directed by IAM/IT Manager.

5.17.10.6	Troubleshoot and repair network cable infrastructure.


5.17.11	Server Software/Hardware Technical Support The Contractor shall:

5.17.11.1	Provide server configuration support for applications.

5.17.11.2	Build, Install, configure, and deploy servers.

5.17.11.3	Upgrade operating system versions and system patches.

5.17.11.4	Deploy and test operating system upgrades.

5.17.11.5	Deploy and test O/S patches & security patches.

5.17.11.6	Test, deploy, and maintain new or upgraded system utilities/tools.

5.17.11.7	Install, test and deploy COTS, GOTS and legacy application software, integrating into the environment, securing as much as possible.

5.17.11.8	Develop local operating system related installation procedures/instructions.

5.17.11.9	Maintain system and domain configuration documentation.

5.17.11.10	Resolve system problems and respond to service requests.

5.17.11.11	Resolve system problems and respond to service requests (re-routed).

5.17.11.12	Resolve operating system software problems.

5.17.11.13	Resolve system utility/tools software problems.

5.17.11.14	Resolve COTS application software problems.

5.17.11.15	Resolve GOTS application software problems.

5.17.11.16	Resolve server hardware problems.

5.17.11.17	Perform system and data backup and restoration.

5.17.11.18	Perform user accounts management.

5.17.11.19  Design, build, test, and modify master installation for servers.

5.17.11.20	Perform allocation of server/host resources.

5.17.11.21	Install/relocate server of server host resources.

5.17.11.22	Install/relocate servers and minicomputers hardware.

5.17.11.23  Install/Test/Deploy security patches as directed by Network IAM/IT Manager. Provide security reports/status as directed by IAM/IT Manager.


5.17.12	IT Related Services, New Technology Evaluation the Contractor shall:

5.17.12.1	Conduct market research studies.

5.17.12.2	Evaluate products.

5.17.12.3	Develop recommendations.


5.17.13	Pre-procurement/Product Specifications, the Contractor shall:

5.17.13.1	Assist in determining requirements.

5.17.13.2	Research technical specifications.

5.17.13.3	Provide contracting officer or ordering officer with clarification and technical assistance.

5.17.13.4	Obtain software upgrades or patches.


5.17.14	Operate Special Intelligence Video Teleconference Facilities The 
            Contractor shall:

5.17.15.1	Configure VTC equipment.

5.17.15.2	Perform preventive maintenance and installation of security updates/patches/firmware on VTC equipment.

5.17.15.3	Coordinate with command elements to schedule VTC.

5.17.15.4	Perform basic system engineering studies.

5.18	Functional Area “F” Specific Requirements

5.18.1	The contractor shall, in Functional Area “F”, provide SUN Solaris,
	LINUX, and Windows 2003/2008/2012 network systems administration and engineering support for the CID in classified (TS/SCI and SIPRNET) network environments.  Technical services will support operation, integration, planning and evaluation, deployment, and maintenance of LINUX, Sun, and Windows 2003/2008/2012 labs including support for Local Area Networks (LAN) and network equipment.  Efforts encompass support for installed Information Technology hardware and software, advanced distance learning (ADL) development multi-media product evaluation, maintenance of external network connectivity, systems engineering and for related instructional infrastructure and IT/ADP systems.

5.18.2	The contractor shall provide network management, system administration and maintenance of the computer, servers and supporting infrastructure for equipment listed in Appendix “F”.

5.18.3	The contractor shall provide engineering support for the networks and AEC hardware to include:

5.18.4	Provide on-site technical support for LINUX, SOLARIS, and Windows AEC equipment including evaluation of network compatibility and integration	coordination and management.

5.18.5	System architecture and engineering studies and analysis, technology evaluation, support for network communications requirements, integration planning, and implementation to include: Network (LAN/WAN)	architecture/hardware and Automated Electronic Classroom (AEC) upgrades.

5.18.6	Perform test and evaluation of LINUX/SOLARIS/Windows hardware and software.

5.18.7	Evaluate effectiveness of on-line storage system backup and procedures, to include classroom multi-media server backup and restoration.

5.18.8	Provide systems and network engineering support for the integration	of procured hardware and software including operating systems, desktop, computer-based training and student/record keeping applications.

5.18.9	Provide on-site network monitoring, evaluation, and system management for schoolhouse LINUX/SOLARIS/Windows IT architectures.

5.18.10	Conduct user training for schoolhouse instructors and network administrators on LINUX/SOLARIS/Windows IT and Training technologies.

5.18.11	Personnel Qualifications and Job Descriptions:  Network Engineering	Support personnel must possess a Top Secret/Sensitive Compartmented Information security clearance.  Must be skilled in SUN Solaris and UNIX operating systems such as Red Hat, have in-depth knowledge of UNIX software commands and able to write software scripts for integration of new systems operating hardware and software into the training infrastructure.  Should have in-depth knowledge of network routers, switches, and configuration of a LAN and WAN environment for delivery of training media in both classified and unclassified networks.

5.18.12	The contractor shall:

5.18.12.1	Load, reload and update operating systems.

5.18.12.2	Load and reload NSA security tools and analysis programs.

5.18.12.3	Create, manage, and maintain user, student, and staff system accounts.

5.18.12.4	Backup and restore servers.

5.18.12.5	Monitor server, workstation, and network performance and configure performance tuning as applicable.

5.18.12.6	Ensure Information Assurance Vulnerability Alert (IAVA) compliance.

5.18.12.7	Provide consultation on network design/changes.

5.18.12.8   Provide network and integration support.

5.18.12.9	Troubleshoot hardware/software faults.

5.18.12.10	Load Government approve Commercial Off the Shelf (COTS) software.


5.18.13	Classroom workstation support, the contractor shall:

5.18.13.1	Provide workstation support.

5.18.13.2	Load/reload/update operating systems.

5.18.13.3	Load/reload/update NSA analysis programs.

5.18.13.4	Troubleshoot hardware/software faults.

5.18.13.5	Replace workstations from spares.

5.18.13.6	Work with manufacturer technical support to resolve hardware problems.

5.18.13.7	Load Government approved COTS software.

5.18.13.8	Install/Test/Deploy security patches as directed by Network IAM/IT Manager. Provide security reports/status as directed by IAM/IT Manager.

5.19	Functional Area “G” Specific Requirements

5.19.1	The contractor shall provide network management, system administration and maintenance of the computers, servers and supporting infrastructure for equipment listed in APPENDIX “G”.

5.19.2	The contractor shall perform maintenance as required during normal operating hours (a single shift operation (0630-1500) when possible to restore scheduled training capability.

5.19.3	The contractor shall schedule corrective maintenance after normal operating hours and on Saturday and Sunday when required to restore and/or maintain scheduled training capability.

5.19.4	The contractor shall use compensation time (scheduled time off during normal work hours not in interfere with normal operations).

5.19.5	The Government will not provide premium pay for after normal hours and/or on Saturday or Sunday work.

5.19.6	The contractor shall provide network management, system administration and maintenance of the computer, servers and supporting infrastructure for equipment listed in Appendix “G”.


5.19.7	The contractor shall:

5.19.7.1	Load, reload and update operating systems.

5.19.7.2	Create, manage, delete all user accounts for staff and students.

5.19.7.3	Backup and restore servers.

5.19.7.4	Server and Network monitoring.

5.19.7.5	Server and Network performance tuning.

5.19.7.6	Ensure Information Assurance Vulnerability Alert (IAVA) compliance.

5.19.7.7	Provide consultation on network design/changes.

5.19.7.8	Provide network and integration support.

5.19.7.9	Troubleshoot hardware/software faults.

5.19.7.10	Load Government approved Commercial Off the Shelf (COTS) and Government Off the Shelf (GOTS) software.


5.19.8	The contractor shall provide workstation support.

5.19.8.1	Load/reload/update operating systems.

5.19.8.2	Troubleshoot hardware/software faults.

5.19.8.3	Replace workstation/parts from spares.

5.19.8.4	Load Government approved COTS software required to operate servers, switches, routers and client workstations. All Training Specific software will be administered by Instructional Deliver Personnel.

5.19.8.5	Install/Test/Deploy security patches as directed by Network IAM/IT Manager. Provide security reports/status as directed by IAM.

5.19.8.6	Implement Information Assurance scanning and remediation using government approved SCAP or equivalent software tools.


5.20	Functional Area “H” Specific Requirements

5.20.1	The contractor shall provide network management, system administration and maintenance of the computers, servers and supporting infrastructure for equipment listed in APPENDIX “H”.

5.20.2	The contractor shall perform maintenance as required during normal operating hours (a single shift operation (0630-1500) when possible to restore scheduled training capability.

5.20.3	The contractor shall schedule corrective maintenance after normal operating hours and on Saturday and Sunday when required to restore and/or maintain scheduled training capability.

5.20.4	The contractor shall use compensation time (scheduled time off during normal work hours not in interfere with normal operations).

5.20.5	The Government will not provide premium pay for after normal hours and/or on Saturday or Sunday work.

5.20.6	Travel: The government may ask the contractor to travel for providing direct maintenance support as needed.  In these cases the government will fund travel on an as needed basis.

5.20.7	CID LS Groton On-site support: The contractor will utilize their on-site systems administrator and will be responsible for all hardware and software maintenance support.

5.20.8	In cases where the contractor takes annual or sick leave, existing contractor technical support personnel from CID Corry Station shall perform remote support as much as possible.  In the cases where on-site support is required, on-site government personnel will fulfill the contractor duties as required.  This augmentation of support will be coordinated in advance via the TPOC/COR on an as required basis.

5.20.9	In cases of annual leave lasting longer than 5 business days the government shall be given one week advance notice.

5.20.10	CID Unit San Diego and CID Unit Hampton Roads (Dam Neck) support: For these locations the contractor will perform centralized software and hardware maintenance support from CID Unit Corry Station.

5.20.11	Host Based Security System (HBSS)

5.20.11.1	Deployment and continuous configuration of the full Host Based Security System (HBSS) suite and underlying operating system in accordance with DoD Cyber Tasking Orders (CTOs) and established policies.

5.20.11.2	Day-to-day administration, management, testing, and monitoring of the HBSS framework and infrastructure as deployed on the training network.

5.20.11.3	Development of technical SOPs, performing testing and validation, developing signatures, and the auditing of controls.

5.20.11.4	Conducting routine compliance audits, security log reviews, security incident response, and low-level troubleshooting.

5.20.11.5	Establishing metrics, providing supervision of the HBSS program, threat briefs and reporting.

5.20.11.6	Developing operational processes, models, and frameworks to meet operation and security requirements.

5.20.11.7	Remain compliant with current software configuration requirements as directed.

5.20.11.8	PKI/PKE (Public Key Infrastructure): Establish and maintain an internal PKI/PKE infrastructure on the training network in order to facilitate the use of Common Access Cards (CAC).


5.20.12	System Administrator Government-off-the-shelf (GOTS) Platform Manager Application (SAGA).

5.20.12.1	While the SAGA TTE Suite is located and maintained at the DoD IA Range, the applications are remotely managed and maintained from CID Corry Station.

5.20.12.2	Deployment and continuous configuration of the SAGA Platform Manager Application.

5.20.12.3	Day-to-day administration, management, testing, and monitoring of the SAGA Platform Manager Application framework and infrastructure as deployed on the training network.

5.20.12.4	Development of technical SOPs, performing testing and validation, and provide SME knowledge support.

5.20.12.5	Coordination with the engineers, developers, and system administrators of the SAGA hosting facility for coordinated down times, changes to the system, application status, system status.


5.21	Functional Area “I” Specific Requirements

5.21.1	Track Hardware, software, and associated systems in centralized database repositories such as DADMS, DITPR, web portals, excel worksheets.

5.21.2	Coordinate IT Procurements and purchases through associated tracking systems such as NAV-IDAS (ITPRs).  Also coordinate with manufacturers and resellers, advising on IT procurements.

5.21.3	Document processes, workflows and develop SOPs and technical guidance.

5.21.4	Advise on system performance and utilization, track and brief project status.

5.21.5	Take on special projects for providing technical, project, and administrative support.

5.21.6	Assist in the configuration and design of technical solutions to meet customer requirements.

5.21.7	Coordinate and track configuration management and system changes.

5.21.8	Monitor and maintain help desk tickets and reassign incorrectly routed requests.

5.21.9	Coordinate the IT configuration and change management program for CID domain, governing all training networks.

5.22	Inspection and Acceptance

5.22.1	Inspection and acceptance shall be conducted by the COR/TA or by a designated representative.

5.23	Travel and Other Direct Costs

5.23.1	The contractor may be required to travel in support of this SOW.

5.23.2	All travel will be in accordance with the JTR.

5.23.3	All travel must be approved in advance by the COR. 


