SCOPE OF WORK

BUSINESS OPERATIONS SUPPORT



 1.0 Introduction 
The Naval History and Heritage Command (NHHC) requires a variety of business operations support services in order to meet its mission requirements. NHHC is headquartered at the Washington Navy Yard (WNY) Washington, DC and is responsible for the preservation, analysis, and dissemination of U.S. Naval history and heritage. NHHC is composed of 42 facilities in 13 geographic locations, that includes the Navy Library, 10 Museums, a Heritage Center, the USS Constitution, and the Historic ship Nautilus. NHHC’s mission is to: 

• Collect, preserve, protect and make available the artifacts, documents, and art that best embody our naval history and heritage for present and future generations. 
• Advance the knowledge of naval history and heritage through professional research, analysis, interpretation, products and services. 
• Make naval history and heritage "come alive" for our Sailors and Marines to enhance readiness and esprit de corps. 
• Remind America of its need to maintain a strong Navy and Marine Corps to protect its citizens, their freedoms and the nation's maritime commerce. 

1.1 Scope of Work 
The contractor shall provide services for, and operate in multiple departments/divisions of the NHHC.  This PWS describes NHHC tasks for business operations support services that will require professionals from a variety fields with varying levels of experience. The intention for this contract is to be an indefinite delivery/indefinite quantity type contract (IDIQ), with the issuance of task orders based on the amount of work required, and the availability of funding with which to perform it. As such, not all of the tasks below may be performed in a given year, though all are potential or existing requirements of NHHC. The contract will be executed for a base year, with up to four subsequent option years following, as detailed in the IGCE. No task order will last for longer than one year.

2.0 Description of Task

2.1 Senior Program Management/Analysis 

The Contractor shall provide budget analysis support to the NHHC History and Archives personnel in the following areas: 

· Long-range financial planning and management analysis
· PPBE with focus on the Programming function within the Program Objective Memorandum/Program Review (POM/PR) process. The contractor will provide NHHC management with advice and analysis in this area.
· Obligations and expenditures tracking 
· Research, coordinate, study, analyze, and advise on issues that impact program resources and business practices (e.g. budget reviews, Program Budget Information System (PBIS) issues, Resource Management Decisions (RMDs), realignments, internal processes changes, legislative actions). 
· Serve as a key advisor, along with the Government program manager in the review and analysis required for POM and PR issue generation. Provide the formulation and presentation of the capabilities plan, and support administration of the annual budget formulation and execution. 
· Provide coordination and liaison with the regions for consolidated PPBE, budget and execution matters. This shall include data calls, cost analysis, requirements validation and pricing, and budget optimization.
· Serve as advisor to NHHC in relation to Field Support Activity (FSA), Director, Navy Staff (DNS) and other OPNAV and SECNAV organizations for matters of PPBE and budget development, defense and reallocation. 
· Provide coordination and liaison with the Management Analyst to consolidate office related functions, such as short and long range tasks, project management, personnel management, program management, etc., using Microsoft Project.

Minimum Qualifications:
Contractor personnel shall: 
· Possess and maintain a minimum clearance level of SECRET, with the ability to obtain a TOP SECRET clearance as required. 
· Possess a minimum of 10 years of PPBE experience. 
· Have a proven history of prior experience with POM development and execution experience. 
· Possess a minimum of 2 years’ experience in planning and executing military commemoration events and the specific processes and procedures directly related to funding of commemoration events such as Official Representation Funds (ORF) which may involve coordination with SECNAV. 
· Have fluency in Microsoft Office programs, such as Word, Access, Excel, Power Point and particularly in MS PROJECT.

2.2 Administrative Support Services

2.2.1 Junior Administrative Support 1 

The contractor shall provide administrative support services to ensure efficient office operations and management. 

Required tasks shall include: 

· Office coverage, task management and follow-up of phone calls, meetings, email requests, and various other forms of correspondence.
· Follow-up to ensure that all tasks are completed on schedule and according to expectations.
· Maintain office equipment and manage office supplies for the Branch. 
· Travel coordination, scheduling and travel claim processing support.
· Provide assistance in scheduling, travel, and ADP support, including NMCI ACTR functions as assigned.  
· Assisting with other related duties as assigned. 

Minimum Qualifications
Contractor personnel shall: 

· Possess a minimum of 2 years’ experience providing executive level administrative support. 
· Possess expertise on Joint Travel Regulations, Defense Travel System, OPNAV Tasker system, and in nationwide meeting scheduling and coordination. 
· Possess and maintain a minimum clearance level of SECRET, with the ability to obtain a TOP SECRET clearance as required, and 
· Possess a minimum of 2 years’ experience in planning and executing military commemorative events. 

2.2.2 Intermediate Administrative Support II 
The contractor shall provide administrative support services to ensure efficient office operations and management. 
Required tasks shall include:
· Digitizing and organizing documents
· Inputting data and/or metadata into databases and other documents
· Collating, transcribing and reviewing relevant documents
· Developing and designing document templates
· Supporting organization and development of SOPs and desk guides
· Collecting photographs, images and other digital media for use in historical products
· Assisting with Branch information technology needs
· Editing written documents and fact checking
· Office coverage, task management and follow-up of phone calls, meetings, email requests, and various other forms of correspondence.
· Follow-up to ensure that all tasks are completed on schedule and according to expectations.

Minimum Qualifications
Contractor personnel shall:
· Possess a minimum of 2 years of experience providing administrative support.
· Possess and maintain a minimum clearance level of SECRET, with the ability to obtain a TOP SECRET clearance as required.


2.3 Intermediate Museum Support Services 
The contractor shall provide support services to the NHHC Museums and Collections Division‘s branches and enterprise museums. Tasks shall include: the curation of records, objects, artwork or specimens and materials related to the subject matter of the Naval History and Heritage Command’s (NHHC) museum, and heritage assets collection. Answer questions from the public by phone, email, or in person. Monitor exhibit areas and public spaces in museums with minimal supervision. Facilitate public events with minimal direct supervision by greeting visitors and providing oral directions. Provide educational activities such as preparing educational materials, presenting educational materials, and working with students on activities related to the educational material being presented. Constructing simple boats, periscopes, etc. Additionally, the contractor shall provide: 
· Collections development assistance for art, artifact collections 
· Design and maintenance of NHHC exhibits and displays 
· Management of NHHC collections management database (DONHAMS) to include data entry and data clean-up 
· Digitization of records and images to be uploaded into DONHAMS 
· Cataloging of art and artifact collections 
· Assist with carrying out educational and public service functions 
· Collections management functions within the Navy’s heritage asset collections. 
· Participate in research as assigned by NHHC subject matter experts 
· Organizing paintings in art exhibits by time period and content with minimal input from outside sources. Requires the ability to recognize artistic movements and historical events as they relate to naval art. 
· Create scaled drawings either by hand or through using computer-aided drafting programs. 
· Work with the following software programs: PhotoShop, Illustrator, InDesign, Acrobat Professional, SketchUp, and the Microsoft Office Suite. 

Minimum Qualifications 
Contractor personnel shall possess: 
· Museum Support - possess at least 2 years’ experience collections database management, current museum inventory practices, and exhibit design, knowledge of US History (US Navy History is preferred). Possess at least 1 year experience in the design, production, and reproduction of visual elements of an exhibition in order to design aesthetically composed museum exhibitions in a timely fashion; demonstrating knowledge of a variety of methods, techniques, and materials used in this subject area. 
· Curator support - possess at least 5 years’ experience in museum collection management practices, knowledge of museum standards, administration, practices and principles, knowledge of US History (US Navy History is preferred). 


2.4 Public Affairs Support
2.4.1 Intermediate Social Media Support
The contractor will provide conceiving, editing, layout, campaign, administration and general management tasks in support of achieving and sustaining NHHC social media properties, in accordance with SECNAVINST 5720.44, and support to NHHC C&O personnel in the following areas:

· Drafting, editing and/or laying out content for social media properties including but not limited to Facebook, blog, Twitter, LinkedIn, YouTube and Flickr. 

· The contractor shall research, draft and advise NHHC and the NHHC front office on content as directed for publication or proliferation intended for release in the public domain.

· (The contractor shall support the NHHC staff in best practices, and the formulation and sustainment of a social media approach.

2.4.2 Intermediate Communication Support

The contractor shall provide professionals who perform program planning, financial management, administrative and logistics support to NHHC C&O communication and outreach re-launch internally (to the staff and Navy) and externally (to the American public). Tasks shall include but not be limited to:

· Participate in capturing and staffing communication and public affairs processes and practices to achieve maximum Navy relevance with leadership, Sailors and the American public. 
· Support the NHHC public affairs staff on appropriate public affairs issues.
· Support the interface with Navy Community Relations Program with public events that highlight the Navy's contributions to the identified commemoration.
· Provide graphics support in the design, construction, transportation, and manning of exhibits in support of the identified commemoration events.
· Provide support in the design and publication of brochures to support the identified public and Navy Outreach events and milestones.
· Help coordinate travel and attendance of command personnel at various planning and commemoration events including historical conferences, naval and tall ship port visits, reenactments, etc.
· Identify and coordinate opportunities to partner with other federal and state entities for outreach events.
· Identify and recommend solutions to accessibility problems to provide an improved customer experience in the execution of the division’s daily duties.
· Support the writing, editing and administrative tasks associated with sustaining an active, robust public affairs staff function on an Echelon II Navy headquarters staff.


2.4.3 Intermediate Event Coordination 
The contractor will provide one full-time, on-site mid-level personnel to provide administrative and general support services to the NHHC Deputy Director C&O. This individual will prepare, route, track and maintain documents, charts, graphs, briefs, calendars, spreadsheets, databases, and other required documentation.  The core effort will consist of supporting outreach program management and execution, and integration of outreach requirements and tasking into overall C&O efforts. The contractor will provide one full-time, on-site journeyman-level personnel to provide Event Planner/Coordinator support to NHHC C&O personnel in the following areas:

· The Contractor shall research, analyze, and advise on issues that impact event schedules and coordinate program stakeholder participation.  Utilize processes that ensure maximum community engagement.
· Support NHHC representatives to ensure that initiatives meet the intent of NHHC and higher level guidance.  Ensure that events are properly scoped and in compliance with O:AN and NHHC outreach goals and objectives.

2.4.4 Intermediate Public Affairs Support
The Contractor shall conduct media and public interface and assist with public affairs planning to increase the public awareness of the Museum and its mission. The Items 
contractor shall assist Museum staff with collecting information, analysis, and strategy on enhancing public awareness regarding the museum. Focus shall be on increasing visibility and visitation of the Museum with the general public and Department of Defense organizations. The contractor shall assist in the collection of data and analysis opinions from a variety of sources to aid Museum leadership in making informed future strategic decisions. Under guidance from federal staff, the Contractor shall be: the Museum's spokesperson and "action officer" on historical matters, a significant media creative force and problem solver, a vital source of information/inspiration to the media, public, and Museum leadership. On a daily basis, the contractor will deal with Navy units, Navy Chief of Information (CHINFO), the public, and members of the media to tell the story of the history of the Navy. Unlike large Navy organizations who have multiple PAOs that can specialize in a particular area, the NHHC PAO performs media relations, internal information handling, and community relations. The contractor shall:
Respond to media and public inquires on the history of the United States Navy. Coordinate with reporters and media producers to [develop] instructive and meaningful stories about the Navy's history. Participate in strategy sessions with Museum staff to formulate a plan to achieve the vision of the Museum while maintaining the rich and varied history of the U.S. Navy, its customs, and traditions.
· Answer media and public historical inquiries as assigned by Museum staff.
· Propose community relations events relevant to the mission of the museum that highlight the Navy's history, and then assist with their planning and development.
· Assist the museum in their support of news reporters and media requests; help the museums plan for community relations events such as exhibit openings, etc.
· Help identify and make recommendations for potential museum events featuring key guest speakers and very important person visits.
· Help identify key potential promotional opportunities to build awareness for the museum. i.e., museum displays at selected airports, etc.
· Provide input on web design to enhance the Navy museums' exposure.
· Advise the Museum Director and staff members on all public affairs matters.
· Under the guidance of government staff, be the Museum voice in coordinating responses to print, Television (TV), and radio media and assist with the arrangements for their visit.
· Identify and recommend solutions to accessibility problems to provide an improved customer experience at the museum’s public areas.
· Assist federal staff in the creation of a recommended marketing plan for the museum.
· Work with museum marketing partners such as foundations and other non-profit groups.
· Identify museum marketing opportunities and meet with Convention and Visitors Bureaus, tour operators, and other key tourism attractions with high visitor attendance.

Minimum Qualifications:
· Possess or have the ability to obtain a SECRET clearance.
· Have a minimum of 3 years’ experience.
· Have the experience in drafting press releases in appropriate Associated Press (AP) Style format. 
· Knowledge of museum standards, administration, practices and principles, knowledge of US History (US Navy History is preferred).
	
2.5  Information Technology (IT) Support
	2.5.1 Intermediate Web-based Content Design and Maintenance
The contractor will provide support for information designed to be added to NHHC web properties, including www.history.navy.mil. Information Technology (IT) services to all Special Assistant codes under the direction of the NHHC C&O Acting Publishing Branch Head.
· Support NMCI related technical support matters including development of web “showcases”
· Conduct interface to support museum support to their web property maintenance

2.5.2   Intermediate IT Assistant Contract Technical Representative Support 
The IT Assistant Contract Technical Representative (ACTR) provides direct support to the NMCI CTR in the daily maintenance of NMCI accounts, trouble ticket resolution, user support and help desk support.  Must be familiar with NMCI CTR requirements.
· Assist the Contract Technical Representative in his/her duties
· Provide held desk support
· Process NMCI requests at the direction of the CIO and/or CTR
· Process NET requests at the direction of the CIO and/or CTR
· Track IT Issues for NHHC and keep CIO staff, as well as users informed throughout the issues resolution process
· Provide the necessary follow-up and escalation efforts as needed in support of NHHC users
Minimum Qualifications:
· 5-10 years of IT customer service, experience with NMCI network is required.  
· Preferred certifications:  A+, Network+, Server+ or equivalent industry standard certification
  
2.5.3 Intermediate IT Assistant Contract Technical Representative Support.
The Assistant Contract Technical Representative (ACTR) / Telecom Support provides direct support to the NMCI CTR in the daily maintenance of NMCI accounts, trouble ticket resolution, user support, assist with help desk support and assist the IT/Telecom/IA Tech with the maintenance and management of telecom assets and requirements.
	
· Assist the Contract Technical Representative in his/her duties
· Provide help desk support
· Assist the IT / Telecom / IA Tech with his/her duties
· Process NMCI requests at the direction of the CIO and/or CTR
· Process telecom requests at the direction of the CIO and/or the IT/Telecom/IA Tech
· Track IT Issues for NHHC and keep CIO staff, as well as users informed throughout the issues resolution process for IT and telecom
· Provide the necessary follow-up and escalation efforts as needed in support of NHHC users
Minimum Qualifications:
· 3-5 years of IT customer service, experience with NMCI and telecommunication network preferred.  
· Preferred certifications:  A+, Network+, Server+ or equivalent industry standard certification


2.5.4 Senior IA / Systems Administrator 
The Information Assurance  (IA) / Systems Administrator will provide support in managing the AWS environments for all NHHC systems, providing proper IA support, patches, security updates and service upgrades for over 30 virtual servers with in the Amazon Web Services (AWS) instances managed by NHHC.  Is responsible for ensuring all daily and routine IA and technical items are accomplished.  In addition, this position will also support the administration of the Adobe ExpericenM anager (AEM)system as it supports the NHHC public web site and interconnectivity with the KE EMU environment and the Business Operations and Collaboration System (BOCS) environment and provide engineering and design support with the developers to plan for and execute system enhancements and technical refreshes.   Will aid the IT Technical Lead in support of developing and maintaining NHHC systems. 

.  
· Coordinate with IA Program Manager (IAPM) on IA support and requirements to accomplish tasking with regards to NHHC systems.
· Ensure proper training is received and maintain proper IA workforce training tracking
· Engage with NHHC staff in support of NHHC systems to provide professional support
· Where necessary provide training to NHHC staff on the proper use of NHHC systems, to include problem reporting
· Support IT Case resolution and proper utilization of the NHHC with regards to IA issues
· Support the IAPM on support of SIPR functions, to include SIPR token program

Minimum Qualifications:
· 5-10 years system administrator experience, with DoD / DON IA and cybersercurity experience required.  
· Required certifications:  Security+, CISSP or equivalent industry standard that meets IAM Level II / III standards as per DoD 8570.01-M

2.6 Intermediate Educational Program Support
The contractor shall provide educational and collections support to the NHHC museums.  As educator, work with museum education department.  Serve as POC to school districts and educational coordinators. Develop lesson plans and coordinate museum educational programs. Work directly with military education groups (JROTC, ROTC).  The contractor shall create, develop and serve as planner for teacher workshops and internships. Contractor also manages museum front desk and provides security.  Contractor also works with registrar and curator as directed.
· Educational Programming:  Develops, coordinates and presents SOL-based programming for students from public and private schools.  Serves as museum point of contact with area teachers and social studies coordinators for field trips.  Markets programs to teachers via direct contact and through participating in educational meetings.  Coordinates activities for children as part of day camp and other group visits (scouts, churches, and summer programs).  Develops “make and take” activities for children and students.  Trains volunteers to assist in presenting programs.
· Oversees daily conduct of formal educational programs and hands-on activities.
· Participates in educational special events and tours:  manages logistics for events and tours both on-site and off.  Schedules reservations and coordinates tours and special events.
· Contributes to electronic master calendar of all museum events via submissions to the education department. 
· Works with other area museums to develop and conduct on-site and off-site programs.
· Researches, develops and writes learning lesson plans.  Serves as museum off-site education manager.  Books, develops and implements programs.  Works with school system officials.
· Train volunteers during formal education Program.  Oversee continuing on-duty training and evaluate performance of docents.
· Coordinate tours and special events.  Take tour information via the telephone and written communication from groups and VIPs for the museum’s master calendar.  
· Museum Duty Manager:  Oversees the museum front desk.  Coordinates volunteers, manages staff, covers front desk and any docent stations to answer questions and provide information as requested from visitors.
· Open and secure the museum at the beginning and end of public hours.  Monitor exhibits, check locks and cases to ensure security.  Records accidents, damage, or any breach of security to appropriate person (Operations Manager/Museum Director.) 
· Coordinate with museum personnel for proper maintenance items involving preservation, safety and security. 
· Make minor repairs to exhibits as required. 
· Coordinate security for docents, visitors and staff.
· Collections Assistant:  Works with registrar and curator to accession, inventory and catalog historical material (two dimensional and three dimensional).
· Researches and writes blogs about HRNM’s historic collections.

2.7 Financial Services

The contractor shall provide Program support in the management of programs within the Operations Division. The contractor shall organize and coordinate all assigned project activities as required. The contractor shall assist the Comptroller Division in structuring and executing program management activities. The contractor shall provide management and technical expertise to the team.

The contractor shall provide support by assisting the Division in applying continuous improvement to the processes ensuring compliance and auditability.  The contractor shall assist in the identification of issues and provide recommendations to overcome programmatic obstacles that prevent the attainment of mission objectives.

2.7.1 Financial Program Support:
The contractor shall provide support in the following areas:
 Senior Strategic - Monitor and provide advisory on the DoD/DON program and budget environment relevant to NHHC. Advising the Comptroller, Deputy Comptroller, and other senior command staff, the contractor shall monitor, assess and make the Comptroller Department aware of the emerging opportunities and challenges with the DoD/DON fiscal climate.  The contractor shall conduct analyses, interpretation and make recommendations on proposed actions.  The contractor shall be fully abreast of related events such Congressional action, Office of Management and Budget (OMB) news, etc. The contractor shall continuously assess the mission and objectives of the organization against the relevant Navy and overall DoD historical landscape to ensure that the organization is progressing and proactively addressing short term and long terms requirements. The contractor shall also assist in the monitoring of daily operations, ensuring timely reporting, attend program and financial reviews, problem resolution, development of briefings on a broad or specific topic using relevant data; assist federal staff in the development of Command Program Objective Memorandum and Program Reviews, budget exhibits, briefs; conduct analyses of data and reporting of information; perform short term and long terms special studies related to the NHHC mission.   
Minimum Qualifications:
· At least 15 years of experience managing major initiatives in Navy Commands with OM&N (Operations and Maintenance, Navy) funds in excess of $36M.
· Minimum of 10 years of experience managing programs with one or more business improvement areas to include business process engineering, change management, financial management, strategic planning, and program management for Navy Command initiatives;
· Advanced proficiency in using the Standard Accounting Reporting System, the Program Budget Information System, and the Command Financial Management System
· A Project Management Professional (PMP) certification; and
· A minimum clearance level of SECRET and able to maintain the clearance

2.7.2 Senior Strategic - Policy Development and Process Documentation.  As an Echelon II Command, NHHC must have documented processes and proper policy to ensure compliance.  The contractor shall provide SME support in advising the NHHC comptroller on the documentation of procedures and development of policies. The contractor shall support the Division in the evaluation of policies and procedures relevant to the Comptroller and Command operations. The contractor shall provide the full range of policy expertise and support to NHHC, at a strategic level, so that program and policy knowledge and experience extend across all phases of the DoD/Department of the Navy (DON) Planning, Programming, Budgeting and Execution (PPBE) system process. The contractor shall also provide support and input to training curriculum for the FM Competencies per the updated DoD FM Certification Program and assist in the development of training materials based on feedback and knowledge/capabilities gap analysis. The contractor shall conduct specific training as required
Minimum Qualifications:
· Specific areas of expertise in financial management of accounts directly and indirectly supporting NHHC operations, including operation and maintenance, military construction, and procurement;
· Expert level knowledge and experience in the DoD/DON planning, programming, budgeting and execution (PPBE) process;
· Expert level knowledge and experience in the development and management of civilian and military personnel pricing, programming and budgeting;
· Minimum of 10 years of experience managing programs with one or more business improvement areas to include business process engineering, change management, financial management, strategic planning, policy analysis and development and program management for Navy Command initiatives; 
· Advanced proficiency in using the Standard Accounting Reporting System, the Program Budget Information System, and the Command Financial Management System
· A minimum clearance level of SECRET and able to maintain the clearance.

2.7.3 Intermediate Inventory Management 
The contractor shall provide support and assistance in establishing and maintaining the NHHC Defense Property Accounting System that will include cataloging of all government owned property throughout the NHHC Enterprise, maintaining and updating policy and assisting with implementation of guidance and policy. Additionally, contractor support services shall include: 
· Working directly with Government Point of Contact (GPOC) in the life-cycle-management team providing full life cycle support for all NHHC related assets. 
· Developing records, spreadsheets and databases from information obtained from Defense Property Accountability System (DPAS). 
· Track service, warranty and usability of each and every piece of user equipment. 
· Working with each division at NHHC as well as the various museum locations in order to maintain a 100% inventory tracking. 
· Maintaining itemized serial numbers for each piece of equipment ordered from the NHHC contract office. 

Minimum Qualifications 
Contractor personnel shall: 
·  Have the ability to manage and inventory over 10,000 pieces of government equipment throughout the NHHC enterprise. 
· Maintain and update a database as well as bar-coding equipment. 
· Possess and maintain a minimum clearance level of SECRET. 


2.7.4 Program Support:
The contractor shall support the Division’s operations efforts to include assisting with the Command budget formulation; data analyses and information reporting; maintenance and tracking of resource allocation and funds execution; integration of information within the existing planning and programs operation; performing Tri-Annual Reviews; and other financial management operations.
Minimum Qualifications:
· Advanced proficiency in using the Standard Accounting Reporting System, the Program Budget Information System, and the Command Financial Management System
· 1-2 years of financial management support experience within the Department of Defense
· Minimum clearance level of SECRET and able to maintain the clearance. 


4. Alternative Performance Work Statement

The Government reserves the flexibility to issue Task Orders using alternate language, which are generally in scope with the expertise and level of effort described in the tasks.   

5. TRAVEL

Occasional travel may be required by contractor personnel performing under this contract.  Reimbursement for Transportation and Travel costs shall be in accordance with Federal Acquisition Regulation (FAR) Part 31.205-46 and the Federal Joint Travel Regulations.  No profit/fee shall be applied.  All travel shall be approved by the COR two (2) weeks prior to the date of travel.  The Government will not reimburse travel that is within 50 miles of the duty station. Travel shall not exceed the annual amounts designated within the resulting task orders. Unapproved travel or travel that exceeds the limits set forth in the resulting task order will not be reimbursed by the Government.

6. DELIVERABLES AND PROGRESS

The Contractor shall develop, with consultation from the Contracting Officer’s Representative (COR), and provide thorough and detailed deliverables that shall be in editable and searchable versions of Microsoft Office of the latest Government versions. Documentation content and format shall be completed in accordance with customer requirements. Deliverable requirements are as follows:

	Deliverable
	Details

	Kick-off Meeting
	The contractor will develop a Plan of Actions and Milestones (POA&M) for the effort’s Staffing Plan. This must occur within two weeks of award and be submitted electronically to the Contracting Officer and Contracting Officer’s Representative (COR). Additionally, the contractor shall meet with the appointed COR and any additional technical POC’s within one week after the submission of this POA&M to ensure that proper coordination is accomplished. 

	Monthly Status Report
	Monthly detailing accomplishments, issues and next steps. Additionally, reports will at minimum track expenditures, including travel, and work by task order, and include details by PWS section as required below. This report is due five business days after the end of the month. The report will be delivered electronically to the COR.



The following reports will be provided on a monthly basis, supporting the monthly status report. All reports will be in Microsoft word or excel formats, be in times new roman format, and size 12 font.

	PWS Section
	Progress Metric

	2.1 Program Management/Analysis
	The contractor will provide a written summary, monthly, containing matters consulted on, advice given, and data calls assisted in. This report will certify that all correspondence was returned or addressed within three business days of an inquiry.

	2.2 Administrative Support
	The contractor will provide a written summary of activities completed within a given month, summarizing the types of activities completed, citing specific examples of travel coordinated. This report will certify that all correspondence was returned within three business days of an inquiry, and that office coverage was covered for 90% of the business days (excluding holidays) of the month. 

	2.3 Museum Specialist
	The contractor will provide a written summary of activities completed within a given month, summarizing the types of activities completed, citing specific examples of public events that were coordinated. This report will certify that all correspondence was returned or addressed within three business days of an inquiry, and detail the number of items added to DONHAMS.

	2.4 Public Affairs Support
	The contractor will provide a written summary of activities completed within a given month, summarizing the types of activities completed, citing specific examples of public events that were coordinated or external parties interacted with. This report will certify that all correspondence was returned or addressed within three business days of an inquiry. 

	2.5 IT Support
	The contractor will provide a written summary of activities completed within a given month, summarizing the types of activities completed, citing specific examples of NMCI and other IT issues that were resolved. In addition, this report will detail any web content added, which will be no less than one web full page or article per month, and give an assessment of the risks and vulnerabilities to NHHC’s web and IT program. This report will certify that all correspondence was returned within three business days of an inquiry. 

	2.6 Educational Support
	The contractor will provide a written summary of activities completed within a given month, summarizing the types of activities completed, citing specific examples of events developed or held, which shall be no less than one military, and one educational event per month. The report shall detail educational and military education groups contacted

	2.7 Financial Support
	The contractor will provide a written summary of activities completed within a given month, summarizing the types of activities completed, citing specific examples of financial issues that were resolved. In addition, the contractor will certify that required reports were turned in on time, 100% of all travel vouchers were resolved within 30 days, as well as that all 100% inventory tracking has been completed, as possible within the control of the contractor. The contractor will advise if there are issues, delays or gaps in NHHC’s property management program. Additionally, the contractor will summarize special studies and analyses that were performed in the given month.




7. SECURITY 

All contractor personnel shall be U.S. citizens. The contractor shall ensure that all personnel requiring access to any DoD information system meet the minimum criteria specified in DoD 5200.2-R, DoD Personnel Security Program. All contractor personnel requiring access to the Government workspaces will complete a National Agency Check with Local Agency Check and Credit Check (NACLC). Contractor personnel should be aware at all times of any unusual persons or packages in their work area and immediately report those to the building security staff. If contractor personnel become aware of any person seeking unauthorized access to Controlled Unclassified Information materials, they should immediately report this to the Security Officer. Contractor personnel will be in compliance with the Navy Information Assurance Security Publication IA Pub 5239-26 of May 2000.

The Contractor shall escort visitors through NHHC facilities. All requests by the Contractor for non-duty access (outside normal work hours) shall be coordinated through the Government’s designated personnel.

The Contractor shall comply with restricted areas regulations, rules, instructions, directives, procedures, mandates and other requirements. Certain NHHC designated office spaces are “off-limits” or restricted. Contractor personnel shall not enter any “off-limits” or restricted spaces within NHHC designated office areas without specific permission.
All contractor personnel performing under this PWS, or any representative of the Contractor entering NHHC designated office space shall abide by all security regulations, rules, instructions, directives, procedures, mandates and other requirements of Chief Naval Office and NHHC. The Contractor shall coordinate with the designated NHHC representative for Government-furnished building passes and Common Access cards (CAC).

The Contractor will be entrusted with building passes, badges and/or the use of access devices for facility access. The Contractor shall prohibit the use of Government-issued building passes, badges and/or access devices throughout the facility by any person other than authorized Contractor personnel. The Contractor shall not permit entrance to locked areas by any person other than Contractor personnel assigned to the activity where the Contractor is performing work, without written authorization by the Government’s designated security personnel. Building passes, badges and/or access devices shall only be issued by government personnel to Contractor personnel performing services under this PWS. The Contractor shall report to the Government’s designated security personnel immediately any occurrences of lost passes, badges and/or access devices.

Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information
Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors. The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 - "DoD Implementation of Homeland Security Presidential Directive - 12 (HSPD- 12)" dated November 26,2008 (or its subsequent DoD instruction) directs implementation of HSPD-12. This clause is in accordance with HSPD-12 and its implementing directives.
APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties. This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by
DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC). Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below.
ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC. When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command's Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual's performance under the contract.
ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-HI.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).
All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II. IT Levels are determined by the requiring activity's Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the
National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain. Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation. When access to IT systems is required for performance of the contractor employee's duties, such employees shall in-process with the Navy Command's Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual's performance under the contract.
Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals’ accessing Navy Information Technology resources. The decision to authorize access to a government IT system/network is inherently governmental. The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the "supervisor". The SAAR-N shall be forwarded to the Navy Command's Security Manager at least 30 days prior to the individual's start date. Failure to provide the required documentation at least 30 days prior to the individual's start date may result in delaying the individual's start date.
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation. The Contractor's Security Representative shall contact the Command Security Manager for guidance when reinvestigations; are required.
INTERIM ACCESS:
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results. When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.
DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract. Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network andJtix to government information, meaning information not authorized for public release.
CONTRACTOR'S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor's Security Representative. Within three work days after contract award, the contractor shall provide to the requiring activity's Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor's Security Representative. The Contractor's Security Representative shall be the primary point of contact on any security matter. The Contractor's Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager.
BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES |
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective! measures are applied. Navy recognizes contractor employees under this contract as Non- Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties. This designation is also applied to contractor employees who access Privacy Act and Protected Health
Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions. At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position. The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and
credit check. Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:
· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements
Failure to provide the required documentation at least 30 days prior to the individual's start date shall result in delaying the individual's start date. Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period. The Contractor's Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.
Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command's Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual's performance under the contract. Employees requiring IT access shall also check-in and check-out with the Navy Command's Information Assurance Manager. Completion and approval of a
System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources. The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual's start date. Failure to provide the required documentation at least 30 days prior to the individual's start date shall result in delaying the individual's start date. The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation. Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command
Security Manager. The Navy Command's Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM). Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment. An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract. The Navy Command's Security Manager will forward the required forms to OPM for processing. Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination. If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor's Security Representative. Although the contractor will take JPAS "Owning" role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract. The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR. The VAR requires annual renewal for the duration of the employee's performance under the contract.

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR
CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements:
• Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and
• Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.

To be considered for a favorable trustworthiness determination, the Contractor's Security Representative must submit for all employees each of the following:
• SF-85 Questionnaire for Non-Sensitive Positions
• Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
• Original Signed Release Statements
The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM.
 Failure to provide the required documentation at least 30 days prior to the individual's start date may result in delaying the individual's start date.
* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

NON-DISLOSURE

[bookmark: _GoBack]All contractors requiring clearances or otherwise requiring access to sensitive information must sign non-disclosure agreements to ensure that this information is not shared beyond what is required for government business. In addition, neither the contractor nor its employees may use information learned in the performance of the above work for private gain.


8. Government-Furnished Property 
Government-Furnished Property (GFP), if any, will be provided on a task order specific basis. It is anticipated that the contractor will work at the locations detailed in section 9, using GFP, or will receive prior authorization to perform work offsite. The Government and the Contractor will maintain an inventory of any property provided on the resulting task orders. 


9. PLACE OF PERFORMANCE
 
	Performance
Location

	Washington Navy Yard 

	Pensacola, FL – National Naval Aviation Museum

	Great Lakes, IL – National Museum of the American Sailor

	Norfolk, VA – Hampton Roads Naval Museum

	Groton, CT – Submarine Force Museum

	Port Hueneme, CA – U.S. Navy Seabee Museum

	Bremerton, WA – Puget Sound Navy Museum

	Keyport, WA– Naval Undersea Museum

	Newport, RI – Naval War College Museum

	Annapolis, MD – United States Naval Academy Museum



