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Information Technology (IT) Support Services for NAVSUP Business Systems Center (BSC) Regional Support Site (RSS) Jacksonville

1.0 Introduction:  
Naval Supply Systems Command (NAVSUP) Business Systems Center (BSC) is the Navy’s premier logistical support information technology provider.  NAVSUP BSC designs, develops, maintains, integrates and implements logistics business systems for Navy, DoD Joint Services, International Partners and Federal Agencies.  NAVSUP BSC RSS (Regional Support Site) Jacksonville provides mission support for various customers, to include NAVSUP Global Logistics Support (GLS), NAVSUP Fleet Logistics Centers (FLC) and other Navy activities.

2.0 Background:  

2.1 Requiring Organization:
NAVSUP Business Systems Center
Code 9614
110 Yorktown Avenue
Jacksonville, FL 32212
	
2.2 Project Description:  
NAVSUP BSC Regional Support Site (RSS) Jacksonville provides Information Technology/Information Management (IT/IM) systems and application support to NAVSUP activities.  This support is provided using both Government and contractor personnel for worldwide IT/IM services and support to include design, operation, and maintenance of standard and unique automated systems, and other related functions and tasks as required by supported customers or directed by higher authority.  The contractor will assist customers that require application support through Windows Server 2008R2/2012 System Administration, Network specialties (i.e., LAN & WAN), system and network security skills, Application Hosting via Citrix and Web technologies, and support for COTS applications.  The contractor must be thoroughly knowledgeable of Defense Information System Agency (DISA) Security Technical Implementation Guide (STIG) processes, DISA Information Assurance (IA) Scanning/Remediation tools and requirements, and Navy and DoD Information Assurance Management policies and guidelines. 

3.0 Scope:  
This PWS describes contractor support services for NAVSUP BSC RSS Jacksonville, which will be performed in close coordination/cooperation with other NAVSUP BSC sites’ Government employees and contractors to provide the IT/IM services for administration and operation of systems hosted by NAVSUP BSC Jacksonville.

The Government estimates that services to be provided within this contract will require 1 Full-Time Equivalent (FTE).

4.0 Directives:  
Contractor shall be familiar with, and comply with the following directives and their subsequent revisions during the contract period: 

4.1  SECNAV Instruction M5510.30a Department of the Navy  Personnel Security Program
4.2  DoD Instruction 8500.2 Information Assurance Implementation, February 2003
4.3  DoN Federal Information Security Management Act (FISMA) Guidance, March 2006
4.4  DoD Directive 8570.1-M, Information Assurance Workforce Improvement Program, December 2005
4.5  SECNAV M-5510.3 Department of the Navy Personnel Security Program, June 2006
4.6  NAVSUP BSC Information Assurance Officer (IAO) Guidebook
4.7  COMNAVNETWARCOM Navy Telecommunication Directives (NTD)(all current)
4.8  COMNAVNETWARCOM Communication Tasking Orders (CTO)(all current)
4.9  Applicable IA guidance documentation and products available in DISA’s Information Assurance Support Environment (http://iase.disa.mil) portal specifically including, but not limited to, that for STIGs, FISMA, DIACAP, and PKI.   

5.0 Requirements/Tasks: 
Per DFARS 211.106, contractor employees shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel and displaying distinguishing badges or other visible identification for meetings with Government personnel.  In addition, contractor personnel shall appropriately identify themselves as contractor employees in telephone conversations and in formal and informal written correspondence.

5.1 BSC Jacksonville Site Support:

5.1.1 (Fixed) System Administration & Maintenance: 
Contractor shall provide support for proper installation, configuration and maintenance of Government Furnished Equipment (GFE) server, workstation and network devices, as well as Operating System (OS) and application software.  
Support includes: 

- Maintain the server-based application hosting suite using Windows Terminal Server, Citrix XenApp Server, Citrix Secure Gateway, Citrix Web Interface, and other associated services (e.g., IIS, SQL, Licensing) in accordance with (IAW) DoD IA requirements. 
- Maintain the Virtual Machine (VM) hardware and software environment.
- Create and execute scripting for process automation and other appropriate purposes.
- Install, configure and maintain DoD Public Key Infrastructure (PKI) certificates IAW DoD IA requirements. 
- Install, configure and maintain Windows server services and components IAW DoD IA requirements. 
- Monitor, test and verify performance of networks and report problems to the appropriate authority and follow-up until corrected. 
- Modify OS and application configuration files and Windows registry as necessary. 
- Maintain familiarity with application system requirements.
- Maintain system documentation including drawings.
- Maintain currency with regard to knowledge of Navy and Marine Corps Internet (NMCI)/Next Generation (NGEN), OneNET, and other DoN network environments, to include available services (Contract Line Items (CLINs)), trouble reporting procedures, host connection procedures, and other information needed to support systems and customers. 
- Maintain an inventory of all hardware and software, to include hardware warranty status and software support and licensing agreements.
- Obtain appropriate vendor quotes for hardware and software as required.
- Maintain network backup equipment and software and ensure backups are executed IAW the system backup plan.

Performance Standard:  Contractor shall ensure that all systems are installed and configuration maintained IAW DoD IA requirements and system configuration control programs. Configuration changes, including software version upgrades and patches, required to correct IA vulnerabilities shall be performed as necessary and reported to the Technical Point of Contact (TPOC) within one working day.  All other configuration changes shall be submitted to the TPOC for approval prior to implementation.  The status of each configuration change shall be included in the Weekly Status Report until it is completed and shall be included in all appropriate system configuration documentation within two weeks of completion. 

Assessment Method:  The TPOC will review the Weekly Status Report and system configuration documentation for completeness and level of detail regarding system configuration and configuration change recording (in progress and/or completed). The work will not be considered complete until the documentation has been reviewed by the TPOC to verify accuracy and completeness of the documentation.

5.1.2 (Fixed and Call-back) System Monitoring, Troubleshooting and Repair: Contractor shall ensure that all systems are kept operational, or returned to operational status within a reasonable period as determined by the contractor and the TPOC. Associated tasks include:

- Perform daily system checks to include the connectivity status of all hosts and network devices and the functionality of all applications. 
- Maintain a Contingency Plan (CP) detailing, at a minimum, procedures for restoring failed systems, priority of systems for recovery, and system failure notification procedures.  The CP is subject to approval by the TPOC.
- Execute the CP when appropriate.
- Analyze and resolve hardware and software conflicts. 
- Ensure proper trouble ticket procedures are followed for the Government network environment (e.g., NMCI, OneNET, etc.) and the Navy 311 Help Desk as appropriate. 
- Perform network connectivity troubleshooting with and without Government network engineers as situation requires. 
- Document lessons learned and preventative measures for all system failures. 
- Maintain records for hardware repairs.  
- Properly pack, ship and receive items when appropriate. 
- Properly dispose of failed or excess IT hardware and software. 

Performance Standard:  Contractor shall respond to all system failures IAW the criticality level assigned to the failed system(s) as listed in the CP.  Details of all system failures will be included in the Weekly Status Report.

Assessment Method:  The TPOC will review the Weekly Status Report for completeness and level of detail regarding system failure recording (current and/or corrected) to include lessons learned and associated trouble tickets.  The system restoration will not be considered complete until the documentation has been reviewed by the TPOC to verify accuracy and completeness.

5.1.3 (Fixed) Evaluation, implementation and maintenance of technical solutions:  Contractor shall provide consulting services for the following areas: 

- Creation and/or evaluation of technical solutions based on customer requirements. 
- Product evaluations for compatibility and performance in a DoD IT environment. 
- Hardware infrastructure improvements and modifications. 
- Addition, removal and configuration of Commercial off the Shelf (COTS) and Government Off the Shelf (GOTS) applications.  
- Create and execute detailed Customer Site Surveys to include hardware, software, infrastructure and user processes as requested.
- Project management for installations and modifications to current systems to include coordination of participants and maintenance of detailed Plan of Action and Milestones (POA&Ms).

Contractor shall maintain detailed technical and functional knowledge of the following Government systems and commercial applications: 
- Secure Internet Protocol (IP) Routing Network (SIPRNET); 
- Lenel OnGuard Security Systems; 
- KeyStone 600n; 
- COMCASH; and 
- OneNET and NMCI or their replacement Government network capability providing similar services.  

Performance Standard:  Contractor shall provide technically competent consultation for implementation and continued operation of systems and applications in DoD environments.  For applications and hardware not specifically identified above, the contractor shall conduct appropriate research as necessary to perform this function in support of the NAVSUP BSC mission.

Assessment Method:  The TPOC will review recommendations and implementation documentation for compliance with user requirements and DoD IA policy.

5.1.4 (Fixed) System Administrator and Information Assurance Officer:  The contractor position has the potential to be appointed as System Administrator (SA) and/or Information Assurance Officer (IAO) for systems hosted or managed at NAVSUP BSC Jacksonville.  General SA and IAO duties and responsibilities are defined in the SA and IAO appointment letters and applicable directives listed in section 4 of this PWS.  Accordingly, contractor shall perform all actions of this PWS IAW DoD, DoN and NAVSUP BSC guidelines, policies and regulations.  

Specific duties include:
- Ensure that all potential users have the requisite security clearance and supervisory need-to-know authorization, are aware of their IA responsibilities, and have provided a completed SAAR-N before granting access.
- In coordination with the Information Assurance Manager (IAM), initiate protective or corrective measures when an IA incident or vulnerability is discovered.
- Ensure that IA-enabled software, hardware, and firmware comply with all appropriate security configuration guidance.
- Ensure that system recovery processes include the proper IA configuration of recovered system.
- Enforce all system IA policies and procedures as defined by its Certification and Accreditation (C&A) documentation.
- Assist in the development and maintenance of IA and lifecycle management documentation for existing and newly installed systems. 
- Develop and utilize System Administrator Checklist to include daily, weekly, monthly, annual and “as required” checks.
- Coordinate with system IAO to maintain IA compliance.
- Ensure that IA scans are performed as necessary, but no less than monthly for Assured Compliance Assessment Solution (ACAS), and within two weeks of DISA Baseline update releases for Security Content Automation Protocol (SCAP) scanning tools. 
- Ensure that vulnerabilities identified in IA scans, or the associated manual procedure for non-automated checks, are corrected and “clean” scan reports prepared within one week of the initial scan.
- Submit initial scan reports to the TPOC within one week of the initial scan, including all appropriate checks for each system scanned and indicating the status of the check as Open, Closed, or N/A.  Checks determined to be N/A, or Closed through mitigation, will include the basis for that assessment. 
- Maintain a Site Security Features Users Guide (SFUG), covering requirements of all applicable DISA STIGs for the site.

Performance Standard:  Contractor shall perform SA and IAO functions in a timely manner in order to meet installation requirements for Information Assurance Vulnerability Management (IAVM) and other IA event schedules, and is accountable for the IA posture for all systems for which they are assigned that role. The contractor shall submit initial and subsequent “clean” IA scan reports within time requirements to the TPOC. Contractor shall report all system anomalies to the TPOC as they are discovered and in the Weekly Status Report. 

Assessment Method:  The TPOC will monitor and assess the contractor's activities and deliverables, provide an acceptance/rejection notice for deliverables and, as necessary, schedule meetings and provide clarification on business requirements and technical design issues.  The Government will not consider the work complete until the requested documentation has been reviewed by the TPOC to verify the accuracy and completeness.

5.1.5 (Fixed) Mentoring to the Government: Contractor shall provide mentoring support for tasks 5.1.1 through 5.1.4 above.  Anticipate mentoring two Government organic employees on the above tasks, as required or scheduled by the TPOC, while the contractor is accomplishing daily activities.  The intent of this mentoring is to ensure Government employees have knowledge and familiarity with the tasks the contractor is providing.

Performance Standard: Mentoring activities shall occur at least two days per month.  Mentoring activities, including task being mentored and mentee, shall be detailed in the Weekly Status Report deliverable.

Assessment Method:  The TPOC will ensure compliance by talking to Government team members being mentored and by reviewing the Weekly Status Reports.

6.0 Deliverables:  

	6.1	Weekly Technical Meeting: Contractor personnel shall meet in person with the TPOC on a regular weekly basis to review all PWS tasks, the Weekly Status Report, discuss current and future projects, and discuss other items as necessary.  The meeting will be scheduled as early in the week as possible.  

	6.2	Weekly Status Reports: Contractor shall submit a consolidated Weekly Status Report to include all elements of section 5 of this PWS where weekly reporting is specified.  The report will be due the day prior to the Weekly Technical Meeting. The report format may be modified as agreed to by the contractor and TPOC.  However, in addition to section 5 reporting requirements, at a minimum it will include the status of all NAVSUP BSC Jacksonville systems, instances of hardware, network, and software failures and the customer impact, the status of all trouble tickets, planned system downtime, planned modifications or upgrades, current DIACAP Status Tracker (DST) System IA event statuses and anomalies discovered in regular daily, weekly, monthly or annual checks.  The report shall be of sufficient detail to provide NAVSUP BSC leadership site status and capability.

	6.3 Project POA&M(s): Contractor shall maintain detailed Plan of Action and Milestone (POA&M) documents for each project in progress.  Format of the POA&M document may be modified in agreement with the contractor and TPOC.  At a minimum it will include all appropriate tasks with the responsible party, a current list of contacts for all activities involved and all supporting documentation (embedded).  POA&M documents shall be updated as tasks are worked and new tasks are identified for inclusion.  The contractor shall distribute the POA&M document to appropriate personnel by COB of the day it is updated to ensure all have the current status.

	6.4 Configuration Control Board Configuration Change Brief (CCB2): Contractor shall prepare a CCB2 document to brief a planned configuration change to an accredited system.  The CCB2 document shall contain, at a minimum, a description of the change, and all diagrams, tables and paragraphs from the system Certification and Accreditation (C&A) Plan with updates for the change identified.  The CCB2 document shall be constructed so as to clearly indicate system configuration/footprint changes and the impact to the system IA posture.  This supports task 5.1.1.

	6.5 System Certification and Accreditation (C&A) Plan – updates: Clarification, updates and corrections to systems’ C&A Plan documentation, which do not impact the IA posture of the system, may be submitted to the system Information Assurance Manager (IAM) for approval.  Such updates shall be documented and submitted within two weeks of discovery.  This supports tasks 5.1.3 and 5.1.4.

	6.6 Timesheets: Contractor shall submit timesheets to the TPOC within one week of execution for call-back requirements.

7.0 Period of Performance:  

7.1 Normal Duty: This effort is for a base Period of Performance (POP) of one year, with two one-year option periods.  Contractor shall ensure NAVSUP BSC RSS Jacksonville is supported Monday through Friday (5 days) with an 8-hour shift generally within the working hours of 0730 to 1700 daily. The specific working schedule will be dependent on support requirements as set forth by the Government.  The contractor is subject to duties outside normal working hours when coverage or mission requirements dictate.  The TPOC will provide the shift hours and personnel requirement to the contractor as far in advance as possible, though not less than 24 hours for scheduled tasks. The contractor’s working schedule will be provided to the TPOC at least one week in advance of the schedule period and the TPOC will review and approve.  The TPOC will be notified of emergent changes (e.g. calling in sick) as soon as possible on the day of the event.
7.2 Call-back duty: The contractor may be called back to work during non-standard working hours to include evenings/nights, weekends and holidays.  A call-back system will be implemented to enable support for system hardware or process failure occurring outside of normal working hours.  The callback system will include Government Furnished Equipment (GFE) cell phone and laptop computer with remote access capability.  The GFE will be rotated among contractor and government “on call” personnel. Calls may be received from customer sites or from the Navy 311 Help Desk.  The Government will provide guidance to identify general circumstances which require the contractor to execute call-back support.  The contractor will contact the TPOC if there is any doubt as to whether the call warrants call-back support. When call-back is executed, the contractor will respond within two hours.  The contractor will notify the TPOC of all calls received outside of normal working hours within one hour of receiving the call.  The call-back event will be detailed in an email to the TPOC no later than the next business day.  These email reports will be forwarded to COR as validation for payment of invoice in the billing cycle when the call-back occurred.  COR pre-authorization for individual call-back events is not required.
7.3 Base Closure: The contractor shall follow policy and procedures of the base where they are working for reporting to work during severe weather and base closure, as communicated by the TPOC or local base Government authority.  
7.4 Authorization to Commence Work: The contractor is not authorized to begin work until both the Visit Authorization Request (VAR) and System Authorization Access Request (SAAR) have been successfully processed and base and system access granted.  

8.0 Place of Performance: 
Work will be performed in NAVSUP BSC work spaces at NAS Jacksonville, FL. 

9.0 Travel:  
The contractor may be required to travel to other CONUS Navy Command sites.  No overseas travel will be required.  Travel shall be in accordance with FAR 31.205-46.  All travel must be pre-approved in writing by the TPOC and COR prior to the actual travel and all travel must be funded in the contract prior to any travel expenses being incurred.  No travel shall occur outside of the period of performance dates of the contract.  For travel 12 hours or less, per diem does not apply. The contractor is responsible for making all needed travel arrangements for their personnel.  

9.1 Travel Policy.  The Government will reimburse the contractor for allowable travel costs incurred by the contractor in performance of this PWS and determined to be in accordance with FAR subpart 31.2, subject to the following provisions:

· Travel required for tasks assigned under this contract shall be governed in accordance with rules set forth for temporary duty travel in FAR 31.205-46. 

9.2 Travel other.  Travel, subsistence, and associated labor charges for travel time are authorized whenever a task assignment requires work to be accomplished at an alternate worksite.  Travel performed for personal convenience will not be reimbursed.

10.0	Security:

5252.204-9400 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information (July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 - "DoD Implementation of Homeland Security Presidential Directive - 12 (HSPD-12)" dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.



APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility, or activity is required, contractor employees shall in-process with the Navy Command's Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual's performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity's Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee's duties, such employees shall in-process with the Navy Command's Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual's performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the "supervisor". 

The SAAR-N shall be forwarded to the Navy Command's Security Manager at least thirty (30) days prior to the individual's start date.  Failure to provide the required documentation at least 30 days prior to the individual's start date may result in delaying the individual's start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor's Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  

INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR'S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor's Security Representative.  Within three (3) work days after contract award, the contractor shall provide to the requiring activity's Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor's Security Representative.  The Contractor's Security Representative shall be the primary point of contact on any security matter.  The Contractor's Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

.	SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
.	Two (2) FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
.	Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual's start date shall result in delaying the individual's start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than ten [10] years) throughout the contract performance period.  The Contractor's Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command's Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual's performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command's Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded to the Navy Command's Security Manager at least thirty (30) days prior to the individual's start date.  Failure to provide the required documentation at least 30 days prior to the individual's start date shall result in delaying the individual's start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command's Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command's Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor's Security Representative.  Although the contractor will take JPAS "Owning" role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category “IT-1” per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee's performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc.) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

.	Must be either a US citizen or a US permanent resident with a minimum of three (3) years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
.	Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor's Security Representative must submit for all employees each of the following: 

.	SF-86 Questionnaire for Non-Sensitive Positions
.	Two (2) FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
.	Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM.
 
Failure to provide the required documentation at least 30 days prior to the individual's start date may result in delaying the individual's start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

(End of Clause)

DoD 8570.01-M Information Assurance Workforce Improvement Program.
______ No Additional IA Certification Required
___X__ Information Assurance DoD 8570.01-M Required:
IA Certification Level __IAT Level 1____
___X__ Computing Environment Certification __Microsoft Windows Server 2008R2 (or later OS version)___

Privileged system access is required.  Due to the privileged system access, a Single Scope Background Investigation (SSBI) suitable for High Risk public trusts positions is required instead of the NACLC referenced above.  Contractor personnel supporting this PWS must have a SECRET level clearance.  A DD Form 254 is required for this contract.

Privileged Access.  
Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Levels I, II or III depending on the functions they perform.  They must also be trained and certified on the Operating System or Computing Environment they are required to maintain.  Contractors working on U.S. systems must be U.S. citizens.  They must have IT-I security designation.  A person with privileged access must have an initiated Single Scope Background Investigation (SSBI).

The Contractor shall ensure that personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions in accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program. The Contractor shall meet the applicable information assurance certification requirements, including- 

(1) DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8570.01-M.

(2) Appropriate operating system certification for information assurance technical positions as required by DoD 8570.01-M. 
(a) Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions. 
(b) Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing information assurance functions.

Contractor resources shall have at a minimum an interim active U.S. Government background investigation in place effective on date of task order award so work can begin immediately on task order period start date.

Proof of the above indicated IA certification and computing environment certification is to be provided for all contractor personnel along with the vendor quote. In addition to the IA certificate, active enrollment and participation in the certification maintenance program must be established prior to contract award to ensure the appropriate access can be secured by contractor resources.  All required IA and/or computing environment certifications must be current at the contract period start date; there is no “grace” period to obtain these certifications.  Questions and additional information requirements may be addressed by contacting the NAVSUP Business Systems Center Information Assurance Manager (IAM).

Certification(s) shall be forwarded to:
Lisa M. Walker, Code 94
NAVSUP Business Systems Center IAM
5450 Carlisle Pike, Bldg 409
Mechanicsburg, PA 17055
Email:  lisa.m.walker@navy.mil

11.0  Government Furnished Equipment:  
The Government will provide work facilities to the on-site contractor to include computer hardware and software, and telephone with voicemail and long distance access for use when the contractor is acting on behalf of the Government.  NAVSUP BSC will provide tools and equipment used to maintain software and host applications relative to this PWS.  For call-back, a cell phone and laptop computer will be provided to the contractor when on call.

12.0  Qualifications/Experience: 
The contractor personnel providing support on this task order will require a (minimum) SECRET security clearance.  Privileged Access is required and a Form DD 254 will be required.  Certifications for IAT Level 1 and MS Windows Server 2008 R2 (or later version) are required.

The contractor personnel assigned to this project must have the following critical skills:

· Windows Server 2008 R2 (or later version) Administration. Specific experience must include:
· Ability to configure IAW STIG requirements while maintaining required functionality 
· Comprehensive Active Directory Management
· Configuration for Smart card login 
· Virtual Server Environment. Proven expertise in the administration of VMWare ESXi™ on Dell® PowerEdge™ blades. Specific experience must include:

· Ability to configure IAW STIG requirements while maintaining required functionality
· Configuration and management of multiple virtual machines (VMs).
· Configuration of the environment to support failover between VMs and server blades.
Contractor personnel shall be capable of working independently and possess in-depth knowledge and experience of the following: 
a. Excellent written and verbal communication skills.
b. Establishing and maintaining project plans including individual tasks and coordination with external organizations that may be required to complete a project.
c. Excellent interpersonal skills, able to gain and maintain clients’ confidence.
d. Maintains a professional relationship with client, team members and external agencies/organizations.

13.0 Non-Disclosure Agreement:
The Business Sensitive Information Non-disclosure Agreement is required for this order.  Refer to DFARS 252.204-7000, Disclosure of Information, and DFARS 252.204-7003, Control of Government Personnel Work Product.

14.0  Clauses:

Section 508 Compliance
Section 508 of the Rehabilitation Act requires Federal agencies to make their electronic and information technology accessible to people with disabilities.  This applies to all Federal agencies when they develop, procure, maintain, or use electronic and information technology.

All electronic and information technology (EIT) procured through this task order must meet the applicable accessibility standards specified in 36 CFR 1194.2, unless an agency exception to this requirement exists.  Any agency exceptions applicable to this task order are listed below.

The standards define Electronic and Information Technology, in part, as “any equipment or interconnected system or subsystem of equipment, that is used in the creation, conversion, or duplication of data or information.”  The standards define the type of technology covered and set forth provisions that establish a minimum level of accessibility.  The application section of the standards (1194.2) outlines the scope and coverage of the standards.  The standards cover the full range of electronic and information technologies in the Federal sector, including those used for communication, duplication, computing, storage, presentation, control transport and production.  This includes computers, software, networks, peripherals and other types of electronic office equipment.

Privacy Act
During performance of this order, the contractor may have access to Privacy Act data.  Should this occur, the contractor shall safeguard all privacy information, and ensure this data is accessed and maintained in accordance with applicable laws and regulations.  If access occurs, FAR 52.224-1 and 52.224-2 apply.

Key Personnel
All personnel assigned to this contract are considered Key Personnel.  The contractor shall notify the TPOC and COR prior to making any change in key personnel for the duration of this PWS. Notification will occur no less than 14 days prior to such change.  Due to the considerable training involved in replacing personnel, the Government reserves the right to delay changes until appropriate training is accomplished. If substitutions are to be made, the contractor shall demonstrate that the qualifications of the prospective person(s) are at least equal to the person(s) replaced.

The Government reserves the right to request substitute contractor support personnel due to unsatisfactory performance, insufficient knowledge, or inadequate skill levels necessary to complete assigned tasks.

Ownership
In accordance with FAR 52.227-14, Rights in Data-General (Jun 1987), the Government shall have unlimited rights under this agreement to all information and materials furnished by the contractor performing work under this PWS. This shall include documentation thereof, reports and listings and all other items pertaining to the work and services pursuant to this agreement. The Government has the right to inspect the work and will have access to, and the right to make copies of the above mentioned items. All digital files, data and other items generated in performance of this effort shall become the property of the Government. By reference, the following DFAR clauses are included in this agreement as part of the requirements herein:
-DFAR 252.227-7013, "Rights in Technical Data and Computer Software."
-DFAR 252.227-7028, "Requirements for Technical Data Representation."
-DFAR 252.227-7-37, "Validation of Restrictive Markings on Technical Data."

Wide Area Workflow
Invoices for materials/services rendered under this PWS shall be submitted electronically through Wide Area Workflow (WAWF) in accordance with the WAWF Routing Table listed in the contract.  The invoices shall be submitted monthly unless the contract specifies differently.  The WAWF website is https://wawf.eb.mil.

15.0  NAVSUP Business Systems Center Procedures for Contractor 
 Access/Visit Authorization Request (VAR): 

1.  A company letter (may be emailed) to the Technical Point of Contact (TPOC) containing the following information:

    a. Contract Information
       (1) Contract Number
       (2) Date Issued
       (3) Date of Expiration
       (4) Name and phone number of the TPOC
       (5) Purpose
       (6) Security point of contact including address and phone number

    b. Information for all contractor employees requesting access, to include:
       (1) Full Name
       (2) Job Title
       (3) Date of Birth
       (4) Place of Birth
       (5) Citizenship
       (6) Social Security Number
       (7) Naturalization Number (if applicable)
       (8) Type and date of Security Investigation.  
       (9) Government Clearance Level (if applicable)
       (10) Valid email address for the Contractor’s employee

    c. Appropriate Company Official's signature

2.  A System Authorization Access Request Navy (SAAR-N) form (OPNAV 5239/14) with original signatures and a copy of the current DoD Cyber Awareness Challenge completion certificate for each contractor employee sent to the TPOC.

Note: DoD Cyber Awareness Challenge (http://iase.disa.mil/eta/cyberchallenge/launchPage.htm) replaced DoD IA Awareness as the required annual training for all personnel using DoD information systems.
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