


Performance Work Statement for Information Technology and Program Support Services to Financial and Air Clearance Transportation System
                					
1. Introduction:  NAVSUP Business Systems Center (BSC) is acquiring contractor support services for maintenance and update of the Financial and Air Clearance Transportation System (FACTS).  FACTS is a joint Department of Defense (DoD) system used for Navy Shipping, DoD Air Clearance and Transportation Financial Management.

2.0 Background	
	2.1 Requiring Organization:  The organization requiring the services outlined in the PWS is:

		NAVSUP Business System Center (BSC) 
		FACTS Program Management Office
		1837 Morris Street, Suite 600
		Norfolk, VA 23511-3492

	2.2   Project Description:  The NAVSUP BSC is the Navy’s logistics systems integrator and IT advisor to NAVSUP for Information Technology, supporting logistics, and transportation financial management for the Navy, DoD, and foreign allies.  NAVSUP BSC is instrumental in structuring the IT solutions for the NAVSUP claimancy.

NAVSUP BSC’s FACTS is providing Navy Shipping functionality, DoD air cargo clearance and transportation financial management capabilities in a single automated information system (AIS). In order to maintain production support for Air Clearance, Small Parcel Express, Vendor and Transportation Funds Management for the Department of Defense and support the military services’ intention of auditability, FACTS must make revisions to existing code and add new code as necessary.

	2.3  Goal:  As the Lead Agent for the continuing maintenance of FACTS, NAVSUP BSC has established the FACTS Program Management Office (PMO) comprised of homogeneous functional and technical skill sets led by Government personnel and augmented with contractor support.  This office maintains Production support for all of the military services globally that provides Air Clearance Authorities with the ability to maintain and apply unique rules that performs mode selection for transportation of things through the Defense Transportation System.  It also provides production support for financial management and budgeting functionality as well as management reporting.  In addition to Production Support the Program Management Office is responsible for maintenance and enhancement of all application code, interfaces and web services required. 

In order to provide FACTS users with the best tools available, comply with DoD and Navy Directives, and meet service oriented architectural requirements, continued technical support is required.

.

[bookmark: _GoBack]3.0 Scope:  NAVSUP BSC requires FACTS system support as follows:
Program and Maintain, all code revisions for all application code
Configuration Management
Project Team Management
Establishment of all interfaces required for the shipping or financial management of these shipments.
 IA support
Help Desk Administration and Reporting
Electronic Data Interchange Program Integration
FACTS Report Administration t in its efforts to provide systems analysis engineering, fielding, and training, Security review and implementation, as well as, Production Support for operation of the FACTS application.
All levels of Testing:  Test and implementation of programs that allow creation, update, and deletion of Commercial Bills of Lading for shipments with weight over 300lbs to include override process.
	Test and Implement all system programs
	Integrate all functionality
	Populate all data necessary to perform testing
	Produce Unit and Integrated System Test Plans
	Perform Unit and Integrated System Testing
	Augment Government analysts and testers as required
	Produce and submit training plan
	Augment Government training as required
Test both management and system Reports as required
	Integrated System Testing of all code prior to implementation to production

Outcomes will be considered satisfactorily accomplished when analysis is performed, model changes are made, coding is accomplished, tested and integrated with existing code, integrated system testing is successfully performed and code is integrated into the production environment and training provided to users/staff and all associated documentation provided.

	
  	
4.0   Directives:  Contractors shall comply with the following directives: 

DoDD 	4630.05		Interoperability and Supportability of Information 							Technology (IT) and National Security Systems (NSS)
DoDI 4630.8			Procedures for Interoperability and Supportability of 						Information Technology (IT) and National Security System 					(NSS)
DoDD 5000.1			Defense Acquisition
DoD Req 5000.2,-R		Mandatory Procedures for Major Defense Acquisition 						Programs (MDAPs) and Major Automated Information 						System (MAIS) Acquisition Programs
DoDD 5141			Director of Operational Test and Evaluation, Change 1
DoD Reg 5200.1R		Information Security Plan
DoD Std 5200.28-SDT 	Department of Defense Trusted Computer System 							Evaluation Criteria
DoD Mil-Std-490		Specification Practices
DoD Mil-Std-973		Configuration Management
IEEE/EIA Guide 		Software Life Cycle Processes-Life Cycle Data
				DoD Joint Technical Architecture
CJCSI 3170.01A		Requirements Generation System
CJCSI 6212.01B		Compatibility, Interoperability and Integration of 							Command, Control, Communications, Computers
				And Intelligence Systems
JIEO/JITC Circular 9002   	Requirements Assessment and Interoperability 
				Certification of C4I and AIS Equipment and Systems
OPNAVIST 4000.84B	Inter-service and Intra-governmental Support Program
SECNAVINST 5000.2B	Implementation of Mandatory Procedures for Major and
				Non-Major Defense Acquisition programs and Major and 
				Non-Major Information Technology Acquisition Programs
				Navy 5200 Series Regulations
SECNAV M5510.30		IA Regulations
DoD Reg 4500.9-R		Defense Transportation Regulation
DoD Reg 4140-1R		DoD Supply Chain Material Management Regulation






5.0          Requirements:  

5.1   	Testing
Contractor will leverage existing code and environments to update deficiencies in existing operational capabilities in FACTS dealing with shipments moving on a Commercial  Bills of Lading for shipments over 300lbs. The contractor will test functional modules through these test levels and process.
· Complete rework as required
· Integrate all functionality
· Populate all data necessary to perform testing
· Produce Unit and Integrated System Test Plans
· Perform Unit and Integrated System Testing
	
5.1.1	 The contractor will prepare system test plan POAM, to include the functional module name and category of test completed, error rate or percentage failed transactions, re-test date and test completed date.
Performance Standard:  Contractor shall provide TPOC a test plan POAM with 100% of the functional modules reported .  
Assessment Method:  TPOC will thoroughly review test plans POAM and express approval prior to start of testing.   Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.1.2	The contractor will use the FACTS PMO selected process modeling and mapping software to document the steps/events for those business processes being tested. The contractor will determine testing data requirements and ensures data is loaded prior to testing. 
 Performance Standard:  100% of functional modules will be tested and the exception /error rate cannot exceed   5% in the Integrated System Tests.  
Assessment Method:  TPOC will thoroughly review all test plans and express approval prior to start of testing.   Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.1.3	The contractor will attend working groups and participate in discussions providing 	technical expertise and experience contributing to the goals of the 	group (functional, technical, and programmatic).
Performance Standard:  Contractor shall participate 100% of the time in  working groups to ensure there is a functional, technical, and programmatic understanding of the goals for systems function.	
Assessment Method:  TPOC will thoroughly review all documentation and will express agreement before documentation will be finalized.   Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.1.4	The SME/Tester will assure all system standards are met for design and implementation.
Performance Standard:  Contractor shall provide TPOC with process modeling documentation within 1 week of request.	
Assessment Method:  TPOC will thoroughly review all documentation and will express agreement before documentation before changes are finalized.   Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.1.5	The contractor shall in conjunction with Government employees, perform unit and end to end testing that involves testing of the complete application in the specific environment required to insure the test mimics normal operational user requirements. The contractor shall run any batch jobs or create scripts as required for testing.  The contractor will perform Integration System Testing to verify combined functionality; Integrated System Tests to prove both functional and technical requirements are met prior to integration into the FACTS production application. The contractor will record any and all defects in tracking system to ensure defects are corrected and re-tested. The contractor when changes are made, will re-run previously-completed tests to check 	whether program behavior has changed and whether previously-fixed faults have re-emerged.



5.2  FACTS Electronic Data Interchange Program Integration 

5.2.1 	 The contractor shall provide Electronic Data Interchange (EDI) Implementation Conventions support.  The contractor shall program maintenance changes to EDI structures and document the EDI structure changes. All EDI structure modifications will require implementation strategies. 
Performance Standard:  Contractor shall provide to TPOC an EDI Work Breakdown Structure containing 100% of the change or fix structures accounted for. 
	Assessment Method:  TPOC will review EDI Work Breakdown Structure documentation express approval prior to code or design changes being made.   

 5.2.2 	 The contractor shall attend Defense Transportation Electronic Business Committee Meetings and provide detail summary reports. 
Performance Standard:  Contractor shall provide trip report 100% of the time after attending the meeting.
	Assessment Method: TPOC will review all trip reports and materials presented subsequent to the trip .


5.3	Desktop and FACTS Development Environment Support

5.3.1	 The contractor shall provide server and workstation administration with software installation, software upgrades and virus check updates. The contractor will monitor network systems for intrusion attempts.  
Performance Standard:  100% of server and workstation administration updates will be completed. 100% of software installs, software upgrades will be completed.
Assessment Method:  TPOC will monitor  system administration  to ensure completion. 

5.3.2	 The contractor shall provide routine backups for the FACTS Cognos servers and COOP plans updates. 
Performance Standard:  Contractor shall perform 100% of the Cognos backups weekly and update COOP procedures quarterly. 
Assessment Method:  TPOC will monitor back up reports to ensure completion 

5.3.3	The contractor shall provide server and workstation administration with software installation, software upgrades and virus check updates. 
Performance Standard:  Contractor shall report monthly on desktop and server administration functions to include software installs and upgrades. Report within 24 hours any indication of virus findings.  
Assessment Method:  TPOC will thoroughly review all documentation/work plans and express approval prior to work beginning. Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.4 	FACTS Information Assurance Support

5.4.1	The contractor shall ensure that all Information Assurance and security documentation is 	maintained and meets all required Navy and DoD standards for certification and 	accreditation of the FACTS application and its development environment.
Performance Standard:  Contractor shall provide updated security documentation 100% of the time.  
	Assessment Method:  TPOC will thoroughly review all IA documentation.

5.4.2	Contractor shall create and maintain user accounts with proper authorizations and accesses based on the data received on the DD2875 requests for access form. 
Performance Standard: 100% of the system access must align with the FACTS system privilege rights and authorizations. 
	Assessment Method:  TPOC will review all DD2875 requests monthly.

5.5 	FACTS Helpdesk Support

5.5.1	The contractor shall respond to user requests concerning FACTS application functional process, operating systems, hardware, software for technical assistance. Each user support request shall be logged in the Government provided software tool. Contractor shall provide user password updates. The contractor shall log help calls and escalate calls to the required level for resolution. 	
	Performance Standard:  Contractor will log request and route appropriately within 24 hours of reported incident.  He will provide documentation to TPOC monthly.
Assessment Method:  TPOC will thoroughly review all help call logs monthly.

5.6 	FACTS Report Administration

5.6.1	The contractor shall provide Cognos Reporting capabilities. The contractor shall define the technical approach for retrieving the data, create the report process and identify the data source for the report. 

	Performance Standard:  100% of the time the report data must match the source data.
	Assessment Method:  TPOC will review all report data for content completeness.


5.7   FACTS Support Services Manager/ Trainer

5.7.1	The contractor shall be present at all working group and CMB meetings in order to 	track, as well as, create and maintain CMB action item log, recording the status of each 	action item to 	completion/cancellation.

Performance Standard:  Contractor shall provide CMB Action Log Report 100% of the time and meeting minutes 100% of the time within 1 week of meeting conclusion.
	Assessment Method:  TPOC will thoroughly review all documentation and express approval prior to action.   Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.7.2	The contractor will assist in the creation of briefing packages for various forums.


5.7.3	The contractor will provide weekly updates and monthly summary for FACTS configuration status report.  The report shall include but not be limited to the PCR/PTR number, description, date originated, and priority. 
Performance Standard: Configuration status report monthly summary must detail 100% of the outstanding items from the weekly summary.
	Assessment Method:  TPOC will thoroughly review all documents and express approval prior to release of materials. Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.7.4	The contractor will create and update FACTS training plan to address ongoing application changes.  The contractor will provide appropriate training material to facilitate the accomplishment of the training plans.
Performance Standard:  Contractor shall provide TPOC with training plans updates completed 100% of the time at least 1 week prior to training. The content of training materials must me 100% in alignment of the system function be trained.
Assessment Method:  TPOC will thoroughly review all training plans and express approval prior to use.   Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.7.5	The contractor will create and maintain appropriate chapters and appendices to the 	FACTS User’s Manual.  
	
Performance Standard:  Contractor shall provide TPOC with documentation of user manuals with 100% of the manual updates completed at least 1 week prior to publication or distribution.  All products will consist of a Microsoft Word and HTML 	version to facilitate being posted on the FACTS web page.  HTML products will comply with the following requirements to satisfy Section 508 of the Rehabilitation Act (29 U.S.C 749d) of Public Law 106-246 of July 13, 2000, to ascertain Information 	Technology (IT) standards for web-based software compliance for handicapped accessibility.  
Assessment Method:  TPOC will thoroughly review all user manual updates  and express approval prior to use or distribution.   Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.7.6	The contractor will conduct training sessions for DoD users on FACTS.	
Performance Standard:  Contractor will provide TPOC, completed Training Critique forms and Training Utilization Report 100% of the time within 1 week of completion of classroom training.
Assessment Method:  TPOC will thoroughly review all Course Critique Forms and provide input as required.  Discussions to remedy any errors will take place before the monthly reporting period is complete.

5.8  FACTS Maintenance

5.8.1  	Contractor shall analyze, create, implement and migrate application code according to FACTS standards for application design, development and migration procedures and maintain applications in response to Department of Defense (DoD) requirements using the CA Gen product suite that includes block mode and web tools. Create external interfaces between a variety of DoD air cargo movement and transportation financial management AISs. Documentation updates are required for maintenance code updates.     Contractor shall provide all source code to the TPOC.
Performance Standard:  Contractor shall log in FACTS Program Management Portal Work Breakdown Structure each PMO requested change or problem report 100% of the time within 3 working days of request.  Implementation of enhancement/change or fix shall take place within 2 working days of scheduled delivery date 100% of the time. 100% of documentation updates are required no later than 2 weeks post implementation date. 
Assessment Method:  To ensure compliance, the TPOC will, on a monthly basis, ensure:  all work breakdown structures are logged into FACTS Program Management Portal along with dates and deliverables; all Project Change Request and Problem Tracking Request forms are documented and reviewed; and, monthly status reports are broken down by activities and per creator, showing status and issues.

5.8.2  	Contractor shall analyze, create, implement and migrate application code according to FACTS standards for application design, development and migration procedures and maintain applications in response to Department of Defense (DoD) requirements using the Netbeans to produce JAVA code.  Create external interfaces between a variety of DoD air cargo movement and transportation financial management AISs. Documentation updates are required for maintenance code updates.   Contractor shall provide all source code to the TPOC.
Performance Standard:  Contractor shall log in FACTS Program Management Portal Work Breakdown Structure each PMO requested change or problem report 100% of the time within 3 working days of request.  Implementation of enhancement/change or fix shall take place within 2 working days of scheduled delivery date 100% of the time. 100% of documentation updates are required no later than 2 weeks post implementation date. 
Assessment Method:  To ensure compliance, the TPOC will, on a monthly basis, ensure:  all work breakdown structures are logged into FACTS Program Management Portal along with dates and deliverables; all Project Change Request and Problem Tracking Request forms are documented and reviewed; and, monthly status reports are broken down by activities and per creator, showing status and issues.

5.8.3	Contractor will leverage existing,  code and environments to update or correct deficiencies in existing operational capabilities in FACTS.  
Performance Standard:  100% of the time contractor shall provide FACTS TPOC with detailed documentation and/or demonstrate of all design and programming efforts.
Assessment Method:  TPOC will review all documentation and/or demonstrations and express approval prior to migration or implementation of code.  

5.8.4 	Contractor shall analyze, create, implement and maintain ANSI X12 EDI interfaces as covered in the DoD Implementation Conventions (IC) for the maintenance of FACTS.
Performance Standard:  Contractor shall log in FACTS Program Management Portal Work Breakdown Structure each PMO requested change or problem report 100% of the time within 3 working days of request.  Implementation of enhancement/change or fix shall take place within 2 working days of scheduled delivery date 100% of the time.
Assessment Method:  To ensure compliance, the TPOC will, on a monthly basis, ensure:  all work breakdown structures are logged into FACTS Program Management Portal along with dates and deliverables; all Project Change Request and Problem Tracking Request forms are documented and reviewed; and, monthly status reports are broken down by activities and per creator, showing status and issues

5.8.5 	Contractor shall generate and maintain COBOL or C++ code using the Advantage 	product suite to create on-line and batch procedures to populate the DB2 or Oracle data 	tables.	
	Performance Standard:  Contractor shall provide to TPOC all code modifications generated 100% of the time and installed modification of code within 1 day or the request to migrate and generate to a specific region of the mainframe.
Assessment Method:  To ensure compliance, the TPOC will review all requests for migration and generation of code. 

 5.8.6   Contractor shall create and maintain batch applications using COBOL on the IBM mainframe in Mechanicsburg, PA or C++ applications locally for three-tier integration.  The COBOL source and object code shall reside external to the CA Gen generated applications and shall reside in TSO libraries.  The C++ source code shall reside external to the CA Gen generated applications and reside in local libraries on a server.
Performance Standard:  Contractor shall log in FACTS Program Management Portal Work Breakdown Structure each PMO requested change or problem report 100% of the time within 3 working days of request.  Implementation of enhancement/change or fix shall take place within 2 working days of scheduled delivery date 100% of the time.
Assessment Method:  To ensure compliance, TPOC will review all data reports before they are presented to sources external to the program.  In addition, the TPOC will ensure all work breakdown structures are logged into FACTS Program Management Portal along with dates and deliverables.  Tracking Request forms will be documented and reviewed on a monthly basis.
6.0  Deliverables
6.1  	Contractor shall provide TPOC with test plan POAM with 100% of the functional modules reported 15 days from date of award. These  POAM items will be tracked in addition to the functional modules. 
Test Plans 					
Test Data					
Test Results					
Help Desk Reports				

6.2 	Weekly Status Report.  Status reports shall be sent electronically to the TPOC and COR within two business days following the end of the weekly period documenting the performance on the task order.  The weekly status report shall include the following elements:

o	Resources by name
o	Date project/task received
o	Status of work with accomplishments documented
o	Percentage of project/task completed
o	Estimated date of project/task completion
o	Any issues/problems encountered or possible and recommended solutions
o	Changes to the Project Management Plan (PMP) to include roles and responsibilities and schedule changes
o	Identify any Government dependencies that are overdue which impact schedule or performance
o	Evaluate performance and determine adequacy of staffing.

6.3     Daily status reports on any project/task assigned that has fallen 7 days behind the planned completion date until that effort is completed.

6.4	FACTS training plan to address ongoing application changes.  The contractor will provide appropriate training material to facilitate the accomplishment of the training plans 1 week prior to training. 

6.5       FACTS documentation to include will be provided:
User Manual Updates			15 days following delivery of changed functionality
Configuration Report			Within 1 week of request
Meeting Minutes			Within 7 days of request
Work Breakdown Structures		Within 3 days of request
PTR/PCR/PIR/PDR forms		Within 3 days of request
IA Security Reports			Within 7 days of request

7.0 Place of Performance:  
Work is to be performed at the NAVSUP BCS-FACTS Program Management Office, 1837 Morris Street, Suite 600, Norfolk, Va. Mission needs may dictate work be performed at other locations.  Exceptions
to the Norfolk location will be determined on a case by case basis and require pre-approval by the FACTS Program Management Office.

	
8.0 Period of Performance:   Period of performance is 12 months with 2 12 month option periods.  Estimated start date is 11/01/2016.  Contractor personnel are expected to conform to customer agency normal operating hours. Flex time arrival and departure will be coordinated between TPOC and vendor program manager. The goal is to have a full team in attendance a minimum of three days a week.  All exceptions should be reported to TPOC no later than the day of the occurrence.  This would be the exception; 	notice of flex time is expected on a week to week basis. Team participation is essential to the overall success of the project’s scheduled goals.    

	9.0 Travel: No travel expected

	10.0 Security:

5252.204-9400 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 
(July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  


INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

•	SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
•	Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
•	Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded
to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

•	Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
•	Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

•	SF-85 Questionnaire for Non-Sensitive Positions
•	Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
•	Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.


(End of Clause)

______ No Additional IA Certification Required
___X__ Information Assurance DoD 8570.01-M Required:
Oracle Database Administrator:
IA Certification Level ___IAT Level 1    
Computing Environment Certification Z/os v1.13 Window 2008

Privileged system access may be required. 
Investigative Requirements for Contractor Personnel

Policy:  Any contractor requiring privileged access to an application, system, or network requires a Single Scope Background Investigation (SSBI).  Contractors requiring authorized access to an application, system, or network require an Access National Agency Check with Inquiries (ANACI) or National Agency Check with Local Agency and Credit Check (NACLC) investigation.  Contractors that have a limited elevated rights level are considered to have authorized access.

Policy Reference Information:

	Contracts identifying requirements for personnel needing privileged access to information systems or networks will require favorable completion of a Single Scope Background Investigation (SSBI).  This requirement is documented in DOD Instruction 8500.2, enclosure 3, table 1 which addresses the Investigative Levels for Users with IA Management Access to DoD Unclassified Information Systems and in SECNAV Manual 5510.30, Chapter 5 which addresses investigative requirements for Sensitive and Information Technology Positions.
	DODI 8500.2, enclosure 3, identifies privileged access as an IT-I position, and limited privileged access as an IT-II position.  The SECNAV Manual 5510.30 uses the same IT category definitions and provides the categorization for each:

IT-I: 
	(a) Responsibility for development and administration of computer security programs, and also including direction and control of risk analysis and/or threat assessment.
	(b) Been designated as IAM or IAO.
	(c) Significant involvement in life-critical or mission-critical systems.
	(d) Responsibility for the preparation or approval of data for input into a system which does not necessarily involve personal access to the system, but with relatively high risk for effecting grave damage or realizing significant personal gain.
	(e) Relatively high risk assignments associated with or directly involving the accounting, disbursement or authorization for disbursement from systems of (1) dollar amounts of $10 million per year or greater, or (2) lesser amounts if the activities of the individual are not subject to technical review by a higher authority in the IT-I category to insure the integrity of the system.
	(f) Positions involving major responsibility for the direction, planning, design, testing, maintenance, operation, monitoring and/or management of systems hardware and software.
	(g) Other IT positions as designated by the agency head that involve relatively high risk for effecting grave damage or realizing significant personal gain.

IT-II:
	(a) Responsibility for systems design, operations, testing, maintenance, and/or monitoring that is carried out under technical review of higher authority in the CS IT-I category.
	(b) Access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974, sensitive information, and Government-developed privileged information involving the award of contracts; including user level access to DON or DoD networks and information systems, system security and network defense systems, or to system resources providing visual access and/or ability to input, delete or otherwise manipulate sensitive information without controls to identify and deny sensitive information.
	(c) Duties associated with or directly involving the accounting, disbursement or authorization for disbursement of funds in dollar amounts of less than $10 million per year; and/or duties that involve the development, writing and
administration of, and/or awarding, approving or modifying of contracts which total dollar amounts less than $10 million per year; or as deemed appropriate by the agency head those commensurate fiscal duties with potential for damage or personal gain.
	(d) Other positions as designated by the agency head that involve a degree of access to a system that creates a potential for serious damage or personal gain less than that in CS IT-I positions.

Summary:

	Based on the SECNAV Manual 5510.30 definitions, contractor personnel having unlimited privileged access to an application, system, or network require investigations to support assignment within the IT-I category.  Both the 8500.2 (Encl 3, table 1) and SECNAV Manual 5510.30 (exhibit 5A) identify the investigation requirement for IT-I access as the SSBI.  If a contractor has a lesser investigation, such as an ANACI or NACI, the contractor will be considered eligible when the SSBI has been reviewed and submitted by the appropriate security office.  If a contractor does not have a previous investigation on record, the contractor will not be eligible for IT-I access until the SSBI is adjudicated.
The Contractor shall ensure that personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions in accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program. The Contractor shall meet the applicable information assurance certification requirements, including- 
(1) DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8570.01-M.
(2) Appropriate operating system certification for information assurance technical positions as required by DoD 8570.01-M. 
(a) Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions. 
(b) Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing information assurance functions.

Proof of the above indicated IA certification and computing environment certification is to be provided for all contractor personnel along with the vendor quote.  In addition to the IA certificate, active enrollment and participation in the certification maintenance program must be established prior to contract award to ensure the appropriate access can be secured by contractor resources.  Questions and additional information requirements may be addressed by contacting the NAVSUP Business Systems Center Information Assurance Manager (IAM).

Certification shall be forwarded to:
Lisa M. Walker, Code 94
NAVSUP Business Systems Center IAM
5450 Carlisle Pike, Bldg 409
Mechanicsburg, PA 17055
Email:  lisa.m.walker@navy.mil

	 
11.0	Qualifications/Experience  
	The FACTS database utilizes IBM DB2 for Z/OS 10.1.  Security features internal 	to both 	CICS and DB2 are also utilized in securing the FACTS application and its 	database.
	Contract Support Personnel will be expected to perform in the following area:
	- Writing computer code and pseudo code 
	- Integrated System Testing
	- FACTS User Training
	- Administration of software required for Cognos Data Mining
	- Maintenance of production application
 	- Configuration Management
	- Analytical and Statistical Reporting
	- Design, Implementation and Maintenance of all required databases and application 	                     	  programs. 
	- Encyclopedia sub-setting 
	- Data Creation and Unit testing
	- Authoring, generating, installing and testing of code on mainframe and 	workstation.	 	- Analysis, Design, and Implementation of Department of Defense Transportation 	and 		  Financial Electronic Data Interchange Implementation Conventions
	- Analysis, Design and Implementation of the Transportation Exploitation Tool 	 	   	  opportune lift module maintenance of FACTS.
	- Java web presentation and scripting
	- Administration, analysis, design and implementation of IBM Cognos data 	mining 	  and reporting.
	-Information Assurance Support

   Qualifications/Experience  
	Technical Ability and Skills:
· Possess over 5 years of working knowledge and experience with DoD transportation and /or DoD financial business practices and be capable of working independently  to support  an web based application supported by Integrated Computer Aided Software Engineering software in a service oriented architectural environment.
· Demonstrated past performance developing and maintaining applications that are of comparable size and complexity as FACTS 
· Model based design/programming environment including: Netbeans 7.0 (Client), Apache Tomcat 7.0 (Client), Websphere 7.0 (Server), CICS TS 3.2 (Server), TSO(Server), TCP/IP (communications), TCP/IP Direct Connect for CICS (Communications), and RACF security.
· Experience with Z/OS (MVS and USS), UNIX, Windows 2003 Server, and Windows NT operating systems.
· Design and programming experience with Open Systems Architecture.
· Extensive knowledge and expertise in Java JDK 1.6, J2EE, Apache Struts 1.2.7 or greater, JavaScript, HTML, XML, SVN, CA Gen 7.6, Apache Tomcat 7.0 or greater, Web Sphere 7.0 or greater, and Apache Struts 1.2.7 or greater.
· Expertise with Service Oriented Architecture Technologies in a Java Enterprise Environment including Web Services (REST and SOAP Based), WSDL, XML JAX-WS and JAX-B.
· Proficiency with NT, DBI2, Z/OS, TSO, DB2 Access Gen, CE Edit, JCL, SQL, UNIX, Oracle, TCP/IP, as well as, an in-depth knowledge of EDI and DoD Implementation Conventions.
· Technical expertise and knowledge of logistic hierarchical schemas, data modeling, SQL and relational databases.
· Ability to design, implements, and maintain secure interfaces leveraging the existing technical architecture in formats to include SFTP/Batch/SOAP/Secure Remote DB Connection/EDI and positional data files.
· Implementing and maintaining complex multi-tier applications integrating numerous heterogeneous data feeds, high volume batch and online processing, and web-based user interfaces.
· Knowledge /experience with DoD and Navy Policy and Procedures.
12.0	 Clauses:
Section 508 Compliance
Section 508 of the Rehabilitation Act requires Federal agencies to make their electronic and information technology accessible to people with disabilities.  This applies to all Federal agencies when they develop, procure, maintain, or use electronic and information technology.
All electronic and information technology (EIT) procured through this task order must meet the applicable accessibility standards specified in 36 CFR 1194.2, unless an agency exception to this requirement exists.  Any agency exceptions applicable to this task order are listed below.

The standards define Electronic and Information Technology, in part, as “any equipment or interconnected system or subsystem of equipment, that is used in the creation, conversion, or duplication of data or information.”  The standards define the type of technology covered and set forth provisions that establish a minimum level of accessibility.  The application section of the standards (1194.2) outlines the scope and coverage of the standards.  The standards cover the full range of electronic and information technologies in the Federal sector, including those used for communication, duplication, computing, storage, presentation, control transport and production.  This includes computers, software, networks, peripherals and other types of electronic office equipment.
Privacy Act
During performance of this order, the contractor may have access to Privacy Act data.  Should this occur, the contractor shall safeguard all privacy information, and ensure this data is accessed and maintained in accordance with applicable laws and regulations.  If access occurs, FAR 52.224-1 and 52.224-2 apply.
*Key personnel include those individuals for whom resumes were provided with the quote.
Ownership
In accordance with FAR 52.227-14, Rights in Data-General (Jun 1987), the Government shall have unlimited rights under this agreement to all information and materials furnished by the contractor performing work under this PWS. This shall include documentation thereof, reports and listings and all other items pertaining to the work and services pursuant to this agreement. The Government has the right to inspect the work and will have access to, and the right to make copies of the above mentioned items. All digital files, data and other items generated in performance of this effort shall become the property of the Government. By reference, the following DFAR clauses are included in this agreement as part of the requirements herein:
-DFAR 252.227-7013, "Rights in Technical Data and Computer Software."
-DFAR 252.227-7028, "Requirements for Technical Data Representation."
-DFAR 252.227-7-37, "Validation of Restrictive Markings on Technical Data."
Wide Area Workflow
Invoices for materials/services rendered under this PWS shall be submitted electronically through Wide Area Workflow (WAWF) in accordance with the WAWF Routing Table listed in the contract.  The invoices shall be submitted monthly unless the contract specifies differently.  The WAWF website is https://wawf.eb.mil.
Enterprise-wide Contractor Manpower Reporting Application - ECMRA 
The contractor shall report ALL contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract for ECMF via a secure data collection site.  
The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil .  Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

	13.0 Points of Contact:
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