Driftwood II PWS
Appendix C

Driftwood II PWS
Appendix C











 
NAVAL METEOROLOGY AND OCEANOGRAPHY COMMAND
PERFORMANCE WORK STATEMENT
FOR
Sustainment of Meteorology, Oceanographic, and Geospatial Information & Services Programs, Systems and Information Systems 

N00189-17-R-XXXX



















C.1   INTRODUCTION:

Work under this contract is to be accomplished in support of the following Echelon III commands, Commander, Naval Meteorology and Oceanography Command (COMNAVMETOCCOM), Stennis Space Center, MS, and Naval Information Forces (NAVIFOR) Suffolk, VA, and the following Echelon IV subordinate commands: 

	Naval Oceanographic Office (NAVOCEANO) at Stennis Space Center, MS

	Naval Oceanography Operations Command (NAVOCEANOPSCOM) at, Stennis Space Center, MS

	Fleet Numerical Meteorology and Oceanography Center (FLENUMMETOCCEN) in, Monterey, CA

	Naval Observatory (USNAVOBSY) in, Washington DC

	Fleet Weather Center Norfolk (FWC-Norfolk) in, Norfolk, VA

	Fleet Weather Center San Diego (FWC-SD) in, San Diego CA

	Naval Meteorology and Oceanography Professional Development Center (NMOPDC) in, Gulfport, MS



And their subordinate commands and detachments: 
	Naval Oceanography MIW Center (NAVOCEANMIWCEN) at, Stennis Space Center, MS

	Naval Oceanography ASW Center (NAVOCEANASWCEN) in, Yokosuka, JA

	Naval Oceanography Special Warfare Center (NAVOCEANSPECWARCEN) in, San Diego, CA

	NAVOCEANASWCEN at, Stennis Space Center, MS; Joint Typhon Warning Center (JTWC) in, Pearl Harbor, HI

	Fleet Survey Team (FST) at, Stennis Space Center, MS

	National/Naval Ice Center (NAVICE) in, Suitland, MD

	Naval Observatory, Flagstaff Station in, Flagstaff, AZ

	Naval Observatory Alternate Master Clock (AMC) in, Colorado Springs, CO



C. 1. 1 PERIODS OF PERFORMANCE 
	
	Base Year
	TBD

	OPTION YEAR I
	TBD

	OPTION YEAR II
	TBD

	OPTION YEAR III
	TBD

	OPTION YEAR IV
	TBD

	52.217-8 Option To Extend Services
	TBD



C.2   BACKGROUND:

COMNAVMETOCCOM is the Operational Commander for the aforementioned subordinate commands and is responsible for providing the Fleet with a singular, authoritative source of current and predictive Physical Battle-Space Awareness products and data to enhance decision superiority across the range of military operations, ensuring that Naval and Joint forces operate more safely and effectively and make better decisions than the adversary. Appendices A and B detail the IT programs, applications, projects and systems that are a part of the METOC portfolio; Appendix C provides a list of common acronyms for ready reference, however, this list is not all-inclusive.   NAVIFOR is the Type Commander (TYCOM) for the aforementioned subordinate commands and is responsible for organizing, manning, training, and equipping of forces, and identifying and submitting requirements for the subordinate commands listed in the tables above. 

A high level description of the mission areas that currently reside in the Naval Oceanographic portfolio are: 

· NAVOCEANOPSCOM and subordinate activities ensure safe fleet operations and provide asymmetric warfighting advantage through superior understanding and exploitation or mitigation of the physical environment. 

· FWC-Norfolk, FWC-SD and subordinate activities keep the Fleet safe from hazardous weather and enable effective operations and planning decisions by providing timely and accurate aviation, maritime and installation weather forecasts, warnings and recommendations. They provide support to Fleet operations and deploy certified teams that provide tactical warfighting advantage for Strike and Amphibious forces through application of oceanographic sciences. For assigned area of responsibility (AOR), these commands provide enroute weather forecasts (WEAX/AVWEAX), optimum track ship routing (OTSR) recommendations, hazardous weather avoidance recommendations, inport forecasts, Operation Area (OPAREA) forecasts, and high winds and seas warnings. They collect and maintain required aviation weather observational data at Naval Air Stations and related airfields, issue timely and accurate Terminal Aerodrome Forecasts (TAFs), Flight Weather Briefs, and deliver other services as required supporting naval aviation operations, exercises, and training. They provide hazardous weather forecasts, warnings, and advisories to Navy regional and installation commanders and shore activities.

· JTWC enables effective Fleet and Joint Force operations and planning through tropical cyclone forecasts, warnings, and decision support to U.S. assets in the Pacific and Indian Oceans as established by Commander, U.S. Pacific Command and as directed by Commander, U.S. Pacific Fleet. They also provide tsunami decision support to enable rapid resource protection decisions by fleet and regional commanders. 

· NAVOCEANASWCEN provides asymmetric warfighting advantage for Anti-Submarine Warfare (ASW) forces through application of oceanographic sciences; accurate and timely weather forecasts and warnings; and exploitation of oceanographic knowledge and forecasts to optimize ASW plans, systems, and tactics. They deploy certified teams to provide tactical Meteorology and Oceanography (METOC) services that enhance decision superiority in direct support of Theater and Strike Group ASW Commanders.

· NAVOCEANMIWCEN provides asymmetric information dominance as an embedded member of U.S. Mine Warfare forces by reducing risk and tactical execution timelines through the fusion of oceanographic sciences, intelligence preparation of the operational environment (IPOE), tactical mine hunting and data analysis. Deploy certified teams in direct support of Mine Warfare forces for MIW-related ocean bottom surveys, assessment, and data fusion. 

· NAVOCEANSPECWARCEN provides an asymmetric warfighting advantage for Naval Special Warfare (NSW) forces through the application of oceanographic sciences as an embedded member of NSW forces reducing risk and supporting mission planning efforts through intelligence preparation of the battlespace. Deploy certified teams in direct support of forward deployed NSW elements.

· NAVOCEANO optimizes sea power by applying relevant oceanographic knowledge in support of U.S. National Security. They conduct multi-disciplinary ocean surveys in support of National, Joint and Navy requirements; provide global oceanographic and geospatial products and services to meet the Department of Defense (DoD) and Navy safe navigation and weapon/sensor performance requirements; and generate and disseminate global oceanographic observations and forecasts to Naval forces. They maintain, operate, and sustain IT software systems that: collect, assess, exploit, and disseminate mission related METOC data and imagery in support of safety of navigation of Naval forces; provide surface and subsurface navigation products and databases; support tactical decision aids and ocean modeling with hydrographic/bathymetric data, water level prediction, tides and geodesy; provide bathymetric, oceanographic, shallow water model forecasting, and imagery-based products and services in the littoral and riverine environments; provide environmental battlespace awareness products and information in support of Intelligence, Surveillance, and Reconnaissance (ISR) forces; Archive oceanographic and acoustic model outputs, products and environmental data in support of long range analysis and development of ASW oceanographic and acoustic climatology; assess the tactical environment, integrate Navy Command and Control (C2) systems, and provide environmental battlespace predictions; provide ASW related physical oceanography and acoustics products and services; and provide global and regional high resolution dynamic ocean model forecast products.

· NAVICECEN provides timely, accurate and relevant global snow and ice products, and services to meet National, Department of Defense (DoD) and Naval strategic, operational and tactical requirements.

· FST conducts hydrographic surveys and related environmental assessments to enable safe and effective maritime navigation for Naval and Joint forces. FLENUMMETOCCEN provides METOC products and services that enable effective atmospheric forecasting and decision-making for operational safety and warfighting effectiveness by Naval and Joint forces within a DOD Information Assured (IA) environment.

· USNAVOBSY determines position and motion of celestial bodies, the motion of the earth, and precise time. Provide the astrometric and timing data required by the Navy and other components of the DoD for navigation, precise positioning, command, control and communications and make this data available to other government agencies and to the general public                                                                                              

· NMOPDC provides training and education to COMNAVMETOCCOM professionals on the current and predicted physical environment to enable decision superiority across the full range of military operations.

· FLENUMMETOCCEN provides METOC products and services that enable effective atmospheric forecasting and decision-making for operational safety and warfighting effectiveness by Naval and Joint forces within a DOD Information Assured (IA) environment. They maintain, operate, and sustain IT software systems that: transmit, and disseminate Numerical Weather Prediction (NWP) models; produce optimum path flight plans; specific ocean state data; custom (high resolution) weather prediction areas; operational climatology support; go/no-go decision tools, tactical decision aids (TDA); weapon system inputs proven to improve performance and accuracy; continuous, global, real-time, operational METOC support to U.S. Navy, Joint and Coalition forces, and other U.S. government agencies and a variety of other mission-critical METOC data, products, and services. 

The Information Technology (IT) software systems, data architectures, web services and modeling software that enable these mission areas is comprised of Commercial off-the-shelf (COTS),  Government off-the-shelf (GOTS), and Open Source applications and software systems. They include mission-specific data collection, assimilation, visualization, and distribution software sub-systems, Numerical Weather Prediction (NWP) and Oceanographic modeling software systems, scientific computing software, mission analysis software/scripts, Tactical Decision Aids (TDAs), database applications, net-centric services, Geospatial Information & Services (GI&S), and portals.  

These varied IT mission capabilities must be sustained and are critical to METOC operational readiness. Additionally, as oceanographic, atmospheric and satellite data models increase in resolution, and improvements to visualization, modeling and analysis tools increase forecast accuracy, these enhanced tools and capabilities will need to be integrated into the existing METOC software/system portfolio.  

The DoD Software Engineering Institute (SEI) has developed widely accepted Capability Maturity Models (CMM/CMMI) for systems/software engineering.  Navy METOC have developed extensive experience and expertise in the use of the component processes of these models in performing their part of the systems and software engineering mission.  

C.3 APPLICABLE DOCUMENTS:   
The following documents are applicable to this Performance Work Statement.
a) DoDI 8500.01 Cybersecurity/Information Assurance (IA)
b) DoDI 8510.01 Risk Management Framework (RMF) for DoD Information Technology (IT)
c) SECNAVINST M5239.2 DON IA Workforce Management Manual 
d) DoD 8570.01-M Information Assurance Workforce Improvement Program
e) DODINST 5000.02, Operation of the Defense Acquisition System, and the Defense Acquisition Guidebook
f) ISO9001 Quality Management System
g) IEEE Documentation Standards
h) DODINST 8330.01, Interoperability of Information Technology (IT), Including National Security Systems (NSS)
i) DODINST 8320.02, Sharing Data, Information, and Information Technology (IT) Services in the Department of Defense
j)  DODINST 8320.07, Implementing the Sharing of Data, Information, and Information Technology (IT) Services in the Department of Defense
k) SECNAVINST 5000.36A, Department Of The Navy Information Technology Applications And Data Management
l) COMNAVMETOCCOM Instruction 5231.1

C.4 OBJECTIVE:   

The objective of this effort is to procure non-personal contractor services support to analyze, sustain, maintain, engineer, integrate, and enhance METOC IT software/system capabilities under a single-award, indefinite delivery/indefinite (IDIQ) quantity contract.   The eventual contract, if awarded, will contain firm-fixed price provisions for labor, cost-reimbursable travel and cost-reimbursable other direct costs.  Task orders will be individually funded and specify the task, labor categories, travel and other requirements.  Task orders will be individually funded and specify the task, labor categories, travel and other requirements.  Task orders may be written and issued as firm-fixed price or firm-fixed-price level of effort.

C.5 SCOPE:

COMNAVMETOCCOM, NAVIFOR and associated subordinates commands are in need of a technically competent and innovative contractor with expertise in the following technical disciplines:  Software and Systems Engineering, METOC Data Architectures, and System Architectures, Numerical Weather Prediction and Oceanographic modeling, Oceanographic and Meteorological sciences and their applications to Naval Warfare, and DoD Cyber Security Policies and Compliance guidelines. This contract will provide IT software/systems support and sustainment services to COMNAVMETOCCOM, NAVIFOR, and their subordinate commands in four key functional areas: 

1) Architecture, Systems Engineering, and Integration Support; 
2) Software Application Maintenance, Sustainment, Enhancements, and Software Engineering; 
3) Data Architecture, Services, Data Modeling, and Data Administration Support; 
4) Naval Oceanography Web-based Distribution.


C.5.1 CONTRACT DELIVERABLES

The support and sustainment of the applications, systems, information systems, projects and programs covered by this statement of work (appendices A and B) requires constant and consistent effort, however, the specific tasks are not always predictable in advance.  Contract deliverables have been identified by functional area; the frequency and due dates of deliverable items have been stated when possible.  Individual task orders will specify the deliverables items related to the tasking, due dates, and frequency.  When not possible to establish a firm due date, the COR and Program Manager shall establish mutually agreed upon due dates at the time the tasks or projects are assigned.  The Contractor shall report the start date, status and progress of tasks and projects in weekly and monthly reports to the COR. 

Data Rights:  The Government has unlimited rights to all documents/material produced under this contract.  All documents and materials, to include the source codes of any software, produced under this contract shall be Government owned and are the property of the Government with all rights and privileges of ownership/copyright belonging exclusively to the Government.  These documents and materials may not be used or sold by the contractor without written permission from the Contracting Officer.  All materials supplied to the Government shall be the sole property of the Government and may not be used for any other purpose.  This right does not abrogate any other Government rights. All contract deliverables shall become property of the US Government upon submission.  Deliverable items common to all functional areas are:

C.5.1.1 Monthly Report  

A monthly status report shall be submitted for each task order not later than 5th business days after end of the month reported on.  The report shall contain the following information at a minimum:

a. Tasks completed during the reporting period
b. Personnel issues
c. Upcoming Travel
d. Requests for revised work product due dates to include the justification for the request.  	
e. Anticipated activity for next reporting period

C.5.1.2 Weekly Report  

Unless a different report periodicity or day of the week is stated at the task order-level, a weekly activity report shall be submitted for each task order not later than Wednesday of the following week. The report shall contain the following information at a minimum:
a. Task status (include originator/customer, priority, personnel assigned to complete, location, goal/end-state, estimated completion date, percent complete)
b. Tasks completed (date completed)
c. Issues impacting milestone attainment
d. Personnel issues
e. Upcoming Events

C.5.1.3 Post Travel Summary 

Key components of a Post Travel Summary shall include:
· Key Personnel Contacted 
· Trip Duration
· Trip highlights 
· Accomplishments during Travel 
· Issues
· Potential Government Action Items
 
C.5.1.4 Meeting Minutes/Summaries

C.5.1.5 Briefings, presentations, demonstrations

Contract deliverables shall be provided in a contractor-preferred format when a government-mandated format is not provided or specified.

[bookmark: _Toc186515064]C.6 TRAVEL:  

Contractor travel may be required for the purposes of performing this requirement. All travel will be in compliance with the Joint Travel Regulations (JTR). All travel will be government-directed and must be pre-approved by the Contracting Officer Representative (COR) in writing. Country-specific status of forces agreement information is provided at the end of this document for informational purposes only.  Specific overseas travel requirements and information can be found at the respective US Embassy web site and DoD country clearance information can be found on the Chief of Naval Installations web page of the travel destination. 

C.6.1 REIMBURSABLE TRAVEL: Except as otherwise provided below under non-reimbursable travel costs, the contractor will be reimbursed for travel costs in accordance with the Federal Travel Regulations (FTR) in effect at the time of the travel. This directive can be accessed at http://www.gsa.gov/portal/content/104790. It is the Department of the Navy (DON) policy not to allow a charge of profit or fee on reimbursable items.

Travel will be reimbursed at actual cost, excluding any profit, G&A, and/or Overhead. The application of these indirect rates on Travel are not allowable under this contract. Airfare shall be based on the lowest available cost for coach or economy in writing in advance. The Contractor is not authorized to perform any travel that is not in conjunction with this contract. The COR shall notify the contractor in advance when travel is required. Upon notification, the contractor shall submit a travel request which identifies the estimated travel cost to the COR for approval. All travel costs shall be reimbursed at actual cost. Supporting documentation may be requested prior to invoice approval.

C.6.2 NON-REIMBURSABLE TRAVEL COSTS: 

-Travel performed for personal convenience, daily travel to and from the contractor’s facility will not be reimbursed by the Government. 
-Travel costs incurred in the replacement of contractor personnel, for any reason, will not be reimbursed by the Government. 
-No travel or subsistence costs will be reimbursed for work performed within a 50-mile radius of the place of performance where services are being provided. 
-Relocation costs and travel costs incident to relocation of Government facilities are not allowed.

C.7   GENERAL INFORMATION:

C.7.1 For this effort, a full-time equivalent (FTE) employee equates to 1920 hours per year.

C.7.2 SECURITY CLEARANCE - The majority of the work performed under functional areas 1 – 4 will be unclassified with occasional access to classified information required.  IT Level II (sensitive information) access as defined in SECNAV M5510.30 is also required.  All personnel shall have a fully adjudicated or interim SECRET CLEARANCE, at a minimum, prior to commencing work on this contract. 

C.7.3 COMMON ACCESS CARD (CAC) – All contractor employees must be eligible in all respects to be issued a CAC.  The Government Contractor CAC card serves as the primary method of identification for the contractor employees, as well as providing the basis of Public Key Infrastructure (PKI) access to the Navy/Marine Corps Intranet (NMCI), and numerous Navy web sites, which may also require PKI access.  The government shall assist in providing the contractor the appropriate documentation for obtaining CAC cards.

[bookmark: _Toc403037910]Return of CAC Cards - The contractor shall be responsible for obtaining any Government issued identification cards from the former employee and to turn those items over to the respective Contracting Officer’s Representative (COR) within five (5) days of the termination of the employment or at the end of the task order or contract.

C.7.4 HOLIDAYS:
The contractor is not required to provide services on these days:
New Year’s Day				Labor Day
Martin Luther King Jr.’s Birthday		Columbus Day
President’s Day					Veteran’s Day
Memorial Day					Thanksgiving Day
Independence Day				Christmas Day

C.7.5 HOURS OF OPERATIONS:  The contractor is responsible for conducting business between the hours of 0600 and 1800 (local time), Monday thru Friday, except Federal holidays or when the Government facility is closed due to local or national emergencies, administrative closings, or similar Government directed facility closings.  On rare occasions (estimated 3-5 times per year), after hours support may be required for tasks identified in Functional Area #4.

C.7.6 CONTRACTOR TRAINING: Contractor personnel shall be required to complete mandatory Navy training requirements such as Combatting Human Trafficking, Cyber Security Awareness, and Prevention of Sexual Assault and Harassment.  Additional training may be required for travel to overseas locations.  The majority of these training requirements are completed via computer-based training during the standard work-day.

C.7.7 CONTRACTOR IDENTIFICATION: All contractor personnel performing under this performance work statement shall identify themselves as a contractor employee to avoid creating any impression that they are Government officials. Such identification shall be made in all meetings attended, when answering Government telephones, on all e-mails, and when working in other situations where their contractor status is not obvious to third parties. They must also ensure that all documents or reports produced by contractors are suitably marked as contractor products or that contractor participation is appropriately disclosed.

C.7.8 PERSONNEL REQUIREMENTS:  Personnel assigned to or utilized by the Contractor in the performance of this contract shall, at a minimum, meet the experience, educational, or other background requirements as described in the Information Technology Catalog (Attachment 1) for each position identified and any other specific positional certifications or experience as described in the following paragraphs.  Contractor personnel shall be fully capable of performing the positional tasks as described in Attachment 1 in an efficient, reliable, and professional manner.  

Contractor personnel assigned this contract must keep current on the respective technologies, scientific disciplines and programmatic advancements associated with the contract. The Contractor shall be responsible for training contractor personnel to maintain and enhance respective employee skills levels and knowledge.  Contractor shall track individual qualifications and certifications of personnel assigned to this effort.

Contractor personnel are expected to be high-level self-starters with documented and verifiable technical, operational, and project management experience in the appropriate functions.  The Government anticipates that much of the work shall require independent performance.  

The Government reserves the right to review the resumes and certifications of contractor employees performing under the contract solely for the purpose of ascertaining their qualifications relative to the personnel qualifications terms of the contract.  Accordingly, the contractor shall furnish such resumes 


and/or certifications to the Contracting Officer upon request by the Contracting Officer's Representative or Contracting Officer.

C.7.9 SUBJECT MATTER EXPERTS/SPECIALIZED KNOWLEGE: 

Task orders issued under a resultant contract may require subject matter experts or personnel with specialized knowledge in programming languages, such as Microsoft OS (Latest versions of Windows Workstation and Server) and Linux (predominant Linux versions include Red Hat Enterprise, and Red Hat Enterprise Virtualization, versions that are less predominant include SUSE, and CentOS, additional version may also exist to a lesser extent),  and/or expertise or knowledge of programs such as Splunk, JMeter, Microsoft Access, PostgreSQL, MS SQL and GeoServer (lists are not all-inclusive).   The Government will identify the expertise/knowledge required to successfully accomplish each task order in the respective task order PWS. 

METOC Subject Matter Experts:  METOC SMEs shall have professional level experience in one of the following fields:  Numerical Weather Prediction and Oceanographic modeling, Oceanographic and Meteorological sciences. 

C.7.10 KEY PERSONNEL: The successful accomplishment of the scope of this PWS requires the assignment of key personnel.  Personnel filling key positions are considered vital to the contractor’s successful performance of the scope of this contract; the government’s desire is to minimize the amount of employee turnover in labor categories identified as ‘Key’.  

Personnel filling labor categories identified as ‘Key’ are subject to the “Substitution of Personnel Clause” throughout the life of the task order to which assigned.  The retention period for personnel in labor categories identified as ‘Key’ is 6 months (180 days).   During the first 180 days of task order performance, the Contractor shall make no substitutions of key personnel unless the substitution is necessitated by illness, death, or termination of employment (to include employee resignation).  The Contractor shall notify the Contracting Officer within 7 calendar days after the occurrence of any of these events and provide a plan for the continuation of uninterrupted services.  After the initial 180-day period, the Contractor shall inform the Government as a courtesy when a change is anticipated or contemplated.

C.7.10.1 Program Manager: The contractor shall provide a Program Manager to perform day-to-day management of overall contract support operations.  The Program Manager provides management oversight for all four functional areas and serves as the principal Contractor representative for all matters regarding project administration and reporting. If there is a teaming arrangement, one responsibility of the Program Manager will be to function as the single point of contact (POC) for the administration of all work and will provide the direct, recurring interface with the COR.  The Program Manager position is anticipated to be a full-time position.  The government anticipates Task Order #0001 will include the Program Manager.


The Program Manager must have experience within the last 3 years as a program manager providing IT support contract services, and possess a Project Management Professional (PMP) certification. He or she must have experience working in at least 2 of the Functional Areas to ensure understanding of COMNAVMETOCCOM’s mission and the constraints to achieving that mission. 

Position Requirements:
1. SECRET Security Clearance
2. Project Management Professional (PMP) certification, or five years of experience in successfully managing highly technical projects.
3. Experience in at least 2 of the 4 functional areas 

C.7.10.2 Other Key Personnel: The labor categories most likely to be identified with key personnel have been identified for each functional area in sections C.8 – C.11. 

C.7.10.3 Contracting Officer’s Representative (COR): The (COR) will be identified in the contract award.  The COR monitors all technical aspects of the contract and assists in contract administration. The COR is authorized to perform the following functions: assure that the Contractor performs the requirements of the contract: perform inspections necessary in connection with contract performance: maintain written and oral communications with the Contractor concerning various aspects of the contract: issue written interpretations of requirements: monitor Contractor's performance and notify both the Contracting Officer and Contractor of any deficiencies; coordinate availability of Government furnished property/training sites, and provide or coordinate site entry of Contractor personnel.  A letter of designation issued to the COR, a copy of which is sent to the Contractor, states the responsibilities and limitations of the COR, especially with regard to changes in cost or price, estimates or changes in delivery dates.  The COR is not authorized to change any of the terms and conditions of the contract or any resulting task orders.  

C.7.10.4 Technical Points of Contact (TPOC): TPOCs may be identified for each task order.  The TPOCs role is to provide clarification and information of a technical nature only, the TPOC is not a COR and is not authorized to change any of the terms and conditions of the contract or any resulting task order.

C.7.10.5   Materials: As used herein, the term “material” includes supplies, equipment, hardware, automatic data processing equipment, and software.  This is a services contract, and the procurement of material of any kind, other than that incidental to, and necessary for the furnishing of the required services is not authorized and will not be considered an allowable cost under the contract.  No such material of any kind may be procured without the prior written approval of the Contracting Officer or COR.

C.7.10.6 CMM/CMMI:  Experience in using CMM/CMMI processes is critical to the success of this contract.  The contractor must have or develop technical expertise in DoD software and systems engineering best practices of CMM/CMMI and IEEE 12207.



C.8   FUNCTIONAL AREA #1-ARCHITECTURE, SYSTEMS ENGINEERING, AND INTEGRATION SUPPORT

C.8.1 The following support is required for Functional Area #1:
                          
C.8.1.1 The contractor shall provide systems engineering support for technical solutions associated with the collection, processing and exploitation of assured, relevant, and timely oceanographic, meteorological, hydrographic, precise time and astrometric information.  This includes the following types of capabilities:  

· Collection/processing of environmental measurements and observations; 
· Model-based analysis and prediction of atmosphere, ocean, and space-based characteristics; 
· Tailored analysis and prediction of atmosphere, ocean, and space-based characteristics; and
· Assessment of environmental impacts on weapons, sensors, platforms, personnel and their associated effects on mission success. 

This support consists of the technical and functional assistance necessary to maintain, implement, and manage a robust, reliable IT infrastructure for COMNAVMETOCCOM, NAVIFOR and their subordinate activities.    The contractor shall conduct engineering activities in accordance with DODINST 5000.02, Operation of the Defense Acquisition System, and the Defense Acquisition Guidebook.

C.8.1.2 The contractor shall assist government program managers, engineers, and architects with studies and analyses, such as: portfolio management assessments, technical course of action analyses, analysis of alternatives, trade studies and evaluations, cost-benefit and risk analyses, sizing analyses, concept exploration, benefit analyses, and mission planning. The contractor’s analyses shall consider technologies that can be used across multiple COMNAVMETOCCOM, NAVIFOR and their subordinate commands for data storage and computational needs and provide recommendations for common technologies that can support requirements across more than one production center.  The contractor shall support the conduct of Integrated Product Teams (IPTs) and the analysis activities they perform.

C.8.1.3 The contractor shall support technical planning by developing and maintaining Systems Engineering Plans, Project plans, Concepts of Operations, Work Breakdown Structures (WBS), Integrated Master Plans, Integrated Master Schedules, and Program Management Plans. These plans will be used to support the sustainment of the command’s IT capabilities and IPTs that are initiated to conduct analysis.  All systems engineering documentation will conform to an industry standard (e.g. ISO or IEEE) that will be specified in each task. 

C.8.1.4 The contractor shall participate in the definition of architecture and core technologies for web services and the federation (authentication and authorization) of distributed METOC web nodes interfacing with the Naval Enterprise Oceanographic Portal. 



The contractor shall implement and manage the transfer of newly identified/developed technologies into the existing environment; examine architectural and interoperability issues; and identify and resolve Web service constraints.

C.8.1.5 The contractor shall support the identification and documentation of stakeholder requirements and translate them into functional, performance and technical requirements based on operational needs, attributes, performance parameters, and constraints.  

The Contractor shall ensure that requirements derived from user-specified capability needs are analyzed, decomposed, and functionally detailed across the system design. 

C.8.1.6 The contractor shall support requirements management activities by developing Systems and Software requirements, tracking requirements changes, and maintaining traceability of end-user needs to the system performance specification and ultimately the delivered capability, utilizing tools such as a Requirement Traceability Matrix.

C.8.1.7 The contractor shall assist government enterprise and solution architects with the development of architecture artifacts that comply with authoritative architecture frameworks (e.g. DoD Architecture Framework (DODAF).  This will include the development of as-is and to-be architectures with enterprise-wide and/or specific solution-level scope.  These artifacts shall include; items such as, the specification of capability, operational, services, systems, data & information, and standards viewpoints.  Further, these artifacts must be aligned with higher level architecture specifications as required by guidance (e.g. DON Enterprise Architecture (EA)).  The architecture artifacts shall demonstrate how user capability needs, identified as requirements, are allocated to lower level system elements, and include the development and maintenance of DODAF products required for DoD IT Portfolio Repository (DITPR)-DON certification.

C.8.1.8 The contractor shall provide ongoing support for risk, issue and opportunity management as described in the DoD Risk, Issue, and Opportunity Management Guide (RIOMG) for Defense Acquisition Programs – dated June 2015. This support entails planning, identification, analysis, handling and monitoring for risks, issues and opportunities.

C.8.1.9 The contractor shall support integration planning and interface management by documenting internal and external interface requirements and dependencies.  They shall help with developing Memoranda of Agreements (MOA) with external entities.  The contractor shall provide support for Joint Interoperability Test Command (JITC) interoperability certification or certification waiver, as appropriate, for COMNAVMETOCCOM programs of record. This support shall include development and maintenance of documentation required for certification or waiver submission, to include Information Support Plan (ISP) acquisition documents for IT and National Security Systems (NSS).

C.8.1.10 The contractor shall support implementation planning and creation of implementation plans for new development, maintenance, upgrades and life cycle replacement of COMNAVMETOCCOM 

systems, for example the A2 GIG nodes located at different COMNAVMETOCCOM sites (see Appendix B for a listing of projects and systems).  Design implementations shall be based on open (non-proprietary) standards and an open systems architecture or modular approach where possible.  The contractor shall support the development of System Design documents, Integration and Implementation Plans.

C.8.1.11 The contractor shall support verification activities during requirements analysis including how each requirement will be verified, the tasks and resources to complete the verification and resulting verification matrix, and supporting documentation such as a System Verification Plan.  Other activities include verifying that the system performs its intended functions and meets performance requirements.  The contractor shall support validation activities by developing System Validation Plans and validating the system meets end-user needs.  The systems and projects historically supported are listed in Appendix B.

C.8.1.12 The contractor shall support life-cycle planning by developing and maintaining system sustainment plans such as the Systems Integration Master Plan (SIMP) and System Lifecycle Sustainment Plan for Physical Battlespace Awareness – Command Center (PBA-CC) and COMNAVMETOCCOM command IT systems. The systems and projects historically supported are listed in Appendix B.

C.8.2 Estimated Level of Effort:  The table below indicates the Government’s historic level-of-effort profile for Functional Area #1 which is provided for a baseline point of reference. The number of estimated hours provided is “per year” for the base year and each of the four option periods. The anticipated places of performance have also been provided.

	Functional Area #1 Labor Category
	IT Cat. #
	Est  #Hrs/ Year
	On-Site Stennis Space Center
	On-Site Monterey, CA
	Off-Site
	Key

	Program Manager (covers all 4 Functional Areas)

	1
	480
	
	
	X
	X

	Project Manager 

	74
	960
	
	
	X
	

	Senior Project Manager

	75
	1920
	
	
	X
	X

	Systems Engineer (Senior)

	19
	12480
	
	
	X
	

	Technician  Associate
	31
	3840
	
	
	X
	

	Applications Systems Analyst/Programmer Senior

	36
	3840
	
	X
	X
	

	Applications Systems Analyst/Programmer (Associate)

	38
	3840
	
	X
	X
	

	Applications Systems Analyst/Programmer Intermediate

	37
	3840
	
	X
	X
	

	Applications Systems Analyst/Programmer Intermediate - (PBA-CC Support)

	37
	1920
	X
	
	
	

	Software Systems Engineer Lead  

	40
	3840
	
	
	X
	

	Software Systems Engineer Intermediate (Database)

	41a
	1920
	
	
	X
	

	System Architect/Enterprise Architect
	*
	960
	 
	
	X
	

	Software Systems Engineer Intermediate  

	41
	3840
	
	
	X
	

	Software Systems Engineer Lead
	41b
	1920
	
	
	X
	

	Software Systems Engineer (Remote Sensing)

	41c
	1920
	
	
	X
	

	Database Analyst/ Programmer Intermediate

	44
	3840
	X
	
	X
	

	Network System Administrator

	57
	7680
	
	
	X
	

	Quality Assurance Specialist

	62
	1920
	
	
	X
	

	Configuration Mgmt Specialist 

	65
	1920
	X
	
	
	

	Configuration Mgmt Specialist  
	67
	3840
	X
	
	
	

	Geographic Information Systems Analyst /Programmer  (Senior)
	145
	1920
	X
	
	X
	

	Geographic Information Systems Analyst /Programmer  
	146
	3840
	X
	
	X
	

	Geographic Information Systems Analyst 
	146
	1920
	X
	
	X
	

	Vulnerability/Threat Specialist

	130
	1920
	
	
	X
	



*- This Labor Category is not listed in the Information Technology Catalog

Additional Database Administrator (44) and Network System Administrator (57) Requirements:
The contractor personnel shall maintain the certifications necessary to comply with DoD Directive 8570.1, Information Assurance Workforce Improvement Program and Secretary of the Navy (SECNAV) instruction M-5239.2, Cyberspace Information Technology and cybersecurity workforce management and qualification manual.



Additional System Architect/Enterprise Architect (*) Requirements:

· 7 years of experience designing and implementing Java Enterprise applications
· 7 years of experience designing multi-tier web applications
· 5 years of experience programming applications to run in a web environment
· 5 years of experience managing servers in a virtual machine environment
· 5 years of experience working in a Linux environment

Certifications:  The System /Enterprise Architect must have an industry recognized certification, such as:

· Enterprise Architecture Center of Excellence (EACOE) Architect Certifications
· Enterprise Architect
· Senior Enterprise Architect
· Distinguished Enterprise Architect
· Enterprise Architecture Fellow
· Black Belt Certified Enterprise Architect (CEA)
· Federal Enterprise Architect (FEA)
· Certified SOA Architect
· Open CA Open Group Certified Architect
· Red Hat Certified Architect (RHCSA)
· Microsoft Certified System Engineer (MCSE)
· VMWare certified professional

C.8.3 PLACE OF PERFORMANCE:  On site – Government spaces at Stennis Space Center, and Monterey, CA.   

Off site –Contractor’s location.   

C.8.4 TRAVEL AND OTHER DIRECT COSTS (ODCs): 

C.8.4.1 Travel requirements are anticipated for this requirement. Estimated travel required is as follows, subject to change with requirements: 

	Description
	Est # of trips per year
	“TO” Location
	# Ktr Personnel
	Duration

	Program Meetings
	5
	Various Continental United States (CONUS) Sites including San Diego CA, Monterey CA, Washington DC  
	1 per trip, max; likely Labor categories 19, 36, and 40
	5 days



C.8.4.2 ODCs/ Materials –The contractor may be required to obtain limited materials associated directly to the required support. Examples of material obtained in the past include hardware for lab/test environments, software licenses and analytical tools. It is estimate the purchases will be less than $50,000 per year for FA #1.  All purchases must be approved in advance by the COR. Contractor shall be reimbursed for actual expenses plus general and administrative expenses.
    
C.8.5 ANTICIPATED DELIVERABLES:

	Number 
	Deliverable
	PWS Reference
	Due Date

	1
	Studies and Analyses
	C.8.1.2
	To be defined in Task Order

	2
	Plans (Systems Engineering, Project, Integrated Master Plans, Program Management)

	C.8.1.3
	To be defined in Task Order

	3
	Integrated Master Schedules
	C.8.1.3
	To be defined in Task Order

	4
	Concepts of Operations
	C.8.1.3
	To be defined in Task Order

	5
	Work Breakdown Structures (WBS)
	C.8.1.3
	To be defined in Task Order

	6
	Develop functional, performance and technical requirements

	C.8.1.5
	To be defined in Task Order

	7
	Develop Systems and Software requirements

	C.8.1.6
	To be defined in Task Order

	8
	Develop architecture artifacts
	C.8.1.7
	To be defined in Task Order







	9
	Planning, identification, analysis, handling and monitoring for risks, issues and opportunities


	C.8.1.8
	To be defined in Task Order

	10
	Various documentation (ex – Standard Operating Procedures, MOA, JITC)
	C.8.1.9
	To be defined in Task Order

	11
	Implementation plans
	C.8.1.10
	To be defined in Task Order

	12
	System Verification Plans and System Validation Plans

	C.8.1.11
	To be defined in Task Order

	13
	Systems Integration Master Plan (SIMP) and System Lifecycle Sustainment Plan

	C.8.1.12
	To be defined in Task Order

	14
	Monthly Report
	C.5
	5th day of the following month

	15
	Weekly Report

	C.5
	Wednesday

	16
	Post-travel summary

	C.5
	5th day after return from travel

	17
	Briefings, presentations, demonstrations

	C.5
	To be defined in Task Order

	18
	Meeting Minutes/Summaries
	C.5
	3rd business day after conclusion of event





C.9   FUNCTIONAL AREA #2 – SOFTWARE APPLICATION MAINTENANCE, SUSTAINMENT, ENHANCEMENTS, AND SOFTWARE ENGINEERING SUPPORT

C.9.1 The contractor shall provide the following support for Functional Area #2:

The following table outlines the primary environments used to support the software efforts for this functional area; although, other secondary environments may be used to support this function area. These target environments will vary based on application/system requirement.

	Operating Systems
	Microsoft, RHEL 

	Databases
	PostgreSQL, Oracle, MS SQL Server

	Web Applications Servers
	JBoss, Apache Tomcat, Apache

	Languages
	Java, C/C++, .Net (C#, Visual Basic), FORTRAN, Perl, Python, and PHP 



C.9.1.1 Provide software sustainment support to perform code modifications as required in response to patches/updates in systems/software components such as databases, web application servers, operating systems and languages/libraries used in software development.  

C.9.1.2 Provide software engineering support of emerging NAVMETOCCOM objectives related to Naval Oceanography.   The contractor shall conduct software design and development activities such as requirements analysis, software design, software implementation, software/system integration, test and evaluation, transition and deployment to produce quality software engineering of Navy METOC capabilities.   Implementation, integration, and integration testing will be conducted either at the contractor site or in a Navy integration environment.  Software implementation, software/system integration, testing, and evaluation will likely be performed in Navy beta and operational environment.  Acceptance testing will occur in Navy designated environments.

C.9.1.3 Provide software engineering support of emerging NAVMETOCCOM objectives related to Naval Oceanography mobile application capabilities.  The contractor shall provide Human Systems Integration (HSI) support in design, implementation and maintenance of same.  Examples of target platforms are Apple iOS and Android devices.

C.9.1.4 Perform software project management to ensure the application project's effort, cost, schedule, staffing, contracts, procurements, risks and other factors are sufficiently planned, managed and optimized throughout the software product life-cycle.  

[bookmark: _GoBack]C.9.1.5 Implement applicable software engineering standards as required to improve interoperability of data, products, and applications.  Standards include configuration guidelines for the targeted environment, security guidelines, and other engineering guidelines applicable to the application.  These standards help ensure consistency across the Navy METOC application portfolio.  Standards are provided by DISA, DON, NAVOCEANO, and FNMOC.  Specific applicable standards and guideline will be referenced in individual task orders.

C.9.1.6 Perform software requirements analysis, validation and documentation.  The government may request a requirements review to determine the quality and completeness to the software requirements.

C.9.1.7 Perform software requirements management which includes tracking, tracing and conducting change control activities throughout the application lifecycle.  Software requirements management ensures alignment between application requirements, work plans and work products.  High-level requirements will be tracked and managed as an Engineering Change Request (ECR) and the lower-level control activities will be tracked and managed at the project level. Functional configuration audits shall be performed to verify that the development of a configuration item has been completed satisfactorily, that the item has achieved the functional or quality attribute characteristics specified in the functional or allocated baseline, and that its operational and support documents are complete and satisfactory.  Physical configuration audits shall be performed to verify that a configuration item, as built, conforms to the technical documentation that defines and describes it.  Specific processes for submission and approval to Navy and site change control activities will be provided at task/project kick off.  These processes will cover changes for system/architecture changes. 

C.9.1.8 Perform software design practices to develop, document and review high-level and detailed-level software designs that provide the appropriate content not only for code implementation, but also for other phases of the product life-cycle such as modification, maintenance, sustainment, and installation.  Preliminary design reviews may be requested to determine the readiness of the design in terms of product capabilities and product architecture.  Detailed design reviews may be requested to determine the readiness of the design in terms of structure and capabilities of the product components.  Progression to next stage of development may not be granted until the design is approved.

C.9.1.9 Create work products of software analysis and design, such as entity relationship diagrams, data flow diagrams, structure charts, data structure diagrams, and pseudo code.  All software analysis and design artifacts shall be documented in a Software Design Description (SDD).

C.9.1.10 Performs systematic, disciplined, and quantifiable engineering practices for the code development and maintenance of cyber secure software applications.

C.9.1.11 Performs software verification activities to ensure that selected application work products meet their specified requirements.  Verification activities include the requirements reviews, design reviews, code reviews, and software readiness reviews per DISA's Application Security and Development STIG.

C.9.1.12 Performs software configuration management to establish and maintain the integrity of application requirements, design and source code baselines using configuration identification, configuration control, configuration status accounting, and configuration audits.  All project configuration 


items must be managed and controlled.  Contractor deliveries should originate from a configuration managed repository.

C.9.1.13 Provides system integration support for deployments of contractor software and documentation modifications.

C.9.1.14 Create and maintain software life cycle documentation to include documents such as project plans, requirements documents, design documents, interface documents, test plans/descriptions, test reports, user's/operator's manuals, and installation/configuration guides. 

C.9.1.15 Perform risk management to identify potential problems before they occur so that risk handling activities can be planned and invoked as needed across the application lifecycle to mitigate adverse impacts on achieving objectives.  Project risks should be documented and include mitigation strategies.  Risks with medium and high potential impacts should be documented and reported to the government as part of the periodic status reports.

C.9.1.16 Prepare and maintain work estimates used to plan and track work using approaches agreed upon by the government.  The contractor shall provide periodic status reports for the purpose to project tracking.

C.9.1.17 Establish and maintain a mechanism to ensure all application information are gathered and stored in a secure location.  Backup mechanisms are required to ensure no loss of operational data and capabilities. 

C.9.1.18 Establish and maintain scripts necessary to monitor various aspects of the application to allow awareness of any malfunctions that may exist with the application.   Related technologies may include Xymon and Hobbit.

C.9.1.19 Provide application portfolio management support to the Navy Functional Area Manager (FAM) for METOC/GI&S applications and systems.  This task includes providing the necessary DITPR-DON, MAAD, and DADMS registration and subsequent update information to the portfolio manager to perform the required Portfolio Management (PfM) activities. 

C.9.1.20 Assist with management and security of web services. The contractor shall assist with building web service interfaces.  

C.9.1.21 Evaluate software and science algorithms taking corrective actions as required, only when directed by government-issued Task Order.

C.9.1.22 Engineer web applications using current Web development technologies such as to Java EE, Web 2.0 (or greater), and .Net. 

C.9.1.23 Implement and/or support SOA efforts using current SOA technologies such as Simple Object Access Protocol (SOAP), Remote Procedure Call (RPC), Representational State Transfer (REST), and Web Services.

C.9.1.24 Provide software engineering support utilizing technologies such as: Java EE, .Net, JBoss (EAP6, AS5.1), STRUTS (2.x or above), Ozone Widget Framework, Microsoft Access (w/ Visual Basic), Ant, Maven, Subversion, Git, GeoServer, ESRI, PostgreSQL, Oracle, Java, C, C++, C#, FORTRAN, Python, PHP, and Perl.

C.9.1.25 Provide software engineering support for the geospatial enablement of METOC applications following the Open Geospatial Consortium (OGC) standards and NAVMETOCCOM specifications.  
Additionally, software engineering support shall include open source software solutions such as GeoServer, as well as, commercial software such as ESRI.

C.9.1.26 Provide open geospatial engineering support in the implementation of OGC Web Services (OWS) as an enterprise effort (consistent and distributed manner) directed at understanding emerging technology areas for the next-generation of web based interoperable geo-processing in support of the Naval Oceanography.

C.9.1.27 Obtain objective, reproducible and quantifiable measurements for information such as software use and software performance optimization.  Technologies related to these measures may include Splunk, JMeter, and AppDynamics Pro.

C.9.1.28 Work with and support Navy METOC personnel in ensuring that software design and development activities comply with federal, DoD, DoN, and NAVMETOCCOM policies including IA, cybersecurity and net-centricity (current policies/instructions and any successor policies/instructions).  The contractor shall deliver software that complies with all applicable DoD security configuration or implementation guides. This includes current and future Defense Information Systems Activity (DISA) Secure Technical Implementation Guides (STIGs).  Compliance is demonstrated via applicable STIG checklists. The primary software STIG is the Application Security and Development STIG, http://iase.disa.mil/stigs/app-security/app-security/Pages/index.aspx.











C.9.2 LEVEL OF EFFORT:  The table below indicates the Government’s historic level-of-effort profile for Functional Area #2 which is provided for a baseline point of reference. The number of estimated hours provided is “per year” for the base year and each of the four option periods. The anticipated places of performance have also been provided.

	
Functional Area #2 Labor Category
	IT Cat. #
	Est  #Hrs/ Year
	On-Site
Stennis Space Center
	On-Site Monterey, CA
	Off-Site
	Key

	Program Manager (covers all 4 Functional Areas)

	1
	480
	
	
	X
	X

	Senior Project Manager

	75
	5760
	X
	X
	X
	

	Applications System Analyst/Programmer (Lead)

	35
	5760
	X
	X
	X
	

	Applications System Analyst/Programmer (Senior)

	36
	11520
	X
	X
	X
	X 

	Applications System Analyst/Programmer (Intermediate) – see below for additional experience requirement
	37
	19200
	X
	X
	X
	

	Applications System Analyst/Programmer (Associate)

	38
	11520
	X
	X
	X
	

	Database Analyst/Programmer (Senior)

	43
	5760
	X
	X
	
	X

	Database Analyst/Programmer (Intermediate)

	44
	5760
	X
	X
	X
	

	Information Assurance Systems Specialist (Senior)

	116
	1920
	
	
	X
	

	Vulnerability/Threat Specialist

	130
	1920
	
	
	X
	

	METOC Subject Matter Expert Intermediate

	32
	1920
	
	X
	X
	

	METOC Subject Matter Expert 

	32
	1920
	
	X
	X
	

	System Architect/Enterprise Architect

	*
	960
	 
	
	X
	



*- This Labor Category is not listed in the Information Technology Catalog

Additional Applications Systems Analyst/Programmer (Intermediate) (37) Requirements:

· 3 years of  experience programming Java
· 3 years of  experience programming applications to run in a web environment
· 3 years of experience managing servers in a virtual machine environment
· 5 years of experience working in a Linux environment
· 3 years of experience using SubVersion source code repository

Additional System Architect/Enterprise Architect (*) Requirements:

· 7 years of experience designing and implementing Java Enterprise applications
· 7 years of experience designing multi-tier web applications
· 5 years of experience programming applications to run in a web environment
· 5 years of experience managing servers in a virtual machine environment
· 5 years of experience working in a Linux environment

Certifications:  The System /Enterprise Architect must have an industry recognized certification, such as:

· Enterprise Architecture Center of Excellence (EACOE) Architect Certifications
· Enterprise Architect
· Senior Enterprise Architect
· Distinguished Enterprise Architect
· Enterprise Architecture Fellow
· Black Belt Certified Enterprise Architect (CEA)
· Federal Enterprise Architect (FEA)
· Certified SOA Architect
· Open CA Open Group Certified Architect
· Red Hat Certified Architect (RHCSA)

Additional METOC SME (32) Requirements:

· METOC SMEs shall have professional level experience in one of the following fields:  
· Numerical Weather Prediction and Oceanographic modeling, or 
· Oceanographic and Meteorological sciences.

C.9.3 PLACE OF PERFORMANCE: On site – Government spaces at Stennis Space Center and Monterey, CA. 

Off site –Contractor’s location.

C.9.4 TRAVEL:  Travel is anticipated for this requirement as indicated below. Additional trips may be added based upon requirements. 
	Description
	Est # of trips per year
	“TO” Location
	# Ktr Personnel
	Duration

	Technical Exchange Meetings
	4
	CONUS locations (most likely San Diego, CA; Monterey, CA; Washington, DC)
	1
	5 Days












C.9.5 ANTICIPATED DELIVERABLES:

	Number 
	Deliverable
	PWS Reference
	Due Date

	19
	Software Support/code modifications
	C.9.1.1
	To be defined in Task Order

	20
	Software design and development
	C.9.1.2
	To be defined in Task Order

	21
	HSI design, implementation and maintenance



	C.9.1.3
	To be defined in Task Order

	22
	Software requirements analysis and recommendations
	C.9.1.6
	To be defined in Task Order

	23
	Functional and physical configuration audits
	C.9.1.7
	To be defined in Task Order

	24
	Preliminary and detailed design reviews
	C.9.1.8
	To be defined in Task Order

	25
	Software Design Description (software analysis and design artifacts) 
	C.9.1.9
	To be defined in Task Order

	26
	Software Verification
	C.9.1.11
	To be defined in Task Order

	27
	Software lifecycle documentation
	C.9.1.14
	To be defined in Task Order

	28
	Various documentation 
	C.8.1.9
	To be defined in Task Order

	29
	Project Risk Assessments
	C.9.1.15
	To be defined in Task Order



	30
	Periodic Status Reports
	C.9.1.15/C.9.1.16
	To be defined in Task Order

	31
	Monthly Report
	C.5
	5th day of the following month

	32
	Weekly Report

	C.5
	Wednesday

	33
	Post-travel summary




	C.5
	5th day after return from travel

	34
	Briefings, presentations, demonstrations


	C.5
	To be defined in Task Order


	35
	Meeting Minutes/Summaries
	C.5
	3rd business day after conclusion of event

	36
	Configuration Management Plan
	C9.1.7
	To be define in Task Order

























C.10   FUNCTIONAL AREA #3 – PROVIDE DATA ARCHITECTURE, SERVICES, DATA MODELING, AND DATA ADMINISTRATION SUPPORT 

C.10.1 The following support is required for Functional Area #3:

C.10.1.1 The contractor shall support individual and sets of integrated net-centric and data-centric services to support ingestion and dissemination of data and customized knowledge products to meet COMNAVMETOCCOM’s objectives for network-centric warfare.  Examples of net-centric services include services such as NMDSF, Joint METOC Broker Language (JMBL) services and OGC Services.  Example technology stacks used in deployment of net-centric services include Geoserver and ESRI.

C.10.1.2 The contractor shall provide support to standards, controlled vocabularies, models, and service interfaces jointly defined by the METOC Community of Interest (COI). Examples include the JMBL, JMCDM, the Joint METOC Taxonomy, the Master Parameter list, the METOC Metadata Vocabulary and jointly defined profiles of the OGC specifications. The applicable METOC data exchange standards can be found in the DOD Data Services Environment registry The contractor shall coordinate and submit Navy inputs and changes of same to incorporate new entities and standard data element definitions to meet Navy data requirements and support submissions of same to the DoD Data Service Environment (DSE).  The contractor shall schedule and facilitate Navy modeling activities approximately 12 times per year to update these jointly defined artifacts.  

C.10.1.3 The contractor shall implement individual and integrated sets of net-centric services based on applicable technical and domain standards (e.g. data, interface, encoding) as required to improve and support interoperability of data, products, and services, including those defined or adopted by the Joint METOC COI. Successful net-centric service implementations will pass technical review by CNMOC N6 with no rework required, Services may be developed remotely or at government sites. 

C.10.1.4 The contractor shall perform analysis, design, implementation, integration, and testing functions and document the same to produce quality net-centric services for establishing and maintaining COMNAVMETOCCOM’s Service Oriented Architecture (SOA).   

C.10.1.5 The contractor shall provide data management support to the Navy Functional Data Manager (FDM) for METOC/GI&S for COMNAVMETOCCOM.  Representative examples of this support are the use and management of databases, the understanding of computing and communications infrastructures, and/or the preparation and maintenance of data architectures.

C.10.1.6 The contractor shall analyze, define, and construct conceptual, logical, and physical data models for storage, management, and dissemination of GI&S data.  The contractor shall implement features and required metadata identified in applicable data models into relational databases.

C.10.1.7 The contractor shall identify and assist in solutions for cost, schedule and performance efficiencies and improvements to data architecture, services, modeling, and administration.  In addition, the contractor shall assist in providing solutions for said efficiencies to data management involving all applicable data management technologies (e.g. relational database, file based systems, object-based systems, geospatial database systems). The contractor shall ensure that data management solutions can dynamically scale to meet customer demand.  The contractor shall provide performance efficiencies such as optimization and virtualization of services. The contractor shall provide technical solutions that improve usability and effectiveness of METOC data products. The contractor shall record operational procedures and limitations to maintain and improve operations documentation. Cloud-based solutions are not currently in use but could be in the future.
C.10.1.8 The contractor shall provide technical, functional and administrative support for the collection, analysis and visualization of metrics utilizing technology such as Splunk.

C.10.1.9 The contractor shall produce, attribute, archive, and convert high-resolution imagery to support production and enhancement of databases and net-centric GI&S services such as PostgreSQL/PostGIS/Oracle and Geoserver and ESRI based services. The contractor shall ensure the databases and net-centric services will support the use of images of greater resolution than are presently available.

C.10.1.10 The contractor shall evaluate, plan, and comply with DoD Metadata standards and METOC domain standards and profiles which can be found in the DOD Standards Registry (DISR), the DoD Data Services Environment (DSE) and the Joint METOC Board Data Management Working Group web site.

C.10.1.11 The contractor shall provide technical and functional support to COMNAVMETOCCOM in representing Navy METOC views at DoD METOC collaborative sessions as the sole Navy METOC representative and in conjunction with Navy METOC government personnel.   The contractor cannot commit the government to action but will present METOC subject matter expertise as well as information technology expertise.

C.10.1.12 The contractor shall provide geospatial database design, maintenance and administration support. Representative examples of this support are:

· Maintain, enhance, and optimize application program interface (API) extraction, load, and Graphical User Interface software as required.
· Mapping data structures, entities, and attributes to user application software and web services.
· Writing and correcting problems with user SQL statements to query the Relational Database Management Systems (RDBMS).
· Transition database software as necessary to accommodate hardware and software upgrades.  
· Examples of geospatial databases include DWH, Surf Eagle GISP, NGDS database,   NAVOCEANO JMBL Web Services database, FLENUMMETOCCEN METOC GIS database, FLENUMMETOCCEN Come And Get It Product Services CAGIPS database, FLENUMMETOCCEN observations database.  Examples of Database Management Systems (DBMS) software include Oracle, PostgreSQL and MySQL.  
· Examples of spatial indexing capabilities include ESRI Spatial Database Engine  SDE and PostGIS.

C10.1.13 The contractor shall provide technical and functional support for data science efforts such as Big Data Methods and Analytics.

C10.1.14 The contractor shall provide review and evaluation report of Open and METOC Domain Interoperability Standards approximately 12 times per year.

C.10.1.15 The contractor shall evaluate technologies associated with design, implementation and maintenance of net-centric services and report cost, schedule and risk of same approximately 3 times per year.

C.10.1.16 The contractor shall provide support in the application of cloud technology in private and public data centers.

C.10.1.17 The contractor shall provide enterprise level technical and administrative support in ensuring compliance with command net-centric services policy.  Examples include technical review and critique of net-centric service design as well as evaluation and tracking of service compliance to command policy such as, COMNAVMETOCCOM Instruction 5231.1.   Instructions and directives are subject to revision, cancellation, or replacement.  Any successor guidance/policy/instructions shall apply.

C.10.1.18The contractor shall provide the capability to create web-based, distributed applications that compose infrastructure components/services, distributed application and data services, and externally provided cloud services into a cohesive system that operates effectively, efficiently and securely in a web-based deployment environment.

C.10.1.19 The contractor shall provide the capability to create independent and/or embedded knowledge management capabilities into Tasking, Collections, Processing, Exploitation, Dissemination (TCPED) (formerly known as Battlespace On Demand (BonD)) production and analysis processes in order to support the broad leverage of key intellectual capital.










C.10.2 LEVEL OF EFFORT:  The table below indicates the Government’s historic level-of-effort profile for Functional Area #3 which is provided for a baseline point of reference. The number of estimated hours provided is “per year” for the base year and each of the four option periods. The anticipated places of performance have also been provided.
	Functional Area #3 Labor Category
	IT Cat. #
	Est  #Hrs/ Year
	On Site Stennis Space Center
	On Site  Monterey, CA
	Off-Site
	Key 

	Program Manager (covers all 4 Functional Areas)

	1
	480
	
	
	X
	X

	Project Manager
	75
	160
	
	
	X
	X

	Applications Systems Analyst/Programmer (Intermediate) - 

	37
	5760
	
	
	X
	

	Applications Systems Analyst/Programmer (Senior)  - SOA Certified Professional
	36
	5760
	X
	X
	X
	X

	Applications Systems Analyst/Programmer (Senior)

	36
	5760
	X
	X
	X
	

	Applications Systems Analyst/Programmer (Lead)

	35
	200
	X
	
	X
	

	Database Manager/Administrator

	42
	5760
	X
	X
	X
	X

	Geographic Information Systems Analyst/Programmer

	146
	5760
	X
	X
	X
	X

	Data Scientist/Engineer (Intermediate)

	150
	960
	X
	
	X
	

	Knowledge Management (Lead)

	148
	120
	X
	
	X
	

	METOC Subject Matter Expert

	32
	60
	
	
	X
	

	Knowledge Management (Specialist)

	149
	480
	X
	
	X
	

	Vulnerability/Threat Specialist

	130
	1920
	
	
	X
	



Additional METOC SME (32) Requirements:

· METOC SMEs shall have professional level experience in one of the following fields:  
· Numerical Weather Prediction and Oceanographic modeling, or 
· Oceanographic and Meteorological sciences.

C.10.3 PLACE OF PERFORMANCE:  On site – Government spaces Stennis Space Center, and Monterey, CA. 

Off site – at the Contractor’s location.

C.10.4 TRAVEL:  Travel is anticipated for this requirement as indicated below. Additional trips may be added based upon requirements.

	Description
	Est # of trips per year
	“TO” Location
	# Ktr Personnel
	Duration

	Program Meetings
	4 
	Various CONUS sites including: 
Offutt Air Force Base, Nebraska
FNMOC Monterey, CA Washington D.C.

	1
	5 Days







C.10.5 ANTICIPATED DELIVERABLES:

	Number 
	Deliverable
	PWS Reference
	Due Date

	36
	Schedule and facilitate modeling and controlled vocabulary activities
	C.10.1.1
	12x per year

	37
	Update jointly defined artifacts
	C.10.1.1
	12x per year

	38
	Net-centric service implementation
	C.10.1.3
	To be defined in Task Order

	39
	Develop analysis, design, implementation , integration and testing documentation
	C.10.1.4
	To be defined in Task Order

	40
	Data/Systems Architecture Diagrams

	C. 10.1.5
	To be defined in Task Order

	41
	Conceptual, logical and physical data models


	C.10.1.6
	To be defined in Task Order

	42
	Efficiency and Optimization solutions
	C.10.1.7
	To be defined in Task Order

	43
	Web-accessible metrics dashboards
	C.10.1.8
	To be defined in Task Order

	44
	Produce, attribute, archive and convert high-resolution imagery. 




	C.10.1.9
	Continuous

	45
	Report on Open and METOC Domain Interoperability standards
	C.10.1.14
	12 x per year


	46
	Net-centric services cost, schedule and risk report
	C.10.1.15
	3x per year

	47
	Monthly Report
	C.5
	5th day of the following month

	48

	Weekly Report
	C.5
	Wednesday

	49


	Post-travel summary
	C.5
	5th day after return from travel

	50
	Briefings, presentations, demonstrations

	C.5
	To be defined in Task Order

	51
	Meeting Minutes 
	C.5
	3rd business day following conclusion of event





















C.11   FUNCTIONAL AREA # 4 – NAVAL OCEANOGRAPHY WEB-BASED DISTRIBUTION

C.11.1 NAVY ENTERPRISE PORTAL – OCEANOGRPAHY (NEP-OC) SUPPORT

The objective outcome of this tasking is the realization of incremental improvements and extensions to the currently fielded NEP-Oc version1.3 (version 2.0 is going through the deployment process) and the potential evolution to a catalog service. The NEP-Oc Product-Line supports publication, discovery, dissemination of oceanographic data and services and ultimately dynamic integration of the data and services with providers and consumers.  Support is restricted to the unclassified instance of NEP-Oc.

Naval Oceanography Web-based Distribution is realized by two things:

1. A distributed computing environment, i.e. autonomous computers working seamlessly together to deliver enterprise capability, for all METOC data products and services. The distributed computing environment :  
· Enables virtual integration of distributed repositories using a common Machine to Machine  M2M publishing scheme and common Human to Machine H2M presentation, navigation, and interaction mechanism
· Assures loosely-coupled access for consumers (provider location/id transparency and platform independence)
· Assures effective access (meets minimal performance and quality criteria) for targeted consumers; i.e., well-connected and connection-challenged user end points
· Supports the net-centric mechanisms that make these assets discoverable, visible, and understandable 

2. Development, testing  and deployment of A suite of capabilities which includes:
· applications and supporting M2M Services to realize publication and discovery of web-accessible assets (apps, M2M services, and data products)
· applications and M2M Services that support the organization, access, viewing, and common manipulation/combination functions of METOC information products
· a common User Interface (UI) framework for the applications to support common look and feel and application-to-application integration

[bookmark: PD000006]C.11.1.1 The following support is required for Functional Area #4

C.11.1.2 The contractor shall implement applicable software engineering standards and industry best standards as identified by the government representative to improve interoperability of data, products, and applications. Examples of standards, best practices and supporting technologies historically used include:
· Agile Scrum, Subversion for configuration management
· Service Oriented Architecture (SOA)
· Continuous Integration (e.g., Jenkins CI)
· DoDAF 2.0 enterprise architecture
· Portable and automated software testing for web applications (e.g., Selenium IDE)
· Web servers and application servers (e.g., Apache HTTP server, Microsoft Internet Information Server, Tomcat, JBOSS) 
 
C.11.1.3 The contractor shall evaluate software and recommend design changes as well as new products and technologies.

C.11.1.4 The contractor shall implement user stories/taskings and address defects in the priority identified by the Government product owner. The contractor will be responsible for ensuring code updates and software patches for the current NEP-Oc Product Line or future web-based, distributed capabilities are released to the appropriate environment (e.g., Alpha, Beta, OPs) in the appropriate order based on current guidance (e.g., FLENUMETOCCEN Instruction 5234.2G).Since the contractor cannot have access to all systems, the contractor will work closely with Web Administrators, Data Base Administrators, System Administrators, and Network specialists at the host site, currently Fleet Numerical Meteorology and Oceanography Center,  to ensure timely updates to the appropriate environments.  

C.11.1.5 The contractor shall provide content integration support to operational customers.

C.11.1.6 The contractor shall provide troubleshooting of operational system in the event system availability is impacted.  Since this is an operational system, support may be required outside of normal business hours. Examples of events that have occurred include:
· Servers go down unexpectedly
· All user accounts get locked
· System behavior is abnormal

C.11.1.7 The contractor shall support current and future metadata capabilities within the currently implemented NEP-Oc Product line and any future web-based, distributed solutions.
Examples of metadata standards historically used include:
· NMIS 2.x and DoD standard metadata guidance
· Geospatial and DoD metadata standards for search and discovery (e.g. Federal Geographic Data Committee (FGDC), ISO19115, ISO19119; Defense Discovery Metadata Standard (DDMS)

C.11.1.8 The contractor shall provide support for integration efforts supporting future Navy capabilities. Support may include, design consultations, coding, defect diagnosis, and testing. Examples of capabilities historically supported include:
· NITES-Next
· Physical Battlespace Awareness – Command Center (PBA-CC)

C.11.1.9 The contractor shall support implementation of a geographic failover capability. Support may include design consultations, coding, defect diagnosis, testing, and system administration based on requirements provided by government representatives. 
 
C.11.1.10 The contractor shall provide onsite Oceanography portal support at key locations under COMNAVMETOCCOM. The portal currently exists and is located at FNMOC. Support may be required at a geographic a failover site once such a site is established.

C.11.1.11 The contractor shall work within METOC configuration management practices to implement, integrate, install, test, and maintain software systems. Practices include to centralized version control and coding standards specified by the NEP-Oc Enterprise Manager for the Web and distributed application/service development.

C.11.1.12 The contractor shall support current and future data services capabilities within the currently fielded NEP-Oc Product-Line as well as any future suite of web-based, distributed capabilities. The contractor shall ensure all services developed can serve multiple requests from multiple clients, without performance issues. The currently fielded portal has well over 1000 active NIPR and SIPR users world-wide.  Examples of OGC standards historically used include:
· Web Map Services (WMS)
· Web Feature Services (WFS)
· Web Coverage Services (WCS)
· Web Processing Services (WPS)
· Catalog Services for the Web (CSW)

C.11.1.13 The contractor shall create and/or maintain documentation to support deployment and maintenance. Examples of documents historically generated/maintained include as an example: 
· entity relationship diagrams
· data flow diagrams
· structure charts
· data structure diagrams
· Design document
· Application Configuration Guide
· Test and use cases
· Regression test suite
· Application STIG Assessment
· Technical Release Notes
· System Administrator’s Guide
· User Guides/Standard Operating Procedures

C.11.1.14 The contactor shall ensure software will operate in a distributed computing environment that includes primary sites at FLENUMMETOCCEN and NAVOCEANO; and data/product/service provider sites within the Navy Oceanography Enterprise.
  
C.11.1.15 The contractor shall ensure that all integration software shall be developed to operate within a well-integrated suite of middleware technologies based upon open standard interfaces and implementations. Examples of technologies historically used include:
· JAVA/JDK (7 or higher)
· PostgreSQL Database and PostGIS extension
· Liferay
· Ozone Widget Framework 
· Forgerock OpenAM

C.11.1.16 All commercial-off-the-shelf software (COTS) used for both development and operational deployment must be on the DADMS approved list of applications.  The contractor may be required to obtain limited materials associated directly with the required support.  Subsequent licensing and maintenance will be paid by the government.

C.11.1.17 The contactor shall ensure that all modules, libraries, and files written conform to the coding standards specified by the NEP-Oc Enterprise Manager for Web and distributed application/service development. Coding standard historically used: 
Coding Standard https://google.github.io/styleguide/javaguide.html

C.11.1.18 The contactor shall provide DoDAF 2.0 architecture products in support of current or future architecture concepts (e.g., Federated Single Sign On) in alignment with best architecture practices and target Navy Oceanography enterprise architectures. 
 
C.11.1.19 The contractor shall work with and support COMNAVMETOCCOM personnel in ensuring software design and development activities comply with federal, DoD, DON, and COMNAVMETOCCOM policies including IA and net-centricity (current instructions and any successor instructions). Deliverables must comply with all applicable DoD security configuration or implementation guides. This includes current and future DISA STIGs. 

C.11.1.20 The contractor shall provide Human Systems Integration (HSI) and Human Factors Engineering (HFE) technical expertise to assess the current NEP-Oc product lines and future web-based distributed solutions for supportability of accessibility, usability, user needs and lessons learned.   This support includes application interface design and usability of user documentation.

C.11.1.21 The majority of work will be performed at the contractor facility and hardware will not be provided. 

C.11.1.22 The contractor shall participate in the definition of architecture and core technologies for web services and the federation (authentication and authorization) of distributed METOC web nodes interfacing with the Naval Enterprise Oceanographic Portal. The contractor shall implement and assist with the transfer of newly identified/developed technologies into the existing environment; examine architectural and interoperability issues; and identify and resolve Web service constraints.

C.11.2 COMNAVMETOCCOM SYSTEM ADMINISTRATION TASKING:

C.11.2.1 The contractor shall provide integration support at the primary host site for the current NEP-Oc Product Line and future web-based, distributed solutions. Support historically provided includes:
· IA Finding Remediation
· Maintaining currency with IA requirements as new guidance/instruction/policy issued and implemented
· Deployment of current NEP-Oc Product line and future web-based, distributed capabilities
· Performance testing (examples of test methodologies include: Load Testing, Stress Testing, Endurance Testing, Spike Testing, Configuration Testing, and Isolation Testing)
· Performance tuning (for example, determining and documenting recommended settings to obtain optimal performance from the system/system components)
· Analysis and evaluation of Infrastructure Issues

C.11.2.2 The contractor shall provide for analysis, evaluation and maintenance of middleware supporting the current NEP-Oc Product Line and future web-based, distributed capabilities. Required changes shall be documented accordingly.

C.11.2.3 The contractor shall provide system support for the current NEP-Oc Product Line and future web-based, distributed capabilities as needed. Support examples include troubleshooting, restarting of servers or services. The contractor shall coordinate with the help desk provider as needed.  Since the contractor cannot have access to all systems, the contractor will work closely with Data Base Administrators, System Administrators, and Network specialists at the host site.

C.11.2.4 The contractor shall coordinate with the help desk entity with customer support issues to include, system restarts and account/password management issues. Since this is an operational system, the contractor may receive calls outside of normal working hours. Historically, calls for support outside of normal working hours have happened 3-5 times per year. Examples of events that have occurred include:
•	Servers go down unexpectedly
•	All user accounts get locked
•	System behavior is abnormal










C.11.3 LEVEL OF EFFORT:  The table below indicates the Government’s historic level-of-effort profile for Functional Area #4 which is provided for a baseline point of reference. The number of estimated hours provided is “per year” for the base year and each of the four option periods. The anticipated places of performance have also been provided.

	Functional Area #4 Labor Category
	IT Cat. #
	Est  #Hrs/ Year
	On Site Stennis Space Center
	On Site Monterey, CA 
	Off Site
	Key

	Program Manager (covers all 4 Functional Areas)

	1
	480
	
	
	X
	X

	Senior Project Manager

	75
	1920
	
	
	X
	X

	METOC Subject Matter Expert 

	32
	960
	
	
	X
	

	METOC Subject matter Expert –Intermediate

	32
	960
	
	
	X
	

	Applications Developer (Entry Level/ Associate) 
 
	38
	1920
	
	
	X
	

	Applications Developer (Intermediate)
 
	37
	 9600
	
	
	X
	

	Applications Developer (Senior)
	36
	1920
	
	


X
	
	


X



	Applications Developer (Senior)


	36
	1920
	
	
	X
	



	Software Systems Engineer (Lead)
	40
	960
	
	
	X
	

	Network Systems Administrator (Intermediate) - see below for additional experience requirements

	58
	3840
	X
	
	X
	

	Consultant -Certified Scrum Master 
 
	77
	960
	
	
	X
	

	Test Engineer (Associate)  

	70
	1920
	
	
	X
	

	Web Designer


	136
	960
	
	
	X
	

	Vulnerability/Threat Specialist

	130
	1920
	
	
	X
	



Additional Network Systems Administrator (58) requirements: 

· The contractor personnel shall maintain the certifications necessary to comply with DoD Directive 8570.1, Information Assurance Workforce Improvement Program and Secretary of the Navy (SECNAV) instruction M-5239.2, Cyberspace Information Technology and cybersecurity workforce management and qualification manual.

Additional METOC SME (32) Requirements:

· METOC SMEs shall have professional level experience in one of the following fields:  
· Numerical Weather Prediction and Oceanographic modeling, or 
· Oceanographic and Meteorological sciences.

C.11.4 PLACES OF PERFORMANCE:  
On site – Government spaces at Stennis Space Center, and Monterey, CA.   

Off site – Contractor’s location.


C.11.5 TRAVEL: Travel is anticipated for this requirement as indicated below. Additional trips may be added based upon requirements. Person(s) traveling will be identified at the time of travel.

	Description
	# of trips per year
	“TO” Location
	# Ktr Personnel
	Duration

	 Program meetings
	2
	Monterey, CA
	2
	5 days



C.11.5.2 ODCs/ Materials – The contractor may be required to obtain limited materials associated directly to the required support. Examples of material obtained in the past include hardware for lab/test environments, software licenses and analytical tools. All purchases must be approved in advance by the COR. Contractor shall be reimbursed for actual expenses plus general and administrative expenses. The estimated annual cost is less than $50K per year for FA #4.

C.11.6 ANTICIPATED DELIVERABLES:

	Number 
	Deliverable
	PWS Reference
	Due Date

	52
	Document evaluation of software and recommended design changes

	C.11.1.1
	To be defined in Task Order

	53
	Collect and document user stories

	C.11.1.4
	To be defined in Task Order

	54
	Create and release patches and fixes
	
	To be defined in Task Order

	55
	DoDAF 2.0 architecture products

	C.11.1.2
	To be defined in Task Order

	56
	Sprint Retrospective

	C.11.1
	To be defined in Task Order

	57
	Deployment Instructions

	C.11.1
	To be defined in Task Order

	58
	User Guides


	C.11.1
	To be defined in Task Order

	59
	Code reviews

	C.11.1
	To be defined in Task Order

	60
	Monthly report
	C.5
	To be defined in Task Order

	61
	Weekly Report

	C.5
	Wednesday

	62
	Post-travel summary
	C.5
	5th day after return from travel

	63
	Briefs, Demonstrations and Presentations

	C.5
	To be defined in Task Order

	64
	Meeting minutes/summaries

	C.5
	3rd business day following conclusion of event

	65
	Information Assurance mitigation or problem resolution documentation
	C.11.2.1
	To be defined in Task Order

	65
	Deployment of current NEP-Oc Product line and future web-based, distributed capabilities
	C.11.2.2-.3
	To be defined in Task Order

	67
	Performance testing
	C.11.2.1
	To be defined in Task Order. These types of tests may be done once a year or as needed if system performance becomes an issue.







	68
	Performance Tuning

	C.11.2.1
	To be defined in Task Order. These types of tests may be done once a year or as needed if system performance becomes an issue.

	69
	Trouble-shooting and recovery of operational system
	C.11.1.6
	Response time to be defined in Task Order.



C.12 ORGANIZATIONAL CONFLICT OF INTEREST:

C.12.1 POTENTIAL FOR ORGANIZATIONAL CONFLICT OF INTEREST:

The Contractor may be subject to Organizational Conflict of Interest (OCI) restrictions due to impaired objectivity.  In the course of working on the effort described herein, the Contractor 1) shall participate in the definition of architecture and core technologies for web services and the federation (authentication and authorization) of distributed METOC web nodes interfacing with the Naval Enterprise Oceanographic Portal and 2) may be exposed to or work with software products, to include source code and proprietary data, of industry competitors.  
  
C.12.2 ORGANIZATIONAL CONFLICT OF INTEREST SAFEGUARDS:

The Contractor shall adopt adequate safeguards to ensure objectivity when working with, analyzing and recommending its own products or services or those of a competitor.  The Contractor shall clearly identify the ownership of all products or services recommended for procurement in reports, presentations, and briefing which provide such recommendations.

To the extent work to be performed under this task order requires access to proprietary data of other companies; the Contractors must enter into agreements with such other companies which set forth procedures deemed adequate by those companies.

Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 
(July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  

INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded
to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc. ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

(end text)

Enterprise Contractor Manpower Reporting Application (ECMRA) (updated 5/12/16)
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract for the [NAMED COMPONENT] via a secure data collection site. Contracted services excluded from reporting are based on Product Service Codes (PSCs). The excluded PSCs are:

(1) W, Lease/Rental of Equipment; 
(2) X, Lease/Rental of Facilities; 
(3) Y, Construction of Structures and Facilities; 
(4) D, Automatic Data Processing and Telecommunications, IT and Telecom- Telecommunications Transmission (D304) and Internet (D322) ONLY;
(5) S, Utilities ONLY; 
(6) V, Freight and Shipping ONLY. 

The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30. While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year. Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

The notice of availability of funds issued pursuant to this clause will be posted to the NAVSUP Fleet Logistics Center (FLC) Norfolk web page at: http://www.navsup.navy.mil/navsup/ourteam/navsupgls/prod_serv/contracting/con_navsupflcn.

(end text)
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	[image: ]Application Name
	Acronym
	Version
	Type

	ACOUSTIC DATA ACQUISITION AND ANALYSIS SYSTEM FOR T-AGS
	ADAAS FOR TAGS
	3.2
	GOTS 

	ACOUSTIC MODEL APPLICATIONS PROJECT
	AMAP
	1.4.1
	GOTS 

	ACOUSTIC REACHBACK CELL TOOLS
	ARBC TOOLS
	1.2
	GOTS 

	ACOUSTIC SYSTEM PERFORMANCE MODEL
	ASPM
	6.3
	GOTS 

	ACOUSTIC SYSTEM PERFORMANCE MODEL
	ASPM
	6.2A
	GOTS 

	ADMIRALTY DIGITAL CATALOGUE
	ADC
	1.8
	COTS 

	ADMIRALTY TOTAL TIDE
	TOTAL TIDE
	2016
	COTS 

	ADVANCED CLIMATE ANALYSIS AND FORECASTING
	ACAF
	3
	GOTS 

	ADVANCED PROPAGATION MODEL
	APM
	2.5.04
	GOTS 

	ADVANCED REFRACTIVE EFFECTS PREDICTION SYSTEM
	AREPS
	4.1
	GOTS 

	ADVANCED REFRACTIVE EFFECTS PREDICTION SYSTEM
	AREPS
	3.6
	GOTS 

	ADVANCED WEATHER INTERACTIVE PROCESSING SYSTEM II
	AWIPS II
	14.3
	GOTS 

	AGISOFT PHOTOSCAN
	PHOTOSCAN
	1.1.6
	COTS 

	AIS DECODER
	AIS DECODER
	4
	COTS 

	ALTIMETER DATA FUSION CENTER
	ADFC
	1
	GOTS 

	AMBIENT NOISE DB ACCESS ROUTINES
	ANDBAA
	1
	GOTS 

	AMBIENT NOISE MAP GENERATOR
	AN MAP GEN
	1
	GOTS 

	AMSR-2-JAXA
	JAXA
	2
	GOTS 

	APPLANIX POS-MV CONTROLLER
	POS-MV CONTROLLER
	5.8
	COTS 

	APPLANIX POSPAC MOBILE MAPPING SUITE
	POSPAC MMS
	7
	COTS 

	APPLANIX POSPAC MOBILE MAPPING SUITE
	POSPAC MMS
	7.1
	COTS 

	ASEPS TRANSMISSION LOSS MODEL
	ASTRAL
	5.1A
	GOTS 

	ATMOSPHERIC ACOUSTIC PROPAGATION
	AAP
	3
	GOTS 

	AUTOMATED OBSERVATION SYSTEM
	AOS
	2.4
	COTS 

	AUTOMATED OBSERVATION SYSTEM
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	NAVY AEROSOL ANALYSIS AND PREDICTION
	NAAPS
	1.1
	GOTS 

	NAVY ATMOSPHERIC VARIATIONAL DATA ASSIMILATION SYSTEM - AEROSOL OPTICAL DEPTH
	NAVDAS-AOD
	1
	GOTS 

	NAVY COASTAL OCEAN MODEL (REGIONAL)
	R-NCOM
	1
	GOTS 

	NAVY COUPLED OCEAN DATA ASSIMILATION SYSTEM
	NCODA
	3.5
	GOTS 

	NAVY ENTERPRISE PORTAL - OCEANOGRAPHY (NIPR)
	NEP-OC (NIPR)
	WEBSITE
	GOTS 

	NAVY ENTERPRISE PORTAL - OCEANOGRAPHY (PUBLIC FACING)
	NEP-OC (PUBLIC FACE)
	WEBSITE
	GOTS 

	NAVY ENTERPRISE PORTAL - OCEANOGRAPHY (SIPR)
	NEP-OC (SIPR)
	WEBSITE
	GOTS 

	NAVY GLOBAL ENVIRONMENTAL MODEL
	NAVGEM
	1.2
	GOTS 

	NAVY GLOBAL ENVIRONMENTAL MODEL
	NAVGEM
	1.3
	GOTS 

	NAVY METOC DATA SERVICES FRAMEWORK
	NMDSF
	WEB
	GOTS 

	NAVY OPERATIONAL GLOBAL ATMOSPHERIC PREDICTION SYSTEM STATISTICS
	NOGSTAT
	1.23
	GOTS 

	NCAR COMMAND LANGUAGE
	NCL
	6.1
	COTS 

	NCVIEW
	NCVIEW
	2.1.4
	COTS 

	NDFD GRIB2 DECODER
	NDFD GRIB2 DECODER
	1.96
	GOTS 

	NGA GOOGLE EARTH ENTERPRISE CLIENT
	NGA GOOGLE EARTH EC
	7.0.3
	GOTS 

	NGA GOOGLE EARTH ENTERPRISE CLIENT
	NGA GE EC
	7.0.3.8542
	GOTS 

	NON-ACOUSTIC OPTICAL VULNERABILITY ASSESSMENT SOFTWARE
	NOVAS
	1
	GOTS 

	NOVRA SATELLITE DATA AND VIDEO RECEIVER MANAGEMENT SOFTWARE
	NORVA SDVRMS
	V2R11
	COTS 

	OBSERVATION SENSITIVITY-ACCELERATED REPRESENTER
	OBSENS-AR
	1
	GOTS 

	OCEAN MODEL SUPPORT PROJECT
	OMSP
	1.68
	GOTS 

	OCEANOGRAPHIC DATA WAREHOUSE MANAGEMENT SYSTEM
	DWH MANAGEMENT SYSTEM
	3.1
	GOTS 

	OCULUS GEOTIME
	GEOTIME
	5.6
	COTS 

	ODIM MOVING VESSEL PROFILER CONTROLLER SOFTWARE
	MVP CONTROLLER SOFTWARE
	1
	COTS 

	ODOM DIGIBAR PRO
	ODOM DIGIBAR PRO
	3.0.3
	COTS 

	ODOM ECHART
	ODOM ECHART
	1.4
	COTS 

	OILMAP
	OILMAP
	6.7
	COTS 

	OPEN GRID ANALYSIS AND DISPLAY SYSTEM
	OPENGRADS
	2
	COTS 

	OPTIMUM PATH AIRCRAFT ROUTING SYSTEM
	OPARS
	4.2
	GOTS 

	OVERWATCH LIDAR ANALYST PRO
	LIDAR ANALYST PRO
	5.1
	COTS 

	OVLY2 MESSAGE PROCESSOR
	OVLY2 MESSAGE PROCESSOR
	2
	GOTS 

	PARABOLIC EQUATION MODEL
	PE
	5.6
	GOTS 

	PC FORECASTER
	PC FORECASTER
	12
	GOTS 

	PC INTERACTIVE MULTI-SENSOR ANALYSIS TRAINING (PCIMAT)
	PCIMAT
	7.1
	GOTS 

	PC INTERACTIVE MULTI-SENSOR ANALYSIS TRAINING (PCIMAT)
	PCIMAT
	7
	GOTS 

	PC TIDES
	PC_TIDES
	2
	GOTS 

	PFM SUITE
	PFM SUITE
	6.3
	GOTS 

	PICODOS
	PICODOS
	2.2.6
	COTS 

	POSTGIS
	POSTGIS
	2.1
	COTS 

	POSTGIS
	POSTGIS
	2
	COTS 

	PROCESSING, QUALITY CHECKING, DISPLAY
	PQCD
	1
	COTS 

	PRODUCT NAME PUBLISHER
	PNTABS
	1
	GOTS 

	PROFILING FLOAT PROCESSING
	FLOAT QC
	2.2
	GOTS 

	PROJ.4 CARTOGRAPHIC PROJECTIONS LIBRARY
	PROJ.4
	4.8.0
	COTS 

	PROPAGATION LOSS ACQUISITION AND PROCESSING UNDERWATER SIGNALS
	PLATYPUS
	8.2
	GOTS 

	PROPAGATION LOSS ACQUISITION AND PROCESSING UNDERWATER SIGNALS
	PLATYPUS
	8.3
	GOTS 

	PROSOFT
	PROSOFT
	7.7
	COTS 

	QASTOR
	QASTOR
	2.X
	COTS 

	QUALITY PERFORMANCE INC. MORIAH WIND SYSTEM WIND PROCESSOR UNIT SUB-PROCESSOR APPLICATION SOFTWARE
	MWS APPLICATION
	1.X
	COTS 

	RELABEL
	RELABEL
	1.19
	GOTS 

	SAIC GEOROVER DIGITAL DATA TRACKER
	GEOROVER DIGITAL DATA TRACKER
	3.3
	COTS 

	SATELLITE FOCUS IMAGERY
	SATFOCUS
	WEB
	GOTS 

	SATELLITE MONITOR
	SATELLITE MONITOR
	1.1
	GOTS 

	SATELLITE TROPICAL CYCLONE PROCESSING & DISPLAY
	SATELLITE TROPICAL CYCLONE PROCESSING & DISPLAY
	WEB
	GOTS 

	SATELLITE WIND DATA COLLECTION
	SATELLITE WIND DATA COLLECTION
	1
	GOTS 

	SAT_SSMIS
	SAT_SSMIS
	1.3
	GOTS 

	SCALABLE TACTICAL ACOUSTIC PROPAGATION LOSS ENGINE TOOLKIT
	STAPLE TOOLKIT
	1
	GOTS 

	SEABIRD SBE DATA PROCESSING
	SBE DATA PROCESSING
	7.21D
	COTS 

	SEABIRD SEASAVE
	SEASAVE
	7.21D
	COTS 

	SEABIRD SEATERM
	SEABIRD SEATERM
	1.59
	COTS 

	SEABIRD SEATERMV2
	SEATERMV2
	1.1F
	COTS 

	SEARCH AND RESCUE MAP
	SARMAP
	6.7
	COTS 

	SEARCH AND RESCUE OPTIMAL PLANNING SYSTEM
	SAROPS
	1.4
	GOTS 

	SEASPACE TERASCAN
	TERASCAN
	4
	COTS 

	SEASPACE TERASCAN
	TERASCAN
	4.1
	COTS 

	SHALLOW WATER WAVE REFRACTION/DIFFRACTION MODEL
	REF/DIF
	1
	GOTS 

	SIMULATED WAVES AT NEARSHORE
	SWAN
	40.91
	GOTS 

	SIPPICAN MK 21 SYSTEM DATA ACQUISITION AND PROCESSING SOFTWARE
	SIPPICAN MK 21 SYSTEM DATA ACQUISITION AND PROCESS
	3
	COTS 

	SIPPICAN MK 21 SYSTEM DATA ACQUISITION AND PROCESSING SOFTWARE
	MK21 DATA ACQUISITION
	7
	COTS 

	SLOSH DISPLAY PROGRAM
	SDP
	1.6X
	GOTS 

	SNOW AND ICE
	SNOICE
	1.99
	GOTS 

	SOCET GEOSPATIAL EXPLOITATION PRODUCTS
	SOCET GXP
	4.1
	COTS 

	SOCET GEOSPATIAL EXPLOITATION PRODUCTS
	SOCET GXP
	4
	COTS 

	SOCET GEOSPATIAL EXPLOITATION PRODUCTS
	SOCET GXP
	3.2
	COTS 

	SOCET SET
	SOCET SET
	5.6
	COTS 

	SONALYSTS DISPATCH WEATHER CLIENT
	DWC
	4
	COTS 

	SONARWIZ.MAP
	SONARWIZ.MAP
	5
	COTS 

	SOUND FOCUS COMPUTATION
	SNDFO
	1.8
	GOTS 

	SSBN PROCESSING SUITE
	SSBN PROCESSING SUITE
	1
	GOTS 

	STANDARD ELECTRO-MAGNETIC PROPAGATION MODEL
	STD EM PROP
	1
	GOTS 

	STARFISH SCANLINE
	SCANLINE
	2.1
	COTS 

	SUBMARINE LAUNCH BALLISTIC MISSILE MULTIVARIABLE OPTIMUM INTERPOLATION
	SBOI
	1.86
	GOTS 

	SUPERVISOR MONITOR SCHEDULER
	SMS
	4.4
	COTS 

	SURF PREDICTION MODEL
	SURF
	3.2
	GOTS 

	SURFACE SEARCH RADAR MODEL
	SSR
	1
	GOTS 

	SURFACE WATER MODELING SYSTEM
	SMS
	11.2
	GOTS 

	SURFACE WATER MODELING SYSTEM
	SMS
	12
	GOTS 

	SURVEY ANALYSIS AND AREA BASED EDITOR
	SABER
	5.2
	COTS 

	SURVEY ANALYSIS AND AREA BASED EDITOR
	SABER
	5.1
	COTS 

	SYSTEM FOR HAZARD ASSESSMENT OF RELEASED CHEMICALS
	SHARC
	2
	GOTS 

	TACTICAL OCEAN DISPLAY SOFTWARE
	TODS
	2
	GOTS 

	TAILORED DATA PRODUCT REQUEST
	MANAGETDP
	2
	GOTS 

	TALONVIEW
	TALONVIEW
	4.1.1.1640
	GOTS 

	TARGET ACQUISITION WEAPONS SOFTWARE
	TAWS
	6.1.X
	GOTS 

	TARGET ACQUISITION WEAPONS SOFTWARE
	TAWS
	8.1.X
	GOTS 

	TELEDYNE LBS-G MAINTENANCE LAPTOP APPLICATION
	LBS-G
	1.17
	COTS 

	TELEDYNE RDI TOOLS
	RDI TOOLS
	3.01
	COTS 

	TERRAGO 3D COMPOSER
	TGCOMPOSER3D
	6.8
	COTS 

	TERRAGO COMPOSER
	TERRAGO COMPOSER
	4.1
	COTS 

	TERRAGO TECHNOLOGIES PUBLISHER FOR ARCGIS
	PUBLISHER FOR ARCGIS
	6.1
	COTS 

	TERRAGO TECHNOLOGIES PUBLISHER FOR ARCGIS
	PUBLISHER FOR ARCGIS
	6.5
	COTS 

	TERRAGO TECHNOLOGIES PUBLISHER FOR ARCGIS
	PUBLISHER FOR ARCGIS
	6
	COTS 

	TERRAGO TECHNOLOGIES PUBLISHER FOR ARCGIS
	PUBLISHER FOR ARCGIS
	6.8
	COTS 

	TESSA
	TESSA
	1.1
	GOTS 

	TIDAL ATLAS SOFTWARE
	TIDAL ATLAS SOFTWARE
	3.6
	GOTS 

	TIDE ANALYST
	TIDE ANALYST
	7
	GOTS 

	TIDE ANALYST
	TIDE ANALYST
	6
	GOTS 

	TIDE TOOL
	TIDE TOOL
	9.35
	GOTS 

	TIDES AND CURRENTS
	TIDES AND CURRENTS
	3.7
	COTS 

	TRIMBLE DATA TRANSFER
	TRIMBLE DATA TRANSFER
	1.52
	COTS 

	TROPICAL CYCLONE BOGUS
	TBOG
	1.25
	GOTS 

	TROPICAL CYCLONE DECODER
	TCDAT
	2
	GOTS 

	TSUNAMI WARNING
	TSUNAMI WARNING
	1
	GOTS 

	UNIDATA LOCAL DATA MANAGER
	UNIDATA LOCAL DATA MANAGER
	6.11
	GOTS 

	UNISYS NOAAPORT INGEST
	NOAAPORT INGEST
	9
	COTS 

	VAISALA ALARM
	VAISALA ALARM
	1.1
	COTS 

	VAISALA DIGICORA SOUNDING SYSTEM SOFTWARE
	DIGICORA SOUNDING SYSTEM SOFTWARE
	3.66
	COTS 

	VAISALA THUNDERSTORM WARNING SYSTEM TWX300
	TWX300
	4.0.1.12
	COTS 

	VANTAGE
	VANTAGE
	3.3
	GOTS 

	VANTAGE
	VANTAGE
	3.32
	GOTS 

	VANTAGE
	VANTAGE
	3.36
	COTS 

	VESSEL-MOUNTED DATA ACQUISITION SYSTEM
	VMDAS
	1.46
	COTS 

	VOYAGE MANAGEMENT SYSTEM
	VMS
	9.3
	COTS 

	VOYAGE MANAGEMENT SYSTEM
	VMS
	8.3
	COTS 

	WAVE BULLETIN
	BULLETIN
	1
	GOTS 

	WAVE MODEL
	WAM
	CYCLE-4
	GOTS 

	WAVE WATCH III
	WW3
	4.18
	GOTS 

	WAYPOINT GRAFNAV/GRAFNET
	WAYPOINT GRAFNAV/GRAFNET
	8.6
	COTS 

	WEATHER DISPLAY
	WEATHER DISPLAY
	10.37O
	COTS 

	WEATHER MAP
	WXMAP
	2
	GOTS 

	WEATHER PRODUCER
	WEATHER PRODUCER
	6
	COTS 

	WEATHERLINK
	WL
	6.0.2
	COTS 

	WEATHERSCOUT
	WEATHERSCOUT
	2.1
	COTS 

	WEB BASED WEATHER OBSERVATION COLLECTION
	J-OBS
	1.1
	GOTS 

	WEB SEARCH AND RESCUE
	WEB SAR
	WEB
	GOTS 

	WELLCAD
	WELLCAD
	5.1
	COTS 

	WETVIEW
	WETVIEW
	5
	COTS 

	WETVIEW
	WETVIEW
	7.X
	COTS 

	WGRIB
	WGRIB
	1.8
	GOTS 

	WGRIB2
	WGRIB2
	1.9.5
	GOTS 

	WIN SITU
	WIN SITU
	5.6
	COTS 

	WIN-SITU BARO MERGE
	BARO MERGE
	1.4
	COTS 

	WIN-SITU MOBILE
	WIN-SITU MOBILE
	5.6
	COTS 

	WINADCP
	WINADCP
	1.14
	COTS 

	WXSTATION
	WSTATION
	4
	COTS 
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	Projects/Systems 

	· A2 Architecture
· Acoustic Signal Processing, Analysis and Geospatial Production
· ASW Reconstruction and Analysis 	
· Bathymetric/Hydrographic Post Processing
· Collector - Environment Intelligence Preparation of the Battlespace (C-EIPB) Toolkit
·  Composable FORCEnet (CFN)
· Configuration Management
· Continuous Process Improvement (CPI)
· Cross Domain Solutions
· Customer Interface Management (CIM)
· Data Warehouse (DWH)
· Digital Bathymetric Data Base Variable (DBDB-V)
· DoD Information Network (DoDIN)
· DoD Architecture Framework (DoDAF)
· DoN Applications Database Management System (DADMS)
· Engineering Services 
· Enterprise Architecture Framework (EAF)
· Enterprise Change Request
· Enterprise Engineering Services
· Enterprise Operational Modeling (EOM)
· Emerging METOC projects
· Fleet Synthetic Training (FST)
· FLEETNUMMETOCCEN METOC GIS
· Flight Weather Briefer (FWB)
· Geoserver Open Geospatial Consortium Services (GOGC)
· Geotechnical Analysis
· Information Assurance (IA)
· Integrated Resource Management System (IRMS)
· Interactive Multi-sensor Analysis Training (IMAT)
· Joint METOC Configuration Management System (JMCMS)
· IT Hardware and Network Engineering 
· Life Cycle Support 
· Marine Acoustic & Physical Oceanographic Information Toolbox (MAPIT)
· METOC Assessments
· METOC Warfare and Environmental Decision Aids Library (MEDAL)
· METOC Applications Architecture Database (MAAD)
· Modeling and Simulation Executive Agent (MSEA)
· Naval Oceanography Portal (NOP)
· Navy Enterprise Portal-Oceanography (NEP-Oc)
· Navigation Operational Tools (NAVOTAS and NAVPOSS)
· NAVOCEANO Geospatial Data Services (NGDS)
· Navy METOC Data Services Framework (NMDSF)
· Navy Ocean Sound Speed Prediction (NOSSP) System
· Network Infrastructure	
· Weather satellite sensing data integration
· Ocean Modeling and Operations
· Oceanographic and Atmospheric Master Library (OAML)
· Oceanography Hydrography Bathymetry Requirements Management System (OHBRMS)
· Oceanography Imagery Analysis
· Oceanographic Program Support Services
· Oceanographic Prediction Analysis Tools, Algorithms, and Databases
· Oceanographic Program Systems Engineering 
· Precision Underwater Mapping (PUMA)
· Physical Battlespace Awareness-Command Center (PBA-CC)
· Rapid Ocean Atmosphere Model Environment, Relocatable (ROAMER)
· Reach Back Cell tool sets
· Requirements and Navy METOC Data Services Framework
· Requirements Management and Quality and Process Improvement
· Requisition/Contracts Administrative Tracking (RCAT)
· Service Oriented Architecture  (SOA)
· Software/Systems Requirements Specification (SRS) and Documentation
· Surf Eagle Geospatial Information System (GISP)
· Systems Administration 
· Survey Operations Center System (SOC)
· Tactical Imagery Processing (TIP)
· UnderSea Warfare Decision Support System (USWDSS)
· Optimum Track Ship Routing (OTSR)
· Web Services
· Emerging METOC projects
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Definitions/ Acronyms
2D (Two Dimensional)
3D (Three Dimensional)
API (Application Programming Interface)
CIT (Content and Integration Team)
CTT (Core Technologies Team)
COMNAVMETOCCOM (Commander, Naval Meteorology and Oceanography Command) 
CSW (Catalog Services for the Web) 
DADMS – (DON Application and Database Management System) 
DDMS (Defense Discovery Metadata Standard) 
DoD (Department of Defense) 
DoDAF (Department of Defense Architecture Framework) 
DON (Department of the Navy)
Federation/Failover Project – Focuses on creating a failover configuration of NEP-Oc NIPRNET and SIPRNET on NAVOCEANO A2 to support manual and automated failover of the central host sites. (Geographical failover) The secondary focus is for establishing an approach to consolidate the presentation of products accessed through NEP-Oc from provider sites.  
FGDC (Federal Geographic Data Committee)
FLENUMMETOCCEN (Fleet Numerical Meteorology and Oceanography Center)
H2M (Human-to-Machine)
IA (Information Assurance)
ISO (International Organization for Standardization)
ISO 19115 - defines how to describe geographical information and associated services, including contents, spatial-temporal purchases, data quality, access and rights to use.
ISO 19119 - Identifies and defines the architecture patterns for service interfaces used for geographic information, defines its relationship to the Open Systems Environment model, presents a geographic services taxonomy and a list of example geographic services placed in the services taxonomy.
JMBL Joint METOC Broker Language 
M2M (Machine-to-Machine) 
METOC (Meteorology and Oceanography)
NAVMETOCCOM (Naval Meteorology and Oceanography Command) 
NAVOCEANO (Naval Oceanographic Office) 
NEP (Navy Enterprise Portal) 
NEP-Oc (Navy Enterprise Portal – Oceanography) 
NIPRNET (Non-secure Internet Protocol Router Network)
NOe (Navy Oceanography enterprise) 
NAVOCEANOPSCOM (Naval Oceanography Operations Command) 
NMDSF (NAVY METOC DATA SERVICES FRAMEWORK)
OGC (Open Geospatial Consortium) 
PBA-CC (Physical Battlespace Awareness – Command Center)
PWS (Performance Work Statement) 
SIPRNET (Secure Internet Protocol Router Network)
SOA (Service Oriented Architecture) 
UI (User Interface) 
WCS (Web Coverage Services) 
WFS (Web Feature Services) 
WMS (We Map Services) 
WPS (Web Processing Services)
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