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1.0	Purpose

NAVSUP N65 is to obtain program management and technical support services to explore and implement the development, quality assurance testing, integration testing, documentation, and sustainment of the Ordnance Information System (OIS) currently supported/provided by NAVSUP N65 and to provide enhanced Conventional Ordnance Logistics related capabilities across all Warfare Enterprises.   In performance of this requirement, this acquisition will ensure NAVSUP N65 OIS and other Ordnance Program of Record (O-POR) Products and Services are aligned to Warfare Enterprise requirements during the integration period of the OIS and O-POR implementation requirements.  Specifically, this requirement will continue the sustainment and enhancements of the OIS functional requirements and capabilities, to include but not limited to the OIS Modules and Components identified in Figure 1.  The objective is to synchronize NAVSUP (Conventional Ordnance) Logistics Planning and Execution to Support the Naval and Joint Warfighter.

2.0	Background

NAVSUP N65 develops and utilizes “state-of-the-art” web-based logistical and inventory management tools, as well as maintains a global presence of NAVSUP N65 ordnance logistics experts to provide front line support and training to our Warfare Enterprise customers.  NAVSUP N65 is evolving AIS support for ordnance inventory management from over 30 legacy systems into a comprehensive Ordnance Information System that provides critical “real time” worldwide ordnance visibility.  OIS not only improves and simplifies the day-to-day ordnance inventory management; it also gives our warfighters in the Fleet and on the front lines a critical tool to help them prevail in combat.  

3.0	Scope

This Performance Work Statement (PWS) is to acquire contractor IT support to continue the operations, sustainment and enhancements of the OIS functional capabilities, to include but not limited to the OIS Modules and Components identified in Figure 1.   Approximately 133,000 hours of support may be required per year. The support may be provided through a combination of full-time and part-time positions.

Figure 1:
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4.0	Required Contractor Qualifications

Contractor Qualifications: The contractor shall provide experienced ordnance inventory management IT support to NAVSUP N65 OIS Program Management Office (PMO) support staff located at NAVSUP N65 activity sites (Norfolk-VA, Yorktown-VA, Indian Head-MD, and Mechanicsburg-PA).   

4.1	Technical

· OIS Experience with large integrated systems and the implementation of upgrades that affect external interfaces.
· Experience with “Conventional” Ordnance Inventory Control Point processes and OIS interaction.
· Experience with OIS and Navy networks and Technologies.

4.2	Functional

· Experience with OIS supported functional capabilities listed in Section 3 above.
· OIS Experience in requirements determination and writing functional requirements documents.
· OIS Experience in writing test events and execution of those test events.
· Extensive knowledge of ordnance inventory management processes. 
· Experience with the OIS data element definitions and metadata.

5.0	Specific Tasks

This is a performance-based statement of work (PWS).  As such, it expresses its performance-based requirements in the following manner:

Each performance requirement may contain the three elements below.  In each case, the elements taken together constitute the components of a performance requirement.

· Performance Requirement (PR) - A statement of the outcome or results expected of the contractor.  A performance requirement specifies what is to be done.  It does not specify how it is to be done.
· Performance Standard (PS) - The targeted level of acceptable performance for determining whether specific performance requirements have been accomplished. 
· Performance Measure (PM) - Expresses the method that will be used by the government to assess how well the contractor performs specified requirements as measured against the performance standards. 

5.1 	Use of Performance Standards and Performance Measurements  

The contractor shall be contractually obligated to perform every requirement in this performance work statement.  Not every performance requirement has a related performance standard or assessment measure expressed in this document.  In such cases the performance standard or performance measure is either inherent in the requirement or performance is to be in accordance with NAVSUP N65 standards as outlined in NAVSUP N65 Standard Operating Procedures (SOPs) and the Product Development and Engineering Practices/Standards as defined by the OIS PMO.  When a performance standard or measure is specified, it may be used to achieve a variety of objectives.  Such objectives include, but are not limited to, collection of data to test the practicality of a performance standard, the identification of performance when the standard requires less than 100 percent compliance, emphasis on the most critical performance requirements, the collection of data to support quality assurance, assessment of remedies, and documenting performance for inclusion in a past performance information database.

5.2. 	Specific OIS Technical Support Tasks
    
5.2.1 	Program Management 

· PR: The contractor program manager (PM) shall be responsible for the program management and oversight for team’s assigned tasks, to include but not limited to, software development, quality assurance and performance monitoring, documentation, reviewing standard procedure compliance, coordinating in-process reviews, and tracking progress (Metrics) in accordance with published schedules.

· PR: The contractor PM shall keep the OIS Program/Project Managers and Technical Point of Contact (TPOC) advised of progress of tasks, project’s costs and any possible impediments to meeting the specified deliverable dates and budget, as required.

5.2.2 	OIS Functional Team Leadership

· PR: The contractor shall be responsible for the functional team leadership as assigned by the OIS Program/Project Managers (Para 13).  The functional team leader’s responsibility will include, but are not limited to, updating the team’s Plan of Action and Milestones, reviewing deliverables, establishing/maintaining metrics, and providing general technical direction to staff supporting the team’s efforts.  All assigned Functional Team Leaders shall serve on the Strategic Champion Team as well.  

The functional teams to include, but not limited to the following;

OIS Requirements
Software Engineering Process (Design and Development)
Web Portal (OIS-Portal)
Ordnance Automated Information Technology (AIT)
Security Information Assurance
Data Base Administration
Software Quality Assurance and Testing (QA)
External Training and User Support
OIS Customer (CSD) and Application (CASD) Support Desks 
Documentation
OIS Performance Measurement
OIS System/Network Administration and Operations
NAVSUP N65 Business Office Process Support

5.2.3 	OIS Requirements

· PR:  The contractor shall perform duties as an assistant to the OIS Program Manager. The contractor shall meet with NAVSUP N65 representatives and/or Ordnance customers to discuss technical matters as necessary.   All work is to be accomplished according to NAVSUP N65 standards as outlined in the Standard Operating Procedures (SOP).  Tasks include but are not limited to those stated below:

1.	The contractor shall work with OIS PM, NAVSUP N65 Ordnance Customers, and other government/contractor representatives, as necessary, to facilitate communications throughout the OIS program team and Ordnance community. 

2.	The contractor shall assist in the development of work breakdown structures and project plans, as necessary, to support OIS program requirements and deliverables.

3.	The contractor shall work with government and contractor resource managers, as necessary, to ensure workload is accomplished as scheduled.

4.	The contractor shall facilitate risk identification, assessment, and mitigation and periodically provide the status of identified risks.

5.	The contractor shall report to the OIS Program Manager problems encountered that require his intervention to resolve.

6.	The contractor shall identify and manage critical path tasks required for the OIS implementation and create a report to communicate the critical path to management and the project team.

7.	The contractor shall assist the OIS Program Manager in tracking the progress of the program utilizing the NAVSUP N65 approved SOP procedures.

8.	The contractor will make recommendations on strategies and approaches to resolve issues and concerns that may be encountered by the OIS program during the system development life cycle.

9.	The contractor will make recommendations on the NAVSUP N65 approved procedures, as necessary, to improve the overall process utilizing the defined change methods. 

10.	 The contractor shall use the established OIS Test Plan, and provide recommended enhancements to the current test procedures and methods to improve testing efficiency.

11.	 The contractor shall take other actions as directed by the OIS PM, associated with the OIS program implementations.

12.	 The contractor shall provide updates to the NAVSUP N65 approved tracking tools as required by the OIS PM.

5.2.4 	Software Engineering Process (Design and Development) 

· PR: The contractor shall provide leadership and/or support to the Software Development Team with the following sub-elements of responsibilities.

· PR: The contractor shall analyze system requirements, convert functional design to detailed logic for coding into computer language for the assigned software systems, to include but not limited to the OIS Modules and Components identified in Figure 1.   

· PR: The contractor shall develop and submit the Software Requirements specification for the assigned systems in accordance with established standards.

· PR: The contractor shall develop and submit the Software Development Plan to reflect the methodologies associated with each of the assigned systems in accordance with established standards.

· PR: The contractor shall analyze problems, to include but not limited to Program Trouble Reports (PTRs), Application Change Requests (ACRs), and System Change Requests (SCRs), develop sequence of program steps, and convert steps to computer-processable language for the assigned systems.

· PR: The contractor shall develop and submit the Software Detailed Design Document for each of the assigned systems in accordance with established standards.

· PR: The contractor shall compile and submit the executables for the assigned system in accordance with established standards.

· PR: The contractor shall review each module as well as the system as a whole for design validity.  This includes, but is not limited to, validation of record input, data elements and output reports.

· PR: The contractor shall be responsible for the review of the Strategic Plan Metrics implementation.  This task includes the design of data collection, development, and implementation procedures for Software Development.  Task includes production of baseline graphics.

5.2.4.1 	Miscellaneous data extracts / reports

· PR: The contractor shall provide support to the Software Design and Development team with the following sub-elements of responsibilities. 

1. Receive work assignments through the Configuration Management Process. Work assignments will be documented on Program Requests.   

2. Work with customers, evaluate the requirements, and determine the best method to fulfill the requirement.

3. Develop the solution to fulfill the outstanding requirement.  This includes, but is not limited to, coding JCL, utilities, sorts, printing outputs, etc.

4. Provide to the customers the required output, taking into account security regulations.

5.2.5 	Web Portal (OIS-Portal)
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· PR: The contractor shall provide leadership and/or support to the Web Portal Development Team, updating the Plan of Action and Milestones, reviewing deliverables, and providing general technical direction to staff supporting the documentation efforts.  

· PR: The contractor will maintain/enhance the OIS enterprise portal, which integrates Ordnance legacy and subsystem applications in addition to NAVSUP N65’s IT services and products. This web-enable enterprise system will provide the customer with single point of entry access to share, collaborate, and publish relevant information.

· [bookmark: _Toc528128325]PR: The contractor will take the lead in providing knowledge-based information for integrated decision-making. 

· PR: The contractor will take the lead with integrating applications and business processes across the enterprise to promote best business practices, to improve business processes and ultimately improve the information and services delivered to customers.

· PR: The contractor will take the lead in ensuring complete (100%) integration of NAVSUP N65’s core business processes into a single enterprise system.

· PR: The contractor will take the lead in the evaluation of the infrastructure of NAVSUP N65’s business processes.

· PR: The contractor will take the lead in the development of web-enabled, user-centric, enterprise portals to facilitate the sharing of common data and practices across the organization in a real-time environment.

· PR: The contractor will take the lead in the development and maintenance of a content area repository to organize and share information across the organization.

· PR: The contractor will take the lead in providing an enterprise-wide single sign-on access using Lightweight Directory Access Protocol (LDAP) technologies.

· PR: The contractor will take the lead in developing visually appealing web sites with a consistent look and feel that conforms to NAVSUP and DoD guidelines.

· PR: The contractor will take the lead in developing and delivering a continually expanding set of e-business services.

· PR: The contractor will take the lead in providing standardized, comprehensive knowledge management tools to ensure NAVSUP N65 community has the expertise and information it needs to properly assess business problems and opportunities.

· PR: The contractor will take the lead in providing web-based collaborative tools to communicate and share information.

· PR: The contractor will take the lead in developing the OIS enterprise portal infrastructure. 

· PR: The contractor will take the lead in developing and deploying NIPRNET and SIPRNET baselines. 

· PR: The contractor will take the lead in developing and deploying OIS community content area (Links to meetings, Calendar of events, POA&M, Program/Project Metrics). 

· PR: The contractor will maintain and monitor the currency of NAVSUP N65’s OIS web content information, and ensure currency of NAVSUP N65’s OIS Product content information, OIS Documentation content information, OIS Demo content information, OIS Configuration Control Board content information, and OIS SCR database content information. 

· PS: The technical information/support used for Oracle development issues and placing tars and fixing specific problems shall be IAW the NAVSUP N65’s Release of Oracle Application Server and Portal.

· PS: The NAVSUP N65’s Portal solution shall be IAW best business practices.  This includes, but is not limited to, developing Java-based code and Oracle stored procedures to supply web-based forms and web-monitoring.  

5.2.6 	Ordnance Automated Information Technology (AIT) 
         
Project Management & Development Support – Technical Description 

· [bookmark: OLE_LINK1][bookmark: OLE_LINK2]PR: The Contractor shall provide leadership and/or support to the AIT project management team as it relates to the integration of emergent AIT applications, including develop plans, carry out studies, conduct analysis, and plan execution pertaining to AIT implementation.

· PR: The Contractor shall perform ongoing engineering and quality assurance testing, maintenance, and enhancement actions on existing AIT computer programs.

· PR: The Contractor shall develop new AIT computer programs to meet emerging regulatory, mandatory or user requested changes in accordance with requirements.  As appropriate, the new AIT software shall be developed in accordance with the following steps:

1. Develop AIT software as reusable modules that can be called at the appropriate places in the using programs.
2. Develop the necessary structured code using procedural languages for any requirements which non-procedural code cannot handle.
3. Generate C++ and other required source code for subsequent compilation, linking and testing.
4. AIT Software executables shall be maintained utilizing configuration management processes and procedures.

· PR: The Contractor shall develop Unit Test scripts concurrently with AIT software development and maintenance actions.  The Contractor shall develop a quality assurance test script for each individual program being developed, ensuring that each program accepts only valid data and produces the correct output, whether to a file, a screen or a hard copy report.

· PR: The Contractor shall be knowledgeable and maintain an awareness of Navy Ammunition Processes.  

· PR: The Contractor shall attend Ordnance Information System Configuration Control Board (OIS CCB) meetings, Quarterly Design Review (QDR) and other meetings as required by the government.  

· PR: The Contractor shall utilize GFI and provide analytical and documentary support of emerging AIT systems related to ordnance logistics information systems, program management or evaluation systems or techniques, current or proposed regulatory changes, other automated or manual systems which could impact AIT briefing materials, POA&Ms, selected Life Cycle Management documentation, graph charts (including ample narrative to facilitate understanding) and conduct research analysis relative to functional processing problems.  The Contractor shall provide recommendations, along with justification and rationale, for all suggested recommendations.  Upon Government approval, contractor shall implement the recommendations.

5.2.7 	Security Information Assurance - Technical Analysis Support
 
· PR: The contractor shall provide leadership and/or support to the Security Information Assurance project management team as it relates with meeting and maintaining the CYBER accreditation requirements.  This support includes researching, testing and providing technical information for obtaining the CYBER accreditation. 
  
· PS:  The technical information/support shall be IAW the Federal Information Security Management Act (FISMA).

5.2.8 	Database Administration

· PR: The contractor shall provide leadership and/or support to the Data Base Administration team as it relates to the data base administration for OIS.

· PR: The contractor will perform database administration for the Oracle database for the assigned projects.  The Contractor(s) functions shall include but are not limited to the following:

1. Provide assistance in designing, implementing, executing and tuning databases and data base load programs, scripts and procedures (to include but not limited to (Database Change Requests (DBCRs)).

2. Provide assistance in operational review testing, when tasked, and providing data base design and data base interaction recommendations for OIS.
3. Provide guidance regarding the development of data base standards, procedures and guidelines.

4. Provide specific advice as to environmental and application techniques for implementing architectural alternatives such as segmentation, distributed databases and multiple architectures.

5. Provide guidance regarding the use of predictive models and the collection/evaluation/use of data base performance statistics in identifying problems and tuning requirements.

6. The contractor shall provide support to the System Integration Team Leader as required with requirements concerning database issues and responsibilities.

7. The contractor shall provide a monthly report, which will cover all issues, recommendations and resolutions, which were discussed, reviewed and analyzed during the previous calendar month.

5.2.9 	Software Quality Assurance and Testing (QA)

· PR: The contractor shall provide leadership and/or support to the Software Quality Assurance and Testing team, updating the Plan of Action and Milestones, reviewing deliverables, and providing general technical direction to staff supporting the team’s efforts.  

· PR: The contractor shall develop and submit a Software Test Plan for each of the assigned systems in accordance with established standards.

· PR: The contractor shall perform QA support for the assigned servers in accordance with established Configuration Management Plan (CMP) procedures.

· PR: The contractor shall perform configuration management for the assigned systems in accordance with established standards.

· PR:  Execute test events, document problem sheets, and regression tests, as required.

· PR:  Update the Configuration Management Tracking System (CMTS), as required. 

· PR:  Contractor will ensure all test events are completed including resolution of problem sheets (to include but not limited to PTRs, SCRs, DBCRs).

· PS: The contractor shall verify from a functional standpoint that all modules and the system as a whole performs as detailed in the Program Specification or other software documentation.  The contractor shall also verify and report system accuracy, software validity and the system conformance to the OIS functional requirements.  This includes, but is not limited to, verification and validation of the system to meet an ease of use test, response time to queries and updates, verification of system outputs, sequential relationships of functions, priorities imposed by types of inputs, changes and modes of operation, data input error checking and deviations from specified response times for peak load period or contingency operations.

· PS:  Build test data while maintaining database integrity. 

· PS:  The test events must comply with appropriate requirement design specification, Business Rules, and standards.

· PS:  The test event will include all requirements identified in the Functional Requirements Documents. 

· PS:  The testing shall be IAW best business practices.

5.2.10 	External Training and User Support

· PR:  The contractor shall provide leadership and/or support to the External Training team, updating the Plan of Action and Milestones, reviewing deliverables, and providing general technical direction to staff supporting the team’s efforts.  

· PR:  The contractor shall support the development of instructional user oriented materials in support of applications developed by NAVSUP N65.  The contractor shall provide classroom and on-line training products.  The External Training Team Lead ensures the design and testing of computer and web based training and tutorials for OIS and other NAVSUP N65 systems as well as the internal personnel skill level tracking sheet. In addition to instructional products for applications and systems, a CBT will be developed and maintained to assist fleet and shore activities with AIT, other information systems, and curricula as requested.

· PR:  Provide post implementation of web-based application assistance to OIS customers. 

5.2.11 	OIS Customer (CSD) and Application (CASD) Support Desks 

· PR: The Contractor shall man the OIS Customer Support Desk, IAW NAVSUP N65 Help Desk Plan (HDP).  Contractor shall use the OIS HDP Procedures provided as GFI as the basic operational guide in manning the OIS CSD. The Contractor shall address all questions and determine a resolution to any problem which site personnel have concerning the use of the OIS hardware and software.   As appropriate, CSD will engage other functional teams as required.  Voice mail will be used to receive help calls during the non-manned hours and weekends.  All help calls shall be recorded in the designated ticket tracking system database for future recall and analysis.  

· PR:  The Contractor shall man the OIS-R Customer Application Support Desk (CASD), IAW the OIS Help Desk Guides (HDG).  Contractor shall use the OIS HDG Procedures as the basic operational guide in manning the OIS-R CASD. The Contractor shall address all questions and determine a resolution to any problem which site personnel have concerning the use of the OIS-R hardware and software.   As appropriate, CASD will engage other functional teams as required.  Voice mail will be used to receive help calls during the non-manned hours and weekends.  All help calls shall be recorded in the designated ticket tracking system database for future recall and analysis.  

· PR:  CSD and CASD metrics will be supplied to the Government on a periodic basis.  Monthly statistics of the number of calls per site and the number of calls for each category of call (i.e., functional, program, informational, system, hardware and logistics) shall also be provided as an addendum to the monthly progress and status report.

· PS:  Resolution and closeout of help tickets in accordance with the OIS HDP Procedures.

· PS:  Customer support shall be IAW best business practices.

5.2.12 	Documentation 

· PR: The contractor shall provide leadership and/or support to the Documentation team with the following sub-elements of analytical and documentation responsibilities but not limited to;

1. Copying and distributing media of OIS program updates, software releases and documentation to the appropriate OIS sites, utilizing the Government postal and shipping process.

2. Update the OIS Point of Contact Address list as this information is received.

· PR: The contractor shall be responsible for the validation of all entries in on-line documentation, off-line manuals and other documentation for assigned systems.  Documentation shall be reviewed for functional validity and to ensure that all documentation is understandable by the end users.  

· PR: The Contractor shall maintain the Oracle Enterprise Manager (OEM) schedule as directed by the OIS Program Manager (Para 13).

5.2.13 	OIS Performance Measurement

· PR:  The contractor shall be responsible for the functional team coordination of performance related OIS tasks.  Responsibilities include, but not limited to the active measurement of OIS performance indices, identifying issues and taking corrective action to resolve using tools deployed for this requirement.

5.2.14	OIS System/Network Administration and Operations

· PR:  The contractor shall oversee the team’s OIS System/Network Administration support for the assigned projects.  

· PR:  The contractor shall be responsible for the development/maintenance schedule for the assigned systems.

· PR:  The contractor shall be responsible for the installation and maintenance of the assigned application software in accordance with established standards.

· PR:  The contractor shall be responsible for the performance of the Unix systems' administration functions for production as well as development platforms for the assigned projects.

· PR:  The Contractor shall be responsible for overseeing the performance for the on-site initial and follow-up legacy hardware and software support.  The Contractor shall be responsible for overseeing the response to all questions and the resolution to any problem which site personnel have concerning the use of the legacy hardware and software.  

· PR:  The Contractor shall be responsible for overseeing the utilization of the GFI and provide analytical and documentary support of items such as ordnance logistics information systems, program management or evaluation systems or techniques, current or proposed regulatory changes, other automated or manual systems which could impact briefing materials, POA&Ms, selected Life Cycle Management documentation, graph charts (including ample narrative to facilitate understanding) and conduct research analysis relative to functional processing problems.  Contractor shall provide recommendations, along with justification and rationale, for all suggested recommendations.  Upon Government approval, contractor shall oversee the implementation of the recommendations.

· PR:   Technical Support.  The Contractor shall provide support to include: Identifying, analyzing, and effecting resolution of hardware/software/network problems, system testing, system and user documentation, administrator and user training which may include:

1.  Troubleshooting;
2.  Fault isolation;
3.  Problem management;
4.  Hardware/software evaluation, testing, and installation;
5.  Configuration management development and maintenance;
6.  Non-NMCI hardware installation and maintenance management;
7. Implementation of software interfaces.

· PR:  Computer/Network Systems Operations.  The Contractor shall support the operation of the OIS system in multiple security domains and site locations. This task includes OEM execution, data processing/movement and local system support. 
· PR: The Contractor shall provide assistance in supporting maintenance of the computer room in Building 1351, Weapons Station Yorktown, Virginia supporting the OIS program.  Maintenance to include but not limited to the computer room’s intrusion detection system - which entails the PCU system tied to an Alarms Control Corporation graphic annunciator with applicable access control system cards and/or bio patches and the emergency generators.  The Contractor shall manage all scheduled inspections, inspection documentation, be available for support for any support system/equipment failure or malfunction. 

5.2.15 	NAVSUP N65 Business Office Process Support

· PR: The contractor shall be responsible for supporting the NAVSUP N65 business office functions for the Administrative Process Support Team with the following sub-elements of responsibilities, but not limited to;

1. Provide administrative assistance with the coordination of issuance and/or renewing the contractor staff’s base security access badges.  

2. Provide daily correspondence tracking, including security clearances, telephone lists, appointment scheduling and other correspondence filing and tracking and action file follow up. 

3. Provide assistance with conformance to the information contained within the NAVSUP N65 Standard Operation Procedure (SOP).

4. Provide daily tracking and administrative support for all personnel’s time and accounting in Standard Labor Collection and Distribution Application (SLDCADA).

5. Provide assistance with the SLDCADA time entry system for contractors, to include SLDCADA time entry policy as well as the ability to utilize tools and utilities to extract the necessary information from SLDCADA.

6. Provide assistance with the coordination of scheduling OIS Team/Working Group meetings.  The requirements include, but not limited to; coordinate/publish meeting agendas, reserve meeting room/facilities, and coordinate the distribution of meeting correspondence/handouts.

7. Lead the development of the graphical representation requirements and assist the NAVSUP N65 with presentational requirements and visual displays/overviews as directed by the NAVSUP N65 Director.

8. When required, "As Requested" reports will be prepared and forwarded to the NAVSUP N65. 

· PR: The contractor shall be responsible for supporting the NAVSUP N65 Business Office functions for the Financial Process Support Team with the following sub-elements of responsibilities, but not limited to;

1. The contractor shall be responsible for providing specialized assistance with NAVSUP N65 financial management business processes, methodologies, tools, techniques and requirements. 

2. The contractor shall be responsible for tracking, reporting, and performing analysis of financial data and statuses for projects managed by the NAVSUP N65.

3. The contractor shall be responsible for providing and monitoring project estimates and tracking funds commitments, obligations, and expenditures against these estimates.

4. The contractor shall be responsible for establishing and maintaining the OIS contractor’s Labor Roster and Burn Rate Projections and Analysis files.

5. The contractor shall be responsible for requesting, tracking, and reporting on the NAVSUP N65 authorized Military Interdepartmental Purchase Requests (MIPR), Work Requests (WR), Project Orders (PO), and Request for Contractual Procurement (RCP), for contracts issued in support of NAVSUP N65 projects.  Included in the effort, is the maintenance of an automated status log of all NAVSUP N65 financial documents to ensure funds are obligated in a timely manner.

6. The contractor shall be responsible for providing specialized assistance with monitoring the receipt of funds from all sources, direct the preparation of appropriate documents to distribute the necessary funds to the activities supporting the project, and monitor the status of funds as defined in the report schedule.  The Contractor will monitor and track purchase requests for material and supplies, training requests, and travel requests.  The Contractor will assist the NAVSUP N65 with information needed to approve requests, monitor receipt of material and supplies.  The Contractor will track actual costs for material and supplies, travel, and training against obligated funds.

7. The contractor shall be responsible for providing and maintaining the NAVSUP N65 “As Requested” special cost analyses and unique financial reports.

8. The contractor will collect and track labor hours charged to the projects being monitored/reviewed within the Work Break-down Structure Metrics.  Labor hour information obtained from the SLDCADA databases will be maintained and used to review and verify invoiced labor hours on the contractor’s invoices.

9. The contractor will report all Invoice/SLDCADA discrepancies and track and document the appropriate reconciliation action for these discrepancies.

6.0	 Performance Measurement Criteria

Task success will be evaluated by the satisfaction of the customers supported and success of contractor at meeting imposed due dates for deliverables and documentation. The effort expended by the contractor is expected to be “best effort”. This effort includes providing qualified personnel, properly supervised, and following industry accepted methodologies and other pertinent practices. The effort is further characterized by operating at all times with the Government’s best interest in mind, using efficient and effective methods, and demonstrating sound cost control. Failure to provide this required effort may result in the withholding of payment for hours expended that do not qualify as best effort or a reduction in the rate per hour to reflect decreased value of services rendered. 

The technical government representatives listed in paragraph 14 will review and approve each person's resume that is proposed to work on this delivery order. The government reserves the right to periodically review personnel qualifications of personnel working on this delivery order and ask for the removal of any person not maintaining their qualifications or performing at an unsatisfactory level.

 7.0 	Significant Milestones and Deliverables

The Contractor shall provide electronic updates utilizing systems and tools as identified by NAVSUP N65 SOPs, OIS SOPs, or by the OIS PM to document progress of assigned tasks. The contractor shall meet with the OIS Program, TPOC, COR and other designated government personnel periodically, as required, to review progress and accomplishments, discuss and resolve problems, evaluate performance and determine adequacy of staffing.  The contractor will provide monthly status reports utilizing Microsoft products.

The Contractor shall submit monthly payment requests (invoices) using Wide Area Workflow – Receipt and Acceptance (WAWF-RA).  WAWF-RA is available on the internet at https://wawf.eb.mil.

Contractor shall provide deliverables as specified in Section 5, Specific Tasks.  

Contractor shall deliver all Software source code as requested by NAVSUP N65 under this task order. 

Trip Reports:  This deliverable shall be submitted as generated in electronic format to the OIS COR and the OIS Documentation Team Lead.  The Government shall review the draft and provide comments.  Contractor shall resubmit the final report within 5 working days after receipt of Government comments. 

Analytical and Documentary Support:  This deliverable shall be submitted as generated in electronic format to the OIS Documentation Team Lead.  The Government shall review and provide comments.  Contractor shall resubmit final documentation within 5 working days after receipt of Government comments.

Progress and Status Reports:  This deliverable shall provide monthly progress and status reports by the 20th of each proceeding month in electronic format to the OIS COR and the OIS Documentation Team Lead.  Progress and Status reports outline significant actions and issues for the overall contract and individual assigned Task Order (TO) status.  This report will include, but is not limited to, an overview of actions taken on the TO, a status of each task and the actions / services / plans / reports provided in support of each task, a listing of all delivered reports, updates, and "as requested" actions, and issue identification.  Problem resolution will be accomplished in accordance with the Contractor's established Issue Resolution guidelines

Standard Labor Data Collection And Distribution Application (SLDCADA) Input:  This deliverable shall be submitted in electronic format (PDF file) to the OIS COR.  This deliverable shall provide monthly status of man-power resources applied to their assigned tasks (Work Break-down Structure). 

Data Base Design and Schema:   This deliverable shall be submitted as generated, in electronic format to the OIS Program and the OIS Documentation Team Lead.   Drafts shall be reviewed with comments from the Government provided within 5 working days.  Contractor shall submit the final report within 10 working days after receipt of Government comments. 

Computer Software Maintenance and Enhancements:  This deliverable shall be submitted as generated, on electronic media compatible with the computers used in the OIS Programs.  The Government shall test the draft program module and provide comments after completion.  Contractor shall incorporate the comments and resubmit.

Software Test Scripts and Testing:  This deliverable shall be submitted as generated, in electronic format to the OIS Program and the OIS Documentation Team Lead.   The Government shall review the draft and provide comments.  The final and subsequent document shall be submitted within 5 working days after receipt of Government comments.

System User’s Manual:  This deliverable shall be submitted as generated, on electronic format to the OIS Program and the OIS Documentation Team Lead.   The Government shall review the draft and provide comments.  Contractor shall resubmit in accordance with PMO office direction. 

8.0 	Place of Performance

The contractor shall perform the necessary non-personal labor and services to accomplish the required tasks cited at:

· NAVSUP N65, Norfolk, VA
· NAVSUP N65, Yorktown Detachment, Yorktown, VA
· NAVSUP N65, Mechanicsburg, PA
· Naval Ordnance Safety and Security Activity, Indian Head, MD
· Other (CONUS & OCONUS) locations as necessary and directed by NAVSUP OIS PM

9.0	Travel

Some administrative/technical requirements can be performed occasionally at other locations. 

Travel may be required to other sites as directed and approved by the Contracting Officer’s Representative (COR). 

Travel will be reimburse and be in accordance with the Joint Travel Regulation.

10.0 	Period of Performance

This contract will have a one-year base ordering period and four (4), one-year option ordering periods.  The ordering periods are as follows:

· Base:  01 September 2015 through 31 August 2016
· Option I:  01 September 2016 through 31 August 2017
· Option II:  01 September 2017 through 31 August 2018
· Option III: 01 September 2018 through 31 August 2019
· Option IV:  01 September 2019 through 31 August 2020
		 
11.0 Days/Hours of Performance  

Performance shall be completed as described in the NAVSUP N65 SOP.   Billable hours are only hours that the contractor is at work.  This does not include contractor days off and federal holidays.  

12.0 	Government Furnished Equipment (GFE)/Government Furnished Information (GFI)

The Government will provide the following for contractor personnel working at Government sites:

· Access to applicable documents
· Access to applicable technical personnel
· Access Badges
· NAVSUP N65 standard software as it relates to this PWS
· NAVSUP N65 standard hardware
· Desk space
· Phone

The government will provide standard office furnishings/equipment for contractors assigned to government facilities; e.g., desks, telephones, PCs, access to NMCI and internal collaboration tools.  GFI will include historical versions of OIS system documentation and the following documentation as required.

· The NAVSUP N65 Standard Operating Procedures (SOPs)
· OIS SOPs
· Product Development and Engineering Practices 
· OIS Core Component Computer Software Configuration Items

13.0	Other Support Information 

Security - Deliverables provided under this delivery order will be protected accordingly to their assigned classification.

Document Preparations and Reproduction - All documentation shall be produced using Microsoft Office Products.

14.0 	Point of Contact

· OIS Program Manager:  Mr. Hal Casey, NAVSUP N65 Ordnance, AIT and Joint Systems Director – Phone:  757-887-5485 – Email:  hal.casey@navy.mil 
· OIS Project Manager:  Ms. Barbara Weibley, NAVSUP BSC96 – Phone:  717-605-6287 – Email:  Barbara.weibley@navy.mil 
· Contracting Officer’s Representative (COR) and Technical Points of Contact (TPOC):  Will be identified at time of award.

15.0	Security

Contractors providing support on this task order shall require a SECRET security clearance (minimum).   An Interim Secret clearance is acceptable on a temporary basis, pending the completion of the full investigative requirements for the final clearance. 

SUP 5252.204-9400 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information (July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 - "DoD Implementation of Homeland Security Presidential Directive - 12 (HSPD-12)" dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY

This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command's Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual's performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity's Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee's duties, such employees shall in-process with the Navy Command's Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual's performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the "supervisor". 

The SAAR-N shall be forwarded to the Navy Command's Security Manager at least 30 days prior to the individual's start date.  Failure to provide the required documentation at least 30 days prior to the individual's start date may result in delaying the individual's start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor's Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  

INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR'S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor's Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity's Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor's Security Representative.  The Contractor's Security Representative shall be the primary point of contact on any security matter.  The Contractor's Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

.  SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
.  Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission).	Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual's start date shall result in delaying the individual's start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor's Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command's Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual's performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command's Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded to the Navy Command's Security Manager at least 30 days prior to the individual's start date.  Failure to provide the required documentation at least 30 days prior to the individual's start date shall result in delaying the individual's start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command's Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command's Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor's Security Representative.  Although the contractor will take JPAS "Owning" role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee's performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

.  Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
.  Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor's Security Representative must submit for all employees each of the following: 
.  SF-85 Questionnaire for Non-Sensitive Positions
.  Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission).	Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM 

Failure to provide the required documentation at least 30 days prior to the individual's start date may result in delaying the individual's start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

(End of Clause)
DoD 8570.01-M Information Assurance Workforce Improvement Program.
______ No Additional IA Certification Required
___X__ Information Assurance DoD 8570.01-M Required:
IA Certification Level ______
The following instructions apply and contractor personnel services will be evaluated for certification needs within each task order.

DoD Directive 8570.1 of 15 Aug 2004, Information Assurance Training, Certification, and Workforce Management DoD 8570.01- Manual of 19 December 2005, IA Workforce Improvement Program SECNAV Instruction 5239.3B of 17 June 2009, DON Information Assurance Policy SECNAV Manual-5239.2 of 29 May 2009, DON Information Assurance Workforce Management Manual to Support the Information Assurance Workforce Improvement Program

Specific skills and services provided under this contract may require contractor personnel to become certified as members of the Navy's Information Assurance Workforce.  Those services and certification requirements will be specified within individual task orders.
    
Computing Environment Certification ___ ___
Computing Environment will be specified in task order.

If the individual contractor is required to have Privileged access to a Government system, then a Single Scope Background Investigation (SSBI) is required instead of the NACLC referenced above.  5510.30 defines contractor personnel having unlimited privileged access to an application, system, or network require investigations to support assignment within the IT-I category.  Both the 8500.2 and SECNAV Manual 5510.30 identify the investigation requirement for IT-I access as the SSBI.  If a contractor has a lesser investigation, such as an ANACI or NACI, the contractor will be considered eligible when the SSBI has been reviewed and submitted by the appropriate security office.  If a contractor does not have a previous investigation on record, the contractor will not be eligible for IT-I access until the SSBI is adjudicated.  

Privileged Access.  
Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Levels I, II or III depending on the functions they perform.  They must also be trained and certified on the Operating System or Computing Environment they are required to maintain.  Contractors working on U.S. systems must be U.S. citizens.  They must have IT-I security designation.  A person with privileged access must have an initiated Single Scope Background Investigation (SSBI).
The Contractor shall ensure that personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions in accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program. The Contractor shall meet the applicable information assurance certification requirements, including- 
(1) DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8570.01-M.

(2) Appropriate operating system certification for information assurance technical positions as required by DoD 8570.01-M. 
(a) Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions. 
(b) Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing information assurance functions.

Proof of the above indicated IA certification and computing environment certification is to be provided for all contractor personnel along with the vendor proposal.  In addition to the IA certificate, active enrollment and participation in the certification maintenance program must be established prior to contract award to ensure the appropriate access can be secured by contractor resources.  Questions and additional information requirements may be addressed by contacting the NAVSUP Business Systems Center Information Assurance Manager (IAM).

Contractor resources shall have at a minimum an interim active U.S. Government background investigation in place effective on date of task order award so work can begin immediately on task order period start date.

Certification shall be forwarded to:
 
OIS Program Requirements			OIS Project Requirements
Tony Davila 					Lisa M. Walker, Code 94
NAVSUP N6 NETC-SFB  			NAVSUP Business Systems Center IAM
5450 Carlisle Pike				5450 Carlisle Pike, Bldg 409
Mechanicsburg, PA 17055				Mechanicsburg, PA 17055
Email:  anthony.davila@navy.mil			Email:  lisa.m.walker@navy.mil

16.0	Invoices

The Period of Performance (PoP) for each invoice will be for one calendar month. The contractor shall submit only one invoice per month per order/contract. The appropriate government representative will receive the invoice by the twenty-fifth calendar day of the month after the end of the PoP for the invoice. Included with the invoice will be all backup documentation required such as, but not limited to, travel and material acquisition authorizations (including receipts/invoices for such). In lieu of physical invoice with the contractor representative signature, the contractor shall submit an electronic copy of the invoice for the government representative’s evaluation and acceptance.  The Government reserves the right to require invoice certification by the Government COR Representative (as identified in Paragraph #13c) before payment is processed.  Review and certification of labor hours will be based on contractor’s inputs made IAW NAVSUP N65 SOP utilizing the Standard Labor Data Collection and Distribution Application (SLDCADA). If the invoice is received without all of the required backup documentation, a partial payment will be processed or the invoice will be rejected.

17.0	Non-Disclosure

Contractor personnel performing work under this Statement of Work are required to sign a NAVSUP N65 Certificate of Non-Disclosure (Enclosure -1).


Enclosure (1)
NAVSUP N65
CERTIFICATE OF NON-DISCLOSURE


From: 	 ____________________________
           	 (Please print last name, first)

To:   	Director, NAVSUP N65  
Subj:  	ACCESS TO INFORMATION 

NAVSUP N65 serves as NAVSUP’s focal point for integrating logistics support to operational commanders, ensuring responsive support to Fleet and shore commands across the range of military operations.  Financial and personnel information related to NAVSUP N65 is considered business sensitive.   

I agree that I will not use the information outside of its intended purpose.    

I agree that I will not disclose any information concerning the management processes or organizational specifics to:

· any offerors or potential offerors (including subcontractors) as part of any discussion except as authorized by NAVSUP N65 Director or representative;
· any person outside DOD (e.g. trade association representative, reporter); or
· any person within DOD (including superiors, supervisors, and associates)

unless prior to any disclosure, I have obtained approval to disclose the necessary information from NAVSUP N65 Director or representative and I have obtained a Certificate of Non-Disclosure (certificate) for this information from the person to whom disclosure has been approved or I have verified that a Certificate of Non-Disclosure is on file with NAVSUP N65 Director.

I understand my obligation not to disclose information includes:

· privacy act information pertaining to any NAVSUP N65 employee;
· information and proposals received from offerors;
· the methods or procedures being used by NAVSUP N65 Director to evaluate offeror’s proposals;
· the standards, ratings, or scores used in the evaluation process;
· the substance of any discussions with any offerors;
· any decision of the source selection authority (unless and until such decision is publicly announced);
· the methods, procedures, processes, and systems used currently within NAVSUP N65 to accomplish the tasks related to NAVSUP N65 products and services; and
· information relating to or changes to existing methods, procedures, processes, and systems within NAVSUP N65 as a result of the system design/changes.

Further, I understand that failure to comply with the above requirements will result in dismissal from this project and may result in disciplinary action and referral for civil or criminal action.

____________________________________	_______________________________________
                         (signature)					                   (date)

____________________________________	____________________________________
                             (title)					             (permanent duty station)
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