4 August 2010

PERFORMANCE WORK STATEMENT (PWS)   DRAFT
Training and Operational Readiness Information Services (TORIS)

Part 1

Overview and Contract Requirements

1.0  Introduction:    This performance-based work statement (PWS) outlines the requirement to   provide Information Technology (IT) Technical Support and related support services  to the Training Standards Department under the Afloat Training Group Pacific (ATGPAC) in San Diego, and the Information Technology Program Manager, “N7,” in a cost-plus-fixed-fee completion-type contract.  

1.1.  Background:   The Afloat Training Group Pacific (ATGPAC) developed a knowledge and data enterprise solution called Training and Operational Readiness Information Services (TORIS). TORIS enables Commander, Naval Surface Force’s (CNSF), Commander, Naval Surface Force Pacific (CNSP), Ship Training (SHIPTRAIN) and Surface Warfare Enterprise (SWE) programs to collect, store and display readiness and performance data to provide cost-wise readiness.  [The acronyms “CNSF and CNSP” will be used interchangeably.]  It was approved by the Department of the Navy Application and Database Management System (DADMS) in the fall of 2005 as an authoritative database.  

TORIS is a suite of software applications that provide data collection, data display and data sharing for all surface force ships and all Afloat Training Groups (both Pacific and Atlantic areas of responsibility). Included in the TORIS suite are the following associated applications:

a. Training Figure of Merit (TFOM). TFOM provides a lens into the TORIS data base to provide units/ISICs a graphic representation of readiness across all warfare areas.

b. Ships In Training (SIT). Sit is an  internal tracking tool to track ship’s certification status as they proceed through the unit level training cycle.

c. Supply Management Certification (TORIS-Supply). Toris-Supply assesses  compliance with CNSFINST 5040.1 series and track certification.

d. 3M Certification (TORIS-3M). 3M Certification assesses compliance with CNSFINST 4790.1 series Maintenance and Material Management certification.

e. Scheduling and assignment of personnel – Master Scheduling Program (TORIS-MSP). TORIS-MSP accounts  for ATG manpower level of effort required to deliver training to surface ships.

f. A human resource management (ATG Enterprise Personnel Program, AEPP).   AEPP integrates ATG personnel functions into TORIS-MSP to support efficient scheduling of personnel.

g. TORIS-Afloat.  TORIS-Afloat is installed on NIAPS servers or stand-alone systems aboard every CNSF ship.   It leverages the NIAPS replication process for data transmission back to shore.   Ships use these suite of programs in their daily routine to train to requirements and collect data generated during training exercises.  Additionally, TORIS feeds surface ship training readiness data to the Defense Readiness Reporting System-Navy (DRRS-N), which is the Navy's Mission Essential Tasks (METs)/capabilities-based readiness reporting system. 

There is a substantial requirement for contractor support to improve reliability and maintainability of TORIS to include installation of software on ships, troubleshooting software installed on ships, functional (business) analysis, software engineering and integration, configuration management/quality control, database management/system administration, user training, fleet hardware procurement and distribution, help desk management and documentation. Additionally, there is a significant amount of effort put into metric development and data analysis in direct support of the Surface Warfare Enterprise (SWE).

1.2   Objectives:  Contractor will provide subject matter expertise in enhancing the TORIS suite of programs, developing new subsystems to improve performance, maintaining the system to optimum levels, will provide data base entry, configuration management, quality control, customer service, systems administration, information assurance, and training.  Contractor will also support ATGPAC N7 goals and objectives focusing on best business practices and technical expertise necessary to have a trained, ready fleet for immediate deployment.
1.3  Scope:   The overall effort is comprehensive.  Contractor shall modify current TORIS software as well as develop new software to support CNSF surface ships.  The contractor shall test the TORIS program on all versions of NIAPS.  The tasks described herein are the typical tasks and functions associated with maintenance and integration of the TORIS suite of applications to support SHIPTRAIN/SWE goals and the ATG mission.  The Contractor will provide forces afloat and authorized Government agencies with the support listed below.  Accomplishment of the tasks herein which include information systems shall be in accordance with the latest DOD/DON standards, policies, and security guidelines.

1.3.1 
Program Management Support and Functional Business Analysis
1.3.2
Software Systems Engineering and Integration

1.3.3
Configuration Management/Quality Control

1.3.4
Database Management/System Administration

1.3.5
Provide User Training Services

1.3.6
Fleet Hardware Procurement/Distribution and Software Installation

1.3.7
Fleet Support & Help Desk Management and Documentation

1.4  Period of Performance:  The period of performance shall be for a period of one (1) base year with four (4) follow on   option years.  Period of performance will be as follows:

Base Year:
01 Oct 2010 – 30 Sep 2011

Option 1:
01 Oct 2011 – 30 Sep 2012

Option 2:
01 Oct 2012 – 30 Sep 2013

Option 3:
01 Oct 2013 – 30 Sep 2014

Option 4:
01 Oct 2014 – 30 Sep 2015

1.5 Hours of Operation:  Contractor personnel are expected to provide support to ATGPAC for a normal 40-hour work week except Federal holidays or when the Government facility is closed due to local or national emergencies, administrative closings, or similar Government directed facility closings.  Contractor personnel will observe the U.S. Federal holiday schedule with allowances for shift coverage during holiday periods.  Hours of operational coverage are from 0730-1600, M-F. Occasional work may be required in addition to the 40-hour work week on a limited basis and subject to approval, in advance, by the COR, identified at time of award. 
1.6 Place of Performance:  

The primary place of work to be performed under this contract will be at the following location:

	Location
	Address

	Naval Base San Diego
	ATGPAC, 3455 Sturtevant Street, Building 58, San Diego, CA.


1.7.1  Recognized Holidays:  
New Year’s Day




Labor Day

Martin Luther King Jr.’s Birthday


Columbus Day

President’s Day




Veteran’s Day

Memorial Day




Thanksgiving Day

Independence Day



               Christmas Day  

1.8 Security Requirements:  Where specified, select contractor personnel performing work under this contract must be U.S. Citizens and have a Secret security clearance at time of the proposal submission, and must maintain the level of security required for the life of the contract in support of the Navy Readiness Reporting Enterprise (NRRE) and data transfer to DRRS-N.  An interim secret clearance is acceptable prior to a Secret clearance being granted.  Unless otherwise specified, all other work will be unclassified.  
1.9  Physical Requirements:  The contractor shall be responsible for safeguarding all Government equipment, information and property provided for contractor use.  
1.10 Special Qualifications:  The contractor is responsible for ensuring all employees in designated DOD Information Assurance Management (IAM) and Information Assurance Technical (IAT) positions possess and maintain professional certification per DOD Directive 8570.1\8570.01M Information Assurance Training during the execution of this contract.  
1.11  Quality Assurance/Control:  The contractor shall be responsible for the development and maintenance of an effective quality control program (ACP) to include, but not limited to the capability to identify, prevent, and ensure non-recurrence of defective services and deliverables.  

1.12 Key Personnel:  The following personnel are considered key personnel by the Government:  

Program Manager

Chief Engineer/Project Manager

Senior Subject Matter Expert

Senior Software Engineer (MSP emphasis)

Systems Analyst (QA emphasis)

Systems Analyst (DRRS-N emphasis)

Accreditation Specialist/Information Assurance

Data Base Manager

Qualifications for all key personnel are listed below:  
1.12.1  Program Manager.   The contractor shall provide a program manager who shall be responsible for the performance of the work.    The program manager shall have full authority to act for the contractor on all contract matters relating to the daily operation of this contract and shall be responsible for ensuring that the contractor provides quality services and deliverables in accordance with the PWS.  The Program Manager shall be a subject matter expert in IT and business support relating to IT, with recent and in depth experience with SHIPTRAIN requirements and systems.  The Program Manager must have recent, in depth experience in managing large-scale, complex programs and systems like TORIS – with an emphasis on military like training systems for operational forces.  The Program Manager should have an advanced degree in Computer Science and have an expert-level knowledge of Lean Six Sigma and be “certified” as a Champion in Lean Six Sigma.  
1.12.2  Chief Engineer/Project Manager. The Chief Engineer/Project Manager must have a Bachelor’s Degree in a Technical Field.  The Chief Engineer/Project Manager must have recent and in-depth experience in technical product development involving direct control and responsibility over subordinate developers working in the development of a Microsoft .Net Web Based/SQL Server System. The Chief Engineer must have experience defining project objectives and requirements, establishing system architecture, ensuring information assurance compliance, directing, coordinating and completing project efforts, interfacing with Government personnel, and providing progress reports. The Chief Engineer must have some experience in Navy information systems and programs and including recent, in depth experience in design, installation, operation, maintenance and repair of web based enterprise solutions.  Contractor should be Security+ certified in accordance with DoD 8570.1, if contractor is not currently certified in accordance with DoD 8570.1, contractor must present a plan to certify within 270 days of contract award.
1.12.3 Senior Subject Matter Expert (Process Improvement Analyst). The Senior Subject Matter (SME) must have an advanced degree in Management or Business.  The SME must have experience with Lean Six Sigma at the Black Belt level or higher.  The SME must have recent, in depth experience with commercial enterprise program management.  And, must have demonstrated experience in effective leadership of cross functional teams and improve cross functional business processes.  The SME must have the ability to conduct workshops, control meetings that identify and prioritize process improvement opportunities.  The SME must have recent experience in SHIPTRAIN, the Surface Warfare Enterprise (SWE) and ATG; and, a demonstrated background in Navy systems.  The SME must have recent, in depth experience with configuration manage and control as it relates to training processes.  
1.12.4 Senior Software Engineer (MSP emphasis).  The Senior Software Engineer (SSE) must have at a minimum a Bachelors Degree in Computer Science.  Contractor should be Security+ certified in accordance with DoD 8570.1, if contractor is not currently certified in accordance with DoD 8570.1, contractor must present a plan to certify within 270 days of contract award.  The SSE must have demonstrated recent, in depth experience in product development.  In depth, here, is defined as direct control and responsibility over subordinate developers working the development of a relational database system.  And, the SSE must have actual hands-on experience in the development of such a database system using Microsoft .Net Web Based/SQL Server System.    The SSE must also have administrative experience including defining project objectives and requirements, establishing system architecture, ensuring information assurance compliance, directing, coordinating and completing project efforts, interfacing with government personnel, and providing progress reports.  Must have some knowledge of IT solutions peculiar to the Navy.

1.12.5 Systems Analyst (QA emphasis).  The Senior Systems Analyst (SSA) must have an advanced degree with a demonstrated expertise in quality assurance.  Must have actually written and executed quality assurance test cases, defining test environments and documenting test results.  Must be proficient in software analysis tools to include access and excel.  Must have recent, in depth understanding of Surface Warfare training metrics.  And, must have actual created, defined, designed and developed statistical analysis relevant to training metrics.  Must be able to create Quality Assurance packages and execute programs to those packages.  
1.12.6 Systems Analyst (DRRS-N emphasis).  The Systems Analyst (DRRS-N emphasis) must have a Bachelors Degree in Business or Technical Type Field.  This analyst must have a security clearance at the secret level.  Must have experience in mapping of data points surface unit mission essential task list (NMETL) or similar requirements generation experience in support of surface ship readiness.  He/She must have project-management experience in large-scale commercial enterprises.  
1.12.7 Accreditation Specialist/Information Assurance.  The accreditation Specialist must have Bachelor Degree in Business or Technical Type Field.  Contractor should be Security+ certified in accordance with DoD 8570.1, if contractor is not currently certified in accordance with DoD 8570.1, contractor must present a plan to certify within 270 days of contract award.  Must demonstrate experience in Navy Information Assurance specifically with extensive knowledge of the DOD System Security Authorization Agreement (SSAA), to include recent experience with all documentation requirements to establish and maintain an Information System Authority to Operate (ATO) with NETWARCOM. He/she must have some experience with DIACAP; but, must have significant, recent experience with network and IT system vulnerabilities and knowledge of DODI 8500.1/2 IA controls.  knowledge of network and IT system vulnerabilities, knowledge of DODI 8500.1/2 He/she must understand and be able to mediate security vulnerabilities within computer systems and have experience using network vulnerability scan tools and the Defense Information Systems Agency Vulnerability Management System (VMS). 
1.12.8  Database Manager.  The Database Manager must a Bachelors Degree in Information Technology or Computer Science. Contractor should be Security+ certified in accordance with DoD 8570.1, if contractor is not currently certified in accordance with DoD 8570.1, contractor must present a plan to certify within 270 days of contract award.  The Database Manager must have recent, in depth experience in database administration involving direct control and responsibility for all aspects of data quality and server maintenance.   He/she must have experience defining and creating project objectives and requirements, establishing system architecture, ensuring information assurance compliance, directing, coordinating and completing project efforts, interfacing with government personnel, and providing progress reports.  He/she must have working knowledge of Navy web-based  enterprise solutions. And be certified as a Microsoft Certified Database Administrator.   
1.13.0 Non-Key Personnel Labor Categories (Non-Department of SCA Labor Categories). Non-Key Personnel Positions:  The following personnel are considered non-key personnel by the Government:  

Senior Software Engineer

System Administrator

Application Analyst

Data Analyst

Technical Writer

Minimum qualifications for all non- key personnel are listed below:  

1.13.1 Senior Software Engineer: Must have a  Bachelor’s Degree (Technical Degree); documented  experience in the design, development, installation, maintenance and analysis of software systems directly related to the tasks associated with the development, maintenance and updating of all web based applications.   Must have experience working with Microsoft .Net Web Based/SQL Server System and be capable of providing all services relating to software integration and programming to effect adjustments to web applications.  Must have recent experience in developing  applications in accordance with DOD/DON standard programming software/languages (Microsoft SQL Server 2000/2005 with T-SQL, web technologies and languages (e.g. HTML, CSS, JavaScript, etc), Microsoft Active Server Page (ASP) 3.0, ASP.NET, C#, Visual Basic, etc).  
1.13.2 System Administrator:  Must have a Bachelors Degree (Technical Degree).  The systems administrator(s) must have proper certification in Microsoft.   Contractor should be Security+ certified in accordance with DoD 8570.1, if contractor is not currently certified in accordance with DoD 8570.1, contractor must present a plan to certify within 270 days of contract award. Must have recent, in depth knowledge and capability with system administrator.  He/she must have been responsible for effective provisioning, installation/configuration, operation, and maintenance of systems hardware and software and related infrastructure.   Requisite experience includes  participation in technical research and development to enable continuing innovation within the infrastructure, defining project objectives and requirements, establishing system architecture, and supporting information assurance compliance efforts, interfacing with government personnel, and providing progress reports. He/she should also have experience in the administration of  Navy web based enterprise solutions to include performing daily system monitoring, verifying the integrity and availability of all hardware, server resources, systems and key processes, reviewing system and application logs, and verifying completion of scheduled jobs such as backups.  He/she must have a working knowledge of software applications such as Retina Scans and Gold Disk to perform network vulnerability scans and knowledge of the Defense Information Systems Agency’s VMS.  
1.13.3 Application Analyst.   He or she must have a Bachelor’s Degree evidencing some educational background in computer program analysis.  He/she must have recent experience in functional support and development of management information systems, work breakdown structures, or work simplification techniques.  He/she must have a working knowledge of  Naval information system projects including Fleet Support, maintenance, documentation, testing, installation, or ship upgrade of Navy shipboard systems listed. 
1.13.4.  Data Analyst.  Must have a Bachelor’s Degree evidencing some educational background in Information Technology Systems.  He/she must have recent experience in areas of computer program analysis, functional support and development of management information systems, work breakdown structures, or work simplification techniques. He/she must have a working knowledge of  Naval information system projects including Fleet Support, maintenance, documentation, testing, installation, or ship upgrade of Navy shipboard systems listed. 

1.13.5  Technical Writer.   Must have a Bachelor’s Degree (any discipline) or recent, in depth experience as a technical writer.  Must have a working knowledge of Naval information system documentation, acronyms, and style.  Must have experience in developing User Guides, Technical Documentation and System Documentation.
1.14  Contractor Travel:  Contractor may be required to travel  in support of this task order.  Specific travel requirements are currently unknown.  Contractor will be authorized travel expenses consistent with the substantive provisions of the Joint Travel Regulation (JTR) Not-to-Exceed (NTE) the amounts specified in this contract.  All travel requires Government approval/authorization and notification to the COR.  
1.15  Data Rights:   See Data Rights Clauses, Section I of the Solicitation.
1.16  Organizational Conflict of Interest (OCI):  See OCI Clause, Section H of the Solicitation.   
1.17 Phase In/Phase Out Period:  To minimize any decreases in productivity and to prevent possible negative impacts on additional services, the Contractor shall have personnel on board, during the thirty (30) day phase in/ phase out periods.  During the phase in period, the Contractor shall become familiar with performance requirements in order to commence full performance of services on the contract start date.
PART 2

DEFINITIONS & ACRONYMS

2.0       Definitions and Acronyms.  

2.1. DEFINITIONS:
2.1.1. CONTRACTOR.  A supplier or vendor awarded a contract to provide specific supplies or service to the Government.  The term used in this contract refers to the prime.  

2.1.2. CONTRACTING OFFICER.   A person with authority to enter into, administer, and or terminate contracts, and make related determinations and findings on behalf of the Government.  Note: The only individual who can legally bind the Government.  

2.1.3. CONTRACTING OFFICER'S REPRESENTATIVE (COR).   An employee of the U.S. Government appointed by the Contracting Officer to administer the contract.  Such appointment shall be in writing and shall state the scope of authority and limitations.  This individual has authority to provide technical direction to the Contractor as long as that direction is within the scope of the contract, does not constitute a change, and has no funding implications.  This individual does NOT have authority to change the terms and conditions of the contract.  
2.1.4. DEFECTIVE SERVICE.  A service output that does not meet the standard of performance associated with the Performance Work Statement.  
2.1.5. DELIVERABLE.  Anything that can be physically delivered, but may include non-manufactured things such as meeting minutes or reports.  

2.1.6. KEY PERSONNEL.  Contractor personnel that are evaluated in a source selection process and that may be required to be used in the performance of a contract by the Key Personnel listed in the PWS.  When key personnel are used as an evaluation factor in best value procurement, an offer can be rejected if it does not have a firm commitment from the persons that are listed in the proposal.  

2.1.7. PHYSICAL SECURITY.  Actions that prevent the loss or damage of Government property.  

2.1.8. QUALITY ASSURANCE.  The Government procedures to verify that services being performed by the Contractor are performed according to acceptable standards.  

2.1.9. QUALITY ASSURANCE Surveillance Plan (QASP).  An organized written document specifying the surveillance methodology to be used for surveillance of contractor performance.  
2.1.10. QUALITY CONTROL.  All necessary measures taken by the Contractor to assure that the quality of an end product or service shall meet contract requirements.  

2.1.11. SUBCONTRACTOR.  One that enters into a contract with a prime contractor.  The Government does not have privity of contract with the subcontractor.  

2.1.12. WORK DAY.  The number of hours per day the Contractor provides services in accordance with the contract.  

2.1.13. WORK WEEK.  Monday through Friday, unless specified otherwise.

2.2. ACRONYMS
	Acronym
	Description

	ATGPAC
	Afloat Training Group Pacific

	AEPP
	ATG Enterprise Personnel Program

	ATO
	Authority to Operate 

	ATOC
	Afloat Training Organization Commanders Conference

	BP
	Basic Phase

	BPTv
	Basic Phase Training view

	CAC
	Common Access Card

	CCR
	Continuous Certification Requirement

	C&A
	Certification and Accreditation 

	CCB
	Configuration Control Board

	CCG
	Configuration Control Group

	CDP
	Collected Data Point

	CPF
	Commander Pacific Fleet

	CFR
	Code of Federal Regulations

	CLIN
	Contract Line Item Number

	CNSF
	Commander, Navy Surface Forces

	CNSP
	Commander, Naval Surface Force Pacific 

	COB
	Close of Business

	CONUS
	Continental United States (excludes Alaska and Hawaii)

	COR
	Contracting Officer Representative

	COTS
	Commercial-Off-the-Shelf

	CTR
	Customer Technical Representative

	DADMS
	DON Applications Database Management System 

	DD254
	Department of Defense Contract Security Requirement List

	DFARS
	Defense Federal Acquisition Regulation Supplement

	DRRS-N
	Defense Readiness Reporting System-Navy 

	DIACAP
	DOD IA Certification and Accreditation Process (DIACAP)

	DISA
	Defense Information Systems Agency

	DOD
	Department of Defense

	DON
	Department of the Navy

	EOC
	Engineering Operational Certification

	EOBP
	End of Basic Phase

	FAR
	Federal Acquisition Regulation 

	FISMA
	Federal Information Security Management Act 

	FPY
	First Pass Yield

	FRTP
	Fleet Response Training Plan

	FSB
	Fleet Status Board

	GFP
	Government Furnished Property

	IAM
	Information Assurance Management 

	IA
	Information Assurance

	IT
	Information Technology

	JTR
	Joint Travel Regulation 

	KO
	Contracting Officer

	LOGREQ
	Logistical Requirements

	LTT
	Limited Team Training

	MAC
	Move-Add-Change

	MC
	Multiple Classification

	MET
	Mission Essential Tasks

	MSP
	Master Scheduling Program 

	NCDOC
	Navy Cyber Defense Operations Command 

	NERMS
	Navy Emergency Response Management System 

	NIAPS
	Navy Information/Application Product Suite

	NGEN
	Next Generation

	NIPR
	Nonsecure Internet Protocol Router

	NMCI
	Navy Marine Corps Intranet

	NMETL
	Navy Mission Essential Task List

	NNWC
	Naval Network Warfare Command

	NRRE
	Navy Readiness Reporting Enterprise 

	NTA
	Navy Tactical Task

	NTIMS
	Navy Training Information Management System

	NTE
	Not-to-Exceed

	OCI
	Organizational Conflict of Interest

	OCONUS
	Outside the Continental United States

	ODC 
	Other Direct Costs

	OIX
	Official Information Exchange 

	OTD
	On Time Delivery

	OTH
	Over-The-Horizon

	POA&M
	Plan of Action & Milestones 

	PIPO
	Phase In/Phase Out

	PIT
	Platform Information Technology

	POC
	Point of Contact

	PRS
	Performance Requirements Summary

	PWS
	Performance Work Statement

	QA
	Quality Assurance

	QAP
	Quality Assurance Program

	QASP
	Quality Assurance Surveillance Plan

	QC
	Quality Control

	QCP
	Quality Control Program

	SCT
	Static Cycle Time

	SFTM
	Surface Force Training Manual

	SIPR
	Secret Internet Protocol Router

	SIT
	Ships In Training 

	SOP
	Standard Operating Procedure

	SSE
	Senior Software Engineer

	SSAA 
	System Security Authorization Agreement 

	ST&E
	Security Tests and Evaluations 

	SHIPTRAIN
	Ship Training 

	SW
	Southwest

	SWE
	Surface Warfare Enterprise 

	TE
	Technical Exhibit

	TFOM
	Training Figure of Merit 

	TORIS
	Training Operational Readiness Information Services

	USFFC
	United States Fleet Forces Command

	ULTRA C
	Unit Level Training Readiness Assessment Certification

	ULTRA S
	Unit Level Training Readiness Assessment Sustainment

	VMS
	Vulnerability Management System 


PART 3
GOVERNMENT FURNISHED PROPERTY, EQUIPMENT, AND SERVICES
3.0  GOVERNMENT FURNISHED ITEMS AND SERVICES.  

3.1. Services.  The Government will provide telephone services and other services necessary to accomplish the task order.  

3.2. Facilities.  The Government will provide furnished workspace, furnishings, office supplies, fax and, document reproduction capability, and all computer resources including access to terminals, printers, software, data, and communication networks.  
3.3. Utilities. The Government will provide all utilities in the facility and will be available for the contractor’s use in performance of tasks outlined in this PWS.  The Contractor shall instruct employees in utilities conservation practices.    

3.4. Materials.  The Government will provide office supplies, available relevant standards, policies, functional statements, technical manuals and documentation, computer systems guides, regulations, instructions, operational procedures, and reference material necessary to accomplish the task order.  
PART 4

CONTRACTOR FURNISHED ITEMS AND SERVICES

4.0  CONTRACTOR FURNISHED ITEMS AND RESPONSIBILITIES.  
4.1. General: The Contractor is responsible for providing personnel with the expertise and knowledge required to perform the services of this PWC to include IT concepts, principles, methods; IT systems development life-cycle management concepts; analytical concepts; systems and software design tools and principles; analyst displays and research and pertinent Government IT regulations and practices. The contractor is required to provide personnel with good communications skills; both verbal and written; as there will be considerable interaction with military, civilian, and other contractor personnel.
PART 5

SPECIFIC TASKS
5.0      Specific Tasks.  

5.1. Basic Services.  The contractor shall provide services for the following tasks:

Business Management; Operational Analysis;   TORIS programming, Metrics analysis, Database Management; TORIS supporting the SFTM; Information Assurance; System Administration Support ; IT reengineering and technical guidance to ATGPAC N7 to support the command’s TORIS program and administration and analysis. Contractor will provide data analysis, instruction, and development of metrics, instructional materials, management tools, and control information necessary to support fleet readiness.  The Contractor will develop and implement process and system support for new initiatives which are developed within the numerous process improvement and war fighter improvement initiatives currently underway within ATGPAC and CNSF.  The operating environment will dictate much of the engineering and project approach.  Due to the nature and frequency of the changing landscape, a single “perfect” solution is often unattainable – frequent, incremental updates will be the key to success and the analysis and engineering teams must be able to adapt their methodology to support operational requirements.  The frequent, incremental updates will be governed by the TORIS Change Management Process as well as direction given by the COR and the Central Design Authority (CDA) designated by the Government.  Weekly feedback regarding project status and probability of meeting established deadlines will be required from the Contractor.  Finally, contractor will document all changes and bring software/hardware updates to a useable format – providing a transition point for a competitive procurement without causing undue delay and unsupportable negative mission impacts.   

5.2. Task Heading.  The following is the Performance Task matrix for this contract: 
5.2.1. Program Management Support.   
5.2.1.1. The contractor shall do all tasks necessary, to include attending meetings and engaging in on-site training to effect program management support for N7.  Individual tasking shall include, but is not limited to project analysis, business case analysis (cost-benefit analysis), technical support, briefings, data collection, and research.  As part of this tasking, contractor shall review and recommend changes to internal documentation generated by N7 – and shall track N7 projects to completion. 

5.2.1.2. Generate informational briefs on TORIS Enterprise for distribution to ATGs.  
5.2.1.3. Provide financial and management reports required to properly manage workload, allocate resources, supervise employees, and track costs and product.
5.2.1.4. Intentionally Left Blank.
5.2.1.5. Provide TORIS Enterprise development project control summary to include weekly project status reports.

5.2.1.5.1. Develop software deployment plan to the fleet and ATGs.
5.2.1.6. Formulate concept papers and proposals for future development efforts and brief executive leadership when required.
5.2.1.6.1. Formulate software architecture diagram for all TORIS Enterprise applications.
5.2.2. Functional (Business) & Systems Analysis. 
5.2.2.1. The Contractor shall create for ATGPAC functional (business) & systems analysis for the TORIS Enterprise solutions. 
5.2.2.2. Create business analysis of ATG processes and practices to include presentations and papers on Return on Investment and Process Improvement to include, but not limited to, Six Sigma, Theory of Constraints, 7 Step Problem Solving Method.  

5.2.2.3. Organize and support ATGPAC functional processes such as ATOCC and CCG/CCB.  Provide systems analysis, development support, maintenance support, and quality assurance support to ATG Enterprise and resource management tools to include but not limited to AEPP, MSP, SIT, BPTv and Stoplights.

5.2.2.4. Participate in the conduct of SFTM tab reviews and create draft Configuration Control Group (CCG) agenda.  Coordinates and documents feedback CCG weekly meetings at ATGPAC, Mission Area Functional Lead working groups and CCG/CCB video tale-conferences.

5.2.2.5. Organize and Perform the posting of SFTM draft Tabs on the SURFOR SharePoint site to allow for comment on by SME’s, CCG, and CCB. 
5.2.2.6. Contribute to training improvement initiatives and make recommendations for improvements.  Recommend ULTRA C/E/S SOPs to support the SFTM .

5.2.2.7. Provide change recommendations that support CNSF requirements for DRRS-N & NTA reporting and alignment to include: SFTM/TORIS CCR to NTA mapping, internal NTIMS mapping for CCR, developing SFTM guidance for DRRS-N SORTS reporting input, align TORIS data card entry for NTIMS sub event completion, NMETLS to NTIMS vs. TORIS to SFTM and alignment with NWTP, SFTM/TORIS to NTIMS/NWTP mapping, CDP to NTA threshold values, event/sub event alignment, condition and standards alignment, FRTP alignment and editing with NTIMS, ship class NMETL review and alignment, and ATG resource alignment with FRTP within NTIMS.  Participate in DRRS-N working groups with CNSF and USFFC.

5.2.2.8. Provide support to CNSF and ATGPAC by researching and briefing all TORIS issues with Navy Readiness Reporting Enterprise (NRRE), to include, but not limited to providing , impact analysis of initiatives on SHIPTRAIN processes, and executive/flag level briefings.

5.2.2.9. Formulate recommendations and courses of action that support the inclusion of Littoral Combat Ship (LCS) training policies and processes into the TORIS enterprise as required to facilitate development of a TORIS software application.
5.2.2.9.1. Design and construct software that integrates LCS Mission Areas into TORIS Enterprise.  
5.2.2.10. Provide metrics development, analysis, executive/flag-level briefing, and support for various initiatives and improvement processes to include but not limited to:  Static Cycle Time, On Time Delivery, First Pass Yield, Crew Performance and Proficiency at Certification, TFOM Overall Proficiency, Force Monthly FPY & OTD, Force Monthly SCT & OBT, Crew Performance Output (Red Lines), Average Cost per Warship Exiting BP, and various cost analysis outputs.  Participate in weekly Surface Warfare Enterprise cross functional team working groups and briefs.

5.2.2.11. Generate internal and external data calls such as Fleet Replication Status, Financial Analysis, Validation of EOC, CCR Completion at EOBP, Data Card Counts and Analysis, TFOM & CCR Completion Trends and Analysis, Proficiency Trending and Analysis in various mission areas, LTT Count, Smart Ship vs. non-Smart Ship Proficiency Trending, Manpower Utilization, Ships In Training Waterfall Brief, Annual Resource Allocation for Training, Annual Process Output Comparisons.
5.2.3. Software Systems Engineering & Integration.  
5.2.3.1. The Contractor shall produce software to support the TORIS Enterprise to include modification to existing software and producing new software to support the SFTM and ATG Business practices. Data shall be organized in an environment that can be integrated within the TORIS Enterprise.  Data shall also be available utilizing web service technology for other organizations to consume.
5.2.3.2. Provide a feed of TORIS-Afloat TFOM data to NTIMS in order to populate DRRS-N.

5.2.3.3.  Software Systems Development and Integration will be performed using  current DOD/DON standard programming software/languages  to include Microsoft SQL Server 2000/2005 with T-SQL, web technologies and languages (e.g. HTML, CSS, JavaScript, etc), Microsoft Active Server Page (ASP) 3.0, ASP.NET, C#, Visual Basic, and as directed by the Central Design Authority (CDA).

5.2.3.4. Using CCG/CCB approved input, the contractor will design, construct, QA, and implement improvements and modifications to TORIS-Afloat annually or as directed.  Implementation will include development of a no-touch installer for deployment via NIAPS replication to all CNSF units reporting TFOM data and associated updates to Fleet View application.  New Construction ships will be supported upon their commissioning date to support the established CNSF Training manual.  TORIS updates are expected to be ready for fleet deployment within 6 months of receiving final CCB approved input to include SFTM warfare area tabs that directly supports the SFTM.
5.2.3.5. Using CCG/CCB approved input, design, construct, QA, and implement improvements and modifications to TORIS Enterprise shore systems semi-annually or as directed.  Systems include but not limited to ATG Enterprise Personnel Program, ATG Master Scheduling Program, Ships In Training, Fleet Views, Fleet Status Board, TORIS-Supply, TORIS-3M, EOMR Repository, Basic Phase Training view. TORIS Enterprise applications will be built/maintained but not limited to support and comply with the SFTM and generate reports and displays that track mission area certification status as well as mission area status.

5.2.3.6. The contractor will provide the capacity to conduct multiple application updates and development simultaneously to TORIS Enterprise to include but not limited to Fleet View, BPTv, FSB, AEPP, MSP, Stoplights, TFOM, TORIS, etc.
5.2.3.7. Establish and perform software assurance as directed and in accordance with all information assurance directives and industry best practices.  

5.2.3.8. Generate conceptual designs based on requirements identified by functional staff and analyze alternatives. Each alternative should be evaluated for feasibility to deliver the required capability. The concepts that provide the most capability at an affordable cost should be evaluated in greater detail to arrive at the best value solution. Provide recommendations to leadership in a formal design review for application update and new development.   Incorporate feedback into a final Conceptual Design and Alternative Analysis document.

5.2.3.9. Perform component and unit tests to ensure component performance, behavior, and characteristics meet the component requirements and that the technologies have been properly integrated. Document test results and address how deficiencies will be resolved. Integrate components, including hardware and software, into subsystems as required. Perform subsystem integration tests to ensure subsystems perform and behave as required. Document test results and address how deficiencies will be resolved. Integrate components and subsystems into the complete system. Perform large-scale system integration tests to ensure the system performs and behaves as required. Document test results and address how any deficiencies will be resolved.  Generate Standard Operating Procedures (SOP) for core business applications.
5.2.3.10. Participate in technical and programmatic discussions, planning sessions, and reviews.  
5.2.3.11. Perform software engineering to support the development of LCS training and readiness reporting as directed by the CCG/CCB and in compliance with the LCS training manual.  Have a fully running TORIS program that supports mission modules, installed on NIAPS. TORIS-LCS training application is expected to be ready for fleet deployment within six months of receiving final CCB approved inputs.
5.2.4. Configuration Management/Quality Control/Certification & Accreditation/Information Assurance. 
5.2.4.1. The contractor shall serve as an Information Assurance (IA) and Certification and Accreditation (C&A) Subject Matter Expert in support of Department of Defense (DOD) and Department of Navy (DON) Information Assurance initiative to identify, isolate, and resolve associated IA matters.
5.2.4.2. Maintain the C&A life-cycle in accordance with (IAW) DOD IA Certification and Accreditation Process (DIACAP) and DOD PIT guidance.

5.2.4.3. Plan and execute security tests and evaluations (ST&Es) and perform architecture reviews of new and existing IT systems to maintain IA compliance.
5.2.4.4. Provide IA engineering support for systems throughout the acquisition and system development life-cycle to maintain IA compliance.

5.2.4.5. Develop C&A accreditation packages, including test reports, Federal Information Security Management Act (FISMA) Plan of Action & Milestones (POA&M), and risk assessments. 

5.2.4.6. Establish a quality control methodology to ensure software developed within TORIS meets all specifications and required DoD standards.  Contractor must submit a test plan to CCG/CCB for approval prior to conducting quality control testing for all software products.

5.2.4.7. Perform software testing to ensure TORIS software meets all specifications, DoD standards, and user needs.

5.2.4.7.1. Document all discovered software bugs and provide recommended fixes or generate business rules that can be considered by the CCG/CCB as a work arounds.
5.2.4.8. Ensure the Authority to Operate (ATO) stays current.  Coordinate action with Echelon II and Echelon III IA representatives to ensure compliance with all IA requirements such as FISMA, DADMS, PII, DODAF, and annual IA Controls Review. Establish and control security controls testing per FISMA and DOD.  Establish and evaluate annual security review and IT contingency plan testing.  Exercise contingency plan as an interim measure to recover IT system and services operations following a failure or disruption.  Create POA&M to identify IA issues and make fixes.  

5.2.4.9. Develop DIACAP accreditation documentation.

5.2.5. Database Management/System Administration.  
5.2.5.1. The contractor shall provide database management to include but not limited  conducting data cleansing, data backup, and data-integrity strategies for all production systems to include by not limited to TORIS-Afloat to NIAPS replication pipeline, Fleet Views, Stoplights, Unit Information, MSP, AEPP, Basic Phase Training view.

5.2.5.2. Provide systems administration.  Ensure all production and development server systems are compliant with all applicable IA policy such as STIGs, industry best practices, and as directed by the CDA.

5.2.5.3. Generate User Access Control and Account Management for all TORIS production servers.
5.2.5.4. Provide Server maintenance for production, mirror and development servers.  Ensure server          configuration is in compliance with all applicable STIGs, IA directives, and industry best practices. 

5.2.5.5. Contractor will generate and maintain all requirements of a Continuity of Operations Plan (COOP) for the TORIS Servers. 
5.2.5.6. Generate and maintain all requirements of a Disaster Recovery Plan for TORIS servers.

5.2.5.7. Generate and maintain all requirements of a Business Continuity Plan for all TORIS Servers.

5.2.5.8. Perform required software upgrades and maintenance to both production and development server environments.  Ensure configuration control is maintained to standards set by the CDA.

5.2.5.9. Ensure TORIS-Afloat is compatible on all versions of NIAPS. 

5.2.5.9.1. TORIS-Afloat testing will be conducted using NIAPS approved test scripts.

5.2.5.9.2. Test results will be generated for all TORIS-Afloat NIAPS testing.

5.2.5.10. The contractor shall provide Computer System Administration and maintenance support for all current and future TORIS servers (Production, Mirror, Development, NIPR and SIPR).   To include build\upgrade servers, backup\restore, software installations, hardware\software configurations, security patching and performing security mitigation to correct security Category findings and\or comply with Department of Defense (DOD\Department of the Navy (DON)\Naval Network Warfare Command (NNWC) requirements.
5.2.6. Provide User Training Services.  
5.2.6.1. The contractor shall prepare TORIS-Enterprise user training materials for distribution to ATGs and Ships.  Local Training shall be made available once a quarterly that maybe attended by any ATG, SHIPS, or ISIC.
5.2.6.2. Provide training report including identification of person(s) trained, parent command of person trained, location of training, subject of training, date of training conducted, and duration of training for the TORIS Enterprise System and revise as required based on system changes.

5.2.7. Fleet Hardware Procurement/Distribution and Software Installation.  
5.2.7.1. The contractor shall prepare a software deployment plan to deploy TORIS on all newly commissioned surface ships in the Pacific and Atlantic Fleets. 
5.2.7.2. Provide hardware plan to ensure systems operate efficiently and effectively. Assist ATG with hardware procurement and management as required.
5.2.7.3. Utilizing NIAPS, Install software on ships as required and troubleshoot problems to ensure ships report training data/TFOM as required. For manual ships install software via Internet methods.

5.2.8. Fleet Support & Help Desk Management and Documentation. 
5.2.8.1. The contractor shall provide complete software documentation for the TORIS Enterprise System and revise as required based on system changes.  
5.2.8.2. Maintain a Helpdesk for informational and assistance resource that troubleshoots and documents problems with in TORIS Enterprise applications.

5.2.8.3. Conduct remote assist sessions as required for remote troubleshooting of TORIS-Afloat installations.

5.2.8.3.1. Troubleshoot all ships remotely
5.2.8.4. Perform on-site troubleshooting (San Diego Based ships) and assist visits as required to support TORIS installations afloat.   
5.2.8.5. Develop training plans for trouble shooting assistance.
5.2.8.6. Maintain trouble call tracking and closeout within Global Distance Support Center Remedy Help Desk system.  Monitor and perform trend analysis to determine root cause for process improvement.
5.2.8.7. Maintain TORIS data flow from ship to shore via NIAPS replication and Tumbleweed Secure Transport.  
5.2.8.7.1. Monitor health of replication utilizing the Fleet Status Board, NIAPS Health and Monitoring System, and other tools as required.  
5.2.8.7.2. Recommend and develop additional tools as needed to improve the data replication process.
5.2.8.8. Monitor TORIS Help Desk phone lines and distribution list to ensure prompt and relevant customer support for end-users.  Maintain excellent customer relationships.  Maintain logs documenting trouble calls and provide monthly metrics.   Answer all requests within 24 hours (Monday through Friday).  Maintain a list of known issues and promulgate to the TORIS user base.
5.2.8.9. Analyze and process return data from ships reporting manually.  Ensure prompt processing of all return data is populated within TORIS Enterprise within one workday of receipt.
5.2.8.10. The contractor shall process incoming and outgoing trouble calls for TORIS Enteprise.
5.2.8.11. Monitor incoming and outgoing NIPR message traffic.  Generate draft ATGPAC N7 messages that relate to TORIS. 
5.2.8.12. Establish a means to ensure TORIS Enterprise customers are kept current on all applications. 

5.2.8.13. Provide customer service support for customers to include user assistance and training.
PART 6

APPLICABLE PUBLICATIONS

6.0       Applicable Publications (Current Editions).  
6.1. The Contractor must abide by all applicable regulations, publications, manuals, and local policies and procedures contained herein:   
	SECNAVINST M-5510.30
	DON Personnel Security Program Instruction

	SECNAVINST 5510.36A
	DON Information Security Program (ISP)

	OPNAV 5530.14D
	Navy Physical Security and Law Enforcement

	SECNAV M-5510.36
	Department of the Navy (DON) Information Security Program and IA PUB 5239.22

	NAVSO P-5239-04
	Information Systems Security Manager (ISSM) Guidebook

	COMNAVSURFORINST 3502.1 (series) 
	Surface Force Training Manual

	OPNAVINST 4790.4 (series) 
	Ship’s MAINTENANCE AND MATERIAL MANAGEMENT (3-M) SYSTEM POLICY

	COMNAVSURFORINST 8820.1 (series) 
	Cruise Missile Qualification/Certification Program

	COMNAVSURFORINST 5040.1 (series) 
	Supply Management Certification (SMC) Program

	NOSSAINST 8023.12 (series) 
	Conventional Ordnance Safety Review

	COMAFLOATTRAGRULANT/PAC INST 5234.1 (series) 
	Training and Operational Readiness Information Service (TORIS) Change Management Process (TCMP)

	OPNAVINST 5239.1 (series) 
	Navy Information Assurance Program

	OPNAVINST 3501.360 (series) 
	Defense Readiness Reporting System-Navy (DRRS-N)

	
	NAVY SECURITY OPERATIONS EXERCISE PROGRAM (NSOXP) DRILL PACKAGES

	COMNAVAIRFORINST/COMNAVSURFORINST 3530.4 (series) 
	Surface Ship NAVDORM

	NSTM 571
	Underway Replenishment and NSTM 581, Anchoring

	Applicable FXPs
	Applicable FXPs

	SWE Annual Plan
	SWE Annual Plan

	NTTPS
	Applicable Naval Tactics, Techniques, and Procedures

	COMUSFLTFORCOM/COMPACFLTINST 3501.3 (series) 
	Fleet Training Continuum (FTC) Instruction

	OPNAVINST 3500.38A/ USCGCOMDT INST 3500.01A
	Universal Navy Task List (UNTL)

	NAVAIR 00-80T-106, LHA/LHD NATOPS Manual, NAVAIR 00-80R-14, NATOPS USN Aircraft Firefighting and Rescue Manual, NAVAIR 00-80R-14-1, NATOPS USN Aircraft Emergency Rescue Information Manual, NAVAIR 00-80R-19, NATOPS USN Aircraft Crash & Salvage Operations (Afloat), NAVAIR 00-80T-109, Aircraft Refueling NATOPS Manual, NAVAIR 00-80T-114, NATOPS Air Traffic Control Facilities  Manual, NAVAIR 00-80T-111, NATOPS V/STOL Shipboard and Landing Signal Officer NATOPS Manual, NAVAIR 00-80T-113, Aircraft Signals NATOPS Manual
	

	SECNAVINST 5510.30 (series) 
	Department of Navy Personnel Security Program (PSP) Instruction

	COMFLTFORCOMINST 4790.3 (series)
	Joint Fleet Maintenance Manual

	MIL-STD-001379
	Contract Training Programs

	MIL-STD-2052 
	Systems Design Standard

	LCS TRAMAN (ser)
	LCS TRAMAN (ser)

	DOD Directive 8570.1
	Assurance Training, Certification, and Workforce Management, 14 August 2004

	DOD Directive 8570.01M
	Assurance Training, Certification, and Workforce Management, 14 August 2004

	SSC SD 2833 RSOP E2502-AD-PRO-010
	Navy Regional Enterprise Messaging System (NREMS) Command Message Administrator (CMA)

	DISA STIGs
	Applicable Security Technical Implementation Guides
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ATTACHMENT/TECHNICAL EXHIBIT LISTING

7.0       Attachment/Technical Exhibit List.  

7.1. Attachment 1/Technical Exhibit 1 – Performance Requirements Summary.  
7.2. Attachment 2/Technical Exhibit 2 – Deliverables.  
7.3. Attachment 3/Technical Exhibit 3 – Estimated Workload 
7.4. Attachment 4/Technical Exhibit 4 – Example of Current TORIS Enterprise Architecture
7.5. Attachment 5/Technical Exhibit 5 – Example of Current TORIS Afloat & Distance Support Data Pipeline
7.6. Attachment 6/Technical Exhibit 6 – Example of Modified Existing Dash Board
7.7. Attachment 7/Technical Exhibit 7 – Example TORIS Data Views
7.8. Attachment 8/Technical Exhibit 8 – Example of Analyst Products
7.9. Attachment 9/Technical Exhibit 9 – Example of Remote Desktop Tech Assist Utility
7.10. Attachment 10/Technical Exhibit 10 – Afloat Training Group Organization World Map
7.11. Attachment 11/Technical Exhibit 11 – TORIS DRRS-N Data Flow Map
7.12. Attachment 12/Technical Exhibit 12 – TORIS Enterprise Example Metrics
TECHNICAL EXHIBIT 1

Performance Requirements Summary 
	PWS Reference #
	Performance Objective Requirements
	Standard
	Performance Threshold (This is the maximum error rate.  It could possibly be “Zero deviation from standard”)


	Method of Surveillance


	5.2.1.1/5.2.1.3
	The contractor as directed by N7 manager for program support, prepare executive and management briefs, project plans, meeting minutes and management reports.  
	Accurate accounting of required information and professional in appearance requiring only minor changes NLT than the required due date and time.
	Reports submitted NLT one business day from required due date and time.
	Periodic Surveillance

	5.2.2.1/5.2.2.2/

5.2.2.3

  
	Provide ATG process analysis, coordinate ATOCC, CCG and CCB process, conduct systems analysis of resource management tools.
	Agenda and Analysis products must be timely (generally 3 working days prior to presentation) and presented as white papers, proofs of concept or power point presentations suitable for CCG/CCB/SWE consideration.  
	Analysis products must be based on TORIS database.

Must include a minimum of two courses of action and a recommended course.
	Periodic Surveillance

	5.2.2.5
	Manage SURFOR Web sharepoint
	All SFTM source documents will be filed and sorted by mission area 
	95% of SFTM Sharepoint documents will be current 
	Periodic Surveillance

	5.2.2.7/5.2.2.8
	Provide expertise on training process initiatives, DRRS-N reporting, and NRRE support.
	Ensure all TORIS CCRs are modified to remain in compliance with SFTM directed policy change, applicable DRRS-N mapping is updated and NRRE is briefed accordingly.
	98% of SFTM CCRs are supported by TORIS.  TORIS CCR to NTA mapping is 98% accurate.  All TORIS CCR updates are  briefed to NRRE prior to execution.
	Periodic Surveillance

	5.2.2.9
	Provide for LCS inclusion into TORIS enterprise
	TORIS-LCS will be NMETL based and fully support LCS Training Manual
	Provide for 98% data reporting from TORIS-LCS to DRRS-N T-pillar.
	Periodic Surveillance

	5.2.2.10
	Provide Metrics development and analysis, and support internal and external data calls.
	Metrics and Data calls will be based on available TORIS data, specific queries and BFMs.
	Metrics will be 100% based on BFMs.  Data calls will be 100% based on specific query.
	Periodic Surveillance

	5.2.4.1/5.2.4.2/

5.2.4.3/5.2.4.4/
5.2.4.5


	The contractor will develop, update and maintain TORIS software that is IA compliant and CCB approved.


	Provide semi-annual program updates for all applications as directed and based on government approved input.


	System updates are 99% compliant with the approved specification, are IA compliant and are ready for deployment within 6 months of CCB approval. 


	Periodic Surveillance

	5.2.3.2

	The contractor will provide database replication and data transfer to DRRS-N
	Provide daily low to high data transfer of TORIS performance data to NTIMS FFT to DRRS-N.  
	DRRS-N updates are completed as scheduled 99% of the time


	Periodic Surveillance

	5.2.3.6
	The contractor will provide capacity to execute multiple application updates simultaneously
	Updates to a primary application (e.g. TORIS Afloat) will require all other associated applications to be updated within the same project delivery timeline IOT facilitate full product deployment.
	Project plans will reflect all affected applications 100% of the time.  Projects will be completed within  +/- 5% of the CCB approved timeline 
	Periodic Surveillance

	5.2.3.7
	Perform Software Assurance
	Comply with all DOD directives 
	Maintain 100% compliance with TORIS ATO
	Periodic Surveillance

	5.2.3.11


	Perform conceptual designs, participate in technical and programmatic discussions and develop TORIS-LCS
	New development will be NMETL based and fully support metric requirements and the LCS training manual.
	TORIS-LCS will be 100% NMETL based.
	Periodic Surveillance

	5.2.3.9
	Perform component and unit testing.
	Testing will be conducted and fully documented from unit level through full system integration.
	100% of specified changes will be unit tested.  All final code must be coded within 98% accuracy of the specification.
	Periodic Surveillance

	5.2.4.2/5.2.4.5/
5.2.4.9
	The contractor will provide Information Assurance (IA) technical support and develop\update\review DIACAP documentations for TORIS systems\networks.
	Required SSAA and DIACAP documentations are completed within 5 days of the  system\network POA&M approved schedule





	Critical IA POA&M scheduled completion dates are met 100% of the time
	100 % Inspection

	5.2.4.3/5.2.4.4
	Plan and execute security tests and provide IA engineering support throughout the development life-cycle.
	Tests are to be conducted monthly.  All new product development and/or acquisition must specify IA impact.
	Monthly status reports must contain testing results.  100% of the deficiencies must have mitigations listed.  
	Periodic Surveillance

	5.2.4.6

	Establish a CCB approved quality control and life cycle maintenance plan to ensure all development is within DoD standards. 
	Quality and IA compliance must be embedded in all project plans.
	Project plans will be briefed to and approved by the CCB. 
	Periodic Surveillance

	5.2.5.2


	The contractor will provide database management and system administration. 
	System maintenance such as backups and system security patches are completed 99% of the time per operation schedule


	Critical IA security requirements  and system backups are applied to all systems 100% of the time


	Periodic Surveillance



	5.2.5.3
	Provide user access control
	Develop user classes and manage active and inactive user accounts

 
	Respond to user  requests within 1day of receipt



	Periodic Surveillance



	5.2.5.10/5.2.5.4
	The contractor will provide  system administration and technical support for all TORIS servers (production, mirror and development)
	Maintain TORIS production servers and application database availability 98% of the time monthly with a 6 hour response time during the week and a 36 hour response time over weekends/holidays.

 



	System availability is 99% of the time monthly.


	Periodic Surveillance



	5.2.5.5
	The contractor will provide implementation of the government approved Continuity of Operations Plan (COOP).
	Maintain TORIS servers for maximum availability or restoration in the event of an unplanned loss. 


	System availability is 99% of the time monthly.

Include COOP status on monthly status reports.  


	Periodic Surveillance



	5.2.5.9
	Ensure TORIS compatibility with all NIAPS versions
	Conduct full regression and compatibility testing for any TORIS Afloat upgrade on all NIAPS versions.
	NIAPS testing results to be forwarded to NSWC Crane, IN and included in monthly project updates.  NIAPS testing must be 100% satisfactory.
	Periodic Surveillance.

	5.2.6
	Provide user training services.
	Contractor will provide training material and conduct user training for all TORIS applications.
	Detail training provided in monthly status report.
	Periodic Surveillance.

	5.2.6.1
	Conduct waterfront seminars
	Contractor will provide quarterly waterfront seminars highlighting TORIS best practices, frequently asked questions and program updates
	Detail training in monthly status report.
	Periodic Surveillance

	5.2.7.1/

5.2.7.2
	Fleet Hardware Procurement and Software Installation 
	Contractor will provide installation plans for all newly commissioned ships and for all TORIS Afloat upgrades.
	Detail installation plans in monthly status report and in quarterly project plans.
	Periodic Surveillance

	5.2.8/5.2.8.1/

5.2.8.2/5.2.8.4/
5.2.8.5
	Provide Fleet Support, Help Desk Management and Documentation
	Provide full system documentation, and an eight hour a day Tier II help desk that answers all requests within 24 hours.
	System documentation to be provided ICW all program deliveries.  Help Desk metrics to be provided in weekly status report.
	Periodic Surveillance

	5.2.8.3

	Conduct remote and local troubleshooting
	Using Tech-Cam (DCO) technology for remote troubleshooting and ship visits as required for San Diego based ships to maintain data currency for Fleet units while functioning as a Source of Support for TORIS in the GDSC.
	Help Desk metrics with trend analysis to be provided in weekly status report.
	Periodic Surveillance

	5.2.8.7
	Maintain TORIS data flow
	Using all data replication status tools to include FSB, Remedy, ARMDEC, and Tumbleweed to maintain Fleet currency in data reporting.
	Maintain 90% or better of NIAPS units reporting within 7 days, maintain 90% or better of manual units reporting within 30 days.
	Periodic Surveillance

	5.2.8.11
	Monitor for and draft TORIS related message traffic 
	Proactively review naval messages to determine issues which may impact unit level data replication.
	Detail naval messages of interest in weekly status report.
	Periodic Surveillance

	5.2.8.12
	TORIS customer awareness
	Generate instructions, manuals, messages and articles to increase TORIS awareness across the user base.
	Detail user communication tools in monthly status report.
	Periodic Surveillance


TECHNICAL EXHIBIT 2

DELIVERABLES SCHEDULE

	Deliverable
	Frequency
	# of Copies
	Medium/Format
	Submit To

	Contractor invoices and financial reports and Contractor Responsibility Matrix Assignment
PWS reference 5.2.1.3
	Required by 1600, COB the 10th of every month 

	1 original and 1 copy by the 10th of every month, within 30 days of contract award.  

	To be provide in electronic format in MS Excel 
	COR

	Contractor Project Plan 
PWS reference 5.2.1.8.1,5.2.1.8.2
	Required by 1600, COB the 10th of every month 

	1 original and 1 copy by the 10th of every month, within 30 days of contract award.  

	To be provide in electronic format in MS Excel 
	COR

	Monthly Remedy Trouble call Report
PWS reference 5.2.8.6
	Required by 1600, COB Fri of each week.
	1 Copy to be emailed to all N7  managers
	To be provide in electronic format in MS Excel
	COR

	Quarterly Web/SQL Server Disaster Recovery Plan (DRP) Audit Report
PWS reference 5.2.5.6
	Required on the 10th Day of every quarter during the Fiscal Year.
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Word)
	COR

	Monthly database replication status report

PWS reference 5.2.8.7
	Required by 1600, COB the 10th of every month with changes annotated.
	1 Copy to be emailed to all N7  managers
	To be provide in electronic format in MS Excel
	COR

	Detailed Monthly Database Backup Report
PWS Reference 5.2.5.11
	Required by 1600, COB the 10th of every month with changes annotated.
	1 Copy to be emailed to all N7  managers
	To be provide in electronic format in MS Excel
	COR

	Monthly Server Security Mitigation Report
PWS reference 5.2.5.2
	Required by 1600, COB the 10th of every month with changes annotated.
	1 Copy to be emailed to all N7  managers
	To be provide in electronic format in MS Excel
	COR

	Detailed Formal/Program/Functional/Documentation Specification for all core business applications
PWS reference 5.2.8.1
	Required Delivery/Update 10th of every month. 
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Word) 
	COR

	Detail Standard Operating Procedures (SOP) or User Guides for all core business applications

PWS reference 5.2.3.9
	Required Delivery/Update 10th of every month.
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Word) 
	COR

	Quality Assurance Test Plan, Results, Recommendation
PWS reference 5.2.4.7
	Required Delivery/Update 10th of every month.
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Word) 
	COR

	DOD IA Compliance AND Certification & Accreditation Report.
PWS reference 5.2.4.2, 5.2.4.3,
5.2.4.5
	Required Delivery/Update 10th Day of fiscal year every quarter.
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Word).
	COR

	TORIS Application Suite Deployment Plan
PWS reference 5.2.1.8.2
	Required a month upon final approval of TORIS Changes by CCB.
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Excel).
	COR

	Monthly list of training and seminars conducted.
PWS reference 5.2.6.1, 5.2.6.2
	Required Delivery/Update 10th of every month.
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Excel).
	COR

	Detailed report for all Application issues with suggested fix. 
PWS reference 5.2.4.8.17
	Required Delivery/Update 10th of every month.
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Excel) 
	COR

	Documentation of all NIAPS testing equipment and usage.
PWS reference 5.2.5.9
	Required within 30 calendar days of scheduled TORIS-TFOM release
	1 Copy to be emailed to all N7  managers
	To be provided in electronic format (MS Word).
	COR


TECHNICAL EXHIBIT 3

“ESTIMATED” WORKLOAD DATA
	Labor Category
	Civil Service (GS) Equivalent
	Estimated Quantity (Hours)
	# of Personnel

	Program Manager
	GS-15
	40 Hrs per wk
	1FTE 

	Chief Engineer/Project Manager
	GS-14
	40 Hrs per wk
	1 FTE 

	Senior Subject Matter Expert
	GS-14
	40 Hrs per wk
	1  FTE 

	Senior Software Engineer
	GS-14
	40 Hrs per wk
	5 FTE 

	Data Base Manager
	GS-14
	40 Hrs per wk
	 1 FTE  

	System Administrator
	GS-13
	40 Hrs per wk
	1 FTE

	Systems Analyst
	GS-13
	40 Hrs per wk
	2 FTE  

	Application Analyst 
	GS-12
	40 Hrs per wk
	2 FTE  

	Data Analyst
	GS-11
	40 Hrs per wk
	 2 FTE 



	Accreditation Specialist
	GS-14
	20 Hrs per wk
	.5 FTE 

	Technical Writer
	GS-11
	40 Hrs per wk
	1 FTE 


TECHNICAL EXHIBIT 4

Example of Current TORIS Enterprise Architecture
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TECHNICAL EXHIBIT 5

Example of Current TORIS Afloat & Distance Support Data Pipeline
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TECHNICAL EXHIBIT 6

Example of Modified Existing Dash Board
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TECHNICAL EXHIBIT 6 Cont’d

Example of Modified Existing Dash Board
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TECHNICAL EXHIBIT 6 Cont’d

Example of Modified Existing Dash Board
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TECHNICAL EXHIBIT 6 Cont’d

Example of Modified Existing Dash Board
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TECHNICAL EXHIBIT 7

Example TORIS Data Views

[image: image7.png]SWE Views - Windows Internet Explorer. =]
O+ (B e rspec v oy il s e craprs s 3

Fle Edt View Favortes Took Help

Cea T

HOEAGEOS e o

Google [o]]

i Favortes

Exranst Home | Logout

FORCE TFOM - Overall & TFOM - Proficiency v3

Fom

7172008 101172008 11112010

anzon0 7010
Date

(7 RO Gl | &7 TR Profcancy | == Target PVe8) | == Entort)

FORCE Monthly FPY & OTD





TECHNICAL EXHIBIT 7 Cont’d

Example TORIS Enterprise Data Views
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TECHNICAL EXHIBIT 7 Cont’d

Example TORIS Enterprise Data Views
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TECHNICAL EXHIBIT 7 Cont’d

Example TORIS Enterprise Data Views
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TECHNICAL EXHIBIT 8

Example of Analyst Product
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TECHNICAL EXHIBIT 9

Example of Remote Desktop Tech Assist Utility
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TECHNICAL EXHIBIT 10

Afloat Training Group Organization World Map
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TECHNICAL EXHIBIT 11

TORIS DRRS-N Data Flow Map
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TECHNICAL EXHIBIT 12

TORIS Enterprise Example Metrics

(Ships & Crews Supported, ATG Personnel Support, Average Helpdesk Trouble Tickets)
	
	
	
	

	
	Approximate Number of Ships & Crews Supported
	~ 169
	

	
	
	
	

	
	Approximate Number of Personnel at at ATG's
	 
	

	
	ATG Pacific/San Diego
	~ 191
	

	
	ATG Pacific North West
	~ 65
	

	
	ATG Middle Pacific
	~ 107
	

	
	ATG Western Pacific
	~ 116
	

	
	ATG Norfolk/Lant
	~ 312
	

	
	ATG Mayport
	~ 146
	

	
	
	
	

	
	Average Help Desk tech assist per week
	~ 80
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