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DEPARTMENT QF THEE NAVY
NAVAL POSTGRADUATE SCHOOL
1411 GL-342
Bldg., 302
MONTEREY, CALIFCRNIA 93943-5101

FAR PART 13.5
TEST PROGRAM FCR CERTAIN COMMERICAL ITEMS
JUSTIFICATION AND APPROVAL
FCR USE QF S0LE SOQURCE
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Contracting Activity.

2. Description of the Action Being Approved.

Contract to Virginia Tech to fund Dr. Charles Clancy to perform
research and engineering on the Android operating system to make
the system more resistant to malware, as a part of a larger
portfolio of tools to improve the ability for the US Navy and
Department of Defanse to use smartphones in both tactical and
non-tactical scenariog supporting the overall defense mission.
The development of this technolegy will necessarily involve the
development of additional technology wusable for computer
forensics and cell phone exploitation capabilities.

3. Description ¢f Supplies/Services.

Status and Financial reports that include man hours and tasks
completed, delivered monthly.

Detailad technical reports supported by findings and evidence,
delivared quarterly.

Information and Ad-Hoc technical discussions, deliverad weekly.,
Final Program report, due on program complation.

Copies of technical papers submitted and published.

Copies of developed software per statement of work.

Program review meetings.

4. Statutoxy Authority Permitting SOLE SOQOURCE.

Section 42062 of the Clinger-Cohen Act of 1996 - a sole source acquisition undeyr the

authority of the test program for certain commercial items, as implemented by FAR
13.501(a).

3. PRational Justifving Use of Cited Statutory Authoxity.
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Although there has been one published article on the use of
SELinux on Android Phones, there appears to be no functioning
Proctotype. Dr. Clancy has extensive experience in this area and
is currently constructing a researeh Program at 900 N. Glebe,
whera Naval Postgraduate School has regaarch offices, At least
two collaboration agreements between NPS and Virginia Tech have
been executed or are pending. Virginia Tech’s razearch in this
area will be directly usable by NP8 faculty and students sharing
the same facility.

Although there has been one published article on the use of
SELinux on Android phones, <there Zppears to functioning
bprototype. Dr. Clancy has extensive @ t®nce in this area and
is currently constructing a rese program at 900 N, Glebe,
where Naval Postgraduate Scho nas research offices. At least
two collaboration agreem & between NFS and Virginia Tech have
been executed or ar ending. irginia Tech’s research in this
area will be di tly usable by NPS faculty and students sharing

Description of Efforts Made ro Solicit Offers from as Many

)
Offerors as Practicabile.

NPS has an open sclicitation on itz website encouraging
potential offerors te submit ressarch proposals.

Pl Garfinkel the subjact matter expart, has appeared at numerous
conferences over the past year and has stated publicly that the
Naval Postgraduate School is looking for research collaborators.

PI Garfinkel has personally requested research proposals from a
variety of researchers in the fiald.

7. Unusual and Compelling Urgency.

The increased use of smart phones by USG employees in both their
official and perzsonal capacities increases the benefit that DOD
adversaries can realize by planting malware on these devices,
Although there exists some anti-virus and anti-malware
technologies for smart phones, these are largely based on a
“black listing” apprcach and d2 not address novel threats. Thae
Naticnal Security Agencey has spent significant sums developing
Security Enhanced Linux (SELinux) . To date, howaver, Linux-based
smart phones such as Android have not: adopted the technology.

The Department of Dafencse also encounters Significant numbers of
smart phones during +the course of intelligence and battlafield
operations. Currently these Phenes are analyzed using primitive
techniques that can be circumvented by sophisticated
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adversaries. DoD is urgently in need of new technologies for

analyzing smart Phones, @specially phonez based on the Android
operating system.

[ku]

- Determination of Fair and Reasonakle Cost.

9. Actions to Remove Barriers o0 Future Competition.
The results of thie contract will be publicized at confersncas
and published in academic Jjournals. Open source scftware

rasulting from this contract will be made freely available.
Other academics will be frae to build upen it.
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CERTIFICATIONS AND APPROVAL
TECHNICAL/REQUIREMENTS CERTIFICATION
I certify that the facts and representations under my cognizance
which are included in this Justification and its supporting
acquisition planning documents, except as noted herein, are
complete and accurate to the best of my knowledge and belief.

Technical Cognizance:

Signature: 4‘“""’"‘ d. W

Date: June 16, 2011

Requirements Cognizance:

Signature:
Date:

(Note that this page includes certification that the acquisition
plamning documents are complete and accurate.)

(If a single individual has cognizance over both technical and
requirements information included in the J&A, use of only one
Signature line is ehcouraged ["Technical Cognizance:" and
Requirements Cognizance: " may also be deleted]) .

LEGAL SUFFICIEHCY REVIEW

I have determined this Justification is legally sufficient.

Signature Name (Printed) Phone No. Date

CONTRACTING OFFICER CERTIFICATION ($150K - $550K)

I certify that this Justification is accurate and complete to
the owledge and belief.

Awss fv'a)wﬁu.syff_ W3-S58 9 /1/i

Name (Printed) Phone No, ' /Date

Signdture



