
Statement of Work
Development of Tools for Extracting Information from Video Game Systems
Department of Computer Science

Naval Postgraduate School

1.0  
Background/Introduction

This document defines the scope of work in the above-named project to support computer forensics research and development efforts at NPS. It provides a description of anticipated work, resources and deliverables needed to complete the intended research.  The period of performance for this effort is  March 2012 –July 2013 and has been determined to be a non-severable service.  The funding provided for the effort does not expire until 15 APR 2013.

2.0   
Scope  
This project involves furnishing video game systems, both new and used, and creating prototype rigs for capturing data from the video game systems.  The final deliverables will include a software/hardware extraction tool, datasets from the extractions, and a report on the processes and findings. 
3.0   
Tasks

Online Monitoring

1. Provide monitoring for 6 new video game systems, a maximum of 2 of any type from any given vendor.

2. Generate clean data (data that does not contain any identifiable information from real people) from new video game systems.

3. Design a prototype rig for capturing data from new video game systems.

4. Implement the prototype rig on the new video game systems.

5. Provide data captured by the prototype rig in the following formats:

a. Packets shall be delivered in PCAP format

b. Disk images shall be delivered in E01/EWF format

6. Write a final report, between 10 and 20 pages, to include details of work performed, the engineering approach used and the reason why, any engineering decisions that were made and why, what work remains to be done, and any failings of the approaches followed. 

Offline Monitoring
1. Provide used video games systems purchased on the open market.  Used systems provided shall be likely to contain data from previous users.

2. Extend tool development to implement creating signatures over sections.

3. Survey console chat room technology and identify potential chokepoints where data may be committed to storage.

4. Identify data storage points on used video game systems and attempt to demonstrate proof of concept.

5. Extract real data from used video game systems.

6. Provide data captured from used video game systems in the following formats:

a. Packets shall be delivered in PCAP format

b. Disk images shall be delivered in E01/EWF format

7. Provide video game system extraction software and/or hardware.

8. Write a final report, between 10 and 20 pages, to include details of work performed, the engineering approach used and the reason why, any engineering decisions that were made and why, what work remains to be done, and any failings of the approaches followed.

4.0  
Deliverables

This project proposes to create the following deliverables:

4.1 Hardware and software tools that can be used for extracting data from video game systems.
4.2 A collection of data (disk images; flash memory dumps; configuration settings) extracted from new video game systems and used game systems purchased on the secondary market.
4.3 A final report between 10 and 20 pages to include the following information:

· Detailed account of issues involved in extracting forensic data from a series of game consoles

· Technical information regarding how information can be extracted from video game systems

· Any engineering decisions that were made and why 
· What work remains to be done
· Any failings of the approaches followed
5.0   
Period of Performance

15 MARCH 2012 – 14 July 2013

Phase I: On-Line Monitoring

• Months 1–3: Detail proposal for system implementation 

• Months 4–6: Proof of concept prototype

• Months 7–12: Implementation of a single field rig

• Month 12: Proposal for production of rigs, as necessary.

Phase II: Off-Line Monitoring

• Month 7: Overview document: survey of console chat room technology, identifying potential choke points where data may be committed to storage (1 month)

• Months 8–10: Review and proof of concept: review of findings; pick the most promising paths and attempt to demonstrate proof of concept through used, dirty consoles acquired from resellers (2-3 months)

Conclusion

• Months 11–12: Production and completion of a final report.

• Months 12–14: Contractor will work with NPS to add extracted data to the Real Data Corpus and make the data available to qualified researchers.

• Month 15: Final support submitted to NPS.

Work is non-severable. Refer to non-severability statement. 

6.0 Place of Performance

Contractor’s place of business. 

7.0 Government Furnished Property

· 2 Nintendo WII Systems

· 2 Sony Playstation 3 Systems

· 2 Microsoft XBOX Systems

8.0 Travel

1 Roundtrip Travel from San Francisco, CA to Washinton DC for a sponsor briefing.

1 Roundtrip Travel from Singapore City, Singapore, to Washington DC for a sponsor briefing.

 Roundtrip Travel from New York City to Washington DC for a sponsor briefing.

9.0 Classification

Unclassified

10.0 Non-Personal Services Statement

Contractor employees performing services under this order will be controlled, directed, and supervised at all times by management personnel of the contractor. Contractor management will ensure that employees properly comply with the performance work standards outlined in the statement of work. Contractor employees will perform their duties independent of, and without the supervision of, any Government official or other Defense Contractor.  The tasks, duties, and responsibilities set forth in the task order may not be interpreted or implemented in any manner that results in any contractor employee creating or modifying Federal policy, obligating the appropriated funds of the United States Government, overseeing the work of Federal employees, providing direct personal services to any Federal employee, or otherwise violating the prohibitions set forth in Parts 7.5 and 37.1 of the Federal Acquisition Regulation (FAR). The Government will control access to the facility and will perform the inspection and acceptance of the completed work.
1. Job Category 1 — Data Extraction Research Scientist. The Research Scientist shall be responsible for the design and development of the prototype rig for capturing data from video game network traffic and from video game system storage. The Research Scientist shall have a PhD in computer scientist (or equivalent) with an expertise in computer architectures, assembly language coding, reverse-engineering, and the exploitation of digital rights management systems. The Research Scientist will have demonstrated this skill and the ability to communicate the results of research through the past publication of scholarly articles, books, or technical reports—ideally on the topic of video game console exploitation. 


2. Job Category 2 — Used, Data-Carrying Computer Equipment Procurement Manager. The Procurement Manager shall be responsible for the procurement of video game systems that are both working and that contain data from previous users. The Procurement Manager shall have prior experience in procuring used data-carrying devices on the secondary market that are known not to contain data from US Persons while still containing extractable data.
11.0 Invoice Schedule

Contractor may invoice monthly in arrears.
Invoices shall be submitted once a month for services rendered and travel performed during the previous month.  All invoices need to be submitted electronically via WAWF.  Hard copy invoices cannot be accepted.  Only one invoice may be submitted per month.  Invoices must identify the invoicing period.  If charges against more than one line item have occurred during the invoicing period, all charges must be combined into one invoice.  If invoicing against travel, the invoice must contain a summary detailing the charges as well as an attachment of supporting documentation.  The contractor’s failure to include the necessary information or a more frequent invoice submission than authorized will result in invoices being rejected.   

WAWF

SUP 5252.232-9402 INVOICING AND PAYMENT (WAWF) INSTRUCTIONS (April 2008).

(a) Invoices for goods received or services rendered under this contract shall be submitted electronically through Wide Area Work Flow -- Receipt and Acceptance (WAWF):

(1) The vendor shall have their cage code activated by calling 866-618-5988.  Once activated, the vendor shall self-register at the web site https://wawf.eb.mil.  Vendor training is available on the Internet at http://www.wawftraining.com.  Additional support can be obtained by calling the NAVY WAWF Assistance Line:  1-866-618-5988.


(2) WAWF Vendor “Quick Reference” Guides are located at the following web site: http://www.acquisition.navy.mil/navyaos/content/view/full/3521.


(3) Select the invoice type within WAWF as specified below.  Back up documentation (such as timesheets, receiving reports etc.) can be included and attached to the invoice in WAWF.  Attachments created in any Microsoft Office product are attachable to the invoice in WAWF. Total limit for each file is not to exceed 2MB. Multiple attachments are allowed.
(b) The following information, regarding invoice routing DODAAC’s, must be entered for completion of the invoice in WAWF:
	WAWF Invoice Type: 
	2 in 1

	Contract Number 
	

	Task Order Number 
	

	Issuing Office DODAAC 
	N00104 

	Admin Office DODAAC: 
	N00104 

	Inspector DODAAC (usually only used when Inspector & Acceptor are different people): 
	NA 

	Service/Supply Acceptor DoDAAC (for Combo), Service Acceptor DODAAC (for 2 in 1), Service Approver DODAAC (Cost voucher) 
	

	Acceptance At Other 
	NA 

	Ship to /Extension 
	N62271 

	Local Processing Office (Certifier) 
	N62271 

	DCAA Office DODAAC (Used on Cost Voucher’s only): 
	NA 

	Paying Office DODAAC: 
	N68732 

	Acceptor/COR Email Address 
	contracts_Invoices@nps.edu

	


(c) Contractors approved by DCAA for direct billing will not process vouchers through DCAA, but may submit directly to DFAS. Vendors MUST still provide a copy of the invoice and any applicable documentation that supports payment to the Acceptor/Contracting Officer's Representative (COR) if applicable. Additionally, a copy of the invoice(s) and attachment(s) at time of submission in WAWF must also be provided to each point of contact identified in section.

(d) of this clause by email. If the invoice and/or receiving report are delivered in the email as an attachment it must be provided as a .PDF, Microsoft Office product or other mutually agreed upon form between the Contracting Officer and vendor.
