PERFORMANCE WORK STATEMENT
NAVY EXPEDITIONARY COMBAT FORCE
EXPEDITIONARY SERVICE SUPPORT CENTER AND TACTICAL COMMUNICATIONS
1. [bookmark: _GoBack]BACKGROUND

1.1. Commander, Navy Expeditionary Combat Command (NECC) located in Joint Expeditionary Base Little Creek-Fort Story (JEBLCFS) and Commander, NECC Pacific (NECCPAC) located in Joint Base Pearl Harbor-Hickam (JBPHH), HI serve as the single functional commander for the Navy Expeditionary Combat Force (NECF) and as central management for readiness, resources, manning, training and equipping of that global Force.  NECF is organized to accomplish specific objectives in other countries.

1.2. NECF is scalable, spanning the full range of military operations from Theater Security Cooperation to Major Combat Operations.  Consisting of deployment ready Sailors, NECF is high impact, operating around the globe, building partnerships, and helping increase partner navies capability to promote peace and prevent war.  When called upon, NECF also becomes primary enablers for a combatant commander to win a crisis or war effort.

1.3. NECF are trained in combat skills for self-defense.  This Force seamlessly blend active and reserve components with reserve units training and deploying like active duty counterparts.  Using operational reserve forces, the reserve component is fully capable of providing the same capability and capacity as their active duty counterparts.  All NECF active component forces can produce an initial surge capability within 48 hours.

1.4. NECC/NECCPAC Communications Departments (N6) have historically contracted for information technology (IT) services in every facet of tactical communications for the Expeditionary Service Support Centers (ESSC) located in Construction Battalion Centers Port Hueneme, CA and Gulfport, MS.

2. SCOPE

The Contractor shall provide installation software updates, configuration of operational paramaters, maintainance and monitoring of network connectivity and Information Assurance (IA)  compliance in accordance with Defense Information Service Agency (DISA) Standard Technical Implementation Guides (STIGS).  Services are required for on-site Tactical Communications and network services as outlined in sections 3.1 and 3.2 for ESSC Port Hueneme, CA, NECC PAC Pearl Harbor, HI and Gulfport, MS locations.  Occasional travel is required to provide needed technical support (IAW current PWS) sites located in and outside the continental United States (CONUS/OCONUS) as estimated under each applicable task below.  See Paragraph 3.3.2	Comment by melissa.franz: For each task where we’ll anticipate travel, please address the travel, purpose and location below.

3. PERFORMANCE REQUIREMENTS

3.1. NECC PAC Pearl Harbor, HI (?) /ESSC Port Hueneme, CA	Comment by Guzzo, Mark A CAPT CCSG-8, N6: What does that mean?

3.1.1. Network Systems – Connectivity and Information Assurance Compliance Support

3.1.1.1. Deployed Expeditionary Networks:  Provide monitoring and maintainance for NECC tactical and deployed expeditionary networks worldwide to ensure network connectivty, Information Assurance compliance, and resources allocation.  Provide technical  review and applicability of DISA Security Technical Implementation Guides (STIGs) and run information assurance (IA) validation on servers, workstations, and network equipment utilizing Security Content Automation Protocol (SCAP tool) and/or Assured Compliance Assessment Solution (ACAS)/NESSUS.  Operate Assured Compliance Assessment Solution scanner and produce required NESSUS scan reports for accreditation.  Provide configuration of Cisco Adaptive Security Appliance router, switch and routing.  This task is performed daily.	Comment by melissa.franz: What are the networks that need monitoring? NECC Tactical networks. AB
What are we need monitoring for?  Network connectivity, Information Assurance compliance and resources allocation. AB
What are we analyzing for?  Compliancy and Connectivity. AB – this should be answered within the PWS rather than the comments. 
Need to fully explain the types of networks, “IT tools” using ACAS/Nessus scanning for Information Assurance monitoring and maintenance. this should be answered within the PWS not to the comments.  AB
specify the reports, their content/frequency and delivery. No reports. AB “produce required reports”  What are they? 
  “Configure” the scanner to what ESSC/NAVY standards?  Is there a manual which is directly associated with this effort – it may help better summarize the task.  	Comment by melissa.franz: What is the end goal of this analysis? “Providing analysis” is too broad for FFP. 	Comment by Guzzo, Mark A CAPT CCSG-8, N6: Do we call out tools that may change in the future, driven by DISA requirements?

3.1.1.2. Troubleshoot Cisco Virtual Private Network (VPN):  Investigate, trace, and correct faults with; Cisco VPN devices to prevent and/or repair connectivity outages and IA compliancy per DISA STIGS.  Ensure VPN connections are established and operational for each assigned mission.  Test Continuity of Operation (COOP) to provide redundant/backup solution.  

3.1.1.3. VMWare and VMWare virtual machines:  Configure, maintain, operate and troubleshoot VMWare and VMWare virtual machines. Install software updates, configure operational paramaters, maintain connectivity and IA compliancy in accordance with DISA STIGs. Troubleshoot Windows servers, domain services, and Exchange server 2008 and 2012 (or current version).  Review and resolve issues and events found in CISCO Daily Event Log.  Create trouble ticket for ongoing status.  This task is performed daily.	Comment by melissa.franz: Please provide description of this Log either in a glossary and mention it can be found there, or as a subsection.  It should be clear to the contractor how this element interacts with their tasks. 
 How will we know when the issues are incurred/resolved?  

3.1.1.4. Voice Over Secure Internet Protocol (VOSIP) Maintenance:  Diagnosee and resolve hardware and software related issuesto ensure there are no outages.  Install software updates, configure operational paramaters, maintain connectivity and IA compliancy with DISA STIG  This task is performed daily.

3.1.1.5. 3.1.1.5  Expeditionary Tactical Network Improvements:  As the technical sSubject mMatter eExpert (SME), evaluate current network and recommend potential new products that improve operation of and/or secuirty posture of the Expeditionary Tactical Networks.  All recommendations shall be provided quarterly in writing to the ESSC Site Manager via email so those recommendations can then be forwarded to NECC’s quarterly Technicnical Review Board (TRB) as outlined in COMNECC/COMNECCPAC Instruction 9410.1series Command, Control, Communications, Computers, Combat Systems, Intelligence, Surveillance, and Reconnissance Related Requirements Goverance .at the end of each working day.  If there are no noted effeciencies to report, the contractor shall state such. Security Compliance Solutions:  Provide DoD security compliant/approved design solutions and modifications which improve operation of and/or secuirty posture of the Expeditionary Tactical Networks.  Prepare Change Record request and submit to ESSC Site Manager via email for approval by the ESSC Configuration Control Board (CCB).  This task is performed daily.quarterly aligned with NECC/NECCPAC 9410.1series.	Comment by melissa.franz: Still not sure what this task is.  How are they providing the Government with this information? Are they find the solutions and executing right away or does the contract make recommendations and get the COR approval?

3.1.1.6. Authority To Operate Assurance:  Authority To Operate (ATO) is an accrediation process which NECCPAC’s network systems must complete  to maintian vital connections to the Global Information Grid (GIG). ATO accredidation must be maintained without interruption at all times.  The contract shall review guidance documentation on the ATO accreditation process regularly and ensure compliancy.  The applicable regulations are provided by OPNAV 5450.345 and 5239.1C instructions.  All updates and requirements shall be incorporated into their respective design documentation and equipment configuration changes.   Changes and updates to all documents shall be submitted to the CCB for review and final approval not later than (5) business days after the initial review.  This task is performed monthly.

3.1.2. Expeditionary Tactical Network

3.1.2.1. Large Scale Communication Asset (LSCA):  Provide LSCA Tactical Data Network resource support.  Support services shall include;  Install software updates, configure operational paramaters, maintain connectivity and IA compliancy with DISA STIG guidelines on Expeditionary Network systems.  This task is performed daily.

3.1.2.2. LSCA Training:  Provide training for NECCPAC unit personnel on proper setup, maintenance,operation and troubleshooting of LSCA.  This task is performed daily.

3.1.2.3. Tactical Network Training Input:  Work in conjunction with ESSC Gulfport, MS Tactical Communications Instructor to develop standardized curriculum to thoroughly train units in all facets of Tactical Local Area Network connectivity and concept of operations.  This task is performed quarterly.

3.1.3. Information Technology (IT) Infrastructure

3.1.3.1. Security Suite Maintenance:  Conduct monthly review of Security Suite products and determine whether upgrades and/or updates are necessary as dicated via DISA Information Assurance Vulnerability Assessments (IAVA) or manufacturer’s security notifications.  Perform necessary equipment/configuration changes as required. Ensure Security Suite products are in complaince with DISA mandates.  This Tasks may include managing and maintaining firewalls, Intrusion Prevention System (IPS) devices, screening routers and VPN routers, IronPort Web Security devices, and Network Admission Control systems.  This task is performed monthly.	Comment by melissa.franz: Is this a verb?  Sounds like an item/noun.  Same for Iron Port. They are devices. AB

3.1.3.2. Review and Reporting of Server Incidents:  Provide ongoing review of devices systems logs.  Report Server incidents to ESSC Manager and Informaton Assurance Manager (IAM).  In the event of a secuiryt incident, create formal ESSC Cyber Event report for forwarding inassisting with forensic investigation on potential intrusions and malicious activity  This task is performed daily.	Comment by melissa.franz:  If “cases” are a collection of incidents and/or the solutions of such, they should have a means of compiling this data and delivering it to someone.  Who are we providing this info to, how do we want it delivered to us, and what specific content is pertinent to the Govt which we’d like. 
 Does the navy have a definition for “potential threats/ malicious activity” or is this a commercial term we also adhere to?  Trying to weed out any subjective language 

3.1.3.3. Coordinate IT Projects:  Coordinate IT projects for NECC.  Coordination recommendations shall be provided to the ESSC Site Manager in an organized manner using  Microsoft Project Professional or an equivalent 60 days prior to their due date. The ESSC Site Manager will establish timelines and project coordination priorities.  This task is performed monthly.

3.1.4. Cyber Security

3.1.4.1. Serve as the Cyber Security Agent to ensure confidentiality, integrity, and availability of systems, networks and data through planning, analysis, development, implementation, maintenance and enhancement of information systems, policies, procedures and tools.  Ensure ESSC and subordinate LSCA tactical networks are running according to prescribed directives and procedures utilizing network security applications such as Assured Compliance Assessment Solution (ACAS)/Nessus, Host Based Security Software (HBSS), and Corporate Antivirus Software hosted by McAfee.  Restore data in the event of system failure; conduct Information Assurance Vulnerability Assessments (IAVA) and antivirus scans; evaluate patches for validity and compatibility for subject networks and workstations; and install appropriate patches and updates.  Provide individual training to Navy systems administrators in cyber security methods and practices IAW OPNAV 5239. Upon discovery of computer viruses or cyber security associated incidents, comply with Navy established incident reporting guidelines as provided by the ESSC SITE MANAGER.  Review, analyze and report on HBSS events for HBSS managed assets.  Identify rogue or unmanaged systems on each respective ESSC Tactical network.  Develop policies and procedure reccomendations to ensure information systems reliability and accessibility and to prevent and defend against unauthorized access to systems, networks and data.  The ESSC SITE MANAGER shall be provided with all recommendations via email by the close of business on the day the recommendation was completed.  Remain current with applicable policies, regulations, instructions, security requirements and professional updates.  Review and recommend adoption of new IT security methods that will enhance network system capabilities.  All recommendations shall be provided to the COR in writing/via email for further implementation.  Troubleshoot security threats and vulnerabilities in response to incident reports; identify and isolate problems sources; and recommend solutions to the ESSC SITE MANAGER via email or correct problems.  Ensure that all systems have appropriate IA controls applied as prescribed in a STIG and that all systems and networks are patched and updated in accordance with all applicable guidelines.  Perform monthly ACAS scans  and upload compliance data into Vulnerability Remediation Asset Manager (VRAM) Provide the ESSC SITE MANAGER with a  detailed remediation plan of action and milestone (POA&M).  Perform necessary actions to mitigate vulnerabilities identified during monthly ACAS scans.  Report completion of all patching and relevant issues via email to the ESSC Site Manager and Information Assurance Manager (IAM).  Regularly ensure continuous technical availability to ESSC customers, After-hours support may be required to ensure all Help Desk Agents  technical problems are addressed and solved.  Work with deployed organizations to resolve issues related to delivery of services.
3.1.4.2. 
3.1.5. Network System Administration

3.1.5.1. Provide Network System Administrator support configuring and troubleshooting various VMware, Microsoft, Red Hat Linux (RHEL 5/6), NetApp and Network Operating System (NOS) products, included in approved ATO accrediation boundaries for each enclave:  Virtual Center Server, VMware Infrastructure Client, VMotion, Microsoft Server, Microsoft Exchange Server, Microsoft SQL Server, Software Update Services, Microsoft SharePoint, Windows 7, Microsoft Office Suite, NetAPP Data On Tap, Snapdrive for Windows and SnapManager for Exchange.  Plan and schedule installation of new or modified hardware, operating systems and software applications.  Administer network accounts, network rights, and access to systems and equipment.  Troubleshoot  network system outages and problems as necessary.  Administer network system resources, installation and integration of systems fixes and workarounds, updates and enhancements, including; performance, capacity, availability, serviceability and recoverability.  Develop and recommend new policies and standards for server performance monitoring and submit to the ESSC SITE MANAGER for approval.  Review implementation of new policies and standards  for correct implementation.  If implementation or functionality is not IAW the new standards, the ESSC SITE MANAGER shall be notified in writing and/or verbally immediately. Contractor must have extensive, in-depth knowledge of various hardware platforms, including; servers, blade center solutions, storage area networks, Simple Mail Transfer Protocol (SMTP) and Hypertext Transfer Protocol (HTTP) proxies.  Provide hands-on, specialized training to subordinate units/personnel on an as needed basis to maintain unit profieciency..  Training will cover equipment operation, operating system/application adminstration, and network configuration.	Comment by melissa.franz: Explain in detail what this training will cover, how frequently its executed and how formal it is.  EX- is this hands on training for incoming units?   Suggest this be a separate subsection of NS Admin.

3.1.6. Video Teleconference Systems

3.1.6.1. Provide remote video teleconference (VTC) support from ESSC Port Hueneme, CA  to NECCPAC, Hawaii and subordinate PAC units.  Serve administrative support for as many as ten unclassified or classified VTC conferences daily to ensure VTC connectivity.  Serve as primary point of contact (POC) for coordinating and scheduling VTC for nine NECCPAC VTC rooms located throughout the Pacific Area Of Responsibility (AOR).  Receive VTC requests via email from user community and coordinate service deliveries on a master schedule.  Provide confirmation of each scheduled VTC in writing/email to the requesting POC.  Review master schedule every morning in preparation of technical and equipment configuration to ensure there is adequate resources to fulfill all scheduled requirements.  Provide technical expertise, support and troubleshooting assistance to users of AOR VTC when connectivity or equipment problems arise.  This task is performed daily.	Comment by melissa.franz: This is just throughout PH?  Can we clarify or define what the AOR is in terms of building numbers?  In doing so we should give an estimate of how far apart or within XX radius these buildings are to eachother.  Helps the contractor determine how long/how many FTE’s are required to maintain this level of support.   The support is remote, over the phone and via email or connected VTC.	Comment by melissa.franz: How will these requests be delivered?  Do we want one designated VTC service personnel to handle all the scheduling? Yes.

3.1.6.2. Maintain Information Assurance (IA) and security posture of all VTC systems by applying all DISA prescribed STIG.  This task is performed quarterly.

3.1.6.3. Provide Information Systems Security Expert (ISSE) support for Certification & Accreditation efforts occurring by generating technical documentation/drawings for VTC systems during the Risk Management Framework (RMF) process.  This task is performed annually.	Comment by melissa.franz: Is the contractor expected to generate these drawings? Yes.

3.1.6.4. Provide a list of equipment technical requirements needed for VTC equipment refresh/warranty refresh.  Provide listing to ESSC Manager for future progamming/outfitting.  This excel list shall be provided to the  ESSC Manager via email semi annually for budgeting .  This task is performed annually.	Comment by melissa.franz: Any specific organization we expect this list to have?

3.1.6.5. Ensure proper handling and safeguarding (in accordance with EKMS 1 Series Instruction) of cryptographic key material and communications security equipment for classified VTC connections to Integrated Services Digital Network (ISDN).

3.1.6.6. Assist in ESSC VTC coordination.  Perform operational control of multipoint conferencing, providing global video connections in numerous timezones.  Maintain and administer VTC systems in an effort to continually improve efficiency for customers.  Develop standardized processes and procedures for NECCPAC Video Multipoint Control Bridging services to ensure uniform administration and support.  Plan, schedule and coordinate VTC support execution for conferences with remote sites on the Multipoint Control Unit as well as help accommodate ad-hoc conferences.  Coordinate reservation requirements, initiate pre-conference preparations, and explain conference guidelines based on customer telepresence and video conferencing needs, system capabilities and operational protocols.  Provide technical assistance to customers to analyze, diagnose, and report or correct technical problems and/or malfunctions.  Perform operator maintenance and adjustment of equipment, e.g., Tandberg Multipoint Control Unit, MXP Series Codecs, Video Communication Server, Session Initiation Protocol and H.323 Protocol devices, and interconnectivity devices.  Maintain operational security of all assigned equipment items.	Comment by melissa.franz: What does this mean?  Are we explaining how to use the VTC?

3.1.7. Electronic Key Management System

3.1.7.1. Provide support as an ESSC Electronic Key Management System (EKMS) local element user.  Ensure implementation of Navy policies, directives and procedures for proper handling and safeguarding of secure electronic encryption devices, e.g.,  KIV-7M, KG-175D, KG-250, PYQ-10 and cryptographic files.

3.1.8. Network Technical Support

3.1.8.1. Install and troubleshoot WAN cable infrastructure, fiber optic and copper, to support network wide-area connectivity to NECCPAC users.  This task is performed quarterly.

3.1.8.2. Operate, monitor and secure all equipment required to support voice and data transmissions to and from ESSC.  Perform troubleshooting, repair and improve associated equipment and cabling.  This task is performed daily.

3.1.8.3. Integrate computer networks with satellite communications systems and secure voice radio and telephone systems.  This task is performed three times per month.

3.1.8.4. Maintain subject matter expertise on operation and maintenance of LSCA to NECCPAC units when deployed or in training.  This task is performed weekly.

3.1.8.5. Provide ESSC primary support with systems and satellite terminal remote troubleshooting functions for deployed/deploying NECCPAC units.  This task is completed weekly.

3.1.8.6. Review skill attainment of Navy Information and Elecronic Technicians (IT/ET) assigned to NECCPAC units on C4I systems and satellite terminals during training and exercises.  Produce after action reports outlining shortfalls in IT/ET training or skill attainment.  Provide report to ESSC Site Manager 5 days after completion of exercise.  This task is completed quarterly.	Comment by melissa.franz: Describe content/level of detail, delivery, and who this report will be provided to. 

3.1.9. Telecommunications

3.1.9.1. Provide NECCPAC and subordinate command Satelite Communicatons (SATCOM) by coordinating all related issues.  Interface with requesting commands, circuit providers and outside individuals/groups to ensure SATCOM is achieved.	Comment by melissa.franz: Define


3.1.9.2. Coordinate, test and monitor SATCOM connectivity and resolve all issues for assigned agencies.

3.1.9.3. Design satellite circuits and submit Satellite & Gateway Access Requests (SAR/GAR) for subordinate units. Work with DISA, step sites and circuit solution providers to ensure most effective pathways. Perform site surveys for new transmission communications services. Review field report details and coordinate logistical support for network/SATCOM operations.


3.1.9.4. Possess a working knowledge of troubleshooting radio frequency paths utilizing spectrum analyzers, Fireberds, and oscilloscopes.  Serve as technical expert for procurement, deployment, operations and training of all satellite capabilities.

3.1.9.5. Provide technical expertise on ground communications system operation & design.  Plan and organize  mission planning meetings and visit subordinate organizations to provide expert support for telecommunication programs.	Comment by melissa.franz: I think you mean preparing the room’s tech materials for these meetings?  Describe specifically what they’re facilitating.

If we want them to visit other orgs, are they in the area? Is it by request?  Provide a better idea of how this visit for expert support would play out. 

3.1.9.6. Provide network administration support to NECCPAC Expeditionary Network by ensuring “ewn.navy.mil” and “ewn.navy.smil.mil” domains are performing at manufacturer’s recommended maximum equipment resources capability guidelines.	Comment by melissa.franz: Subjective – provide a hardline/standard.

3.1.9.7. Configure all Layer 2 and Layer 3 network services, to include; switches, routers, firewalls to Defense Information Systems Agency (DISA) Security Technical Implementation Guide (STIG) standards.

3.1.9.8. Ensure delivery of all network core services, e.g.; user authentication, Domain Name System (DNS), email, file storage.	Comment by melissa.franz: What makes up a core service?

3.1.9.9. Provide technical expertise for deployment of NECCPAC LSCA for exercises or contingency environments per the Evolutions Tactical Communication Plan.

3.1.9.10. Provide expert-level help desk assistance to ESSC customers  during normal duty hours and after-hours as required while serving as the rotational on call technician .  Represent ESSC at technical meetings regarding SATCOM and network operations.	Comment by melissa.franz:  What level of after hours support do we expect?  Around the clock?  Are we insinuating we want a call center sort of situation?

3.1.9.11. Provide ESSC Electronic Key Management System EKMS support to NECCPAC and ESSC by developing and maintaining an Emergency Action Plan IAW outlined requirements in EKMS 1 series instruction.  Provide assistance in implementation of Navy policies regarding secure encryption devices, e.g.; KIV7/19, KG-175/250, CYZ-10, PYQ-10 	Comment by melissa.franz: Define.	Comment by melissa.franz:  Action plan for?  How is this delivered, what is the content minimum, etc

3.1.9.12. Interface with requesting commands, circuit providers and outside individuals/groups to ensure SATCOM is achieved and maintained.  Coordinate, test and monitor SATCOM connectivity and resolve all issues for assigned agencies.  This task is performed weekly.

3.1.9.13. Work with assigned DISA, Satellite Communications (SATCOM) step sites and circuit solution providers to ensure most effective pathways.  Perform site surveys  to ensure satellite equipment locations are adequate for designed operations for new transmission communications services.  Analyze field report details and coordinate logistical support for network/SATCOM operations.  This task is performed monthly. Travel to approved areas may be required.	Comment by melissa.franz: What/where are these?	Comment by melissa.franz: Outline what is involved in the surveys and their ultimate goal?  Are the contractors expected to travel to multiple locations outside of PH for this? No

3.1.9.14. Ensure all baseband equipment to include:  internet protocoal convergence routers, fiber optic modems, encryption devices, channel service unit/data service unit and Large Scale Communications Asset is operating IAW with equipment manufacturer’s guidelines.  This task is performed three times monthly.

3.1.9.15. Provide technical expertise for procurement, deployment, operations and training of all satellite capabilities.

3.1.9.16. Coordinate and conduct meetings with supporting commands worldwide on tactical communications issues.  This task is performed on a weekly basis.


3.1.9.17. Perform configuration tasks on all Layer 2 and Layer 3 network services, to include; switches, routers and firewalls.  This task is performed daily.

3.1.9.18. Provide ESSC EKMS cryptographic services by loading, maintaining, destroying, recording and auditing per Navy policies regarding secure encryption devices, e.g., KIV7M, KG‐175/250, CYZ‐10, and PYQ‐10.  Provide two-person integrity as prescribed by EKMS-1.  This task is performed monthly.

3.1.10. IT Technical Administration

3.1.10.1. Provide operational support to NECCPAC Operations Department (N3) by planning and executing in support of operational exercises.  Contractor shall provide planning support by preparing and submiting weekly N3 IT scheduling and mission support input to ESSC Site Director for NECCPAC and Commander, U.S. Pacific Fleet (COMPACFLT) awareness and reporting.  Coordinate and monitor N3 IT functions IAW unit Operational Order (OPORDER).

3.1.10.2. Support N3 IT by monitoring and maintaining electronic file structure to include status charts, mission log files and supporting classified and unclassified message traffic.  Provide lessons learned and IT data for periodic communications instructions updating.  This information will be provided to the ESSC Site Manager in writing  within 7 days of request.  

3.1.10.3. Provide administrative support for classifed and unclassified Microsoft SQL Server databases used to operate Windows Server Update Services (WSUS), Sharepoint and System Center Configuration Manager (SCCM).  Maintain table integrity, indexing, patching and database normalization to ensure a fully operational database environment.  This task is performed daily.

3.1.10.4. Provide ESSC with portal administration and content services for Expeditionary Warfare Network (EWN) tactical portal which serves ESSC and its 64 subordinate commands.  Maintain user access and enforce content policies as needed.  Participate in Content Approval Board when reviewing and approving new solutions on the EWN portal.  This task is performed weekly.

3.1.10.5. Provide ESSC knowledge management and information management support.  Organize ESSC documentationsand make available via FFC web portal .

3.1.11. Program Management

3.1.11.1. Provide quarterly review of Pacific communications project design plans ensuring NECCPAC IT requirements are met IAW Command Operation Plan (OPLAN).  Answer design related questions on Navy (specify project types) communications projects to include IT related requirements.  Provide NECCPAC support to operational customers and solution provider (SYSCOM).  Provide ESSC Site Manager  with all IT issues in writing.  The ESSC Site Manger will further communicate thses issue to the apropriate chains of command.

3.1.11.2. Coordinate and attend NECCPAC annual management assist visits to all deployed locations to provide operational guidance, program compliance and continuity.  Assist in planning and execution of Joint Chiefs of Staff exercises to include; participation in site surveys, concept development and all planning conferences.  Deployment locations which require contractor travel are further outlined under section 3.3, herein.    

3.1.11.3. Assist subordinate units in planning, coordination and execution of deployed or home port operations.  Review and assist subordinate units in preparation and release of operations orders, deployment orders, and fragmentary orders.  Mentor unit personnel in planning and scheduling of future IT exercises.  Monitor unit progress through time-scale reports, review monthly metrics, status and financial spreadsheets.

3.1.11.4. Review and provide operational input for monthly update to NECCPAC Chief of Staff.  Review, maintain and provide continual updates to NECCPAC Operations and Communications instructions.

3.1.12. Logistics Support

3.1.12.1. Prepare IT Procurement Request (ITPR) documents for Government approval and submission to Navy Information Dominance Approval System (NAV‐IDAS).  Perform product research, validate technical specifications and prepare justification documentation.  Receive and inventory ESSC communications assets; Government employee must sign for receipt.  Prepare asset verification and data entry into Regional Inventory Tracking Application (RITA) for ESSC data call requirements.   This task is performed daily.

3.1.12.2. Serve as liaison between NECCPAC and COMPACFLT.  Prepare purchase requests for Government approval and implementation of mandatory logistics requirements in ITPR to satisfy Navy and local procurment regulations.  Coordinate developing procurement plans to insure specifications and timeframe meet production requirements.  Maintain financial and logistics records in support of all ESSC IT communication equipment.  This task is performed daily.

3.2. NECC, VA / ESSC Gulfport, MS

3.2.1. Cyber Security

3.2.1.1. Provide Cyber Security assistance to ensure confidentiality, integrity, and availability of systems, networks and data through planning, analysis, development, implementation, maintenance and enhancement of information systems, policies, procedures and tools.  Ensure ESSC and subordinate LSCA tactical networks are running according to prescribed directives and procedures utilizing network security applications such as ACAS/Nessus, HBSS and Corporate Antivirus Software hosted by McAfee.  Restore data in the event of system failure; conduct IAVA and antivirus scans; evaluate patches for validity and compatibility for subject networks and workstations; install appropriate patches and updates. Train ESSC systems administrators in Navy cyber security methods/practices and in the case of computer viruses or other security incidents, comply with established incident reporting guidelines which are provided to contractor personnel by the ESSC Site Manager.  Review, analyze and report on HBSS events for HBSS managed assets in accordance with Defense Information Service Agency (DISA) mandates.  Identify rogue or unmanaged systems on the network.  Develop policies and procedures to ensure information systems reliability and accessibility and to prevent and defend against unauthorized access to systems, networks and data.  Policies shall be provided in writing to the  ESSC Site Manager for final approval and further implementation.  Remain current with Navy NECC IT (or include which type of specific policies etc apply) policies, regulations, instructions, security requirements and professional updates.  Review and recommend adoption of Navy IT security methods that will enhance network system capabilities.   Troubleshoot security threats and vulnerabilities in response to incident reports; identify and isolate problems sources; and recommend solutions or correct problems.  Ensure that all systems have appropriate IA controls applied as prescribed in a STIG and that all systems and networks are patched and updated in accordance with all applicable Navy guidelines.  Perform monthly ACAS scans  and upload compliance data into VRAM, and provide detailed remediation POA&M spreadsheet on any open equipment security vurlnabilities via email within (2) working days to the ESSC Site Manager.  Perform necessary actions to mitigate vulnerabilities identified during monthly ACAS scans.  Report completion of all patching and relevant issues via email within (2) working days to the ESSC Site Director and IAM.  Provide cyber security support to ESSC customers on a continuous basis, serving after-hours to all Help Desk Agents.  Work with deployed organizations to resolve issues related to delivery of services.	Comment by melissa.franz: What is the end goal of these efforts?  To ensure compliance with Navy standards?	Comment by melissa.franz: Please spell out if not already defined above.  Already defined above	Comment by melissa.franz: Outline details we expect the  contractor to include.  Provide delivery vehicle, POC and timeframe for POAM.	Comment by melissa.franz: See comment 39. 

3.2.2. Network System Administration

3.2.2.1. Provide  Network System Administrator support in  maintaining, configuring and troubleshooting various VMware, Microsoft, Red Hat Linux (RHEL 5/6), NetApp and Network Operating System (NOS) products included in approved ATO accrediation boundaries for each enclave, including:  Virtual Center Server, VMware Infrastructure Client, VMotion, Microsoft Server, Microsoft Exchange Server, Microsoft SQL Server, Software Update Services, Microsoft SharePoint, Windows 7, Microsoft Office Suite, NetAPP Data On Tap, Snapdrive for Windows and SnapManager for Exchange.  Plan and schedule installation of new or modified hardware, operating systems and software applications.  Administer network accounts, network rights, and access to systems and equipment.  Troubleshoot  network system outages and problems as necessary.  Administer network system resources, installation and integration of systems fixes and workarounds, updates and enhancements, including; performance, capacity, availability, serviceability and recoverability.  Develop and oversee new policies and standards for server performance monitoring.  Submit all performance monitoring polcies and standards to the ESSC Site Manager for review and approval.  No implementations shall be made until formal  CCB approval, which will be provided to the contractor in writing.  Suggestions shall be provided to the  ESSC Site Manager in writing (email is acceptable) and will fully outline the policy or standard as it is, and provide the suggested changes.  All suggestions shall be provided to the  ESSC Site Manager within (2) working days of discovery and development completion.    Incumbent must also have extensive, in-depth knowledge of various hardware platforms, including; servers, blade center solutions, storage area networks, SMTP and HTTP proxies.  Provide hands-on specialized training to subordinate units/personnel on an as needed basis to maintain unit profiency  Training will cover equipment operation, operating system/application administration, and network configuration.	Comment by melissa.franz: List any additional potentials systems which will require admin support. All systems are included
3.2.3. Video Teleconference Systems

3.2.3.1. Provide remote VTC support from ESSC Gulfport to NECC LANT and subordinate units.  Provide administrative support for as many as ten unclassified or classified VTC conferences daily.  Serve as primary POC for coordinating and scheduling VTC for nine NECC VTC rooms located throughout the Atlantic AOR.  Receive VTC requests from user community and place on master schedule as availability of resources allow.  Communicate confirmation of assigned resources and schedule information to requesting POC in writing (email is acceptable) as soon as confirmation is known.  Review master schedule every morning in preparation of technical and equipment configuration to ensure schedule will be met.  Coordinate any changes in VTC schedules changes with the requesting POC’s  in advance of their schedule times.    Provide technical expertise, troubleshooting assistance and VTC support to users of Atlantic AOR VTC when connectivity or equipment problems arise.  This task is performed daily.	Comment by melissa.franz: Provide or reference what locations the Atlantic AOR includes.  This position is located at Gulfport ESSC and support is remote, over the phone and via email or connected VTC

3.2.3.2. Maintain Information Assurance (IA) and security posture of all VTC systems by applying all DISA prescribed STIG.  This task is performed quarterly.

3.2.3.3. Provide Information Systems Security Expert (ISSE) support for Certification & Accreditation efforts occurring by providing technical documentation/drawings for VTC systems during the Risk Management Framework (RMF) process.  This task is performed annually.

3.2.3.4. Provide equipment technical requirements needed for VTC equipment refresh/warranty refresh.  Requirements shall be provided to the  ESSC Site Manager in writing (email is acceptable) no more than (2) working days from discovery.  Changes must be approved in writing by the  CCB before they may be implemented.  This task is performed annually.

3.2.3.5. Maintain cryptographic key material and communications security equipment for classified VTC connections to Integrated Services Digital Network (ISDN) standards.

3.2.3.6. Provide ESSC VTC coordination assistance.  Perform operational control of multipoint conferencing providing video connections around the world in numerous timezones.  Maintain and administer VTC systems and continually improve efficiency for customers.  Develop processes and procedures for NECC Video Multipoint Control Bridging services.  All processes and procedures shall be submitted to the  ESSC Site Manager, in writing, no more than (2) working days after development completion.  Implementation may not occur until the  CCB has provided approval in writing.   Plan, schedule and coordinate conferences with remote sites on the Multipoint Control Unit as well as help accommodate ad-hoc conferences.  Determine reservation requirements, initiate pre-conference preparations, and explain conference guidelines based on customer telepresence and video conferencing needs, system capabilities and operational protocols.  Provide technical assistance to customers to analyze, diagnose, and report or correct technical problems and/or malfunctions.  Perform operator maintenance and adjustment of equipment, e.g., Tandberg Multipoint Control Unit, MXP Series Codecs, Video Communication Server, Session Initiation Protocol and H.323 Protocol devices, and interconnectivity devices.  Maintain operational security of all assigned equipment items.

3.2.4. Electronic Key Management System (EKMS)

3.2.4.1. Provide support as an ESSC EKMS local element user.  Ensure implementation of Navy policies, directives and procedures for proper handling and safeguarding of secure electronic encryption devices, e.g.,  KIV-7M, KG-175D, KG-250, PYQ-10 and cryptographic files.

3.3. Travel

3.3.1. Travel will be required to supported sites.  Travel shall be per Federal Acquisition Regulations (FAR) 31.205-46 and Joint Travel Regulations (JTR).  Travel shall be coordinated in writing with the COR atleast (5) working days in advance of anticipated departure.

3.3.2. Annual Travel:	Comment by Guzzo, Mark A CAPT CCSG-8, N6: Add 1 annual Bahrain

	Origin
	Destination
	Number of Trips
	Days Per Trip

	Little Creek, VA
	Gulfport, MS (NETC2 Delivery/Training)
	1 (One-Time)
	48

	San Diego, CA
	Port Hueneme, CA (NETC2 Delivery/Training)
	1 (One-Time)
	48

	Gulfport, MS
	ROTA, Spain (NETC2 Delivery/ Tech ASST)
	1 (One-Time)
	17

	Port Hueneme, CA
	Guam (NETC2 Delivery/Tech ASST)
	1 (One-Time)
	17

	Port Hueneme, CA
	Honolulu, HI (NETC2 Delivery/Tech ASST)
	1 (One-Time)
	17

	Port Hueneme, CA
	Okinawa, Japan (NETC2 Delivery/Tech ASST)
	1 (One-Time)
	17

	Port Hueneme, CA
	Honolulu, HI (RIMPAC Exercise/NETC2 Tech ASST))
	1 (Annually)
	7

	Port Hueneme, CA
	Guam (Valient Shield (VS) Exercise/NETC2 ASST)
	1 (Annually)
	7

	Port, Hueneme, CA
	Korea (Ulchi Freedom Guardian Exercise/NETC2)
	1 (Annually)
	7

	Gulfport, MS
	ROTA, Spain (NETC2 Tech ASST/Customer TRNG)
	1 (Annually)
	7

	Port, Hueneme, CA
	Guam (NETC2 Tech ASST/Customer TRNG)
	1 (Annually)
	7

	Little Creek, VA
	Gulfport, MS (ESSC Visit/NETC2 Conf MTG)
	2 (Annually)
	7

	San Diego, CA
	Port Hueneme, CA (ESSC Visit/NETC2 Conf MTG)
	2 (Annually)
	7

	Gulfport, MS
	Bahraini,  (NETC2 Delivery/Training / Tech ASST)
	2 (Annually)
	17



3.4. Reports

3.4.1. A Monthly Status Report (MSR) shall be generated that provides information and support provided on work completed, problems encountered and anticipated, accumulated prices and expended funds.  MSR shall be submitted to COR in writing no later than the 5th working day of every month.

3.4.2. Trip reports shall be submitted following travel that summarizes travel purpose and an executive summary with details including; agenda, training taken or provided, action items, required follow-up and POA&M.  Travel summaries shall be provided to the COR within (5) working days of travel completion.  Travel invoices will not be paid until the travel report has been submitted.

3.4.3. Provide a travel expense report along with trip reports that supports JTR requirements and audit readiness.

	Task
	Indicator
	Standard
	Acceptable Quality Level
	Method of Surveillance

	3.2.1  The Contractor shall provide Cyber Security Agent Support
	Timeliness



Compliance
	Completed as requested.


Compliant with all NECC, CYBERCOM specifications
	Completed on time 95% of the time, must be 95% accurate.

100% compliant.
	Spot Check




Monthly Status Report.

	3.2.2  The Contractor shall provide System Administrator Support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check

	3.2.3  The Contractor shall provide Assistant Video Teleconferencing  Support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check

	3.2.4  The Contractor shall provide Electronic Key Management System (EKMS) Support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.5  The Contractor shall provide Video Teleconferencing Systems Administrator Support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.6  The Contractor shall provide Network Technical support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.7  The Contractor shall provide Telecommunications Support Services
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.8  The Contractor shall provide IT Technical Administrative Support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.9  The Contractor shall provide Program Management  Support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.10  The Contractor shall provide Telecommunication Support Services
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.11  The Contractor shall provide Network Systems Engineer Services
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.12  The Contractor shall provide Expeditionary Tactical Network  Support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.13 The Contractor shall provide Information Technology Infrastructure Support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.14  The Contractor shall provide Logistics support
	Accuracy and timeliness
	Completed as requested.
	Completed on time 95% of the time, must be 95% accurate
	Spot Check






	3.2.15  The Contractor shall create Monthly Status Reports:

	Timeliness.
	Submitted by 5th working day of the following month.
	Government analysis of solicited and unsolicited feedback from all applicable resources.
	Positive performance evaluations.

Two or more legitimate complaints could result in a breach of contract



4. DEFINITIONS AND ACRONYMS

ACAS			Assured Compliance Assessment Solution
CLIN			Contract Line Item Number
C4ISR 			Command, Control, Communications, Computers, Combat Systems, Intelligence, Surveillance, and Reconnaissance. 
CCB			Configuration Control Board
COR			Contract Officer Representative
DNS			Domain Name System
EKMS			Electronic Key Management System
ESSC			Expeditionary Service Support Center
EWN			Expeditionary Warfare Network
DISA			Defense Information Systems Agency
DSN			Digital Switch Network
HBSS			Host Based Security Software
HTTP			Hypertext Transfer Protocol
IA			Information Assurance
IAM			Information Assurance Manager
IAVA			Information Assurance Vulnerability Assessments
IPS			Intrusion Prevention System
ISDN			Integrated Services Digital Network
ISSE			Information Systems Security Expert
IT			Information Technology
JFTR			Joint Federal Travel Regulations
LSCA			Large Scale Communications Asset
MSR			Monthly Status Report
NECC			Navy Expeditionary Combat Command
NIPR			Non-Secure Internet Protocol Router
NOS			Network Operating System
ODCs			Other Direct Costs
QAE			Quality Assurance Evaluator
RITA			Regional Inventory Tracking Application
RMF			Risk Management Framework
SCCM			System Center Configuration Manager
SIPR			Secure Internet Protocol Router
SMTP			Simple Mail Transfer Protocol
SATCOM		Satellite Communcation
SME			Subject Matter Expert
STIG			Security Technical Implementation Guide
VOSIP			Voice Over SIPRNET
VRAM			Vulnerability Remediation Asset Manager
VTC			Video Teleconfere
WSUS			Windows Server Update Services

5. GOVERNMENT FURNISHED EQUIPMENT

5.1. Essential office facilities; desks, chairs, telephones, filing cabinets, etc., will be provided for the Contractor.  The Government will pay for all long distance telephone calls, facsimile service, postal service and Federal Express mail required to support this requirement.

5.2. All communications and information systems, computer hardware and software, required for the performance of this requirement.

5.3. All communications and information systems support documentation; plans, programs, base comprehensive blueprints, applicable regulations, specifications, standards, technical manuals, as-installed drawings and other documentation required to complete the requirement.

5.4. Contractor is responsible for providing personnel possessing and with expertise in:

· U.S. citizenship and valid U.S. passport
· Active TOP SECRET security clearance
· Certification in accordance with DoD 8570.1M IAT Level II technician
· At least 2 years experience with Nessus cyber/network scanning software
· At least 2 years experience with Host-based Security Software
· At least 5 years experience with IT system administration
· Knowledge of network operations and systems
· Understand network/systems design skills to include Server Virtualization, Network 
· Security Design and Microsoft Systems Design
· Knowledge and experience with VMware products
· Experience in applying DISA STIG to listed equipment and technologies
· Able to troubleshoot problems of both network and system types of listed technologies supported
· ADD SQL and other certifications
5.5. This list is not all-inclusive and can change with technology.  It is meant to provide the Contractor with an idea of what will be supported.

· Host Based Security Software
· Assured Compliance Assessment Solution/Nessus Software
· NetApp Storage Area Network
· IBM Blade Center
· Cisco UCS Servers
· VMWare 5.5
· MS Windows 2012 Server
· MS Exchange 2013 Server
· Sharepoint 2013
· Red Hat Linux (RHEL 5/6)
· SQL 2012 or newer
· Large Scale Communications Asset
· Tandberg Multipoint Control Unit
· Tandberg MXP Series Codecs
· Cisco Network Devices
· KIV-7M
· KG-175D
· KG-250
· PYQ-10
· Non-Secure Internet Protocol Router
· Secure Internet Protocol Router
· SQL 2012 or newer
· Microsoft Server 2012
5.6. Training.  Contractor personnel may be required to be trained to meet special requirements of a particular task within this PWS, such as learning software that is new or unique.  Prior approval from COR shall be obtained before training commences.

6. PERIOD OF PERFORMANCE

Period of performance shall be for a twelve-month period with two, twelve-month options periods to be exercised at the discretion of the Government.

7. SPECIAL CONSIDERATIONS

7.1. Tasking by PWS is to be independent of other ongoing work being performed by Government employees or other contractor personnel at this work site.

7.2. The primary place of performance will be NECC/NECCPAC Communications Departments (N6)  and ESSC located in Construction Battalion Centers Port Hueneme, CA and Gulfport, MS.  Contractor may be required to travel from the primary duty locations to temporary duty locations INCONUS and OCONUS as requested and approved by the Government.

7.3. Normal hours of operation are between 0700 and 1530 hours.  Contractor personnel will be required to work outside normal hours due to changing mission requirements such as  surges from field exercises and deployments, scheduled maintenance, upgrades, major configuration changes or other specific tasks identified.

7.4. Positions are designated as IT Level 1.  The Contractor must provide personnel who possess a TOP SECRET security clearance with Single Scope Background Investigation (SSBI) for the purpose of maintaining classified material and systems.

7.5. Contract personnel must be a U.S. citizen and shall be fluent in the English language as exemplified in their written and verbal skills.

7.6. Travel

7.6.1. Contract employees will be required to travel from their regular duty locations to a temporary duty location.  All contract employee travel shall be requested by a supporting agency and travel orders approved by the COR.  Overseas temporary duty status shall be initiated by the Government Letter of Identification (Contractor Travel) and will be used to access Government facilities and travel authorized between countries.  Approved travel will be reimbursed to the Contractor in accordance with the Joint Travel Regulations (JTR) via a standard travel voucher.  Reimbursement shall not include any charges for overhead, handling or profit.

7.6.2. Contractor shall prepare a travel worksheet for the supported agency COR detailing; traveler's name, social security number, home address, date of birth, passport number, security clearance, departure/arrival dates, duration of travel, itinerary (destinations) and purpose of the trip.  In turn, the supported agency will prepare a Letter of Identification.

7.6.3. Contractor will also provide COR with a copy of the proposed itinerary, travel dates, and cost from two different travel agents.  COR will in turn do a cost comparison for transportation.  The proposed itinerary should be furnished no later than 16-days before travel is to commence to allow the contractor to take advantage of the 14-day advance purchase ticket rate.

7.7. All Electronic and Information Technology (EIT) procured through this contract shall meet applicable accessibility standards at 36 CFR 1194, unless an agency exception to this requirement exists.  36 CFR 1194 implements Section 508 of the Rehabilitation Act of 1973, as amended, and is viewable at http://www.access-board.gov/508.htm.

7.8. Contract work requires that contract personnel have access to Privacy Act information.  Personnel shall adhere to the Privacy Act, Title 5 of the U.S. Code, Section 552a and applicable agency rules and regulations.  Contract personnel shall be expected to sign a non-disclosure form.

7.9. Enterprise-wide Contractor Manpower Reporting Application

7.9.1. Contractor shall report employee labor hours, including sub-contractors, through the via a secure data collection site.  Contracted services excluded from reporting are based on Product Service Codes (PSC).  Excluded PSC:

	(1) W, Lease/rental of equipment;
	(2) X, Lease/rental of facilities;
	(3) Y, Construction of structures and facilities;
	(4) S, Utilities ONLY;
	(5) V, Freight and shipping ONLY
7.9.2. Contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil.

7.9.3. Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs 1 October 1 through 30 September.  Inputs may be reported any time during an FY.  All data shall be reported no later than 31 October of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

8. ACCESS TO DoD IT SYSTEMS

8.1. In accordance with SECNAV M-5510.30, contract employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions that require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contract employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager.  Contract employees requiring privileged or IT-I level access, when specified by the terms of the contract, require an SSBI, which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below.  Due to the privileged system access, an SSBI suitable for high-risk public trust positions is required.  Individuals who have access to system control, monitoring or administration functions; e.g., system administrator or database administrator, require training and certification to Information Assurance Technical Level 1 and must be trained and certified on the operating system or computing environment they are required to maintain.

8.2. Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of contract employees, such employees shall in-process with the Command Security Manager and Information Assurance Manager upon arrival and shall out-process prior to their departure at the completion of the employee’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy IT resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contract supervisor is not authorized to sign a SAAR-N; therefore, a Government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor.”

9. EMPLOYMENT OF FEDERAL EMPLOYEES

9.1. Contractor shall not employ or enter into a contract with any person to perform work under this contract who is an employee of the United States Government, either military or civilian, unless such person receives approval IAW applicable Federal and DoD regulations.

10. SECURITY REQUIREMENTS/CLEARANCES

10.1. Contract work requires access to personally identifiable information (PII) and information protected by the Privacy Act of 1974.  In addition to the security requirements below, contract employees must meet theses criteria:  Per SECNAV M-5510.30, all individuals with access to PII or Privacy Act information must be U.S. citizens; therefore U.S. citizenship is a requirement.  In all cases, contract employees must meet eligibility requirements for a position of trust at a minimum.  Contractor shall comply with all applicable DoD security regulations and procedures during the performance of this contract.  Contractor shall not disclose and must safeguard procurement sensitive information, computer systems and data, privacy act data, sensitive but unclassified (SBU) information, classified information, and all government personnel work products that are obtained or generated in the performance of this contract.  Contract employees are required to have NACLC investigation at a minimum in accordance with DoD Instruction 8500.2.  Local agency credit checks must be submitted and results received prior to commencement of work.  A security clearance may also be required to perform work under this contract.

AN “UNFAVORABLE” OR “NO DETERMINATION” ADJUDICATION OF CONTRACT EMPLOYEE INVESTIGATIONS WILL RESULT IN IMMEDIATE TERMINATION OF ACCESS TO THE WORKSPACE AND RECORDS.

Purpose:  Reference is hereby made to Navy awarded contracts requiring contractor access to Navy information systems, SBU information, areas critical to the operations of the command, and/or classified information.  Although these contracts may not be classified, contract employees are required to have obtained a favorably adjudicated NACLC determination at a minimum.  DoN has determined that all DoN information systems are sensitive regardless of whether the information is classified or unclassified.  A contract employee whose work involves access to sensitive unclassified information warrants a judgment of an employee's trustworthiness.  Therefore, all personnel accessing DoN computer systems must undergo investigation for a position of trust to verify their trustworthiness.  Facility Access Determination (FAD) program requirements in contract specifications when determinations for facility access only will be required on contract employees.

NO FOREIGN NATIONAL WILL BE EMPLOYED ON THIS GOVERNMENT CONTRACT. 

This clause does not apply to employees hired overseas per a Status of Forces Agreement, diplomatic memorandums of understanding or other host-nation agreements.  Employees hired under these agreements are subject to local pre-employment checks.

“Each contract employee shall comply with the HSPD-12 E-Verify Federal Acquisition Regulations FAR Clause 52.222-54 Employment Eligibility Verification”.

Contract employees working within DoN spaces must be entered into the Joint Personnel Adjudication System (JPAS) and owned by the Contractor security officer.  The Security Manager will then service those individuals in JPAS for tracking and monitoring of their investigation status.

If no previous investigation exists, the contract employee shall complete the requirement for an NACLC.  NACLC for positions of trust will be processed through the Security Manager.  Investigative requirements for contract personnel requiring access to classified information are managed under the National Industrial Security Program (NISP).  Requests for investigation of contract personnel for security clearance eligibility are processed by the Office of Personnel Management (OPM) and adjudicated by Defense Industrial Security Clearance Office (DISCO).  When Sensitive Compartmented Information (SCI) access is at issue, DoN Central Adjudication Facility (DoNCAF) is the adjudicative authority for all DoN contract personnel requiring SCI access eligibility.

Contractor shall ensure that a complete security package, (SF-85, SF-85P, SF-86 and FD258 2 copies) is submitted to the Security Officer receiving in order for the Security Officer to conduct a suitability review of the submitted investigative forms.

Contractor security officer or security representative shall ensure that employees assigned are U.S. citizens and will ensure completion of the SF-85P or SF-86.  The SF-85P or SF-86 along with the original signed release statements and two applicant fingerprint cards (FD 258) will be forwarded to the Security Manager at least one week prior to reporting for duty.

Personnel cannot be properly processed and provided system access prior to their reporting date without receiving the investigative paperwork one week prior.

For contracts requiring a position of trust, Security Officer will submit forms for a position of trust.  For classified contracts, Contractor security officer will submit an SF-86 to OPM for processing and eventual adjudication by DISCO.

A completed SF-85P or SF-86 will be reviewed by the Security Manager for completeness, accuracy and suitability prior to the submission.  If the contract employee appears suitable after the questionnaire has been reviewed, the request will be forwarded to OPM.

A completed SF-85P or SF-86 along with attachments will be forwarded to OPM that will conduct an NACI investigation or equivalent.  All contract personnel will in-process with the Security Manager and Information Assurance Manager upon arrival to the command and will out-process prior to their departure.

DoN-CAF will provide a completed investigation to the Security Manager for the determination in cases where a favorable determination cannot be reached due to the discovery of potentially derogatory information.  NECC/NECCPAC will provide written notification to the Contractor advising whether or not the contract employee will be admitted to command areas or be provided access to UBS business information.   Determinations are the sole prerogative of NECC/NECCPAC.  If NECC/NECCPAC determines upon review of the investigation that allowing a person to perform certain duties or access to certain areas would pose an unacceptable risk, that decision is final.  No due process procedures are required.

A contract employee shall take all lawful steps available to ensure that information provided or generated pursuant to this arrangement is protected from further disclosure unless the agency provides written consent to such disclosure.  Security clearance requirements are defined in the DD Form 254 of the basic contract for those contracts that will require employees to handle classified information.

Contractor shall forward an SAAR-N to the Security Manager for receipt at least one week prior to the start date for the individual.

“ALL AUTHORIZED USERS OF DoD INFORMATION SYSTEMS SHALL RECEIVE INITIAL INFORMATION ASSURANCE ORIENTATION AS A CONDITION OF ACCESS AND THEREAFTER MUST COMPLETE ANNUAL REFRESHER AWARENESS TRAINING TO MAINTAIN AN ACTIVE USER ACCOUNT.”

Pre-employment Clearance Action:  Employees requiring access to classified information, upon reporting to their position, will be read into access by the local command security representative.  A local classified material handling indoctrination will take place at that time.

Form I-9 lists acceptable forms of identification that can be provided to prove U.S. citizenship.  Dual citizens are required to renounce their secondary citizenship in order to work for the U.S. Government.  Citizenship can be renounced by turning in the foreign national passport to a Government security officer for destruction or to the originating embassy of the passport.   Individuals should request a signed affidavit from their embassy recognizing the renouncing of their citizenship.

Acceptable Proof of Citizenship

Individuals born in the United States, a birth certificate is the primary and preferred means of citizenship verification.  Acceptable certificates must show that the birth record was filed shortly after birth and it must be certified with the registrar's signature.  It must bear the raised, impressed or multicolored seal of the registrar's office.  The only exception is if a state or other jurisdiction does not issue such seals as a matter of policy.  Uncertified copies of birth certificates are not acceptable.  A delayed birth certificate is one created when a record was filed more than one year after the date of birth.  Such a certificate is acceptable if it shows that the report of birth was supported by acceptable secondary evidence of birth.  Secondary evidence may include:  baptismal or circumcision certificates, hospital birth records, or affidavits of persons having personal knowledge about the facts of birth.  Other documentary evidence can be early census, school, or family bible records, newspaper files, or insurance papers.  All documents submitted as evidence of birth in the U.S. shall be original or certified documents.

Citizenship by naturalization may be a certificate of naturalization as acceptable proof of citizenship.

A passport, current or expired, is acceptable proof of citizenship. 

Record of Military Processing-Armed Forces of the United States (DD Form 1966) is acceptable proof of citizenship, provided it reflects U.S. citizenship.

If citizenship is from the Island of Puerto Rico; see Puerto Rico Birth Certificates Law 191 of 2009, at web site http://www.prfaa.com/birthcertificates/.

If citizenship was acquired by birth abroad to a U.S. citizen parent or parents, the following are acceptable evidence:

Certificate of Citizenship issued by the Department of Homeland Security, U.S. Citizenship and Immigration Services (USCIS) or its predecessor organization.

Report of Birth Abroad of a Citizen of the United States of America

Certificate of Birth

NAVY COMMERCIAL ACCESS CONTROL SYSTEM:  Commander, Navy Installations Command (CNIC) has established the Navy Commercial Access Control System (NCAS), a standardized process for granting unescorted access privileges to vendors, contractors, suppliers and service providers not otherwise entitled to the issuance of a Common Access Card (CAC) who seek access to and can provide justification to enter Navy installations and facilities.  Visiting vendors may obtain daily passes directly from the individual Navy installations by submitting identification credentials for verification and undergoing a criminal screening/background check.  Alternatively, if the vendor so chooses, it may voluntarily elect to obtain long-term credentials through enrollment, registration, background vetting, screening, issuance of credentials, and electronic validation of credentials at its own cost through one of the designated independent contractor NCAS service providers.  Credentials will be issued every five years and access privileges will be reviewed/renewed on an annual basis.  Costs incurred to obtain Navy installation access of any kind are not reimbursable and the price(s) paid for obtaining long-term NCAS credentials will not be approved as a direct cost of this contract.





PERFORMANCE WORK STATEMENT


 


NAVY EXPEDITIONARY COMBAT FORCE


 


EXPEDITIONARY SERVICE SUPPORT CENTER


 


AND TACTICAL COMMUNICATIONS


 


 


 


1.


 


BACKGROUND


 


 


1.1.


 


Commander, Navy Expeditionary Combat Command (NECC) located in Joint Expeditionary 


Base Little Creek


-


Fort Story (JEBLCFS) and Commander, NECC Pacific (NECCPAC) located in 


Joint Base Pearl Harbor


-


Hickam (JBPHH), HI 


serve


 


as the single functional


 


commander for 


the Navy Expeditionary Combat Force (NECF) and as central management for readiness, 


resources, manning, training and equipping of that global Force.  NECF is organized to 


accomplish specific objectives in other countries.


 


 


1.2.


 


NECF is scalable, 


spanning the full range of military operations from Theater Security 


Cooperation to Major Combat Operations.  Consisting of 


deployment


 


ready Sailors, NECF is 


high impact, operating around the globe, building partnerships, and helping increase partner 


navie


s capability to promote peace and prevent war.  When called upon, NECF also becomes 


primary enablers for a combatant commander to win a crisis or war effort.


 


 


1.3.


 


NECF are trained in combat skills for self


-


defense.  This Force seamlessly blend active and 


reser


ve components with reserve units training and deploying like active duty counterparts.  


Using operational reserve forces, the reserve component is fully capable of providing the 


same capability and capacity as their active duty counterparts.  All NECF acti


ve component 


forces can produce an initial surge capability within 48 hours.


 


 


1.4.


 


NECC/NECCPAC Communications Department


s


 


(N6) 


have


 


historically 


contracted for 


information technology (IT) services 


in every facet of tactical communications 


for the 


Expeditionary


 


Service Support Center


s


 


(ESSC) 


located in 


Construction Battalion Centers 


Port 


Hueneme, CA and Gulfport, MS


.


 


 


2.


 


SCOPE


 


 


The 


C


ontractor shall provide 


i


nstall


ation software updates, configuration of operational paramaters


, 


maintain


ance and monitoring of network


 


connectivity and 


Information Assurance (


IA


) 


 


complianc


e


 


in 


accordance with 


Defense Information Service Agency (DISA)


 


Standard Technical Implementation 


Guides (STIGS)


.  Services are required for 


on


-


site 


T


actical 


C


ommunications 


and network services


 


as 


outli


ned in sections 3.1 and 3.2


 


for ESSC 


Port Hueneme, CA


, NECC PAC Pearl Harbor, HI


 


and Gulfport, 


MS locations.  


Occasional t


ravel is required to


 


provide needed technical 


support


 


(IAW current PWS)


 


sites


 


located


 


in and outside the continental United States (


CO


NUS/O


CONUS)


 


as estimated under 


each applicable task below


.


  


See Paragraph 3.3.2
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PERFORMANCE REQUIREMENTS


 


 


3.1.


 


NECC PAC P


earl 


H


arbor, HI 


(?)


 


/


ESSC Port Hueneme, CA


 


 


3.1.1.


 


Network Systems


 


–


 


Connectivity


 


and Information Assurance Compliance Support


 


 


3.1.1.1.


 


Deployed Expedit


ionary Networks:  


Provide 


monitoring and 


maintain


ance for


 


NECC tactical and


 


deployed expeditionary networks worldwide


 


to ensure 


network connectivty, Information Assurance compliance, and resources 


allocation


.


  


Provide


 


technical


 


 


review and applicability 


o


f


 


DISA Security Technical 


Implementation Guide


s


 


(STIG


s


) 


and run 


information assurance (IA)


 


validation on 
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