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	Spec Item
	Title
	Description

	1.0
	General Information
	Naval Computer and Telecommunications Area Master Station Pacific (NCTAMS PAC) is located in Wahiawa, Hawaii, on the island of Oahu, includes subordinate commands Naval Computer and Telecommunications Station (NCTS) San Diego, NCTAMS PAC Detachment Puget Sound, NCTS Guam, which includes Finegayan Bay and Naval Radio Transmitter Facility (NRTF) Barrigada, and NCTS Far East which has detachments in Misawa, Atsugi, Okinawa, Singapore and Diego Garcia, British Indian Ocean Territories (B.I.O.T.) NCTAMS PAC Area of Responsibility extends from Oklahoma to the east coast of Africa.  NCTAMS PAC provides and supports critical Command, Control, Telecommunications, Computers, and Intelligence (C4I) and Strategic Communications for the Department of Defense (DOD), Homeland Security, civilian law enforcement agencies, and allies throughout the Pacific theater and Indian Ocean.  All sites are 24/7 operations.  This contract covers services in Dixon, California and Hawaii.

	1.0.1
	California
	Naval Radio Transmitter Facility (NRTF) Dixon, California:
The Naval Radio Transmitter Facility (NRTF) Dixon is a subordinate to NCTS San Diego and is located 5 miles Southeast of the City of Dixon, CA, approximately 65 miles northeast of San Francisco, CA.  The site is on 1,285-acre tract of land in the Sacramento Valley.  It is the primary Navy HF/LF high power transmitter facility for the West Coast.  All surrounding property is currently zoned for exclusive agriculture use.  Antenna fields occupy a major portion of the land at NRTF Dixon.  The major structures include the transmitter Building 10, two Helix Houses, Buildings 30 and 36, Emergency Power Plant and electrical power switchgear Building 52, generator enclosure Buildings 53 and 54, and electrical power sub-stations.  Administrative Building No 51, warehouse Building No 46, antenna maintenance Building No 28, Potable water system and well pump house Building 06, and potable water tanks Building 13, 22 and 23.
The contract includes operation and maintenance of two AN/FRT-72C Low Frequency (LF) transmitters, 20 SCOPE/HF Global Communications System (HFGCS) transmitters, two 600 foot tall Low Frequency (LF) antennas , High Frequency (HF) antennas, supporting structures, ancillary equipment, facilities, inner compound security fencing and grounds maintenance.   4 additional HFGCS transmitters are scheduled for installation in 2Q 2011.

	1.0.2
	Hawaii
	The following sites are located within the State of Hawaii.

	1.0.2.1
	DOD Gateway Wahiawa

	The SATCOM Facility is located at NCTAMS PAC, adjacent to the town of Wahiawa on Oahu. The DOD Gateway consisting of strategic, STEP, and TELEPORT systems.  The contract includes operation and maintenance of the Earth Terminals, baseband systems, antennas, Emergency Power Plant, HVAC, UPS, fire alarm systems, supporting structures, ancillary equipment, facilities, perimeter security fencing, and grounds maintenance.  Building 409 is a HEMP facility and requires special HEMP facilities maintenance as described in the Facility Maintenance Plan (FMP.)  There are three AN/FSC-78C SHF DSCS terminals located in building 409 with 60-foot antenna dish and pedestal platforms located behind Building 409.

There are two legacy and two follow on (FOT) AN/USC-38 EHF terminals designated as “Navy”.  The legacy systems are located inside of 409 and the two follow on terminals are located in an equipment shelter on the east side of 409. All EHF antenna dishes are covered by radomes and located on pedestals adjacent to the equipment shelter.  The Navy terminals are remotely operated by the Technical Control Facility at Building 261.  Tech Control Facility will relocate 
to Bldg 500 NLT 31 DEC 2011.  This SATCOM facility will receive 3 new Advanced EHF SATCOM terminals in FY12/FY13.

The TELEPORT terminal equipment is located inside of Bldg 409 with the Radio Access Facilities in equipment shelters adjacent to Building 409. The current TELEPORT configuration consists of: Teleport Management and Control System (TMCS), commercial C- and Ku-bands – two terminals each, UHF – two terminals, and EHF – 3 TELEPORTAN/USC-38 Follow on Terminals (FOT) and two Ka band Wideband Global Satellite terminals. Baseband equipment consists of Eight Promina 800 systems (Nodes 012, 122, 123, 126, 127, 132, 136, and 137), three  MIDAS systems (systems 8, 10, and 33), a redundant CDS/SMU, three PSAX 2300 ATM switches, one TAC 900 ATM switch and KIV-19TRANSEC devices that interface DSCS/WGS/MILSTAR and commercial satellites through 159 MD-1366/U EBEM Modems.  
  
 There are also three ST-1000 (Nodes 182, 184, and 289) and a Link 2+ (Node 139) multiplexers, six SLM 3650 modems, two 550T modems, and ten MD-1030B modems to meet Navy baseband requirements.  Also, 409 houses the ON-719(V)1U Teleport Tactical Switching/Global Information Grid (TSw/GIG) Interface Cipher Text (CT) Core subsystem, Integrated Tactical/Strategic Data Network (ITSDN) suite consisting of the Unclassified-but-Sensitive Internet Protocol Router (NIPRNET) and the Secret Internet Protocol Router (SIPRNET) and their associated COMSEC/TRANSEC equipment, SIPRNET and NIPRNET IA Tools, eight VDC-500s, and five Access 35 multiplexers with two Cisco 2509 routers for Video Teleconference (VTC), Generation Two IP suite consisting of IDirect, Linkstar, and Linkway IP modems, L-Band Interface Units, and  WSOC/Building 409 Interconnect  Fiber Optic Modems .   

During the period of this contract the site will gain maintenance responsibilities of  the Global Broadcast Service(GBS). 
It is anticipated that  the Mobile Users Operations System (MUOS) and a remotely manned MUOS site in Australia will transition from a test state to fully operational with O&M responsibilities falling under this contract. 
(See Section 3.2.8.0 of PWS).


	1.0.2.2
	Naval Radio Transmitter Facility (NRTF) Lualualei:

	The NRTF Lualualei is located on the Leeward coast of Oahu and is on a 1,745 acre tract of land.  It is the sole very low frequency (VLF) and high frequency (HF) transmitter facility for NCTAMS PAC in Hawaii.  The facility borders the Naval Magazine, Lualualei.  Antenna fields occupy a major portion of the land at NRTF Lualualei and the major structures are the VLF transmitter Buildings 2 and 3, HF transmitter building 1, emergency electrical power plant building 81,facilities maintenance building 4, administrative building 66, warehouse buildings 64 and 67,  and electrical power sub-stations.  The contract includes operation and maintenance of the AN/FRT-64 Very Low Frequency (VLF) transmitter, 20 AN/FRT-96 and 07 AN/URT-42 HF transmitters,  29 SCOPE/HF Global Communications  System (HFGCS) transmitters, Emergency Power Plant, two 1500 foot  tall VLF antennas with one “P” tower, High Frequency (HF) antennas, supporting structures, ancillary equipment, facilities, perimeter security fencing, and grounds maintenance. It is anticipated that the AN/FRT-96 and AN/URT-42 HF transmitters will be phased out during FY 2012 as the HFGCS system comes fully operational.  
Minimum maintenance touch support will be required in support of RAIDRS

	1.0.2.3
	TSCOMM Kaneohe Bay:
	The Tactical Support Communications (TSCOMM) Kaneohe is a tenant activity of Marine Corps Base Hawaii MCBH, Kaneohe Bay, HI and is located in the Tactical Support Center bldg #6470.  MCBH Kaneohe Bay, HI is located on the island of Oahu, lying on the southeast side of the island about three miles east of the Kaneohe central business district.  The Honolulu International airport is 15 miles southwest.  TSCOMM Kaneohe’s mission, and the purpose of this Performance Work Statement (PWS), is to provide high quality information systems, services and communications support, consistent with existing technology and expertise to all its customers.  Among its customers are: 
COMPATRECON Wing Two, Tactical Support Center, and four active duty Maritime Patrol (VP) squadrons located at MCBH. The TSCOMM system exchanges data through a variety of communications paths, circuits and media. Data types consists of Tactical Messaging Naval Modular Automated Communications System (NAVMACS II) LINK-11, Imagery, Vinson Shore Radio Terminal (VSRT), and 3 TMR8092 HF transceivers, 2 line-of-sight (LOS) WSC-3 transceivers and 2 SATCOM WSC3 transceivers, USC54VICS, RMSA 2000 Matrix switch .

TSCOMM Kaneohe is under the administrative control of Naval Computer and Telecommunications Area Master Station, Pacific (NCTAMS PAC), Wahiawa, Hawaii.   Naval Network Warfare Command (NNWC) is the major claimant for all subordinate computer and telecommunications activities.  Operational direction is received from COMPATRECON Wing Two, Tactical Support Center and NCTAMS PAC.


	1.0.2.4
	Global Command and Control System, Makalapa:
	The GCCS Support Facility (GSF) of the Naval Computer and Telecommunication Area Master Station, Pacific (NCTAMS PAC) supports the Commander, US Pacific Fleet (COMPACFLT) in implementing the Global Command and Control System, Maritime (GCCS-M), the Global Command and Control System (GCCS), and the Global Command and Control System Top Secret (GCCS-T). These are state-of-the-art, event-driven, computer systems and local area networks (LANs), which feature comprehensive command and control applications, connect to the SIPRNET, and other networks, supporting staff, action officers, Joint Task Forces and subordinate commands in Korea, Japan and elsewhere in Pacific Command (PACOM). Through an established Memorandum of Agreement (MOA) GSF also supports the United States Coast Guard (USCG) Global Command and Control System (GCCS) System Administration (SA) for Headquarters and Districts across the United States and Puerto Rico. 

GCCS Hardware/Software/Database/Functional Applications:  

Hardware.  GCCS applications run on SUN servers, Windows WIN2K and XP servers.  Clients are Win2k/XP.

Software.  Operating system software includes SUN Solaris 2.5.1 (minimal), Solaris 2.6, Solaris 2.7, Solaris 8, Solaris 10 and Windows 2000/XP.  Other Software includes Graph On Go-Global and similar remote application access software, and the Global Command and Control System Joint (GCCS-J) Program of Record (PoR) build.

Database.  Databases are Oracle 7.3, Oracle 10g.

Functional Applications.   GCCS Support facility supports mission critical GCCS applications including JOPES Editing Tool (JET), Rapid Query Tool (RQT), Common Operational Picture (COP), Dynamic Analytical Reporting Web-based Interactive Navigator (DARWIN), and a number of GOTS and COTS products.

Hours of Operation.  The GCCS Support Facility (GSF) hours of operation are between 6:00 a.m. and 6:00 p.m. 


	1.1
	Outline of Systems and Services
	The Contractor shall provide all labor, supervision, management, and other items necessary to operate and maintain the facilities operating under Naval Computer and Telecommunications Areas Master Station, Pacific (NCTAMS PAC) Oahu at the following sites:  Naval Radio Transmitting Facility (NRTF) Lualualei, Hawaii, Satellite Communication (SATCOM) Facility Wahiawa, Hawaii and Tactical Support Communications (TSCOMM) Facility, Kaneohe Bay, Hawaii.  The contractor will operate and maintain equipment and services, as required, to include but not limited to:  transmitters, receivers, antennas, ancillary equipment, emergency power plant and associated switching equipment, security fences, alarms  and monitoring systems, landscaping, and facilities at NRTF Dixon,  NRTF Lualualei and the Department of Defense Gateway (SATCOM Facility) Wahiawa (including satellite communications-electronic equipment); communications-electronic equipment, antennas, and ancillary equipment, at TSCOMM Facility, Kaneohe Bay; and receive antennas and towers at Wahiawa and Kolekole Pass, Hawaii.   IT support is required for Knowledge Management Support Team (KMST) and Global Command and Control System (GCCS).  Test equipment and calibration support is required for all locations.

	1.1.1
	Any Console Any Station (ACAS)
	Allows Remote Control of the HFGCS assets

	1.1.2
	Automated Network Control Center (ANCC)
	Automates Navy Technical Control Facilities (TFC), increases efficiency, and reduces operator error through a common 
control platform by the use of Telenex 2700 LAN/WAN Matrix Switch, IBM workstations, VC1000 File servers and 
software.

	1.1.3
	BMDS
	Ballistic Missile Defense System is an integrated, “layered” architecture that provides multiple opportunities to destroy missiles and their warheads before they can reach their targets. The system’s architecture includes networked sensors and ground and sea-based radars for target detection and tracking ground and sea-based interceptor missiles for destroying a ballistic missile; and a command, control, battle management, and communications network providing the warfighter with the needed links between the sensors and interceptor missiles. 

	1.1.4
	Cipher Text (CT)  CORE
	Cipher Text (CT) CORE MESH Routers and Equipment


	1.1.5
	Emergency Power (36A)
	Batteries, Generators, Inverters, Power Switch Gear

	1.1.6
	Facilities Maintenance
	Grounds Maintenance, HVAC O&M, Physical Security 

	1.1.7
	HF/High Frequency Global Communications System (HFGCS)
	The USAF High Frequency Global Communications System is a worldwide network of 15 high-power HF stations providing command and control communications between ground agencies and US military aircraft and ships. Allied military and other aircraft are also provided support IAW agreements and international protocols as appropriate. The HFGCS is not dedicated to any service or command, but supports all DoD authorized users on a traffic precedence/priority basis with the following services:

General Phone Patch and Message Relay Services, Automatic Link Establishment (ALE) , HF Data Support, Command and Control Mission Following, Emergency Assistance, Broadcasts, HF Direction Finding Assistance, ATC Support, E-Mail connectivity to NIPRNeT and SIPRNeT

	1.1.8
	GBS
	 The Global Broadcast Service (GBS) is a combined United States Space and Command, Control, Communications, and Intelligence (C3I) system, that provides a one-way Wideband/high Throughput of information to forces garrisoned, deployed, or on the move. 

	1.1.9
	Global Command and Control System (GCCS)
	The Global Command and Control System – Joint (GCCS-J) enhances information superiority and supports the operational concepts of full-dimensional protection and precision engagement. It fuses select C2 capabilities into a comprehensive, interoperable system by exchanging imagery, intelligence, status of forces, and planning information. GCCS-J provides a robust and seamless C2 capability to the Combatant Commands, SECDEF, NMCC, CDRs, JFCs, and Service Component Commanders.  GCCS-J offers vital connectivity to the systems the joint warfighter uses to plan, execute, and manage military operations.  


	1.1.10
	Information Assurance
	Perform duties of System Administrator for systems and servers supporting satellite and baseband systems

	1.1.11
	Knowledge  Management (KM)
	Provide KM support for Web development, Software (Database) development and Database Administration while specializing in Share Point, Active Directory and user unique web application development.

	1.1.12
	MIDAS
	 The primary role of MIDAS is to provide multiplexing and switching functions while occupying substantially less floor-space than the equipment it replaces. MIDAS replaces several types of existing discrete multiplexers and TRANSEC devices by emulating the functions of those units. MIDAS also replaces numerous manually-operated patching racks and automates the routing of traffic within the site, providing more responsive support to rapidly-changing deployed Defense Information Systems Network (DISN) requirements. 

	1.1.13
	Mobile User Objective System (MUOS)
	The Mobile User Objective System is an array of geosynchronous  being developed for the  (DoD) to provide global  (SATCOM)  (64 kbit/s and below) connectivity for communications use by the  and allies. 

	1.1.14
	Reserved
	

	1.1.15
	RAIDRS
	The Rapid Attack Identification Detection Reporting System, also known as RAIDRS is a ground-based space control system that provides near real-time event detection. RAIDRS will be a family of systems being designed to detect, report, identify, locate, and classify attacks against military space assets. RAIDRS will include detection sensors, information processors, and a reporting architecture. The RAIDRS system will detect and report attacks on both ground and space-based elements of operational space systems. 



	1.1.16
	Reserved
	

	1.1.17
	SATCOM AEHF
	Advanced Extremely High Frequency (AEHF) is a series of communications satellites operated by the United States Air Force Air Force Space Command. The spacecraft will be used to relay secure communications for the Armed Forces of the United States, the British Armed Forces, the Canadian Forces and the military of the Netherlands. The system will consist of four spacecraft in geostationary orbits, of which one has been launched. AEHF will replace the older Milstar system.


	1.1.18
	SATCOM/EHF
	Use of extremely high frequency (EHF) and other advanced techniques enable satellite communications systems to achieve a high degree of survivability under both electronic warfare and physical attack.(1) Unlike systems dependent on lower frequencies, EHF satellite communications recover quickly from the scintillation caused by a high-altitude nuclear detonation. The use of higher frequencies offers a number of advantages -- assurance of reliable communications in a nuclear environment, minimal susceptibility to enemy jamming and eavesdropping, and the ability to achieve smaller secure beams with modest-sized antennas.(2) The Military, Strategic, and Tactical Relay Satellite (MILSTAR) is a joint service satellite communications system that will provide secure, jam resistant worldwide communications to meet essential wartime requirements for high priority military users. The multi-satellite constellation will link command authorities with a wide variety of resources, including ships, submarines, aircraft and ground stations. 

	1.1.19
	Reserved
	

	1.1.20
	Shore Remote Control System (SRCS)
	Software and hardware system used by TCF to remotely control transmitter assets at the Naval Radio Transmitter Facility (NRTF) and receiver assets at the Naval Radio Receiver Facility (NRRF). This system also has a message function that simulates a communication circuit used for coordination and other non-record communication between TCF and transmitter site. 

	1.1.21
	Reserved
	

	1.1.22
	Reserved
	

	1.1.23
	Reserved
	

	
1.1.24
	SATCOM X-Band/DSCS (SHF)
	The Defense Satellite Communications System (DSCS) constellation provides nuclear-hardened, anti-jam, high data rate, long haul communications to users worldwide.

DSCS supports: the defense communications system, the Army's ground mobile forces, the Air Force's airborne terminals, Navy ships at sea, the White House Communications Agency, the State Department, and special users. Overall DSCS responsibility resides in the United States Strategic Command.

	1.1.25
	Standard Tactical Entry Point (STEP)
	The STEP concept evolved from lessons learned in Operation DESERT STORM
highlighting several C4I successes and deficiencies. These deficiencies included the lack of interoperability
and standardization between the Military Departments (MILDEP), and the lack of sufficient baseband
equipment capacity at tactical SATCOM entry points to meet immediate user requirements. As a
result, subsequent programmatic and operational focus has emphasized delivery of expanded worldwide
DISN services to the deployed warfighter with seamless interoperability between services and Joint forces.

	1.1.26
	TELEPORT
	The Teleport System is a telecommunications collection and distribution point that  provides deployed war fighters with multiband, multimedia, and worldwide reach-back capabilities to the DISN. Teleport is an extension of the Standardized Tactical Entry Point (STEP) program, which currently provides reach-back for deployed warfighters via the Defense Satellite Communications System (DSCS) X-band satellites.
The Teleport system provides additional connectivity via multiple military and commercial SATCOM systems and  provides a seamless interface into the DISN. The system provides inter-and intra-theater communications through a variety of SATCOM choices and increased DISN access capabilities.
The system will be implemented in three phases:
Generation One - (FY02-08) architecture added capabilities to a subset of existing STEP sites. It provided satellite connectivity for deployed tactical communications systems operating in X-band (DSCS and follow-on X-band satellites), commercial C- and Ku-bands, Ultra High Frequency (UHF), Extremely High Frequency (EHF) SATCOM and initial Ka-band capabilities. 
Generation Two - (FY06-10) consisted of implementing additional Ka-band terminals and a NETCENTRIC capability. The Ka-band terminals provide interfaces to the Wideband Global System (WGS) program, which provide Ka-band and X-band coverage with throughput far that exceeded current DSCS satellite constellation. 
Generation Three - (FY10-15) will consist of implementing Advanced Extremely High Frequency Extended Data capability and will provide enhanced Wideband Global System X/Ka-band (WGS X/Ka) capability to war fighters worldwide.  Additionally it will provide interoperability between Mobile User Objective System (MUOS) users and Legacy UHF users by installing MUOS-to-Legacy UHF SATCOM Gateway Component (MLGC) suites of equipment at teleport/gateway sites.

	1.1.27
	 TSCOMM
	The Tactical Support Communications (TSCOMM) mission is to provide high quality information systems, services and communications support, consistent with existing technology and expertise to all its customers.

	1.1.28
	UHF
	Line Of Sight using WSC-3

	1.1.29
	 USC-54 (VICS)
	The RT-1711/USC-54 is a channel transceiver that provides SATCOM or Line-of Sight (LOS). The channels are referred to as channels A, B and C. A channel is defined as the conversion path from baseband signals to RF signals, for transmitted signals, and/or RF signals to baseband signals for received data. Channels A, B, and C are equipped with KGV-11A bulk encryption devices, and are capable of SATCOM, LOS, DAMA SATCOM, and Non-DAMA SATCOM channels, providing an array of communication options.

	1.2
	Project Location
	The work shall be performed at NRTF Dixon, California and Oahu, Hawaii. 

	1.3
	Technical Proposal Certification
	The Contractor warrants that its proposal incorporated herein by reference including, but not limited to, proposed approaches, staffing, methodology, or work plans, will meet the performance objectives set forth in this contract during execution thereof.  The Contractor is not excused from meeting such performance objectives in the event such proposal proves inadequate as conceived or executed to meet such performance objectives.  The Contractor understands that it bears all of the cost and performance risk associated with adopting acceptable additional (and/or alternative) means or methods of meeting the performance objective.

	1.4
	Use of Federal Supply System
	The Contractor will use the Federal Supply System as a primary source to procure materials, supplies, equipment, and parts for Communications-Electronics equipments listed in the Attachments to the RFP.  Use of this system does not in any way relieve the Contractor of the responsibility of providing timely and quality performance.

	1.5
	Government Property 
	The Contractor shall maintain an inventory of all Government property IAW FAR, Chapt 45 & 52.245.1, DoDI5000.64 Accountability & Mgmt of DoD-Owned Equipment and Other Accountable Property, DOD 4140.1-R Supply Chain Material Management Regulation and SECNAVINST 7320.10A DON Personal Property Policies and Procedures.  The Contractor shall provide an annual Government property report shall be submitted to the Government Property Administrator or Contracting Officer in accordance with DFARS 252.245-7001.

	1.6
	Applicable Standards
	The Contractor shall meet all applicable regulations, instructions, industry best practices  and standards listed in Appendix R for all work performed under this contract.  The Contractor will be required to meet other specified standards, e.g. DoD regulations/standards/ instructions/specifications, unique manufactured specifications, local requirements.  To the extent any of these specified standards are inconsistent with industry standards, the more stringent shall apply and the Contractor shall inform the Government immediately of the inconsistency.

	1.7
	Government Performance Assessment
	The Government shall conduct performance assessments of Contractor performance to ensure services and products comply with contract requirements and payment is proper. The Government may use several methods of evaluation to assess performance, both interim and final, and may vary these assessment methods and frequencies based on Contractor performance. 

	1.8
	Contractor Generated and/or Collected Information
	Information generated and/or collected by the Contractor in the performance of this contract is considered to be Government owned (i.e. is not proprietary to the Contractor) and must be turned over to the Government at the completion of the contract.  This shall include, but not be limited to, any statements of work, performance work statements, data collected concerning facility/utility usage, data collected concerning consumption of materials and supplies, logs and records, maintenance records, inventories, databases, Standard Operating Procedures (SOPs), training material, and drawings.  The Government Representative shall have access to all information upon request.

	1.9
	Contractor Organizational Chart
	The Contractor shall maintain current and furnish to the COR/TA a copy of the Contractor's organizational chart of all applicable Corporate management and on site personnel with names, office addresses, position titles, e-mail addresses and telephone number(s).
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	0200000 – Management and Administration

	Spec Item
	Title
	Description

	2.0
	Management and Administration
	

	2.1
	Definitions and Acronyms
	See Section J for a list of acronyms. 

	2.1.1
	Contracting Officer (KO)
	That individual with the authority to enter into, administer, and/or terminate contracts and make related determinations and findings.  The term includes certain authorized representatives of the Contracting Officer acting within the limits of their authority as delegated by the Contracting Officer.

	2.1.2
	Contractor
	That entity or its representative responsible for the delivery of the services or materials specified in this contract, as designated by contract award.  The term Contractor as used herein refers to both the prime Contractor and any subcontractors.  The prime Contractor shall insure that subcontractors comply with the provision of this contract.

	2.1.3
	Contractor Representative
	That individual appointed by the Contractor, either orally or in writing, who has been assigned responsibility for executing the requirements of this contract.

	2.1.4
	Direct Material Costs
	The actual vendor invoice charges for materials used for performance of work under this contract.  Direct material costs shall include transportation charges when such charges are included on the invoice by the vendor, as well as any discounts allowed for prompt payment and discounts or rebates for core value or salvage value that accrue to the Contractor.  When questions arise concerning the cost of materials, material costs will be based on the lowest of quotes provided by the Contractor from at least three different commercial vendors for the direct material cost.  The Government retains the right to obtain additional quotes in questionable situations.  The lowest price will be used.

	2.1.5
	Equipment
	Functional machinery and other non-consumable, self-contained items which cost less than $100,000.  Some of the communication-electronic equipments cost more than $2,000,000.

	2.1.6
	Facility
	A building, structure or area created and/or designated to serve a particular function.

	2.1.7
	Frequency of Service
	Annual (A).  Services performed once during each 12-month period of the contract at intervals of 335 to 395 days.
Biennial (B).  Services performed once during each 24-month period of the contract at intervals of 670 to 790 days.
Daily (D5).  Services performed once each calendar day, Monday through Friday, including holidays unless otherwise noted.
Daily (D7).  Services performed once each calendar day, seven days per week, including weekends and holidays.
Monthly (M).  Services performed 12 times during each 12-month period of the contract at intervals of 28 to 31 calendar days.
Quarterly (Q).  Services performed four times during each 12-month period of the contract at intervals of 80 to 100 calendar days.
Semiannual (SA).  Services performed twice during each 12-month period of the contract at intervals of 160 to 200 calendar days.
Semimonthly (SM).  Services performed 24 times during each 12-month period of the contract at intervals of 14 to 16 calendar days.
Three times weekly (3W).  Services performed three times a week, such as Monday, Wednesday, and Friday.
Twice weekly (2W).  Services performed twice a week, such as Monday and Thursday or Tuesday and Friday.
Weekly (W).  Services performed 52 times during each 12-month period of the contract at intervals of six to eight calendar days.
Continuous (C).  Services performed 24 hours/day, 7 days a week.

	2.1.8
	Maintenance and Repair
	The preservation or restoration of a piece of equipment, system, or facility to such condition that is may be effectively used for its designated purposes.  Maintenance/repair may be adjustment, overhaul, reprocessing, or replacement of constituent parts or materials that are missing or have deteriorated by action of the elements or usage, or replacement of the entire unit or system if beyond economical repair.

	2.1.8.1
	Reimbursement for C/E Repair Parts
	The Government will reimburse the Contractor for commercially procured and installed repair parts.
Reimbursement will be made within limitations of the appropriate repair parts contract line item (CLIN).  

Additionally, reimbursements will be made only for parts and material required to effect repairs in those circumstances where the total material cost exceed the cost limitations as set forth in Spec Item 2.1.8.2 (minor) or 2.1.8.3 (major), with prior approval of the Government.  The Contractor will be reimbursed for material cost required to effect emergency repairs for circumstances described in Spec Item 2.1.8.2 (minor) or 2.1.8.3 (major) with prior approval of the Government.

With the exception of an approved General and Administrative (G&A) or Material Handling Rate, and shipping charges for open purchases, no additional individual loading or profit shall be applied to the parts cost against the Repair Parts CLIN.   The COR will approve or disapprove reimbursement based on review of the monthly reports. 

	2.1.8.2
	Minor Maintenance and Repair
	The contractor shall provide all minor maintenance and repairs to facilities ($2,000 per occurrence), the need for which may arise during the course of normal or abnormal operations at no expense to the Government. The Government will reimburse the Contractor for that portion of the parts and materials where the direct cost exceeds the $2000.00 threshold. The Contractor shall not initiate any action to accomplish work where material costs exceed $2000.00, but shall report immediately the necessity of such maintenance to the CTA for appropriate action. 

The contractor shall be required to purchase and install without reimbursement, all direct cost associated with the procurement of parts and material required for general maintenance and repairs within the following thresholds; up to and including $2,000.00 for facilities. Parts and materials are defined as raw materials, parts, subassemblies, components, and manufacturing supplies excluding General Administrative (G&A), combined, per item, per occurrence. All cost for labor including that of subcontractors, if required shall be borne by the Contractor. 
“Facilities” is defined to mean any equipment,/ antenna,/structure,/utility not listed in the CE description in PWS Part I and III.  For the purpose of this contract, “Facilities Maintenance” shall include grounds maintenance.


	2.1.8.3
	Major Maintenance and Repair
	Maintenance and repairs to facilities are defined as projects where the direct cost for parts and material are greater than $2,000.00.  In cases where the Government and Contractor determines and agrees that it is within the Contractors ability to perform work where material costs exceed the $2,000 ceiling limitation, the Government shall bear all material, and associated costs of the repair that exceed the Contractor’s monetary responsibility. If the Government determines that the work to be accomplished is not within the Contractors ability to perform, nor chooses for the Contractor to perform, the Government will be responsible to accomplish and bear all costs associated with the required repairs.

	2.1.8.4
	HECO Commercial and Industrial Direct Load Control (CIDLC) Program.
	The Contractor shall operate the emergency power plants in support of the Hawaiian Electric Company (HECo) CIDLC program.  Details on the program are located at each site.  

	2.1.9
	Performance Assessment
	A method used by the Government to provide some measure of control over the quality of purchased goods and services received.

	2.1.10
	Contracting Officer’s Representative (COR)
	That individual (COR, ACOR, CTA) designated by the KO to be responsible for the monitoring of Contractor performance.

	2.1.11
	Quality Control (QC)
	A method used by the Contractor to control the quality of goods and services provided.

	2.1.12
	Response Time
	The time allowed the Contractor after initial notification of a work requirement to be physically on the premises at the work site with appropriate personnel, tools, equipment, and materials, ready to perform the work required.

	2.2
	General Administrative Requirements
	

	2.2.1
	Required Conferences and Meetings
	The Contractor shall be required to attend administrative, operational, and coordination meetings, as requested by the government.

	2.2.2
	Audit, Inspections and Government Visitors
	The Contractor will be required to provide assistance for all inspections, reviews, and audits conducted by the Government within the purview of this contract.  This may include visiting functional areas included in this contract that may result in recommendations for changes to enhance overall mission and/or comply with regulatory requirements.  The Contractor shall provide any support that may be necessary including planning, preparation and knowledgeable personnel to conduct tours and inspections of the functional areas at no additional cost to the Government.

	2.2.3
	Permits and Licenses
	The Contractor shall obtain all required permits, licenses, and authorizations to perform work under this contract and comply with all the applicable federal, state and local laws and regulations.  Provide evidence of such permits and licenses to the COR/CTA before work commences and at other times as requested by the COR/CTA.

	2.2.3.1
	International Export Law
	Contractor shall obtain all necessary licensing agreements required to disclose information to foreign coalition forces to assist with trouble isolation and repair of systems resident in the DoD Gateway.

	2.2.4
	Protection of Government Property
	During execution of the work, the Contractor shall protect Government property.  In compliance with FAR Part 45, upon completion or termination of the contract, all Government-owned equipment shall be returned to the Government in the same condition as received, except for normal wear and tear/obsolescence.  The Contractor shall be held responsible for all costs and damages associated with repair and/or replacement of any equipment in whole or in part, in accordance in FAR Clause 52.245-2, GOVERNMENT PROPERTY (FIXED PRICE CONTRACTS).

	2.2.4.1
	Damages Due to Natural Causes
	Repair of any GFP damaged by circumstances beyond the control and without fault or negligence of the Contractor.    Such causes may include, but not limited to, Acts of God, vandalism, fires, floods, earthquakes and unusually severe weather.  All material costs for circumstances described in this paragraph shall be borne by the Government.


	2.2.4.2
	Damages Due to Contractor Negligence
	 Repair of any GFP damaged by the Contractor due to negligence, vandalism, or poor workmanship will by accomplished by the Contractor at no cost to the Government  

	2.2.5
	Access to Work Areas
	The Contractor shall make all arrangements necessary to obtain access to buildings, facilities and other work areas, and when necessary, arrange for them to be opened and closed by the controlling authority.  Keys and padlocks issued to the Contractor require control in accordance with the NISPOM and OPNAVINST 5530.14; the Contractor is responsible for adequate security of the buildings and facilities.  The Contractor shall develop procedures covering key control to ensure all keys and combinations provided to the Contractor by the Government are not lost, misplaced, or compromised.  In the event that keys and/or combinations are lost or compromised, the Contractor shall replace or re-key the affected lock or locks at the direction of the KO.  


	2.2.6
	Access to Buildings
	The Contractor shall monitor and control access into restricted areas under their responsibility, allowing only those individuals who have been properly cleared into restricted areas or other controlled access areas.  The Contractor shall comply with security requirements, plus those imposed by the installation Commander at all times.  The Contractor shall be required to provide escort as required for personnel requiring entry into Contractor controlled spaces but not on a formal access list.  Personnel with access to special areas will have the appropriate screening and/or security clearance, and personnel requiring routine access to restricted areas will wear special badges authorizing access for those areas.  Contractor personnel shall not enter restricted or controlled areas or installation facilities unless specifically authorized in performance of their duties.  The Contractor shall secure all buildings and facilities entered during non-duty hours and will secure all building and facilities under the Contractor’s cognizance at the end of each workday or shift period.

	2.2.7
	Instructions, Directives, and References
	Technical and administrative regulations, directives, equipment publications, instructions and notices applicable to the performance of this contract are specified throughout the PWS.  The Contractor shall comply with the technical and administrative regulations, equipment publications, instructions and notices. The Contractor shall perform operation and maintenance of systems, ancillary equipment, and facilities in accordance with SOPs.  Hard copies of all SOPs shall be available at the site and maintained electronically by the Contractor on the NCTAMS PAC portal


	2.2.8
	Invoicing Procedures
	See Section G of the RFP.

	2.2.9
	Forms
	See Section J of the RFP.

	2.2.10
	Reports
	See Section III of the PWS.

	2.3
	Materials, Equipment and Facilities
	

	2.3.1
	Government-Furnished Property, Materials and Services
	The Government will furnish or make available to the Contractor certain Government-owned facilities, utilities, electronic equipment, computer systems and materials for use in connection with this contract.  All such facilities, materials and equipment will be provided in “as is” condition.  Use of Government property for the Contractor’s personal use is prohibited.


	2.3.2
	Government-Furnished Facilities (GFF)
	The Contractor shall use GFF including utilities in a safe manner and only for the purposes of providing services under this contract.


	2.3.2.1
	Facilities
	The Contractor shall submit an appropriate property record indicating its acceptance of possession of GFF for the purpose of performing this contract.  The Contractor shall maintain its assigned facilities and facilities spaces in a neat, orderly, and safe condition with prudent housekeeping.

	2.3.3
	Utilities
	The Government will furnish phone lines, electricity and water at no cost to the Contractor at existing outlets for the work required to be performed under the contract.  Services required by the Contractor, for which there are no available Government outlets, shall be provided by the Contractor as approved by the Government at no cost to the Government.  The Government will indicate points of take-off.  A qualified Government Representative must be present for each connection. 

	2.3.3.1
	Telephone Service
	Telephone service for official use only will be provided at no cost to the contractor.  All toll generated calls/costs shall be certified monthly by the site manager.

	2.3.4
	Government-Furnished Equipment (GFE)
	The Contractor shall manage all GFE for its authorized use and in a manner to prevent misuse and theft.  An inventory of GFE will be made during contract phase in.

Condition codes for GFE are as follows: 
   a) 01 = Good.  Property that is usable without repairs and most of its useful life remains.
   b) 02 = Fair.  Property that is usable without repairs but is somewhat worn or deteriorated and may soon require repairs.
   c) 03 = Poor.  Property that may be used without repairs, but is considerably worn or deteriorated to the degree that remaining utility is limited or major repairs will soon be required.

Condition codes will be assigned during contract turnover as mutually agreed upon by the Contractor and Government representative.

	2.3.4.1
	Initial Inventory
	The Contractor shall conduct a Government/Contractor handover of GFE within five days of turnover to the Contractor. 

	2.3.4.2
	Operation, Maintenance and Repair
	The Contractor shall operate, maintain and repair GFE in a safe manner and report major defects and accidents immediately to the KO.

	2.3.4.3
	Replace GFE
	Upon the loss of any GFE from the initial accepted inventory due to theft, damage, or normal wear and tear, the Contractor shall replace such GFE at the Contractor’s cost. 

	2.3.4.4
	Annual Inventory
	The Contractor shall conduct annual inventories one month prior to the end of each contract year and provide results to the KO within ten working days.

	2.3.4.5
	Final Inventory
	Upon expiration or termination, the Contractor shall conduct a “wall to wall” physical inventory check of Government property and transfer inventory or return to the Government as directed.  The Contractor shall furnish documentation of any variation or discrepancy to the KO.  A joint physical Government/Contractor inventory shall be conducted within 45 days prior to contract expiration or termination.  Any variation or discrepancy shall be investigated and documented.  The inventory shall determine disposition of remaining Government property, e.g. transfer to a follow-on contractor or disposal.  Provide results of the final inventory to the KO within ten working days.

This requirement may be waived in the event the remaining property is to be authorized for use on a follow-on contract provided:

(a) Past experience has established the adequacy of property controls and an acceptable degree of inventory discrepancies.
(b) A statement is provided by the incoming contractor indicating that transfer of record balances has been made in lieu of preparing formal inventory list and the incoming contractor accepts responsibility and accountability for these balances under the terms of the follow-on contract.

	2.3.5
	Government-Furnished Materials (GFM)
	The contractor shall manage GFM for authorized use in this contract and in a manner to prevent misuse and theft.  Types and quantities of items listed are for informational purposes only; the actual quantity & type of materials/supplies will be determined upon completion of physical inventory conducted by Government and Contractor during contract Phase-In.

	2.3.6
	Government-Furnished Fuel
	The Government will provide fuel for all Contractor-operated Emergency Electrical Power Generators.  The Contractor will provide to the Government a monthly fuel consumption report.  

	2.4
	Contractor-Furnished Materials, Equipment, and Facilities
	Except for items identified as Government furnished property, the Contractor shall provide all facilities, material, equipment, supplies, common hand tools, parts, protective gear including respirators, self-contained breathing apparatus, protective clothing, rubber gloves, chemical safety goggles, face shield, pumps for vats/drums, drum handling equipment, containers, etc. necessary to provide services in this contract.  The Contractor shall ensure that its property is in a safe and operable condition at all times.  The Government may inspect Contractor-furnished items for adequacy and compliance with contract requirements.  Inadequate or unsafe items shall be removed and replaced by the Contractor at no cost to the Government.  Materials containing asbestos, lead, and PCB’s shall not be brought on site.  The Contracting Officer may at any time require samples, Material Safety Data Sheets (MSDS), and manufacturer’s data cut sheets of materials used in this contract.

	2.5
	Management
	The Contractor shall manage the total work effort associated with the services required herein to meet the performance objectives and standards.  Such management includes but is not limited to planning, scheduling, report preparation, establishing and maintaining records, and quality control.  The Contractor shall provide a staff with the necessary management expertise to assure performance objectives and standards are met. 

	2.5.1
	Work Control
	The Contractor shall implement all necessary work control procedures to ensure timely accomplishment of all work requirements as well as to permit tracking and reporting of work in progress electronically.  The Contractor shall plan and schedule work to assure material, labor, and equipment are available to complete work requirements within the specified time limits and in conformance with the quality standards established herein.  Verbal scheduling and status reports shall be provided upon request by the COR/CTA.

	2.5.2
	Work Schedule
	The Contractor’s work shall not interfere with normal Government business.  In those cases where some interference is unavoidable, the Contractor shall make every effort to minimize the impact and effects of the interference.  The Contractor shall provide advance access of all its work schedules to the Government.  The Contractor shall notify the COR/CTA of any difficulty in scheduling work due to Government controls.  The Contractor shall provide continuous telecommunication services.  That does not mean all facilities must be continually manned and unless otherwise specified the Contractor may adjust the working hours of his workforce as desired as long as all requirements of the specification item are met. 

	2.5.3
	Service Interruptions
	If any utilities or other services must be discontinued (even temporarily) due to scheduled contract work or an emergency breakdown, the Contractor shall notify the KO, COR/CTA, affected tenants, and customers as soon as practicable.  

	2.5.4
	Employee Strike or Slow Down
	The Contractor shall submit a Strike Plan as part of the Technical Proposal.  The Plan will describe the actions the Contractor will take to ensure the performance objectives and standards will be met in the event of a strike, work slow down, walk-out or large or rapid turnover of personnel.

	2.5.5
	Quality Management System (QMS)
	The Contractor shall establish, implement and maintain a Quality Management System (QMS) that shall be effective from the first day of performance.  The contractor shall provide a Quality Management Plan as part of the Technical proposal.  The Plan shall include but not be limited to :

How work processes, procedures, and output measures will be accomplished.
A systematic procedure for assessing compliance with performance objectives and standards.
How quality inspections will be conducted and recorded throughout the execution of work.
Assessment-driven corrective actions and process adjustments as appropriate in a timely manner.

Contractor documentation shall be accessible to the Government at all reasonable times.  Such access will be at no additional cost to the Government.

	2.5.5.1
	QC Inspection
	The Contractor shall establish and maintain an inspection system in accordance with the FAR Clause 52.246-4, INSPECTION OF SERVICES – FIXED PRICE, to ensure that the work performed conforms to the contract requirements.  The contractor shall maintain a file of all scheduled and performed QC inspections, inspection results, and dates and details of corrective and preventive actions.  The file shall be the property of the Government and made available during the Government’s regular working hours.  The file shall be turned over to the Contracting Officer within five calendar days of completion/termination of the contract.

	2.5.6 
	Communications Quality Control Program
	Conduct a Communications Quality Monitoring and Control Program of all equipment/systems.
Develop the QC program IAW standards in DISAC 310-70-1, Chapt. 6, DISAC 800.70.1 and SI 714-01.

A Quality Control Plan shall be implemented IAW the QC Program annotated above.


	2.5.7  
	Integrated Maintenance Program
	The contractor shall develop and implement an Integrated Maintenance Program (IMP), establishing a preventive maintenance (PM) program for all the Site’s systems and equipment not covered in the 3M program to maximize useful life.  The IMP Plan shall be modeled after the Navy’s 3M System and developed based on manufacturers’ recommended procedures, original equipment manufacturer standards, and maintenance required satisfying equipment warranties.   

Attachment JL-9, Appendix II-B maintenance requirements is based upon the Government’s best effort to provide equipment maintenance. Some checks may not be applicable while others may have been inadvertently omitted.  It is the Contractor’s responsibility to provide the correct maintenance procedures and inform the Government of changes.  The Contractor shall have 30 days from date of discovery to provide updated maintenance procedures to the Government.

The plan will be updated within 30 days after installation of any new system and updated annually.


	2.6
	Personnel Qualifications/Requirements
	

	2.6.1
	Key Personnel
	In addition to specified Government-determined key personnel, the Contractor may provide Contractor-determined key personnel as proposed in the Technical Proposal.  The Contractor shall fill key positions at all times with persons who meet or exceed the qualifications contained in the Contractor’s Technical Proposal.  As positions are vacated, the Contractor shall submit a statement of qualifications and current employment status for candidates proposed for filling the vacancies for the Government to exercise its right to approve/disapprove the candidate.

	2.6.1.1
	On-Site Project Manager (PM)
	The On-Site PM must have relevant experience at a comparable level of responsibility in two projects of similar size, scope and complexity.  The On-Site PM or alternate, if applicable, shall be on-site during the Government’s working hours (7:00 a.m. to 4:30 p.m.).

The On-Site PM shall be the central point of contact with the Government for the performance of all work under this contract.  The On-Site PM shall be a U.S. citizen, have a Top Secret Clearance prior to the start of contract Phase-In, and shall be designated in writing to the KO.  The On-Site PM or alternate (if applicable) shall be capable of implementing sound management principles critical to advising Government personnel.  This individual shall also be capable of interpreting technical data, using a variety of methods and approaches to performing the work in this contract.

The On-Site PM shall meet regularly with the CTA.  The meetings shall be held as often as deemed necessary by either party.  During the meetings, a mutual effort shall be made to resolve all problems identified.

The On-Site PM shall have a broad knowledge of telecommunication systems and maintenance functions to be performed under this contract.  The On-Site PM must be under the Navy Preventive Program and Personnel Qualifications System (3M PQS) (Department Head) qualified within six months of contract start.

(a) Education:  High school diploma and GED.  Successfully completed a curriculum of electronics theory, communications principles and application from a technical school; and 
(b) Experience:  Minimum ten years working in communications electronics field and classified as a 
       manager.  Minimum of 8 years cumulative experience in SATCOM, HF, and/or VLF communications, 
(c) Minimum of 5 years Project Management experience.

	2.6.1.2
	Operationally Sensitive Positions
	These positions require personnel to be U.S. citizen and be able to obtain a specified level of security clearance.  The Government has determined these positions to be minimally essential to protect operationally sensitive areas.  Personnel filling these positions shall meet the U.S. citizenship and clearance requirements as well as any additional requirements.  It is anticipated that the Contractor will staff certain operationally sensitive positions with personnel assuming a dual functional role to meet various contract conditions. All supervisory, CE operators, CE Technicians, and emergency power plant positions are considered as operationally sensitive.

As positions are vacated, the Contractor shall submit, within 15 days prior to the intended date of hire, a statement of qualifications and current employment status of candidates proposed for filling the vacancies for the Government to exercise its right to approve/disapprove the candidate.   The candidate must meet or exceed the qualifications stated in the position description provided in the Contractor’s Proposal.

	2.6.1.3
	Experienced, Qualified and Capable Workforce
	The Contractor shall provide a sufficient number of experienced, qualified, and competent personnel to perform the technical services identified in this contract.  The Contractor shall ensure that the servicing, maintenance and testing of systems, including cleaning and necessary sensitivity adjustments are performed by a trained and/or qualified person knowledgeable in the operations and functions of the system.  The Contractor is responsible to comply with all federal and local laws regarding licenses, certifications, training, etc. of employees performing the specified services.  Personnel shall be fully knowledgeable of all safety and environmental requirements associated with the work they perform.  Personnel shall speak, read, and comprehend English to the extent that they can read and understand printed regulations, detailed written orders, operating procedures, training instructions and materials.  In addition, the Contractor is responsible for all training necessary to ensure current qualifications of personnel.  Training for Contractor personnel to meet qualification requirements shall be at no additional cost to the Government.  The Contractor shall ensure that all certifications, licenses, clearances, and records of specialized experience for all personnel are current, on site, and available for the Government’s review.

	2.6.1.4
	Employee Appearance
	The Contractor shall ensure that all employees present a professional appearance that is appropriate for their position.  The Contracting Officer reserves the right to determine the acceptability of any clothing worn.  All Contractor/subcontractor employees working under this contract shall be identified by a distinctive nameplate, emblem, or patch attached in a prominent place on an outer garment.  Employee identification shall not be substituted for station required passes or badges.

	2.6.1.5
	Employee Conduct
	Contractor employees shall conduct themselves in a proper, efficient, courteous, and businesslike manner.

	2.6.1.6
	Removal of Employees
	The Contractor shall remove from the site any individual whose continued employment is deemed by the Contracting Officer to be contrary to the public interest or inconsistent with the best interests of National Security.

	2.6.1.7
	Proof of Citizenship
	No employee or representative of the Contractor will be admitted to the site of work unless satisfactory proof citizenship is furnished, or if an alien, legal residency within the United States is confirmed.

	2.6.1.8
	Information Assurance 
Work Force (IAWF)
	Information Assurance Contractor Training and Certification (JAN 2008)
The Contractor shall meet all requirements of  DoD Acquisition Regulations System (DFARS) 48 CFR Parts 239 and 252 RIN 0750–AF52, Supplement; Information Assurance Contractor Training and Certification (DFARS Case 2006–D023) and Section 508 (29 U.S.C. 794d) of the Rehabilitation Act of 1998

    (a) The Contractor shall ensure that personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions IAW DoD 8570.01-M, Information Assurance Workforce Improvement Program and SECNAV-M 5239.2. The Contractor shall meet the applicable information assurance certification requirements, including--
    (1) DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8570.01-M; and
    (2) Appropriate operating system certification for information assurance technical positions as required by DoD 8570.01-M.
    (b) Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions.
    (c) Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing information assurance functions.

All personnel must agree as a “condition of employment,” to obtain the appropriate certification for the position and to release their certification qualification(s) to the Department of Defense through the DWCA.  See Appendix IA for detailed requirements.

	2.6.1.9
	Information Assurance Personnel Requirements
	Functional duties with previledged access, i.e., Information Assurance Officer (IAO), System Administrator (SA), etc.,  should not be combined into a single position in order to adhere to least privilege and separation of duties in accordance with DODI 8500.2 and OMB Circular No. A-130, Appendix III

	2.6.1.10
	IAWF Personnel
	All IAWF contract personnel shall be certified IAW DoD 8570.01 Chnge 2, 20 Apr 2010, C2.3.9  and SECNAV M-5239.2 NLT 6 months after contract award or date of hire. Level 1 certification is required prior to being authorized unsupervised privileged access. Personnel who are not appropriately certified within 6 months of assignment to a position or who fail to maintain their certification status shall not be permitted privileged access. Contractor personnel supporting IAWF functions (IAT, IAM, CNDSP, IASAE)  shall be appropriately certified prior to being engaged. The contracting officer will ensure that contractor personnel are appropriately certified and provide verification to the Defense Manpower Data Center (DMDC) database: https://www.dmdc.osd.mil/dmdcomn/owa/dmdc.main 

	2.7
	Security Requirements
	The Contractor shall comply with all federal, state, and local security statutes, regulations, and requirements.  The Contractor shall become acquainted with and comply with all Government regulations as posted, or as requested by the KO when required to enter a Government site. 
The contractor shall develop and implement a Physical Security Plan that will contain all the elements used to document the procedures and processes the contractor intends to use to meet the requirements OPNAVINST 5530.14 (series) and the NISPOM.

	2.7.1
	Employee Listing
	The Contractor shall maintain and provide upon request a current listing of employees.  The list shall include the employee’s name, social security number, and level of security clearance.

	2.7.2
	Vehicles
	The company name shall be displayed on each of the Contractor’s vehicles in a manner and size that is clearly visible.  All vehicles shall display a valid state license plate that complies with State Vehicle Code.  Vehicles shall meet all other requirement of the State Vehicle Code, such as safety standards, and shall carry proof of insurance and state registration, if applicable.

	2.7.3
	Transportation and Incidentals
	The Contractor shall be responsible for all costs, administrative paper work, ticketing, etc. associated with any transportation and incidentals of his personnel.

	2.7.4
	Passes and Badges
	All Contractor employees shall obtain the required employee and vehicle passes.  The Government will issue badges without charge.  Each employee shall wear the Government badge over the front of the outer clothing.  When an employee leaves the Contractor’s service, the employee’s pass and badge shall be returned within 10 calendar days.

	2.7.5
	Security Clearances
	The Contractor shall obtain all required corporate and personnel Security Clearances prior to commencement of work.  The Contractor shall ensure that a list of all personnel with Security Clearances is maintained, current, including clearances that are pending.

	2.8
	Anti-Terrorism Force Protection (ATFP)
	The Contractor shall comply with the installation ATFP program. 

	2.9
	Safety Requirements
	The Contractor shall develop and maintain a safety program in compliance with Public Law 91-596 Occupational Safety and Health Act, National Fire Protection Act 70E Electrical Safety in the Workplace and 29CFR Part 1910 Occupational Health and Safety Standard.  Contractor personnel shall work in a safe manner and comply with all applicable safety regulations.  The Contractor shall be subject to safety inspections of its work sites by the Government.  Contractor safety records shall be available upon request by the KO.  The Contractor shall provide PPE and all safety equipment and incidentals required to perform and/or complete with safety standards. The contractor tag out/lock out program shall comply with the U.S. Army Corps of Engineers Safety and Health Requirements Manual EM 385-1-1,

	2.9.1
	Accident Reporting
	The Contractor shall report to the KO, in the manner and on the forms prescribed by the Government, exposure data and all accidents that occur on or related to Government property.  

	2.9.2
	Damage Reporting
	The Contractor shall submit to the KO in the manner and on the forms prescribed by the Government all damage to Government property by Contractor employees.

	2.9.3
	Fire Protection
	The Contractor shall be knowledgeable and comply with all federal and local regulations on fire protection/prevention as applicable for each site.  The Contractor shall know where fire alarms and extinguishers are located and annually trained on how to operate them.  The Contractor shall handle and store all combustible supplies, materials, waste, and trash in a manner that prevents fire or hazards to persons, facilities, and materials.

	2.10
	Environmental Protection
	The Contractor shall comply with all applicable federal, state, and local laws, regulations and standards.  The Activity Environmental Protection Coordinator or other authorized officials may inspect the work site and any Government facility operated or maintained by the contractor anytime and without prior notice.  All environmental protection matters shall be coordinated with the KO.  The Contractor shall comply with the instructions of the cognizant Navy Medical Department with respect to avoidance of conditions which create a nuisance or which may be hazardous to the health of military or civilian personnel

	2.10.1
	Disposal
	

	2.10.1.1
	Non-Hazardous Waste
	The Contractor shall dispose of debris and rubbish resulting from the work under this contract and determined to be non-hazardous, non-usable and non-recyclable in accordance with all applicable federal, state and local laws and regulations. 

	2.10.1.2
	Hazardous Waste
	The Contractor shall dispose of all hazardous waste in accordance with the Resource Conservation and Recovery Act and all other applicable federal, state, and local laws and regulations.  No on-installation disposal of hazardous waste is allowed.  A representative of the Government will periodically inspect hazardous material and waste storage areas.  Prior to the pick up of hazardous material or hazardous waste for disposal, the Contractor shall contact the designated environmental management office to inspect the material or waste to ensure the containers are labeled and marked properly and that the shipping papers and manifests are properly filled out.  

	2.10.1.3
	Hazardous Materials Authorized Use List (HMAUL) Report
	The Contractor shall comply with the requirements of 29 CFR 1910.1200.  The Contractor shall provide a list of all hazardous materials used by their personnel in the workspaces.  Ensure only materials and quantities listed on the HMAUL are used.

	2.10.1.4
	Hazardous Material Use
	The Contractor may use hazardous materials in accordance with all applicable federal and local laws and regulations.  The Contractor shall ensure that procedures are in place to deal with hazardous materials, pursuant to the FAR clause 52.223-3, HAZARDOUS MATERIAL IDENTIFICATION AND MATERIAL SAFETY DATA.  

	2.10.2
	Protection of Endangered and Threatened Species (Flora and Fauna)
	The Contractor shall not disturb endangered and threatened species and their habitat.  The Contractor shall carefully protect in-place and report immediately to the COMNAVREG HI Environmental Engineer at Wahiawa endangered and threatened species discovered in the course of work.  The Contractor shall stop work in the immediate area of the discovery until directed to resume work.

	2.10.3
	Salvage
	All material and equipment removed or disconnected that are sound and of value shall remain the property of the Government.  The Contractor shall deliver this material and equipment to locations to be designated by the KO.

	2.10.4
	Asbestos Containing Material (ACM)
	Asbestos containing insulation, flooring, and other building materials may be encountered by the Contractor during the performance of work under this contract, and the Contractor shall remain alert to this possibility.  If ACM is encountered or suspected in the performance of work, the Contractor shall avoid removing, sanding, abrading, or disturbing the material.  The Contractor shall verbally notify the COR/CTA within one hour and follow-up with written notification within 24 hours.

	2.11
	Disaster Preparedness
	The Contractor shall comply with the activity’s Contingency Instruction.  The Contractor shall prepare the installation before, and perform damage evaluation and emergency recovery after, natural disasters and other emergencies as directed by the KO.

	2.12
	Energy Management
	The Contractor shall comply with the activity’s energy conservation program.  Use of high energy consuming tools or equipment is subject to approval by the KO prior to use.

	2.13
	Technical Library


	The Contractor shall maintain and continually update the library to ensure the contents are current, complete, and accurate and technical information related to this contract is available to authorized Government and contractor patrons when needed.  

The existing Technical Library (consisting of an electronic database and hard copy documents) will be provided to the Contractor.  The library includes, but is not limited to, facility drawings, operation & maintenance manuals, technical manuals, maps, one-line diagrams, master metering diagrams, inventory, Standard Operating Procedures (SOPs), as-built drawings, manufacturer’s drawings, warranties, Government publications, record drawings, instructions, HAZMAT data sheets, and other appropriate material.

In the absence of a Standard Operating Procedure (SOP) for any given operational or maintenance function, the contractor will generate the required SOP within 45 days of identification, citing Best Industry Practices and/or DoD guidelines, which ever is more stringent.

The Contractor shall monitor the use of the libraries to ensure materials are returned and data integrity is not compromised. The libraries are the property of the Government and shall be turned over to the COR upon completion or termination of the contract.  The Government shall have full access to the physical location of the Technical Library, as well as remote access via the Government’s local intranet.  

	2.14
	Warranty Management
	The Contractor shall report to the KO or COR/CTA all defects in workmanship, material, parts, or improper installation by others and found by the Contractor to be covered by a warranty prior to performing repair work.  The Contractor is responsible for knowing which equipment and components are covered by the original warranty and the warranty duration. 

	2.15
	Noise Control
	The Contractor shall comply with all applicable federal, state and local laws, ordinances, and regulations relative to noise control.

	2.16
	Public Release of Information
	The Contractor and the Contractor’s employees shall not publicly release information, photographs, or other documents concerning any aspect of the services relating to this procurement without the prior written approval of the KO.

	2.17
	Phase-In Plan
	The Contractor shall prepare and execute a Phase-In Plan.  The Plan shall describe the processes by which the Contractor will:

(a) Identify, assemble, and organize his/her key employees and other employees (including subcontractors and suppliers), equipment, vehicles, supplies and materials; and
(b) Indoctrinate, train, position, and deploy the above elements on-site or at their appropriate supporting locations; and
(c) Begin and complete all Phase-In operations necessary to assume full and complete operational responsibility for providing services under this contract.  Phase-in tasks include making contacts with interim service providers and working together with them in a coordinated fashion to have the right information exchanges, meetings, inventories, and related actions aimed at the eventual transfer and assumption of full responsibility to the Contractor under this contract.  Interim service providers may include other contractors or subcontractors, Government employees, or Defense Uniformed personnel.

The Contractor shall submit a completed Phase-In Plan as part of the Technical Proposal.  The winning Contractor, when directed, shall commence his/her approved Plan and achieve full responsibility for services as specified in the contract.

	2.18
	Phase-Out Plan
	The Contractor shall prepare and execute a Phase-Out Plan.  The Plan shall describe the processes by which the Contractor will logically and reasonably transfer responsibility for services to another entity (i.e. winning contractor for this contract), reduce and cease support services entirely, or a combination of these two courses of action for entire set of services under the contract.  Included are:  any remaining/backlogged maintenance and repair; cleaning; inventories; completion and turnover of records, logs, operating and maintenance manuals, keys, locks, etc.

The winning Contractor, within 10 days after receipt of all available and necessary phase out requirements information shall submit his completed Phase-Out Plan to the KO for Government review, feedback, and clarifications if any, and approval.  When directed, the Contractor shall commence his approved Phase-Out Plan and transfer or cease responsibility for services as soon as possible, in accordance with the Plan. Phase-Out Plan will be updated 45 days prior to the expiration of the contract and  each option year.

	2.19
	Continuity of Service
	The Contractor shall meet full performance requirements on the date of full contract performance.  The Contractor shall provide sufficient experienced personnel during the Phase-In period to ensure that the services called for by this contract are maintained at the required level of proficiency.
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	Spec Item
	Title
	Performance Objective
	Additional Requirement
	Performance Standard

	3.0
	Work Statement
	Operate, manage, maintain, and monitor telecommunication and vital    support systems to ensure continuous communication services.  
	Ensure there is no loss of operational capability, except during scheduled and coordinated downtime for maintenance of equipment, installation of software and hardware upgrades.
	All Operational circuits are on line, within technical specifications, 99.9% per month IAW 
DISA Circular 310-130-2

	3.1.0
	NRTF Dixon 
	The Contractor will operate and maintain the T-Site in accordance with CONCEPT OF OPERATIONS (CONOPS)
For
USN HIGH FREQUENCY MODERNIZATION
(NAVY HF MOD),
NTP-4 and DISAC 310-70-1. T-Site operations include, but are not limited to, managing communication equipment, monitoring data connectivity, monitoring circuit and/or trunk continuity, performing quality control checks, responding to emergent tasking, activating and monitoring LF transmitters, and EKMS local element accounts.  The QM plan with regards to the T-Site requirements shall be developed and maintained IAW DISA Circulars 310-70-1, 310-70-1-S1, 310-130-2, AF TO 31R2-2GRC244- (Series) and other directives. 
	Monitor and repair tower lighting in accordance with current FAA regulations.



	T-Site meets all operation requirements 99.9%  

Circuits and systems meet all management and performance thresholds.

On site record of QM reflects a monthly summary of all QM activities performed.

Operations restored with emergency generators within 10 minutes after loss of commercial electrical power.


	3.1.0.1
	Master Station Log (MSL)
	The MSL shall be maintained IAW DISA Circular 310-70-1.
	
	Log maintained and backed up IAW applicable reference.


	3.1.0.2
	Communications/ Electronic (CE) Equipment
	Operate and monitor all CE equipment/systems.
	Monitor and operate a variety of CE equipment, as referenced in sites equipment inventories.

	No loss of mission capability due to inoperable equipment or mismanagement of communication equipment.

	3.1.0.3
	Communication/Specification File
	Files shall include all equipment acceptance and inspection information between the Government and the Contractor; Quality Control documentation; Maintenance reports; Parts requisitions and usage history; PMS inspection results and any other documentation; Maintenance reports;  PMS inspection results.
	Information shall be retained for the life of the equipment. 
	Establish and maintain an individual file for all CE equipment and antenna systems at each site.  
Contractor shall maintain electronic copy of files on NCTAMS PAC Portal IAW guidance provided by NCTAMS PAC. Data is the property of the Government. 

	3.1.0.4
	Emergent Tasking
	Respond to all emergent tasking and report to the controlling authority when the tasking is complete.
	Emergent tasking is defined as tasking made in connection with the operation of the circuits and/or trunks that are not part of daily operations.
	Respond to emergent tasking within 10 minutes.

	3.1.0.5
	Navy Orderwire Operational Reporting
	All operational communications shall be via TCCC, NIPR, SIPR, and STE telephone. SIPR and NIPR connectivity is considered to meet the definition of Navy Orderwire.  
	Immediately notify Controlling Authority of any hazardous condition, operational requirements or circumstances identified in DISA Circular 310-70-1. 
	Controlling Authority is notified within 10 minutes of hazardous condition. 

Instructions received from Controlling Authority are acknowledged within 2 minutes. 

	3.1.0.6
	Circuit Actions and Node Site Coordinator
	Contractor shall be responsible for all circuit actions and Node Site Coordinator duties for circuits and equipment transversing their site.
	Contractor shall perform functions ISO Facilities Control Officer.
	Perform duties IAW DISAC 310-70-1

	3.1.0.7
	Circuit Files and Records
	The Contractor shall establish cable, cross-connect, and wiring records, circuit signal level files IAW DISAC 310-70-1
	Establish and maintain circuit layout records and perform Circuit Actions duties

	Cable and wiring records, circuit signal level files, and history files are accurate and current.

	3.1.0.8
	Naval Warfare Publication Library (NWPL)
	The Contractor shall maintain a NWPL at each site.
	Includes physical security, corrections, accountability, amendments, updates, and other duties IAW NTTP 1-01.
	All publications, reports, and records are current, accurate, and complete.

	3.1.0.9
	Hazardous Conditions
	Maintain continuous operations during unusual or abnormal conditions which will place any site in a hazardous condition.
	Implement and follow proper procedures to prepare or minimize damage to vital electronic equipment IAW on-site SOP.
	Upon notification that a Hazardous Condition has been set, follow and implement local procedures. 

	3.1.0.10
	Readiness Management System
	Participate in and provide SME in the development and implementation of the Command Readiness Management Plan and Continuity Of Operations Plan (COOP). 
	DISAC 310-130-4 and DISAC 310-70-1 and all applicable DoD, DoN, regional and local regulations, directives and instructions. 

	

	3.1.0.11
	Janitorial Service
	Provide janitorial services at Contractor facilities.
	High ranking guests frequently visit these sites.
 
	Maintain a sanitary environment and a clean professional appearance. 

	3.1.0.12
	Information Assurance Work Force (IAWF)
	IAWF must be in compliance with PWS 2.6.1.8 through 2.6.1.10
	100% compliance within 6 months of date of award.  All new hires must be compliant within 6 months of “start work” date.  Level 1 certification is required prior to being authorized unsupervised privileged access.
	100% compliant with DoD 8570.01-M

	3.1.0.13
	Information  / Assurance Technician.


	Responsible for the overall posture of each site’s Information Assurance Program.  Maintain the sites IP computer based systems with the latest security patches and IAVA releases in conformance with DISA, Naval, NIST, and other guidelines. Serves as the contractor’s focal point for all Automated Information Systems (AIS) security matters including training personnel and providing technical assistance to the Program Manager in the execution of the NCTAMS PAC Information System Security Plan (ISSP).
Represents the site to external groups, agencies, customers, contractors and vendors.

	Install system software patches and service releases for the AISs in your AOR when directed by the Program Management Office for Program of Record (POR) systems and by the Network Security Officer (NSO) or the IAM for non-POR systems.  Coordinates with external entities such as DISA and NCTAMS PAC to ensure all IA compliance is maintained and reported. Assists in troubleshooting and maintaining all IP and computer based systems. Responsible for software inventories and the coordination of backup and contingency plans. Maintains all necessary logs, files, and publications concerning communications computer systems. Recommends or implements, as directed, life-cycle security services including certification & accreditation, security architectures and solutions using sound security systems engineering practices, performing security test and evaluations, and assisting in attaining protection goals.  
	Be certified IAW DOD 8570.1M IA Workforce Implementation Procedures (CompTIA Certified, Network+, Security+ and CCNA within 60 days of employment) and NCTAMSPACINST 5239 (series) within 30 days of contract full performance. 

Patches installed and reported when directed by the POR in accordance with CJCSI 6510 and DODI 8500.2.  Vulnerability scans conducted and reported  in accordance with DOD CTO 08-05 and NNWC CTO 09-08.

All employees that interact with Government computer systems are currently IA trained.


	3.1.0.14

	CE Maintenance and Repair
	The Contractor shall maintain all site equipment in accordance with established Government preventive and corrective maintenance standards, the IMP, and shall perform modifications/ field changes as directed by the Government.

All personnel involved with PMS are qualified in accordance with NAVEDTRA PQS 43241 Series, 3M Systems
	Information shall be retained for the life of the equipment.

 Site CE equipment includes all non-cryptographic electronic equipment and computer systems (Not on Navy LAN) and antennas. Maintenance shall include all planned and corrective maintenance to be performed for all equipment in accordance with Navy PMS, IMP, DISA circulars, manufacturer technical manuals and contractor recommendations. 

The Contractor shall not exchange subassemblies, materials or parts between equipment to accomplish repairs nor shall the Contractor substitute or replace parts or materials with a grade of part or material less than that provided by the original equipment manufacturer.without the specific written approval of the Government
	Establish and maintain an individual file for all CE equipment and antenna systems at each site.  

Equipment restored to the reliability and accuracy specified in the applicable equipment technical or manufacturer manuals for maintenance and repair.

No test equipment out of calibration used for any quantitative test, alignment, or adjustment.


	3.1.0.15
	Planned or Preventive Maintenance
	Organize and manage a Departmental Planned Maintenance System IAW NAVSEAINST 4790.8 (Series).

Randomly conduct spot checks of completed maintenance actions IAW NAVSEAINST 4790.8 
	PMS will be updated periodically with Force Revisions (FR) provided by the Government. If such updates result in significantly increased or decreased maintenance hours, the contract may be amended to reflect the change. 
	Minimum PMS Performance Rate maintained. Accomplishment Confidence Factor (ACF) of 95% with no single MIP line item less than 90%.

Weekly and quarterly PMS reports to the Government.

	3.1.0.16
	Corrective Maintenance
	Maintenance shall include troubleshooting of faulty equipment, corrective repairs in accordance with good engineering practices and applicable technical documentation, and recording/reporting on such casualties and repairs.
Timeliness of repairs shall be such that no loss of operational capability occurs where failure is in equipment for which duplicate equipment or alternative means are provided to support the mission.

	The Contractor shall pursue all aspects of equipment repair, including identification and procurement of all parts needed. Failure to repair equipment within the time limits specified herein or a reasonable time, the Government, as directed by the Contracting Officer, has the right to repair the equipment and charge the Contractor with all costs incurred.

These costs shall be deducted from the Contractor’s invoices, as directed by the Contracting Officer.
	Repair progress shall be considered unsatisfactory if the repair is not completed within two days from the date of discovery in instances where parts are not required, parts are required but are available locally, or where parts are on hand. The Government on a case-by-case basis may waive the foregoing 2-day repair requirement.  Repairs in excess of 30 days, for which parts are not available locally, will be considered unsatisfactory, unless manufacture of the required part is necessary.

	3.1.0.17
	Casualty Report (CASREP)
	The Contractor shall submit CASREP related information IAW the procedures of NWP 1-03-1 (Series) for all equipment malfunctions or deficiencies, which cannot be corrected within 48 hours of discovery.
	The government shall be the release authority for all casualty report messages. 
	CASREP information is complete, timely, and meets all reporting and submission requirements. 100% of the time.


	3.1.0.18
	Additions, Deletions, and Modifications
	The Contractor shall, at the request of the Government, add to, delete or modify equipment for the purpose of improving performance and reliability.
	Detailed maintenance procedures will be provided to the Contractor for new or modified equipment.
	Complete configuration change form (OPNAV 4790/CK) submitted to the CTA for all such equipment changes. 

	3.1.0.19
	Maintenance Reports
	The Contractor shall provide a report upon the completion of corrective maintenance utilizing OPNAV 4790/2K.
	The report shall include a summary of work performed, material used, and the man hours expended on the work.
Provide reports at the end of each month.
	Reports properly document maintenance actions and are provided within required time IAW NAVSEAINST 4790.8 series.

	3.1.0.20
	OPTAR LOG
	The Contractor shall maintain a perpetual “OPTAR” log on all parts ordered through the Navy Supply System.
	A station OPTAR log shall be maintained. The Contractor shall provide the CTA monthly updates on their status.
	 Shall be provided at the end of each month or as requested by the Government.

	3.1.0.21
	Required Reports, Files and Records
	The Contractor shall prepare and submit as required to the Government all reports, documents and inventories necessary for O&M performance. 

	The Contractor shall provide all reports, documents and inventories required for the control and accountability of cryptographic equipment and materials.

The Contractor shall provide all operational reports, documents, inventories, and summaries as required by the Government.
	Required files and records are established, kept up to date, and retained for review by the government. (at any given time)



	3.1.0.22
	Authorized Outage Request

	Scheduled maintenance requiring shutdown of active systems requires that the Contractor initiate a request for downtime. 
	Draft a request for downtime IAW with DISA Circular for release by FCO.
	Comply with DISA Circular 310-70-1.

	3.1.0.23
	T-Site EKMS Local Element
	The Contractor shall manage the Electronic Key Management System (EKMS) local element account IAW EKMS-1 (Series).

The local element account custodian and primary alternate custodian shall adhere to the written instructions issued by the Government

	The Contractor shall be responsible for the management, operator maintenance and accounting of the local element account, including STE telephone equipment held by the account.

The Government will conduct training to ensure that all personnel handling COMSEC material(s) are familiar with and adhere to proper COMSEC policy and procedures.  
	All CMS violations reported to the EKMS Vault Manager IAW EKMS-1 (Series), no later than 2 hours of discovery.

Accountability of cryptographic equipment IAW EKMS-1 (Series) and NISPOM maintained.




	3.1.0.24
	Physical Security 
	The Contractor shall provide continuous 24/7 physical security of the facilities IAW SECNAVINST 5510.36 and DoDI 5200.1R. The security watch must be able to reset communications electrical breakers and react to emergencies 
	Level 1 Restricted Area: This will include the inner compounds at NRTF Dixon, the transmitter decks, supply and storage areas.
Level 2 Restricted Area: This area includes the Circuit control room at NRTF Dixon when the CMS users safe is open.
	Maintain site Restricted Areas IAW OPNAVINST 5530.14() and NISPOM as specified.

	3.1.0.24.1
	Physical Security Plan
	The contractor shall develop and implement a Physical Security Plan that will contain all the elements used to document the procedures and processes the contractor intends to use to meet the requirements OPNAVINST 5530.14 (series) and the NISPOM.
	
	

	3.1.0.25
	Grounds and Facilities Maintenance
	The Contractor shall manage and perform all work necessary to maintain the sites grounds and facilities. The Contractor shall perform minor maintenance and repair, inspection, PM, emergency and service work as detailed in the IMP.  Appendix II-B provides minimum Government facility maintenance requirements.


	The Contractor shall conduct periodic inspections in accordance with the IMP.

 The Contractor shall provide a report for each required major or minor construction/alteration, repair and/or maintenance project exceeding a direct material cost of $2,000.00 that requires approval or direction from the Contracting Officer’s Representative.  

 
	Grounds and facilities maintained as specified. 
The Contractor, shall forward to the CTA, no later than31 July of each contract year, a listing of all known facility related discrepancies, beyond maintenance responsibilities, for inclusion into the NCTS SD Annual Inspection Summary Report.   

	3.1.0.26

	Test Equipment (TE) 
	Responsible for the accountability,  repair and calibration of all assigned TE. 
	The TE listed in the initial inventory and as amended during the life of the contract will be furnished by the Government and is subject to change as dictated by system upgrades and technology advances. 
	A minimum of 95% of all test equipment maintained within calibration and operational.

	3.1.0.27
	RESERVED
	
	
	

	3.1.0.28
	RESERVED
	
	
	

	3.1.1.0
	Supply and Repair Parts Support
	The Contractor will order, with the on-site government representative’s approval, all repair parts, consumables or materials required to perform preventative and corrective maintenance for equipment listed in the CE appendices, carried in the Government Supply System. 

In certain cases, it is advantageous to the Government to purchase bulk amounts of tubes, fuses, etc directly from the Manufacturer or Supplier.  Reimbursement for these purchases will be IAW 2.1.8.1. of the PWS  

In all cases, it is the contractor’s responsibility to obtain repair parts from any source in a timely manner to avoid penalties described in 3.1.0.16.
	The Contractor shall accomplish identification of parts by verification against the Allowance Parts List (APL) (if available) applicable for the equipment concerned and prepare an appropriate PRF on the NCTAMSPAC i3 web site.  
The Contractor shall inspect and provide signature receipt for all supplies received from the Government.  
All supply procedures shall be in accordance with guidance/ procedures contained in NAVSUP Manuals and NCTAMS PAC Instructions.  The Government will provide necessary specialized training, assistance, forms and catalogs to Contractor supply personnel.

The Contractor shall procure all non-National Stock Number items from sources other than the Government Supply System, unless otherwise determined by the COR to be in the best interests of the Government.
	Repairs parts processed Within one working day.

	3.1.1.1
	Management of Spare Parts and Materials
	The Contractor shall maintain Ready Services Spares (RSS) required for maintenance and repair of systems equipment.
	Adequate numbers of RSS must be stocked, tested and for ready replacement to ensure there are no instances of inability to maintain/repair an item due to unavailability of operable parts/materials.  All RSS must be inventoried quarterly and contactor shall provide reconciliation report following the quarterly inventory to the Government.
	Inventories shall be conducted with 100% accuracy.  Reconciliation report shall be provided to the Government, December, March, June, and September of each year.

	3.1.1.2
	Repair Parts Validation
	The Contractor shall retain all replacement parts on site for verification of usage.
	
	The Contractor shall provide appropriate disposition of failed parts immediately following Government verification.

	3.1.1.3
	Storage of Spare parts
	The Contractor shall store repair parts and be responsible for security of the storage area.
	The Government, as necessary, may adjust the quantities of repair parts based upon quarterly inventory/demand reviews.

	All spare parts shall be documented and stored upon receipt.

	3.1.1.4
	HFGCS Repair Parts
	The Contractor shall store, manage, and replace repair parts in accordance with USAF Technical Order T.O. 31R2-2GRC244-1, Sections 2 and 3 and Sections 3.1.1.0 through 3.1.1.3 above.
	HFGCS spares will be maintained in RSS as a separate entity.
	All failed/defective Line Replacement Units (LRU) shipped to the designated depot level repair facility IAW with Technical Order T.O. 31R2-2GRC244-1, Sections 2 and 3 and Sections 3.1.1.0 through 3.1.1.3 above.


	3.1.2
	HFGCS Concept of Operations
	The Dixon site will be remotely operated by the USAF Andrews Net Control Station (ANCS), GFNCS in Grand Forks, ND and the Navy from ACAS access points at Whidbey Island, WA., North Island, and K’Bay Hawaii  
	
	OUTAGE REPORTING:  
The HFGCS Andrews Net Control Station (ANCS) Coordinator is the focal point for HFGCS outage reporting.  The DSN for the CNCS Coordinator is (312) 858-3109/5333/2363.  The focal point and phone numbers for Navy outage reporting are the Regional Network Operations Security Centers (RNOSC) The West NCTAMS PAC RNOSC Watch Officer POC contact data is Commercial: 808-653-5377 and DSN: 315-453-5377.   


	3.1.2.1
	High Frequency Global Communications System (HFGCS)
	The Contractor shall maintain the HFGCS in accordance with AF T.O. 31R2-2GRC244-1. 


	The HFGCS is remotely operated. 

 
	All maintenance actions reported in accordance with instructions in AF T.O. 31R2-2GRC244-1.  


	3.1.2.2
	Security Clearances
	All personnel  must have a SECRET clearance.  
	Proof of such clearance shall be provided to the Government.
Clearances must be obtained prior to personnel employment.
	Comply with the provisions of the NISPOM (DOD 5220.22-M)

	3.1.2.3
	HF Transmitter/Receiver Availability 
	Ensure that the required number oftransmitters are available to meet mission requirements at all times.  
	Activate transmitters as directed by Tech Control. 
Maintain 2 local QC transmitters, as required.
	One spare transmitter is in ready condition for every four in operation (or a fraction thereof). 

	3.1.2.4
	LF Transmitter Availability (Fixed Submarine Broadcast System – FSBS)
	The Contractor shall activate, operate, and maintain transmitters as required to meet operational requirements.
	Activate transmitters as directed by Tech Control.
	Required number of LF transmitters available at all times. 

	3.1.2.5
	RESERVED
	
	
	

	3.2.0
	HAWAII
	General
	
	

	3.2.0.1.
	Master Station Log (MSL)
	The MSL shall be maintained IAW DISA Circular 310-70-1.
	
	Log maintained and backed up IAW applicable reference.

	3.2.0.2
	Communications/ Electronic (CE) Equipment
	Operate and monitor all CE equipment/systems.
	Monitor and operate a variety of CE equipment, as referenced in sites equipment inventories.

	No loss of mission capability due to inoperable equipment or mismanagement of communication equipment.


	3.2.0.3
	Communication/Specification File
	Files shall include all equipment acceptance and inspection information between the Government and the Contractor; Quality Control documentation; Plate and filament current readings; Maintenance reports; Parts requisitions and usage history; PMS inspection results and any other documentation; Maintenance reports;  PMS inspection results.
	Information shall be retained for the life of the equipment. 
	Establish and maintain an individual file for all CE equipment and antenna systems at each site.  
Contractor shall maintain electronic copy of files on NCTAMS PAC Portal IAW guidance provided by NCTAMS PAC. Data is the property of the Government. 

	3.2.0.4
	Emergent Tasking
	Respond to all emergent tasking and report to the controlling authority when the tasking is complete.
	Emergent tasking is defined as tasking made in connection with the operation of the circuits and/or trunks that are not part of daily operations.
	Respond to emergent tasking within 10 minutes.

	3.2.0.5
	Navy Orderwire Operational Reporting
	All operational communications shall be via TCCC, NIPR, SIPR, and STE telephone. SIPR and NIPR connectivity is considered to meet the definition of Navy Orderwire.  
	Immediately notify Controlling Authority of any hazardous condition, operational requirements or circumstances identified in DISA Circular 310-70-1. 
	Controlling Authority is notified within 10 minutes of hazardous condition. 

Instructions received from Controlling Authority are acknowledged within 2 minutes. 

	3.2.0.6
	Circuit Actions and Node Site Coordinator
	Contractor shall be responsible for all circuit actions and Node Site Coordinator duties for circuits and equipment transversing their site.
	Contractor shall perform functions ISO Facilities Control Officer.
	Perform duties IAW DISAC 310-70-1

	3.2.0.7
	Circuit Files and Records
	The Contractor shall establish cable, cross-connect, and wiring records, circuit signal level files IAW DISAC 310-70-1
	Establish and maintain circuit layout records and perform Circuit Actions duties

	Cable and wiring records, circuit signal level files, and history files accurate and current.

	3.2.0.8
	Naval Warfare Publication Library (NWPL)
	The Contractor shall maintain a NWPL at each site.
	Includes physical security, corrections, accountability, amendments, updates, and other duties IAW NTTP 1-01.
	All publications, reports, and records are current, accurate, and complete.

	3.2.0.9
	Hazardous Conditions
	Maintain continuous operations during unusual or abnormal conditions which will place any site in a hazardous condition.
	Implement and follow proper procedures to prepare or minimize damage to vital electronic equipment IAW on site SOP.
	Upon notification that a Hazardous Condition has been set, follow and implement local procedures. 

	3.2.0.10
	Readiness Management System
	Participate in and provide SME in the development and implementation of the Command Readiness Management Plan and Continuity Of Operations Plan (COOP).
	DISAC 310-130-4 and DISAC 310-70-1 and all applicable DoD, DoN, regional and local regulations, directives and instructions
	

	3.2.0.11
	Janitorial Service
	Provide janitorial services at Contractor facilities.
	High ranking guests frequently visit these sites.
 
	Maintain a sanitary environment and a clean professional appearance. 

	3.2.0.12
	Information Assurance Work Force (IAWF)
	IAWF must be in compliance with PWS 2.6.1.8 through 2.6.1.10
	100% compliance within 6 months of date of award.  All new hires must be compliant within 6 months of “start work” date.  Level 1 certification is required prior to being authorized unsupervised privileged access.
	100% compliant with DoD 8570.01-M

	3.2.0.13
	Information  / Assurance Technician.


	Responsible for the overall posture of each site’s  Information Assurance Program.  Maintain the sites IP computer based systems with the latest security patches and IAVA releases in conformance with DISA, Naval, NIST, and other guidelines. Serves as the contractor’s focal point for all Automated Information Systems (AIS) security matters including training personnel and providing technical assistance to the Program Manager in the execution of the NCTAMS PAC Information System Security Plan (ISSP).
Represents the site to external groups, agencies, customers, contractors and vendors.

	Install system software patches and service releases for the AISs in your AOR when directed by the Program Management Office for Program of Record (POR) systems and by the Network Security Officer (NSO) or the IAM for non-POR systems.  Coordinates with external entities such as DISA and NCTAMS PAC to ensure all IA compliance is maintained and reported. Assists in troubleshooting and maintaining all IP and computer based systems. Responsible for software inventories and the coordination of backup and contingency plans. Maintains all necessary logs, files, and publications concerning communications computer systems. Recommends or implements, as directed, life-cycle security services including certification & accreditation, security architectures and solutions using sound security systems engineering practices, performing security test and evaluations, and assisting in attaining protection goals, Assists with making decisions concerning information assurance requirements and security management of the various information systems including incident reporting, training and awareness.  
	Be certified IAW DOD 8570.1M IA Workforce Implementation Procedures (CompTIA Certified, Network+, Security+ and CCNA within 60 days of employment) and NCTAMSPACINST 5239 (series) within 30 days of contract full performance. 

Patches installed and reported when directed by the POR in accordance with CJCSI 6510 and DODI 8500.2.  Vulnerability scans conducted and reported  in accordance with DOD CTO 08-05 and NNWC CTO 09-08.
.

All employees that interact with Government computer systems are currently IA trained.


	3.2.0.14

	CE Maintenance and Repair
	The Contractor shall maintain all site equipment in accordance with established Government preventive and corrective maintenance standards, the IMP, and shall perform modifications/ field changes as directed by the Government.

All personnel involved with PMS are qualified in accordance with NAVEDTRA  PQS 43241-Series, 3M Systems

	Information shall be retained for the life of the equipment. 

Site CE equipment includes all non-cryptographic electronic equipment and computer systems (Not on Navy LAN) and antennas. Maintenance shall include all planned and corrective maintenance to be performed for all equipment in accordance with Navy PMS, IMP, DISA circulars, manufacturer technical manuals and contractor recommendations. 

The Contractor shall not exchange subassemblies, materials or parts between equipment to accomplish repairs nor shall the Contractor substitute or replace parts or materials with a grade of part or material less than that provided by the original equipment manufacturer.without the specific written approval of the Government 
	Establish and maintain an individual file for all CE equipment and antenna systems at each site.  

Equipment restored to the reliability and accuracy specified in the applicable equipment technical or manufacturer manuals for maintenance and repair.
No test equipment out of calibration used for any quantitative test, alignment, or adjustment.

	3.2.0.15
	Planned or Preventive Maintenance
	Organize and manage a Departmental Planned Maintenance System IAW NAVSEAINST 4790.8 (Series).

Randomly conduct spot checks of completed maintenance actions IAW NAVSEAINST 4790.8 
	PMS will be updated periodically with Force Revisions (FR) provided by the Government. If such updates result in significantly increased or decreased maintenance hours, the contract may be amended to reflect the change. 
	Minimum PMS Performance Rate maintained. Accomplishment Confidence Factor (ACF) of 95% with no single MIP line item less than 90%.

Weekly and quarterly PMS reports to the Government.

	3.2.0.16
	Corrective Maintenance
	Maintenance shall include troubleshooting of faulty equipment, corrective repairs in accordance with good engineering practices and applicable technical documentation, and recording/reporting on such casualties and repairs.
Timeliness of repairs shall be such that no loss of operational capability occurs where failure is in equipment for which duplicate equipment or alternative means are provided to support the mission.

	The Contractor shall pursue all aspects of equipment repair, including identification and procurement of all parts needed. Failure to repair equipment within the time limits specified herein or a reasonable time, the Government, as directed by the Contracting Officer, has the right to repair the equipment and charge the Contractor with all costs incurred.

These costs shall be deducted from the Contractor’s invoices, as directed by the Contracting Officer.
	Repair progress shall be considered unsatisfactory if the repair is not completed within two days from the date of discovery in instances where parts are not required, parts are required but are available locally, or where parts are on hand. The Government on a case-by-case basis may waive the foregoing 2-day repair requirement.  Repairs in excess of 30 days, for which parts are not available locally, will be considered unsatisfactory, unless manufacture of the required part is necessary.

	3.2.0.17
	Casualty Report (CASREP)
	The Contractor shall submit CASREP related information IAW the procedures of NWP 1-03-1 (Series) for all equipment malfunctions or deficiencies, which cannot be corrected within 48 hours of discovery.

	The government shall be the release authority for all casualty report messages. 
	CASREP information is complete, timely, and meets all reporting and submission requirements. 100% of the time.


	3.2.0.18
	Additions, Deletions, and Modifications
	The Contractor shall, at the request of the Government, add to, delete or modify equipment for the purpose of improving performance and reliability.
	Detailed maintenance procedures will be provided to the Contractor for new or modified equipment.
	Complete configuration change form (OPNAV 4790/CK) submitted to the CTA for all such equipment changes. 

	3.2.0.19
	Maintenance Reports
	The Contractor shall provide a report upon the completion of corrective maintenance utilizing OPNAV 4790/2K.
	The report shall include a summary of work performed, material used, and the man hours expended on the work.
Provide reports at the end of each month.
	Reports properly document maintenance actions and are provided within required time IAW NAVSEAINST 4790.8 series.

	3.2.0.20
	OPTAR LOG
	The Contractor shall maintain a perpetual “OPTAR” log on all parts ordered through the Navy Supply System.
	A station OPTAR log shall be maintained. The Contractor shall provide the CTA monthly updates on their status.
	 Shall be provided at the end of each month or as requested by the Government.

	3.2.0.21
	Required Reports, Files and Records
	The Contractor shall prepare and submit as required to the Government all reports, documents and inventories necessary for O&M performance. 

	The Contractor shall provide all reports, documents and inventories required for the control and accountability of cryptographic equipment and materials.

The Contractor shall provide all operational reports, documents, inventories, and summaries as required by the Government.
	Required files and records are established, kept up to date, and retained for review by the government. (at any given time)



	3.2.0.22
	Authorized Outage Request

	Scheduled maintenance requiring shutdown of active systems requires that the Contractor initiate a request for downtime. 
	Draft a request for downtime IAW with DISA Circular for release by FCO.
	Comply with DISA Circular 310-70-1.

	3.2.0.23
	Test Equipment (TE) 
	Responsible for the accountability and repair of all assigned TE and prompt delivery to the NCTAMS POC for calibration. 
	The TE listed in the initial inventory and as amended during the life of the contract will be furnished by the Government and is subject to change as dictated by system upgrades and technology advances. 
	A minimum of 95% of all test equipment maintained within calibration and operational.

	3.2.0.24
	RESERVED
	
	
	

	3.2.0.25
	Grounds and Facilities Maintenance
	The Contractor shall manage and perform all work necessary to maintain the sites grounds and facilities. The Contractor shall perform minor maintenance and repair, inspection, PM, emergency and service work as detailed in the IMP.  Appendix II-B provides minimum Government facility maintenance requirements.


	The Contractor shall conduct periodic inspections in accordance with the IMP.

 The Contractor shall provide a report for each required major or minor construction/alteration, repair and/or maintenance project exceeding a direct material cost of $2,000.00 that requires approval or direction from the Contracting Officer’s Representative.  

 
	Grounds and facilities maintained as specified. 
The Contractor, shall forward to the CTA, no later than31 July of each contract year, a listing of all known facility related discrepancies, beyond maintenance responsibilities, for inclusion into the NCTS SD Annual Inspection Summary Report.   

	3.2.1.0
	Supply and Repair Parts Support
	The Contractor will order, with the on-site government representative’s approval, all repair parts, consumables or materials required to perform preventative and corrective maintenance for equipment listed in the CE appendices, carried in the Government Supply System. 

In certain cases, it is advantageous to the Government to purchase bulk amounts of tubes, fuses, etc directly from the Manufacturer or Supplier.  Reimbursement for these purchases will be IAW 2.1.8.1. of the PWS  

In all cases, it is the contractor’s responsibility to obtain repair parts from any source in a timely manner to avoid penalties described in 3.2.0.16
	The Contractor shall accomplish identification of parts by verification against the Allowance Parts List (APL) (if available) applicable for the equipment concerned and prepare an appropriate PRF on the NCTAMSPAC i3 web site.  
The Contractor shall inspect and provide signature receipt for all supplies received from the Government.  
All supply procedures shall be in accordance with guidance/ procedures contained in NAVSUP Manuals and NCTAMS PAC Instructions.  The Government will provide necessary specialized training, assistance, forms and catalogs to Contractor supply personnel.

The Contractor shall procure all non-National Stock Number items from sources other than the Government Supply System, unless otherwise determined by the COR to be in the best interests of the Government.
	Repairs parts processed Within one working day.

	3.2.1.1
	Management of Spare Parts and Materials
	The Contractor shall maintain Ready Services Spares (RSS) required for maintenance and repair of systems equipment.
	Adequate numbers of RSS must be stocked, tested and for ready replacement to ensure there are no instances of inability to maintain/repair an item due to unavailability of operable parts/materials.  All RSS must be inventoried quarterly and contactor shall provide reconciliation report following the quarterly inventory to the Government.
	Inventories shall be conducted with 100% accuracy.  Reconciliation report shall be provided to the Government, December, March, June, and September of each year.

	3.2.1.2
	Repair Parts Validation
	The Contractor shall retain all replacement parts on site for verification of usage.
	
	The Contractor shall provide appropriate disposition of failed parts immediately following Government verification.

	3.2.1.3
	Storage of Spare parts
	The Contractor shall store repair parts and be responsible for security of the storage area.
	The Government, as necessary, may adjust the quantities of repair parts based upon quarterly inventory/demand reviews.
	All spare parts shall be documented and stored upon receipt.

	3.2.1.4
	HFGCS Repair Parts
	The Contractor shall store, manage, and replace repair parts in accordance with USAF Technical Order T.O. 31R2-2GRC244-1, Sections 2 and 3 and Sections 3.2.1.0 through 3.2.1.3 above.
	HFGCS spares will be maintained in RSS as a separate entity.


	All failed/defective Line Replacement Units (LRU) shipped to the designated depot level repair facility IAW with Technical Order T.O. 31R2-2GRC244-1, Sections 2 and 3 and Sections 3.2.1.0 through 3.2.1.3 above.


	3.2.1.5
	RESERVED
	
	
	

	3.2.2.0
	DOD Gateway (SATCOM) Operations
	Operate, manage, maintain, and monitor all SATCOM telecommunications and vital electrical and HVAC support systems to ensure 24/7 “continuous” communication services IAW Strategic Command Instruction
(SI) 714-1 of 2 Feb 2006
Tech. pubs, SOPs, and other directives provided by the Government.  See PWS Part II, paragraph 2.1.7 Frequency of Services
 
Operate and assist in the
maintenance of the transport
 equipment necessary (i.e
Promina, ATM, DATMS,
 ST-1000, etc) to provide 
data link connectivity to 
the SATCOM facility 
including the Hawaiian
 Tracking Station at Kaena
Point. 
 
.

	The Contractor shall be responsible for continuous operation, provisioning and maintenance of the terminals and associated baseband equipment. The terminals and baseband equipment shall be operated in accordance with the Strategic Command Instruction (SI) 714-1 of 2 Feb 2006,CJCSI 6251.01C instruction, the STRATCOM Strategic Directive, the DOD TELEPORT Systems Concept of Operations and all other cognizant directives and instructions that pertain or may be developed. Typical direction/guidance for operation will be via standard Satellite Access Authorization (SAA)/Gateway Access Authorization (GAA). 
The mission is to provide uplink, downlink, continuity, and connectivity through the operational direction of the Defense Information System Agency (DISA). Ultimate operational control for the terminal is being developed IAW JTF-GNO and NETOPS constructs, and so the actual controlling authorities, process and reporting may change. Until otherwise directed, it is assumed that standard DISA practices similar to those used by DSCS and the Commercial SATCOM Team will be utilized. DISA exercises control via DISA general messages, DISA circulars, official correspondence, and through the satellite controller responsible for specific satellites. 
	Satellite Communications meet all operation requirements 99.98%  

Circuits and systems meet all management and performance thresholds.

If operational directives cannot be implemented within a ten-minute period, the Contractor shall inform the controlling authority of difficulties encountered and provide an estimate as to when compliance with the directives can be expected.

All systems and equipment fully capable of supporting traffic and performing within all specified quality control and performance standards in accordance SD-714-01.  Maintain  99.98% circuit availability and reliability

	3.2.2.1
	Physical Security 
	The Contractor shall provide security for areas under their responsibility.  
	Level 1 Restricted Area: This will include the entire compound of Bldg 409, the UPS and generator rooms and the TELEPORT area.
Level 2 Restricted Area: This area includes the interior of Bldg 409, the TELEPORT shelter interiors and the antenna pedestals.
Level 3 Restricted Area: This area includes the operational control room when the CMS safe is open. 

Escorts will be provided for all visitors without proper Security Clearances who require access to Bldg 409.

The Contractor shall conduct security rounds and inspections IAW local instructions.  These events shall be logged in the MSL.
	Maintain site Restricted Areas IAW OPNAVINST 5530.14C and NISPOM

	3.2.2.2
	Security Clearances
	Two “day” personnel and all watch supervisors must have a TOP SECRET clearance.  All other personnel must have a SECRET clearance.
	Proof of such clearance shall be provided to the Government.
Clearances must be obtained prior to personnel employment.
	Comply with the provisions of the NISPOM (DOD 5220.22-M)

	3.2.2.3
	EKMS Local Element
	The Contractor shall manage the Electronic Key Management System (EKMS) local element account IAW EKMS-1 (Series).  The local element account custodian and primary alternate custodian shall adhere to the written instructions issued by the Government

	The Contractor shall be responsible for the management, operator maintenance and accounting of the local element account, including STE telephone equipment held by the account.

The Government will conduct training to ensure that all personnel handling COMSEC material(s) are familiar with and adhere to proper COMSEC policy and procedures.  
	All CMS violations reported to the EKMS Vault Manager IAW EKMS-1 (Series), no later than 2 hours of discovery.

Accountability of cryptographic equipment IAW EKMS-1 (Series) and NISPOM maintained.




	3.2.2.4
	Facilities 
	The Contractor shall provide for the management, operation, maintenance and minor repair of all real property and associated equipment existing at The Wahiawa SATCOM compound.
	Real Property includes buildings 409, a portion of 411, 412, 413, 414, TELEPORT equipment shelters, NAVY EHF Shelters, emergency generators, UPS, dehydrators, storage batteries, hazmat storage area, flammable storage tanks/lockers, security fence, paved areas, all grounds in the compound, low voltage electrical power distribution system, HVAC, Compressed Air systems, emergency eye wash stations, and Fire Fighting Equipment/Fire Alarm System. 
	Standards shall be in accordance with Attachment JL-9, Appendix II B and as developed by the contractor in the IMP for items not listed in Appendix II B.

	3.2.2.5
	Defense Information System Network – Tactical Edge (DISN T/E) Suite C.  
	The contractor shall allow cleared JCSE personnel access to SATCOM facility as required to perform maintenance on equipment  Contractor will allow the use of SATCOM Test, Diagnostic Measurement Equipment (TDME) on a non-interfering basis to support equipment maintenance functions.  Provide additional assistance in troubleshooting as may be requested by JCSE JNOC.    
	Primary Operation and Maintenance of the DISN T/E System will be provided by Joint Communications Support Element (JSCE). 
	Work performed as specified.

	3.2.2.6
	Off Shore Anchoring in support of DOD Australia access to WGS system.
	The contractor shall allow properly cleared AS DOD personnel access to the SATCOM as required; replace defective line replaceable units when requested by controlling authority and return defective equipment to Australia.    
	Provide storage for spares for the Australian transmission support equipment. 
	Work performed as specified.

	3.2.2.7
	Synchronous Optical Network (SONET).
	The Contractor shall operate the SONET Node that expands the DISN service delivery network providing connections to the DISN long-haul network, the DISN six services (i.e., NIPRNET, SIPRNET, DSN, DRSN, VTC, JWICS), and any necessary inter-working functions (IWF) for a particular communications service. 
	The contractor shall check status lights on SONET equipment and perform level 1 (operator) troubleshooting, reloading or bumping crypto, and coordinate Authorized Service Interruptions ASI’s as directed by the Theater NetOPs Center (TNC). 

	Comply with directions received from the Controlling Authority within 10 minutes. RE: Paragraph 3.2.0.4 

	3.2.2.8
	DAGGER Limited Maintenance DAGGER will provide USSTRATCOM the ability to address a commercial SATCOM interference geo-location capability gap in the western Pacific (WESTPAC) region.
	1.  Provide "first look" support to USSTRATCOM designated O&M activity (e.g. verification of system operational settings and indicators)
2.  Report obvious physical problems with DAGGER equipment to the designated O&M activity.
3.  Support limited line-replaceable unit (LRU) remove and replace (R&R) support.   O&M activity will provide all technical direction, equipment sparing, and return shipping authorization(s).  NCTAMS PAC has final authority on site support of R&R requests.
4.  Receive replacement equipment and complete return shipment of defective items to designated O&M support activity at no cost to contractor  or NCTAMS PAC.
5.  Support O&M activity visit and escort requirements (estimate one visit per year).

	Primary Operation and Maintenance on the DAGGER System will be provided by an O&M vendor designated by USSTRATCOM

	Work performed as specified.


	3.2.2.9
	WSOC ICF
	Provide trouble isolation assistance.
	
	

	3.2.2.10
	RESERVED
	
	
	

	3.2.2.11
	RESERVED
	
	
	

	3.2.3.0
	EHF/AEHF
	
	
	

	3.2.3.1
	Unique EHF architecture and procedures
	The contractor shall provide maintenance for Navy EHF systems. 
	The Navy EHF terminals will be remotely operated by the government from the TCF. The contractor will establish satellite acquisition and provide maintenance for the Navy EHF terminals.  In the event of a remote control failure, the Contractor shall operate the terminals from the front panel.
 
	All EHF systems meet operation requirements by 99.98%

	3.2.3.2
	RESERVED
	
	
	

	3.2.4.0
	SHF
	
	
	

	3.2.4.1


	AN/FSC-78C PMS Procedures
	The AN/FSC-78C systems (inclusive) will be maintained IAW the Interactive Electronic Technical Manual (IETM’s) for the AN/FSC-78 Satellite Communications Terminals (current version) as well as Navy PMS. 
	All planned maintenance performed IAW IETM’s, Navy PMS instructions, DISA circulars, manufacturer technical manuals, requirements contained in applicable Antenna Maintenance Manuals, and contractor recommendations. 


	All equipment shall be maintained to conform to standards and techniques stated in applicable references.



	3.2.4.2
	RESERVED
	
	
	

	3.2.5.0
	TELEPORT
	
	
	

	3.2.5.1
	FCC License
	The contractor shall possess a current FCC license for all commercially operated earth terminals in accordance with FCC Regulations The contractor is responsible for the proper operation of all commercial terminals and will conduct observations, servicing and maintenance as often as necessary to ensure proper operation and compliance with FCC Licensing requirements. 

	The Contractor shall at the written request of the Government or at the termination of the contract execute a Transfer of Assignment, IAW FCC rules and policies and relinquish all rights provided by the FCC License in the Operation of SATCOM Earth Terminals.  In most circumstances the transfer would be to an incoming contractor during a contract turnover.

The current contractor at Wahiawa possesses the necessary FCC license.

License renewals and cost are the responsibility of the contractor.
	Comply with CFR Title 47- Ch. I Telecommunication - Part 25-Satellite Communications.  Verification shall be available at all times. 


	3.2.5.2
	Generation Two Net-Centric IP Suites
	 The contractor shall operate and maintain Generation Two Net-Centric IP suites. 
	 The contractor is responsible for the configuration of all modem hub related components of the Generation Two Net-Centric suites necessary to deliver service to the deployed user. The contractor is responsible for troubleshooting and maintaining the IF/L-band/RF chain of components as well as performing the hands-on site maintenance of the IP baseband equipment in support of and directed by the GNSC/TNC. The hands-on site maintenance support details of the Teleport suite of equipment is found in the Teleport Generation Two Joint Integrated Logistics Support Bulletin (JILSP).
	Comply with DISA Generation Two Net-Centric Subsystem Operational Configuration Manual of 07 June 2010 and all other applicable manuals. 

	3.2.5.3
	Unique EHF architecture and procedures
	The contractor shall provide maintenance for Teleport EHF systems. 
	The Teleport EHF systems including TIP chassis are in the SATCOM facility and will be fully operated and maintained by the contractor
	All EHF systems meet operation requirements by 99.98%

	3.2.5.4
	Ka/C/Ku band Terminals PMS Procedures 
	Terminals will be maintained IAW the Interactive Electronic Technical Manual (IETM’s) as well as Navy PMS. 
	All planned maintenance performed IAW IETM’s, 
Navy PMS instructions, DISA circulars, manufacturer technical manuals, requirements contained in applicable Antenna Maintenance Manuals, and contractor recommendations
	All equipment shall be maintained to conform to standards and techniques stated in applicable references.


	3.2.5.5
	Information Assurance Tools (IA Tools)

Integrated Tactical to Strategic  Data Network (ITSDN)
	The Contractor shall be responsible for the operations of IA Tools and ITSDN. IA Tools and ITSDN are a sub component of TELEPORT with separate operating and maintenance requirements. The Contractor shall perform such tasks as:
Provide in-station circuit activation support as outlined in applicable TSO and GAA.
Load COMSEC keymat and perform monthly updates and cryptographic re-keying, operator level troubleshooting assistance and fault isolation.  Operator level troubleshooting and assistance will include but is not limited to: providing loopbacks and reset of equipment at the direction of controlling authority.  
	Load COMSEC keymat and perform monthly updates and cryptographic re-keying.
Provide Level 1 maint. for IA/ITSDN
Tools crypto equipment and
 supporting the DISN node.
	Comply with directions received from the Controlling Authority within 10 minutes. Paragraph 3.2.0.4

	3.2.5.6
	RESERVED
	
	
	

	3.2.6.0
	BMDS
	
	
	

	3.2.6.1
	Ballistic Missile Defense System (BMDS)
	The contractor will provide on-site technical expertise for the integration, testing, and operation of satellite communications (SATCOM) connectivity with the BCN Teleport Gateway.  Provide timely after action reports for test and integration events and recommend solutions for system improvement. Operation and reporting requirements will be IAW Strategic Command Instruction (SI) 538-4 of 07 Aug 2007 and other cognizant directives and instructions that pertain or may be developed. 
	Specifics include but not limited to on-site support during BMD events (actual and exercise), development of SOP/TTP for operational and failure modes in conjunction with Joint Functional Component Command for Integrated Missile Defense (JFCC-IMD) and Defense Enterprise Computer Center, Pacific (DECC PAC), and monitoring of installed special test equipment and participating in real time reporting (SIPR CHAT) in support of operations.
	Work performed as defined 100% of the time. 

	3.2.6.2
	Unique EHF architecture and procedures
	The contractor shall provide maintenance for EHF systems and will fully operate and maintain TIP chassis and related BMDS routers
	The contractor responsibility for the BMDS router is limited to the replacement of a failed router and reloading configuration data is accordance with the BMDS router SOP. 
	All EHF systems meet operation requirements by 99.98%

	3.2.6.3
	RESERVED
	
	
	

	3.2.7.0
	MUOS
	
	
	

	3.2.7.1
	Mobile Users Objective System (MUOS)
	It is estimated that MUOS will become fully operational in the year 2013. At that time, O&M of Wahiawa and Geralton, Australia Ground Stations will become a NCTAMS PAC responsibility and will be turned over to the contractor. 
	Specific’s include, but are not limited to operating and maintaining the Global NOC, a Switching Facility (SF), a Network Management Facility (NMF), a  Radio Access Faculties (RAF) and ancillary equipment.which include 3 earth terminals. 

 The MUOS utility infrastructure includes 5.4 acres of additional ground maintenance and perimeter fencing, (3) Earth Terminals foundations with electrical distribution panels , four  6 ton HVAC units (Bard Model #WA701) per earth terminal and 11 six ton HVAC units on the RAF. 
Electrical distribution at the RAF/earth terminal site: 2 Distribution Panels, 2 1000 KVA transformers.
Building 411 generator building: 480V Distribution Switchboard, 2 Caterpillar 1000KW Emergency Generators, 2 Electrical Transfer Switches, and 2 8000 gal fuel tanks adjacent to building 411.  
	Work performed as specified. 

	3.2.7.2
	MUOS Transition Support
	Provide integration and acceptance testing for MUOS transition to operational status. 
	
	Work performed as defined 100% of the time.

	3.2.7.3
	MUOS Operations Australia
	Provide O&M and EKMS support …
	Anticipate execution 2012.
	All CMS violations reported to the EKMS Vault Manager IAW EKMS-1 (Series), no later than 2 hours of discovery.

Accountability of cryptographic equipment IAW EKMS-1 (Series) and NISPOM maintained.


	3.2.7.4
	RESERVED
	
	
	

	3.2.8.0
	GBS
	
	
	

	3.2.8.1
	Interim Support for Global Broadcast Service (GBS)
	Provide interim support and   maintenance to include the  monitoring of  Global  Broadcast Service (GBS) . Anticipate transition to full GBS support  during FY13.
Provide operations and maintenance support to the following equipment:
Ortel Series 1000 Fiber Optic Modems and associated power supplies (Building 108 Room 209) Inter-Facility Link (IFL) between Building 108 and Building 409, Ortel Series 1000 Fiber Optic Modems and associated power supplies (Building 108 Rack U27A7)
Miteq upconvertors and switching unit (Building 108 Rack U27A7) Symmetricon Distribution Amplifier (Building 108 Rack U27A7) Versitron TS-FX Converter (Building 108 Rack U27A7) Netgear Ethernet Switch (Building 108 Rack U27A7) RF Combiner/Divider (Building 108 Rack U27A7)
Foxcom 7000 Fiber Optic Receiver (Building 108 Rack U27A7) Foxcom 7070T Fiber Optic Transmitters (Building 108 Rack U27A7) Foxcom 7000S Power Supplies (Building 108 Rack U27A7)
 Store allocated spares onsite for troubleshooting and maintenance. Send faulty equipment to applicable depot for maintenance.
	Coordinate troubleshooting efforts and provide operational status to SBM and PACOM Theater Information Managers (TIM) on IFL and Teleport Gateway equipment outages.

	 Work performed as defined 100% of the time. Provide uninterrupted GBS mission essential data and video products to garrisoned and deployed warfighters located under the footprint of the GBS broadcast 100% of the time.

	3.2.8.2
	Full Global Broadcast System (GBS) Management Support
	Provide complete Operations and Maintenance (O&M) support for Bldg 445, tentatively scheduled for 2013, to include the management of  Information Assurance tasks for the Global Broadcast Service (GBS) Primary Injection Points (PIPs), Extremely High Frequency (EHF) terminals co-located at transmit site for spot beam control  services in Wahiawa, Hawaii.
	Manage operations and maintenance activities to include ensuring maximum commonality in standard operating procedures IAW government directives and policies.  Assure logistical support is accomplished in a timely manner. Prepare metrics to identify key elements of operation and maintenance into Government reports.  Ensure all changes that are made to the hardware and software baselines are made only after the change has been approved through the formal Configuration Control Board process.
	Provide uninterrupted GBS mission essential data and video products to garrisoned and deployed warfighters located under the footprint of the GBS broadcast 100% of the time.

	3.2.8.3
	RESERVED
	
	
	

	3.2.9.0
	Naval Radio Transmitter Facility Lualualei (RTF LLL)
	The Contractor shall effectively operate, manage, maintain, and monitor all HF, VLF, HFGCS systems, telecommunications and vital electrical and HVAC support systems to ensure 24/7 “continuous” communication services.  

	Ensure that there is no loss of operational capability, except during scheduled and coordinated downtime for maintenance of equipment, installation of software and hardware upgrades.
	NRTF meets all operational requirements 99.97% per month.
Circuits and systems meet all management and performance thresholds.
Operations restored with emergency generators within 10 minutes after loss of commercial electrical power.

	3.2.9.1
	VLF Transmitter
	Using the PC based control system, operate the VLF transmitting system on a continuous basis. SUBPAC has OPCON through Tech Control.  
	The VLF watch will monitor the activities at Building 1 (HF Operations) during the periods when it is unmanned and respond to any alarm situations. 
Wednesdays are normal scheduled VLF maintenance downtimes (0731 – 1730)
	[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Transmitter at full power (1140 RF Amps), dual antenna configuration 99.97%.  Complete Monthly FIXED SUBMARINE BROADCAST SYSTEM (FSBS) CONTINUING EVALUATION /PROGRAM (CEP) AND AVAILABILITY Report

	3.2.9.2
	HF Transmitter Site  
Operations
	The Contractor will operate and maintain the HF Site in accordance with CONCEPT OF OPERATIONS (CONOPS) FOR USN HIGH FREQUECY MODERNIZATION (NAVY HF  MOD),  NTP-4 and DISAC 310-70-1. Operations include, but are not limited to, managing communication equipment, monitoring data connectivity, monitoring circuit and/or trunk continuity, performing quality control checks, responding to emergent tasking, activating and monitoring HF transmitters.  The QM Plan with regards to the T-site requirements shall be developed and maintained IAW DISA Circulars 310-70-1, 310-70-1-S1, 310-130-2, AF TO 31R2-2GRC244 (Series) and other directives. 

	Monitor and repair tower lighting in accordance with current FAA regulations.

	T-Site meets all operation requirements 99.97%  
Circuits and systems meet all management and performance thresholds.
On site record of QM reflects a monthly summary of all QM activities performed.


	3.2.9.3
	Standby Transmitters 
	With the exception of SCOPE/HFGCS transmitters, the Contractor shall test all standby transmitters on a monthly basis. Transmitters in IEM status shall be brought on-line semi-annually.  
	One frequency in each of the following ranges shall be tested: 2-4MHz, 8-16Mhz, and 19-28MHz. Power output, carrier suppression and inter-modulation distortion test results shall be retained in the operations/specifications file. 
	Transmitters meet the minimum criteria of the CDRL standards. Testing performed IAW MRC Q-1R 

	3.2.9.4
	HF Global  Communication System (HFGCS)
	The HFGCS radio station is a High-Frequency (HF) communication system that permits point-to-point and ground-to-air-to-ground comms by voice, Continuous Wave (CW), and data. 29 4 kW solid state radio transmitters and associated equipment are located at RTF LLL.  A Centralized Network Control Station (CNCS) located at Andrews AFB and various remote control sites with the Any Console Any Station (ACAS) terminal provides remote control of station equipment.
	Report all maintenance actions to the AF Command Bulletin Board in accordance with instructions in AF T.O. 31R2-2GRC244-1 or as directed.
Overall technical management of the command is vested in Tinker Air Force Base, OK.  
	OUTAGE REPORTING: The HFGCS CNCS Coordinator is the focal point for HFGCS outage reporting.  The focal points and phone numbers for Navy outage reporting are the Regional Network Operations Security Centers (RNOSC).

Maintain the HFGCS transmitters IAW USAF TO AF T.O. 31R2-2GRC244- (series)


	3.2.9.5
	Facilities
	The Contractor shall provide for the management, operation, maintenance and minor repair of all real property and associated equipment existing at NRTF Lualualei within the limitations of 2.1.8.2.
	Real Property includes all antennas and associated transmission lines, emergency diesel electric generators, dehydrators, storage batteries, hazmat storage area, flammable storage tanks, security fence, roads, paved areas, all grounds areas (except as depicted in Appendix II B.), buildings 1, 2, 3, 4, 64, 66, 67, 81, HVAC, power substations,  Compressed Air systems, and water cooling systems.  Additionally, Buildings 74 and 431 located at Wahiawa.
	 Standards shall be IAW Attachment JL-9, Appendix II B and as developed by the contractor in the IMP for items not listed in Appendix II B.

	3.2.9.6
	NRTF LLL Physical Security
	The Contractor shall provide security of the site.
	Maintain site Restricted Areas as detailed below:
Controlled Area.  The transmitter deck and area of Building 1. 
 Level 2 Restricted Areas.  This will include the Control Console (CCL) room in Building 1 and OPS Area in Building 2.
  
The Contractor shall perform random security and safety inspections of all areas.  These inspections shall be logged in the Master Station Log.  

Escorts will be provided for all visitors without proper Security Clearances who require access to site buildings.
	Maintain site Restricted Areas IAW OPNAVINST 5530.14( ) and NISPOM DOD 5220.22-M.

Provide prompt notification of intrusion/mysterious activity to NAVMAG Security.

	3.2.9.7
	Security Clearances
	All contractor personnel with free access to the interior of Buildings 1 or 2 must have a SECRET clearance.
	Proof of such clearance shall be provided to the Government.

Clearances must be obtained prior to personnel employment.
	Comply with the provisions of the NISPOM DOD 5220.22-M.

	3.2.10.0
	RAIDRS
	
	
	

	3.2.10.1
	RESERVED
	
	
	

	3.2.11.0
	TSCOMM Operations
	The Contractor will provide “continuous” 24/7 operation and maintain all CE equipment, antenna systems, and circuits in accordance with instructions provided in applicable technical manuals, publications, SOPs, or directives provided by the Government.  
 
.

	TSCOMM operations include, but are not limited to, managing
communication equipment, monitoring data connectivity, monitoring circuit and/or trunk continuity, performing quality control checks, activation
of circuits when directed by the TSC OPCON,  operation of cryptographic, 
non-cryptographic and all ancillary equipment, assisting in circuit testing, circuit activation and fault isolation, monitoring and reporting any alarm conditions and responding to emergent tasking.
	Work performed as specified.

The Contractor shall have a circuit activated and ready for use within 10 minutes of notification. 

	3.2.11.1
	High Frequency Global Control System (HFGCS) Any Console Any Station (ACAS)
	The contractor shall operate and maintain the ACAS consoles in support of HFGCS operations IAW TO 31R2-2GRC244 (series) and all other cognizant directives. 
	ACAS functions include, but are not limited to, creating and managing HF circuits, designating and building scanning receiver circuits, Initiating Radio Frequency loopback tests and inter site communications tests, managing and preparation of station generated reports. 
	Work performed as described 100% of the time.

	3.2.11.2
	Communications Brief/Debrief 

	The contractor shall provide briefs to assigned squadron aircrew members. 
	Communication briefs will be conducted at the request of aircrew personnel prior to each flight and cover communications plans, communication boxes, COMSEC flight issue material, assigned frequencies and times for use.

Similarly, the contractor, upon request, shall debrief an aircrew after a mission is complete to discuss communication problems encountered during the mission and to accept return of communication boxes. 

A brief/debrief sheet will be used to record briefs/de-briefs and shall be retained by the contractor for review by the Government. 
	Brief/De-brief aircrews within 10 minutes of notification.  

	3.2.11.3
	Remedy System
	In Service Engineering Support (provided by SPAWARSYSCEN Pawtuxet River MD) shall be requested using the Remedy system.
	Any request for outside technical assistance or parts shall be approved by the government prior to submission. The contractor is responsible for requesting and establishing an account on the web based Remedy system. 
	Troubleshooting and corrective maintenance actions will be logged into Remedy within 24 hours.
 
Completed corrective maintenance actions or assistance requests will be closed within five working days.

	3.2.11.4
	Operation Meetings
	The Contractor shall meet regularly with the TSC Watch Officer.
	The meetings shall be held as often as deemed necessary by either party to discuss comm. support for present and future operations and tasking. 
	Attend 100% of all meetings.

	3.2.11.5
	EKMS Local Element
	The Contractor shall manage the TSCOMM Electronic Key Management System (EKMS) local element account IAW EKMS-1.


	The Contractor shall be responsible for the proper handling, security, management, operator maintenance and accounting of the TSCOMM local element account, including COMSEC material, information, and equipment and STE/ telephone equipment held by the account.
	Comply with the requirements of EKMS-1 (Series) and local handling instructions.
All CMS violations reported to the EKMS Vault Manager IAW EKMS-1 (Series), no later than 2 hours of discovery.

Accountability of cryptographic equipment IAW EKMS-1 (Series) and NISPOM maintained.



	3.2.11.6
	Security Clearances
	All watch supervisors must have a TOP SECRET clearance.  All other personnel must have a SECRET clearance.
	Proof of such clearance shall be provided to the Government.

Clearances must be obtained prior to personnel employment.
	Comply with the provisions of the NISPOM DOD 5220.22-M

	3.2.11.7
	Physical Security
	The Contractor shall provide physical security for spaces under their responsibility.


	Maintain site Restricted Areas IAW NISPOM, and  OPNAVINST 5530.14C

All requests for access by visitors to the TSCOMM, written or verbal, will be reviewed and approved by the NCTAMS PAC COR/CTA based upon the information provided. The contractor shall maintain a log to record all visitors which will be made available for COR/CTA’s periodic review. 

The Contractor shall provide visit and clearance request information to the TSC Quarterdeck for visiting personnel. In addition, the Contractor shall provide visitor escorts when needed. 
	Maintain site Restricted Areas IAW OPNAVINST 5530.14( ) and NISPOM.

	3.3.0
	GCCS
	
	
	

	3.3.1
	GCCS Administration
	Provide systems administration support for the GCCS systems. Through proper system administration and system monitoring, ensure the GCCS systems are available and operating efficiently.  
	Provide on-site system administration support and 
Installation/configuration  -  or assist with installation and configuration of GCCS servers and clients in Hawaii and at supported sites.  Propose and evaluate Commercial-Off-The-Shelf (COTS) products or unique solutions (scripts, business practice re-engineering) to streamline system administration and/or user access to GCCS systems.  Provide troubleshooting of system problems.  Make recommendations for problem resolution.
Through proper installation and integration efforts, ensure the GCCS systems comply with approved system of record (SOR) build. When system deviation is necessary to support mission requirements, ensure industry best practices or other agency practices are followed to ensure the systems operate as securely as feasible. 
Provide onsite instruction for limited system administration necessary to assist in troubleshooting and correcting problems that arise. 
Provide basic system administration training to remote site personnel. 

	Work performed as specified 100% of the time.

	3.3.2
	Management Plan
	Prepare Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout execution.  

	
	Provide Management Plan 
Draft – 5 working days after PWS start
Final – 10 working days after start.



	3.3.3
	Monthly Status Report
	This report shall be submitted to the TA in accordance with the contract.  All copies of the report shall be submitted on or before the 5th workday of each month following the reporting period and shall minimally contain the following:
Contract number and Names of the TAs and contractor representative. 
	The following items shall be identified: A narrative review of work accomplished during the reporting period and/or significant events; Problem areas Listing of work not completed this reporting period ;Anticipated activity for the next reporting period; Description of any travel or unique services provided In addition to the Monthly Status Reports required above; additional written and verbal reports may be required and negotiated.  The contractor shall bring problems or potential problems affecting performance to the attention of the TA as soon as they are known.  Verbal reports shall be followed up with written narrative reports as directed by the TA.  

	Provide monthly status report monthly, the fifth working day after end of month.

	3.3.4
	System Administration
	Provide Administration for GCCS applications servers Remote desktop applications will be used to provide similar administration for application servers as customer sites.  Normal tasks include, reviewing system log for problems, verifying applications are operating correctly, performing backups, applying system or application patches to servers, writing or modifying scripts to automate many of the daily tasks.

	Contractor shall review work on programs or scripts with TA or TA appointed Program Manager.  Work will be reviewed for functionality and clarity of documentation. 
Conduct normal preventative measures monthly for each site, to include log monitoring, disk usage, system backups. 
Monitor systems daily for anomalous conditions such as excessive CPU or disk usage, slow application response.
Install patches and security fixes. Build and configure major releases.
Rebuild / restore systems when necessary due to failure or operator error.
Work will involve approximately 25 servers.
	Acceptable performance is a 99.5% server uptime, less scheduled outages.


	3.3.5
	Security
	Work will be performed in spaces cleared for top secret-open storage on systems with system high secret access. 
	A valid secret clearance will be the minimum requirement for work performance, Top Secret is preferred. 
	Security clearances obtained/maintained as specified.

	3.3.6
	Contractor Requirements


	Contractor shall have significant experience as a UNIX system administrator.  Additionally, Solaris and GCCS systems administration experience is preferred.

	Advanced UNIX systems administration, preferably with Solaris 10, Solaris 9 or Solaris 8 and GCCS. 
Extensive experience with scripting languages such as perl, csh, ksh, and expect.
Experience with remote operations and troubleshooting, including providing guidance over the phone on systems operations to less experienced administrators.
	All system administrator personnel must meet the DoD 8570.01-M IA requirements.

	3.3.7
	Travel
	Travel will be necessary to conduct installation, upgrade, or system grooming and for conducting system administration training.  Travel may include trips to and from Coast Guard Districts and Headquarters sites as listed below.  Travel costs in the not to exceed (NTE) amount of $16,000 for the base year will be funded and this amount should be included in the cost proposal for the base and option periods.  All travel costs required and approved by the Government will be reimbursed.  Under no circumstances shall the Contractor travel if there are insufficient funds.  
	Travel locations as follows: HQ PAC (Alameda, Ca); HQ LANT (Portsmouth VA); C2CEN (Washington DC); 14th District (Honolulu, HI);17th District (Juneau AK);13th District (Seattle, WA); 8th District (New Orleans, LA); 9th District (Cleveland, OH); 7th District (Miami, FL);1st District (Boston, MA); Puerto Rico MARSEC (GUAM);MIFC PAC (Alameda, CA);MIFC LANT (Virginia Beach, VA)CAMSPAC (Point Reyes, CA);HQ Coast Guard (Washington DC)
Travel may also include trips to and from Far East sites: Yokosuka Japan, Yokota Japan, White Beach, Okinawa Japan, Singapore .
	Travel arrangements and costs shall be IAW the Joint Federal Travel Regulations.  Prior to undertaking any travel in performance of this PWS, the Contractor shall have the travel approved, in writing/email, by the Technical Assistant (TA).  In an urgent situation, telephone/verbal approval by the TA is acceptable, with the understanding that the written approval request shall be provided within fifteen (15) calendar days.

	3.3.8
	Technical Support
	Technical support shall be performed Monday through Friday during normal duty hours, excluding all Federal holidays (New Years Day, Martin Luther King Day, President’s Day, Memorial Day, Independence Day, Columbus Day, Veteran’s Day, Thanksgiving Day, Christmas Day), vacation, sick and temporary duty (TDY) time (work hours may vary), with mandatory support specifically during core hours of 9:00 a.m. to 3:00 p.m.  

	Work schedule is subject to workload needs and TA discretion with the mutual agreement of the contractor.


	Work performed as specified, 100% of the time.

	3.4.0
	KMTS
	
	
	

	3.4.1
	Knowledge Management Technical Support (KMTS)
	Provide KM and Application support for NACTAMS PAC AOR on DoD US Navy INTRANET, INTERNET, and EXTRANET.  
	Comply with IAWF requirements of Sec 2.6.1.8 through 2.6.1.10
	Maintain 100% IAWF compliance.  All deliverables must meet professional standards: IEEE/EIA 12207.2 (IEEE Guide for Information Technology - Software Life Cycle Processes)

	3.4.2
	Web Developers (15-1134)

	Design, create, and modify Web sites. Analyze user needs to implement Web site content, graphics, performance, and capacity. May integrate Web sites with other computer applications. May convert written, graphic, audio, and video components to compatible Web formats by using software designed to facilitate the creation of Web and multimedia content.
	Fluent in SharePoint client & Microsoft Office SharePoint Server (MOSS) 2007 & 2010, Asp. NET,HTML, JAVA WorkFlow, Adobe Photoshop, crystal report. 



	
Meet production requirements on time at a 95% rate.  All deliverables must meet professional standards: IEEE/EIA 12207.2 (IEEE Guide for Information Technology - Software Life Cycle Processes)
IAWF Requirement:
Security+, MCTS SharePoint 2007 Application Development

	3.4.3
	Software (Database) Developers, Applications (15-1132)

	Develop, create, and modify general computer applications software or specialized utility programs. Analyze user needs and develop software solutions. Design software or customize software for client use with the aim of optimizing operational efficiency. May analyze and design databases within an application area, working individually or coordinating database development as part of a team. May supervise computer programmers.

	Fluent in SQL, SharePoint client & Microsoft Office SharePoint Server (MOSS) 2007 & 2010, ASP.NET, JAVA, Simple Object Access Protocol (SOAP), Extensible Markup Language (XML/XSL), and C#.
	Meet production requirements on time at a 95% rate.  All deliverables must meet professional standards: IEEE/EIA 12207.2 (IEEE Guide for Information Technology - Software Life Cycle Processes)
IAWF Requirement:
Security+, MCTS: SQL Server 2008, Database Development


	3.4.4
	Software Developers, Systems Software (15-1133)

	Research, design, develop, and test operating systems-level software, compilers, and network distribution software, military, communications, business, scientific, and general computing applications. Set operational specifications and formulate and analyze software requirements. May design business software. Apply principles and techniques of computer science, engineering, and mathematical analysis.

	Fluent in Visual Basic, ASP.NET, C#, SharePoint Developer.  Knowledge of MS Access, SharePoint and workflow. Knowledge of network components and operations.
	Meet production requirements on time at a 95% rate.  All deliverables must meet professional standards: IEEE/EIA 12207.2 (IEEE Guide for Information Technology - Software Life Cycle Processes)
IAWF Requirement:
Security+, MCTS: .NET Framework 2.0 Web Applications


	3.4.5
	Database Administrators 
(15-1141)

	Administer, test, and implement computer databases, applying knowledge of database management systems. Coordinate changes to computer databases. May plan, coordinate, and implement security measures to safeguard computer databases.
	Fluent in SQL, Symantec Backup Exec w/ SharePoint Agent and Active Directory.  Optimize physical and logical file space for resilience and performance.  Design and Conduct backups and restoreral on regular daily schedule. Knowledge of Active Directory, and SharePoint.
	Meet production requirements on time at a 95% rate.  All deliverables must meet professional standards: IEEE/EIA 12207.2 (IEEE Guide for Information Technology - Software Life Cycle Processes).
 IAWF Requirement:
Security+, MCTS: SQL Server 2008, Implementation and Maintenance
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