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[bookmark: _Toc416140154][bookmark: _Toc417452164]
Statement of Work
For The
Littoral Combat Ship 2 INDEPENDENCE Variant
Courseware Development

[bookmark: _Toc252773188][bookmark: _Toc262559084][bookmark: _Toc262560447][bookmark: _Toc308583526][bookmark: _Toc309209807][bookmark: _Toc319424613]SCOPE
This Statement of Work (SOW) defines the basic requirements to be performed under an Indefinite Delivery/Indefinite Quantity (ID/IQ) contract.  The Naval Air Warfare Center Training Systems Division (NAWCTSD) will procure Littoral Combat Ship (LCS) Curriculum Products within the scope of this contract.  The detailed requirements for the design, development, delivery, implementation, and testing of Immersive Virtual Ship Environment (IVSE) Interactive Multimedia Instruction (IMI), both self-paced IVSE IMI (asynchronous) and group-paced IVSE IMI (synchronous), hereafter referred to as courseware, are identified in this SOW.  Acronyms used throughout this SOW are defined in Appendix A.

This SOW supports new courseware development for the LCS 2 INDEPENDENCE Variant (LCS 2).  The primary focus of this courseware is to provide Virtual On-the-Job Training where the crew member must be ready to walk onboard with the knowledge, skills, and abilities (KSA) to immediately and competently perform tasks associated with a specific shipboard watch station or position without further onboard training.  Courseware will be used in the two Littoral Combat Ship Training Facilities (LTFs), San Diego, CA and Mayport, FL, and other Navy schoolhouses to be determined.

[bookmark: _Toc417452165][bookmark: _Toc421506496][bookmark: _Toc252773191][bookmark: _Toc423159463][bookmark: _Toc308583529][bookmark: _Toc309209810][bookmark: _Toc319424614][bookmark: _Toc411992491][bookmark: _Toc417452167]Tasking
Government requirements for courseware shall be issued through individual DOs.  DOs will be ordered by number of hours at four IVSE IMI levels.  An IVSE IMI hour is defined as the amount of instructional content (knowledge/demonstration, practice, feedback, evaluation/assessment) an “average” student will progress through during the period of one hour (clock time) while performing stated learning objectives to a given standard.  The government will define these hours based on the complexity of the task, and the amount of practice required to reach qualification level proficiency, as determined by Front End Analysis.  Delivery Orders will be issued for either new courseware development or courseware revision – post delivery.

The expectation is that both the asynchronous and synchronous training will be delivered for each DO. 

a. [bookmark: _Hlt426170770][bookmark: _Ref422026325][bookmark: _Toc423159464]Asynchronous (Self-paced) training:   Asynchronous learning is a student-centered teaching method that uses self-paced Interactive Multimedia Instruction and resources to facilitate learning outside the constraints of time and place among a network of people.  This training method uses a computer as the training device to provide individual instruction, motivation, feedback and evaluation in place of a live instructor.
b. Synchronous (Group-paced) training:   Synchronous learning refers to a group of people learning the same information at the same time in the same place. This method of group-paced ILT uses an instructor to provide instruction, motivation, and feedback to a group of students.  The instructor will use a computer, as a training device, to support the instructional presentation.

[bookmark: _Toc319424615]Contract Data Requirements List (CDRL)
The Government will provide CDRL items (DD Form 1423) defining specific requirements associated with this SOW.  CDRLs may be further refined at the DO level to reduce, but not increase, requirements from the basic contract CDRLs.

[bookmark: _Toc309209813][bookmark: _Toc319424616]Government Furnished Information (GFI)
GFI will be provided in the form of Technical Data and Front-End Analysis Data.  GFI to support each delivery order will be provided in an electronic format.

Contractors shall demonstrate capability to derive data and information beyond that provided as GFI as necessary to develop courseware in accordance with the requirements of this SOW.

[bookmark: _Toc319424617]Technical Data. 
In support of each delivery order, the Government will provide applicable and available Technical Data in the following categories.
a. Operational Sequencing System data
b. Maintenance Requirement Cards
c. Personnel Qualification Standards
d. Job Qualification Requirements
e. Technical Manuals
f. Technical Diagrams
g. LCS CAD Drawings
h. LCS Legacy Training Content
i. LCS Integrated Learning Environment Content
j. Modularized 3-D ship models of LCS 1 for Engineering Spaces rendered in the Jupiter DX game engine (Note: Provided for informational purposes only and not intended to be illustrative of, nor convey, the requirements contained in this SOW)

[bookmark: _Toc319424618]Front End Analysis Data.
In support of each delivery order, the Government will provide applicable and available Front-End Analysis Data as follows.

a. Job Duty Task Analysis data
1) Job (always)
2) Duty (always)
3) Task/Sub Task (always)
4) Steps (as available)

b. Task Attribute Data (always)
1) Safety Hazard Severity
a) From a safety standpoint, if the task is performed incorrectly, how severe is the consequence?
i. Minor.  A failure is not serious enough to cause injury, property damage, or system damage but may result in unscheduled maintenance or repair.
ii. Marginal.  A failure may cause minor injury, minor property damage, or minor system damage and will result in delay, or loss of system availability.
iii. Critical.  A failure may cause severe injury, major property damage, or major system damage. 
iv. Catastrophic.  A failure may cause death or total system loss (e.g., Ship, Main Reduction Gear, Gun System etc.).
2) Importance of Performing Task Correctly
a) How important is it that the task be performed correctly?
i. Low Importance.  The consequence of poor task performance is minor.  The job or mission is not affected significantly.
ii. Moderate Importance.  The consequence of poor task performance may hamper mission accomplishment.
iii. Important.  The consequence of poor task performance will hamper mission accomplishment. 
iv. Very Important.  The consequence of poor task performance will almost certainly result in mission failure.
3) Task Delay Tolerance
a) How much time can elapse between the trigger (when the need for task performance becomes evident) and when the actual performance must begin?
i. Time is not critical.  When the task is started is not critical. 
ii. Some.  The time issue is not critical (within the hour).
iii. Very little.  A short delay between the trigger and response is acceptable (minutes count, not seconds).
iv. No Tolerance.  There is very little tolerance between the trigger (stimulus) and response (seconds count).
4) Frequency of Performance
a) How often is the task performed?
i. Rarely.  The task is performed less than once a month.
ii. Infrequently.  The task is performed between one and four times a month.
iii. Frequently.  The task is performed between one and four times a week.
iv. Very Frequently.  The task is performed at least once a day.
5) Performance Difficulty
a) How difficult is it to perform this task?
i. Not difficult.  Task requires little conscious effort to perform and is always performed the same way.
ii. Somewhat difficult.  Task requires some concentration and challenge to perform, but is performed the same way each time.
iii. Difficult, same.  The task requires concentration, is challenging to perform, and involves a large number of subtasks, but is performed the same way each time.
iv. Difficult, different.  The task requires concentration, is challenging to perform, involves a large number of subtasks, and is performed differently from situation to situation.
6) Learning Difficulty
a) How many times do you need to practice the task to become proficient?
i. 1-2 times.  The task requires little or no practice to become proficient.
ii.  3-5 times.  The task can be learned with relative ease and gets substantially easier with practice.
iii.  6-9 times.  The task requires considerable concentrated effort to learn but can be mastered through practice.
iv. 10 or more times.  The task requires sustained concentration to learn, requires critical decision making, and many concurrent activities.  The ability to perform the task improves with practice but does not get substantially easier.
7) Team Involvement
a) What is the level of team interaction required to perform the task?
i. None.  This is an individual task.
ii. Inform/acknowledge.  Make others aware of status, environment.  Acknowledge receipt of information.
iii. Coordinate.  Team members work on separate tasks but the tasks have a high degree of interdependence and there is a high degree of shared knowledge.
iv. Cooperate.  Team members work on shared tasks with significant consultation.  There is a high demand for personal contact.
8) Other Task Attribute Data (as available)

c. Terminal Objectives (always)
d. Enabling Objectives (as available)
e. Performance/task procedural videos (as available)
f. Fidelity analysis data (as available)

[bookmark: _Toc319424619]Government Furnished Software / Tools
Government furnished software / tools will include the CryENGINE 3 License and the Authoring Instructional Materials Two (AIM II) software program.

[bookmark: _Toc319424620]CryENGINE 3 License
The government will provide a CryENGINE 3 Software Developer Kit License to the contractor upon award. The license will include a basic set of motions, effects, and content that can be used in the design and development of LCS IVSE IMI courseware.

[bookmark: _Toc319424621]Authoring Instructional Materials Two (AIM II)
The Government will provide access to the Authoring Instructional Materials Two (AIM II) software program.  AIM II software shall be used to populate an AIM II database in order to create the Trainee Guides and Lesson Plans associated with the Instructor Led Training courseware development.

[bookmark: MIL_HDBK_29612_2A_][bookmark: DODI_5000_02_][bookmark: _Toc309209821][bookmark: _Toc319424622][bookmark: _Toc430160948][bookmark: _Toc278185879][bookmark: _Toc308583536][bookmark: _Toc309209818][bookmark: _Toc254168100][bookmark: _Ref271903905][bookmark: _Toc278185903][bookmark: _Toc254168118][bookmark: _Toc262059215]PROGRAM MANAGEMENT
[bookmark: _Hlt430679275][bookmark: _Hlt491595768][bookmark: _Toc268103057][bookmark: _Ref278184787][bookmark: _Toc278185881]The contractor shall organize, coordinate, and control the program activities to ensure compliance with the contract requirements and the timely delivery of the required courseware.  The contractor shall provide the necessary program management functions to include planning, controlling, leading, managing, resourcing, scheduling, and clerical support for the efforts described in this SOW.  The contractor shall measure, monitor, and assess the progress of the work performed under the contract.  The contractor shall prepare the Contractor’s Progress, Status, and Management Report (CPSMR) in accordance with (IAW) the CDRL.

[bookmark: IEEE_Std_12207_2008_][bookmark: _Toc309209820][bookmark: _Toc319424623][bookmark: _Toc308583539][bookmark: _Toc309209822]Subject Matter Experts (SMEs)
The contractor shall obtain the required SMEs necessary to participate in the design and development of all courseware required under this SOW.  SMEs are individuals who have military experience or original equipment manufacturer experience in the last five years, in the general topic(s) being developed.  Access to ships, Mission Packages and Accomplished Performers (individuals serving in the positions for which training is being developed) cannot be guaranteed by the government.

[bookmark: _Toc319424624]Integrated Management Plan (IMP) Development
The contractor shall develop an IMP at the Contract Level that shall be updated with each Delivery Order received.  Using the Work Breakdown Structure (WBS) as a basis, the contractor shall produce, deliver, and maintain an IMP.  The IMP shall give a detailed description of how work will be accomplished, shall demonstrate how the approach is structured to minimize and control risk, accomplish up-front summary planning and commitment, provide a basis for subsequent detailed planning, instill a balanced design principle, measure process of life-cycle requirements, and provide management with in-process verification of requirements in order to make informed milestone decisions.  The contractor shall produce an event-based plan that measures program maturity by capturing the initiation/conclusion of the tasks, key events, significant accomplishments, and accomplishment criteria as well as the processes necessary to implement the program.  The contractor shall ensure that lesson curriculum will progress through the development cycle including Government Validation, Verification, and Testing.  The contractor shall prepare the IMP IAW the CDRL.

[bookmark: _Toc308583540][bookmark: _Toc309209823][bookmark: _Toc319424625]Integrated Master Schedule (IMS) Development
The contractor shall develop an IMS at the Contract Level that shall be updated for each DO received.  The IMS shall reflect integration with IMS elements associated with other delivery orders in development.  The contractor shall produce a description of work processes and timing of the work effort detailed in the IMP.  The IMS shall be used as the primary tracking tool for technical and schedule status.  All tasks outlined in the IMS shall be related to specific IMP accomplishments.  The IMS supports the IMP and provides a schedule for all the tasks, events, significant accomplishments and accomplishment criteria described in the IMP.  The IMS shall also outline the detailed tasks and the corresponding calendar schedules (dates) necessary to show each significant accomplishment to be achieved.  Those level of effort, or equivalent tasks, that are not critical to the successful execution of the program, may be limited or summarized at a higher level.  The contractor shall prepare the IMS IAW the CDRL.

[bookmark: _Toc308583541][bookmark: _Toc309209824][bookmark: _Toc319424626]Subcontractor Management and Reporting
The contractor shall manage all subcontracts.  The contractor shall ensure the timely award of subcontracts, the integration of the subcontractor's plans into appropriate schedules, and the monitoring of the subcontractor's staffing plans, to include the execution of those staffing plans to the required levels with the required skills.  The contractor shall ensure that the subcontractor’s efforts, to include technical, quality, configuration management, and risk processes are accomplished per contract requirements.  The contractor shall include subcontractor’s IMS data in the contractor’s IMS.

[bookmark: _Toc278185888][bookmark: _Toc308583542][bookmark: _Toc309209825][bookmark: _Toc319424627]Integrated Product Teams (IPTs)
[bookmark: _Toc278185889]The contractor shall participate in a comprehensive LCS IPT that shall be established by the Government Program Manager specifically for this project.  By the authority of the PCO, the IPT shall be under the direction of the Government and shall consist of both Government and contractor personnel.  The contractor representatives shall include the Program Manager and at least one senior Instructional Systems Designer.  Other contractor personnel may participate in an IPT meeting if deemed appropriate by the Technical Point of Contact (TPOC).

The purpose of the IPT is to provide a forum for the discussion and resolution of any program related concerns whether initiated by Government or contractor personnel.  The IPT shall meet, at least every two months but more often if needed.  The agenda for each meeting including the issue(s) to be resolved shall be published by the contractor under the direction of the Program Manager and the TPOC via the PCO IAW the CDRL.  The issues, outcomes, and tasks assigned during each IPT meeting shall be documented via conference minutes prepared by the contractor, approved by the assigned Government personnel and distributed to all attendees and other interested parties IAW the CDRL.

[bookmark: _Toc308583543][bookmark: _Toc309209826][bookmark: _Toc319424628]Risk Management
[bookmark: _Toc278185890]The contractor shall conduct risk management to systematically control the uncertainty in the project’s ability to meet schedule and performance requirements.  The contractor shall provide the Government visibility into the contractor’s tools, assessment, mitigation, and control techniques.  The contractor shall define, document, manage, and apply a risk management process.  The contractor shall report risk information, data, and analysis in the CPSMR IAW the CDRL.

[bookmark: _Toc308583544][bookmark: _Toc309209827][bookmark: _Toc319424629]Quality Management
[bookmark: ANSI_Q9001_]The contractor shall establish and implement a Quality Control Program (ISO 9000 standard or equivalent) to assure delivery of quality and timely products to the Government.  This program shall include documented processes, procedures, and metrics which are likely to predict successful schedule and performance outcomes.  The contractor shall be responsible for developing, presenting, implementing and supplementing quality and timeliness control procedures to ensure that all aspects of the contract meet the standards set forth in the SOW.

[bookmark: _Hlt423766450][bookmark: ANSI_EIA_649A_2004_][bookmark: _Toc268103066][bookmark: _Toc278185894][bookmark: _Toc308583545][bookmark: _Toc309209828][bookmark: _Toc319424630]Change Management
The contractor shall define, document, manage, and apply change management principles, as required, within the Instructional Systems Design (ISD) process during courseware development.
[bookmark: _Toc266876683][bookmark: _Toc268103067][bookmark: _Toc278185895]
[bookmark: _Toc39401353][bookmark: _Toc278185897][bookmark: _Toc308583546][bookmark: _Toc309209829][bookmark: _Toc319424631]Information Management
[bookmark: _Toc268103069][bookmark: _Toc278185898]The contractor shall establish and maintain a data library consisting of all DO documentation, data, and information.  The contractor shall develop and maintain a master listing of all contract related documentation, data, and information developed for use in the design, development, production, and implementation.  The contractor shall include the status of technical data deliveries in the CPSMR IAW the CDRL.  Contract documentations shall be available on a contractor-owned Infoshare Website.

[bookmark: _Toc308583547][bookmark: _Toc309209830][bookmark: _Toc319424632]Infoshare Website
[bookmark: _Toc252287680][bookmark: _Ref268101759][bookmark: _Toc268103070][bookmark: _Toc278185899]The contractor shall populate and maintain a secured, unclassified website that will serve as the LCS On-Line Management System for this contract.  Government use of this system shall not require installation of client software on Government computer systems (with the exception of Internet Explorer and Microsoft Office).

The management system shall provide:

a. access to all contract management products such as the IMP, IMS, PowerPoint briefs, conference or meeting agendas and minutes, issues/resolutions, specified policy and guidance documents, and points of contact.
b. on-line commenting on courseware development materials, lessons, and project documents, to include tracking, accountability, and archiving of contractor responses and actions.
c. capture of production team quality assurance data and customer quality comments for process improvement metrics.

Government access to this website, will be coordinated, established, and administrated by the TPOC via the PCO.  The contractor shall notify all approved users via email when changes or upgrades have been posted on the website.  Only unclassified data shall be available on the website.  The secured, unclassified website shall be NMCI compatible per NMCI.10001.01.UJ0.E.

[bookmark: _Toc308583549][bookmark: _Toc309209832][bookmark: _Toc319424633]Classified Information Review
Review of classified information will be performed at a contractor provided facility, unless otherwise directed, by Government representatives and independent validation and verification contractors.

[bookmark: _Toc319424634]REQUIREMENTS
The contractor shall provide the necessary instructional systems design, system engineering, design engineering, hardware, software, scripting, logic, personnel, supervision, management, materials, services, equipment, facilities, testing, technical, logistics, and clerical support to perform the tasks specified in this SOW and the CDRLs.

[bookmark: _Toc319424635][bookmark: _Toc308583537][bookmark: _Toc309209819]General Requirements
The requirements defined herein form the basis for all work performed for the Government as a part of this SOW.  The contractor shall apply the Human Performance, Instructional Systems Development Models in performance of all tasks defined as within scope of the SOW.  The contractor shall develop and deliver an estimated 3500 hours of courseware.  Courseware shall include all the supporting knowledge, demonstrations, practice/feedback and evaluations/assessments for both individual and team training.  Courseware shall be delivered in both the synchronous and asynchronous mode.

[bookmark: _Toc319424636]Supporting Hardware and Software
Courseware shall be compatible with the following minimum hardware and software configuration.

a. CPU:  Intel Core I7 975 Extreme 3.33GHz (or equivalent)
b. Heat Sink: Arctic Cooling Freezer 7 Pro (or equivalent)
c. RAM:  3 GB minimum
d. Motherboard: SuperMicro C7X58 (or equivalent)
e. Graphics Card: nVidia GeForce GTX 295 series (or equivalent) with at least 1GB of onboard RAM.
f. Hard Drive: 1TB Seagate Barracuda ES, SATA (or equivalent)
g. Disc Drive: Sony DVDRW, SATA (or equivalent)
h. Rackmount Enclosure (external): Chenbro RM42200 4U (or equivalent)
i. Equipment Enclosure (internal): Chenbro SK32303 (or equivalent)
j. 950W/12V Power Supply: Corsair CMPSU-950TX (or equivalent)
k. 80mm Cooling Fans (2 Ea.): Arctic Cooling F8 Pro 80mm PWM (or equivalent)
l. 120mm Cooling Fan: Arctic Cooling F12 PWM 120mm PWM (or equivalent)
m. Windows 7 Professional Operating System
n. Three 24” Monitors, one centered in front of student and the two others on either side placed a 45 degree angle oblique.

No other ancillary devices will be used to deliver IVSE courseware.

[bookmark: _Toc319424637]Courseware Design Standard Requirements
Courseware development shall incorporate standard design architecture in the following areas in order to ensure consistency within and between LCS courseware development contracts.

[bookmark: _Toc319424638]Modularized 3-D Ship Models
The contractor shall be responsible for rendering each space (as defined by the usual space numbering scheme used on U.S. Navy ships) of the ship that requires training as derived from FEA data provided with each Delivery Order.  It is expected that each space will be designed and developed to have the ability to be rendered/loaded separately without the need to load the entire ship model for each lesson.  Some lesson content will require the trainee to navigate from one space to another in order to support a lesson in the virtual ship environment.  The location fidelity for all installed equipment shall be within 1 inch of the actual location based on ship CAD drawings.  The visual fidelity of these initial space renderings shall only be to the degree that the typical space/environment would be viewed and recognized by individuals onboard for the first time consistent with the requirements of each Delivery Order.

FEA data will identify which equipment shall interact with user input via Terminal Objectives. The level of IVSE IMI for each lesson shall define the required equipment functionality.  3D models associated with equipment shall be designed and built with a level of fidelity and interactivity appropriate to complete the necessary user tasks associated with the lesson content for that ship space.  It is expected that there will be equipment within a ship space that will not require interactivity.  These items will be designed and built simply to characterize and identify the ship space.  For example, if a fuse panel is typically closed, the inside of the fuse panel will not be modeled and it will fall to the contractor to create any additional fidelity when an interaction of the inside of the fuse panel is needed to support a later lesson of development.

The cost of rendering 3-D ship spaces shall be included in the cost of courseware development.

[bookmark: _Toc319424639]Avatars
Extensive use of avatars is expected throughout this development effort as follows:

a. One male and one female avatar will be included with the CryENGINE 3 Software Developer Kit license.  These models will include interchangeable heads and hands, and a body in a Navy Working Uniform to include:

1) Full facial setup
2) 90 morph targets
3) Fully rigged 
4) Custom shader setup
5) Photorealistic texturing
6) Level of Details (LOD)

b. It is possible that there will be motions required of the avatar that are not readily available as a standard CryENGINE 3 provided motion or cannot be accomplished using CryENGINE’s animation toolset.  Motion capture or key frame animation techniques may be needed to create any newly required motions where such animation is needed to complete the learning goal.
c. The contractor shall provide a consistent character voice for each of the unique non-playable avatars within the courseware.  The voice actor or synthetic speech generator used to create these voices must be available for the duration of the program including life cycle support.
d. There shall be realistic communication between avatars (synthetic and live).  This communication includes both verbal and non-verbal communication (including all the human realistic gestures, eye gaze, and facial expressions that make communications/conversations seem genuine and immersive to the user).

[bookmark: _Toc319424640]Learning Management System (LMS) Applet
The contractor shall provide a Learning Management System (LMS) Applet. This applet shall handle all communication between the LMS and the other applications (Instructor Operator Station (IOS), Student Interface (SI), and the CryEngine 3 scenario content).  The specific data that will be communicated via this applet (scenario ID, student progress, total training time, objectives assigned, objectives completed, start time, end time, etc) will be established at the Style Guide Conference.

[bookmark: _Toc319424641]Instructor Operator Station
The contractor shall develop an Instructor-Operator Station (IOS), or Graphic User Interface (GUI), to provide an interface for the instructor to launch and control scenario content while the students are engaged in team-based learning or synchronous instruction delivery.  The IOS/GUI shall be in a format established at the Style Guide Conference and shall include, but not limited to, the following:

a. Log-in functionality directly linking to LMS via the LMS Applet.
b. Access student records, performance metrics, and progress through lessons via the LMS applet.
c. Role-play as an avatar in scenario content.  Their interaction in this state would resemble the same controls as a student, but the IOS/GUI would be accessible for overall scenario command and control.
d. Instructors shall have the option to remove / turn off embedded questions/progress checks built into the courseware.
e. Instructors shall have a tailorable outline of the instructional content with associated verbiage to use as an electronic Lesson Plan that mirrors the AIM II produced Lesson Plan.
f. Ability to play and stop scenario content to conduct just in time training when needed.  Instructors will be able to reset and recommence scenarios when it is deemed appropriate, in order to reinforce training principles and assure training scenario continuity.  Real-time ability to start, stop, pause, fast forward, slow down, or restart scenarios as needed to provide training.
g. Ability to select pre-defined time marks in scenarios and jump to or from those scenario time marks on demand.
h. Ability to take notes on student performance.  These notes will be saved for After Action Review/Debrief.
i. Ability to mark a specific time and/or event in a log for After Action Review/Debrief purposes.  The instructor would be able to jump to or fast forward to these logged times during After Action Review.
j. Change initial scenario conditions within a pre-defined limited set of variables.  Example: Change various ques.
k. Instructors shall have the ability to turn content text off if desired.  This is to facilitate the use of the content graphics in support of classroom / group instruction.
l. View on-going scenario content from pre-defined camera viewpoints without role-playing as an avatar.
m. Save a scenario file and load that saved scenario file for After Action Review (AAR)/Debrief opportunities.  AAR/Debrief shall include access to multiple camera viewpoints during playback, time controls (play, stop, fast forward, pause, rewind, restart), and ability to jump to particular time marks or key scenario events on demand.

[bookmark: _Toc319424642]Student Interface (SI)
The contractor shall develop a Student Interface which shall allow the student to launch content/scenarios, select avatars, access reference materials, and determine progress.  The Student Interface shall be in a format established at the Style Guide Conference and shall include, but limited to, the following:

a. Log-in functionality directly linking to LMS via LMS Applet.
b. Access student records, performance metrics, and progress through lessons via the LMS Applet.
c. Customize and save their avatar for use within scenario content.
d. Launch and run scenario content via the LMS Applet.  Track and report student progress (start time, percentage complete, end time, final evaluation score, etc) to the LMS utilizing the LMS Applet. The specific user state information that will be transferred to and from the LMS shall be established at the Style Guide Conference.
e. An outline of Terminal Objectives (TOs) and Enabling Objectives (EOs) and content provided to supplement the AIM II Trainee Guide.
f. Load a saved scenario file and show that file for After Action Review/Debrief opportunities to includes access to multiple camera viewpoints during playback, time controls (fast forward, pause, rewind, restart), and ability to jump to particular time marks on demand.

[bookmark: _Toc319424643]Heads Up Display (HUD)/User Interface (UI)
The contractor shall develop a Heads-up Display (HUD) or User Interface (UI) which will be viewable while inside the CryEngine runtime environment.  The HUD shall be in a format established at the Style Guide Conference and shall include, but not limited to, the following:

a. A mini-map
b. A tool inventory
c. Training objective list
d. Learner progress tracking

[bookmark: _Toc319424644]Immersive Courseware Requirements
The courseware shall support the practice and demonstration of all tasks required for qualification and pre-certification as reflected in Government furnished Technical Data and Front-End Analysis data.  LCS training lessons shall be integrated within an immersive virtual ship environment representation.  Students shall be immersed in this virtual three-dimensional representation of the LCS using a three monitor display.  The courseware shall be capable of allowing students to interact with visuals to practice job tasks and steps of procedures while providing feedback and remediation as needed.  The courseware shall display animations and simulations where required by the approved instructional strategy.  The courseware shall provide students with the instruction needed to learn required facts, rules, concepts, and procedures as well as the opportunity to practice analysis, problem-solving and decision-making within job-based scenarios.  Courseware visuals and associated models, graphics, and videos shall be high resolution, immersive, and realistic, using state of the art gaming technology, that stimulates the peripheral sense and “look-around” capability without the use of virtual reality headsets.  This immersive environment shall include sound experienced in the shipboard environment to include ambient noise; normal, abnormal and transient sounds representative of the conditions within a space; interior and exterior communications systems; when it enhances the training effectiveness.

[bookmark: _Toc319424645]Courseware Point of View Requirements
The courseware shall provide the student with the ability to view the courseware from either a first person or third person point of view.

[bookmark: _Toc319424646]Individual Training Requirements
For individual training, the student shall reside in an instance of the self-paced IVSE IMI.  The visual environment of the self-paced IVSE IMI shall appear the same as when the content was launched. The self-paced IVSE IMI shall not be influenced and shall not affect any other instances in the immersive virtual ship environments.

Example:  The student is told to replace the first stage cylinder on a Medium Pressure Air Compressor (MPAC) by an Avatar. During execution of this task, the MPAC is disassembled making the MPAC unavailable for use. These actions are accomplished without the MPAC appearing as unavailable to any other student.

[bookmark: _Toc319424647]Team Training Requirements
For team training consisting of two or more individuals, the students shall be represented by avatars as well as the mentors(s).  This team shall reside in the same instance in the controlled exercise.  The team and mentors can be synthetic (non-player character) members that may interject faults (errors of omission or commission) where student avatars can determine and compensate for incorrect response of other team members.  The team members shall communicate with one another as they would in an actual team event.  The visual environment shall appear the same as when the content was launched.  The designated team of students shall have cause-and-effect consequences with each other inside of the controlled exercise in the virtual immersive ship environment.  The actions taken by this designated team shall not affect any other immersive virtual ship environments or students.  A team of avatars shall communicate with one another as they would in a normal ship environment which shall include the following:

a. Inform/acknowledge - Make others aware of status, environment.  Acknowledge receipt of information.
b. Coordinate - Team members work on separate tasks but the tasks have a high degree of interdependence and there is a high degree of shared knowledge.
c. Cooperate- Team members work on shared tasks with significant consultation.

[bookmark: _Toc319424648]Asynchronous (Self-Paced IVSE IMI) Mode Requirements
In the asynchronous (Self-paced IVSE IMI) mode, the team shall consist of one active role playing student with the remainder of the team, including the mentor, made up of synthetic role playing characters. 

The speed of the progress shall be regulated by the student.  As students require a new assignment, it is anticipated that the assignments will be levied from the Learning Management System (LMS).  The following sequence of events would take place.

a. The student shall be placed at an initial starting point onboard the immersive virtual ship environment based on a typical mustering spot for their department, or a typical starting spot for the role they will be fulfilling in the lesson.
b. The lessons shall be assigned to the student via a Lesson Assignment Avatar.  The student shall then navigate through the immersive virtual ship environment to a specified location within the ship.  Initially, the Mentor Avatar may have to show them how to get to the proper location.  This action could be subject to assessment and progress reporting to the LMS.  If warranted, a load screen could be used to transport the student from one area of the ship to another.

1) For performance tasks, the location(s) shall be determined by where the performance is normally performed.
2) For knowledge lessons, the location(s) of the lesson shall be determined by the system, equipment, or situational requirement only when location enhances learning.

c. After arrival at the designated location within the immersive virtual ship environment, the object(s) the student will be interacting with for the lesson shall be indicated in some fashion (e.g., shine, glow, shimmer, User Indicator or HUD indicator).  Following appropriate on-screen direction, the student would select the object to launch the training.  Requirements for this functionality will be established at Style Guide Conference.

[bookmark: _Toc319424649]Synchronous (Group-Paced Instructor Led Training) Mode Requirements
In the synchronous (Group-Paced Instructor Led Training) mode, some or all of the avatars can be controlled by the students.  This mode shall be used as necessary to supplement, reinforce, or replace the normal delivery of the self-paced IVSE IMI.  The group-paced instructor led training is intended for use by:

a. Instructors leading synchronous (group paced) lessons.
b. Instructors providing one-on-one training to a specific student

Group-paced instructor led training shall make use of the same courseware content as the self-paced IVSE IMI, but the methods of control and presentation shall differ.  Whereas the self-paced IVSE IMI may present course content in a preprogrammed sequence, the group-paced instructor led training shall not be so restricted.  Instructors will be given the ability to jump backward and forward to pre-defined time marks within the selected lesson's content via options on the Instructor Operator Station (IOS).  Courseware lesson content shall be configured and designed so that pre-defined scenario time marks can be selected and loaded on demand to meet this requirement.  Practice and feedback sessions, as well as the individual and team assessments from the self-paced IVSE IMI can be used in the group-paced instructor led training.  Additionally:

a. Instructors shall have the ability to turn content text off if desired.  This is to facilitate the use of the content graphics in support of classroom / group instruction.
b. Instructors shall have the option to remove / turn off embedded questions/progress checks built into the courseware.
c. Instructor shall have the ability to move from point to point within the lesson area as needed for discussion purposes.
d. Instructors shall have a tailorable outline of the instructional content with associated verbiage to supplement the AIM II generated Lesson Plan.
e. Students shall have an outline of Terminal Objectives (TOs) and Enabling Objectives (EOs) and content provided to supplement the AIM II generated Trainee Guide.

[bookmark: _Toc319424650][bookmark: _Ref180830606][bookmark: _Toc278185880]Dynamic Visuals Reuse Requirements
The contractor shall develop and reuse, to the maximum extent possible, dynamic visuals created for this effort to emulate job processes and procedures performed onboard LCS.  Additionally, the contractor shall repurpose and reuse visuals and software processes (i.e. physics based model of the engineering plant) that may be suitable for this development.  
[bookmark: _Ref284509374][bookmark: _Ref284512193][bookmark: _Toc308583538]
[bookmark: _Toc308583565][bookmark: _Toc309209855][bookmark: _Toc319424651][bookmark: _Toc297727538][bookmark: _Toc308583550][bookmark: _Toc309209833][bookmark: _Toc252287678][bookmark: _Toc268103071][bookmark: _Toc278185900]ISD Product Requirements
[bookmark: _Toc305741435]ISD products will result from the design, development, and implementation of the LCS curriculum.  For IVSE IMI courseware and ILT products, each lesson shall include Lesson Specification Reports, Logic Flow Diagrams, Script Storyboard, Initial On-screen review, Final On-screen review, Lesson Plans, Trainee Guides, and the Test Package.

[bookmark: _Toc308583566][bookmark: _Toc309209856][bookmark: _Toc319424652]ISD Standards
Standards for design, development, production, and delivery, as listed below, shall be used when developing LCS training products.  The standards describe not only the structure, architecture, and output format of the learning content, the standards and conventions for the content, but also the training system standard for implementing, testing, managing, reporting, tracking, and scheduling requirements.  Data collection and reporting training related data, via a learning management system, shall also be required.

a. All 2D and 3D assets developed for this courseware shall be compatible for use or convertible to a format compatible within CryENGINE 3 version 3.3.7, or newer version upon Government approval.
b. ILT support products - All ISD ILT support products (Lesson Plans/Trainee Guides, test package, media package, etc.) shall be developed so as to meet standards guidelines established in MIIL-HDBK-29612 series, consistent with the guidance provided in NAVEDTRA 130 Task Based Curriculum Development Manual.
c. Contract Style Guide – The contractor shall use the contract style guide for the creation of all courseware content.

[bookmark: _Toc319424653]SCORM Compliance
[bookmark: _Toc319276700][bookmark: _Toc319302620][bookmark: _Toc319424654]Courseware shall be compatible with SCORM 2004 4th edition (or most current version) requirements as follows:
a. The contractor shall create a Learning Management System (LMS) applet compatible with the ATLAS PRO LMS.  This applet shall include an Application Programming Interface (API) that shall serve as the SCORM Run-time environment (RTE), and shall manage and transfer SCORM compliant tracking information to and from the lesson content, or Sharable Content Objects (SCOs), integrated within CryENGINE 3.
b. A SCO shall be no less than a full lesson for lessons of up to one hour.  For lessons greater than one hour, each hour of IVSE IMI content shall be its own SCO.
c. The LMS applet shall be responsible for launching each lesson inside the CryENGINE 3 and shall track the user’s state throughout all the lesson content. The required state information and data model that will be communicated between the lesson content and LMS (including but not limited to the learner ID, learner’s progress, tasks completed, total time, objectives, etc) will be established at the Style Guide Conference.
d. As all lesson content shall be developed, hosted, or launched within the CryENGINE 3, all associated SCORM Content Aggregation Model (CAM) requirements for sequencing and navigation shall be inherently handled within each SCO.
e. The contractor shall provide a manifest file for each SCO; however, the need for a Package Interchange File (PIF) will be waived by the Government. The delivery of a complete lesson integrated within CryENGINE 3 shall meet the SCORM Content Packaging requirement.
f. The Government will waive SCORM metadata tagging requirements for all 3D and virtual environment assets.

[bookmark: _Toc308583570][bookmark: _Toc309209860][bookmark: _Toc319424655]ISD Implementation of Training Systems
The contractor shall provide a combination of products and services to ensure LTF managers, administrators, schedulers, instructors, and contractor support personnel are able to use the LCS courseware system after final test and acceptance.  The contractor shall produce training products, deliver training, or produce/implement performance support tools related to implementation of LCS courseware to ensure support personnel can operate and maintain the courseware as designed in accordance with this SOW.  The contractor shall provide LTF Instructor Training to ensure a seamless transfer of courseware to the LTF.

[bookmark: _Toc308583571][bookmark: _Toc309209861][bookmark: _Toc319424656]Deliverable Requirements
The following deliverable requirements are considered essential to the design, development, and delivery of asynchronous, self-paced IVSE IMI, as well as the synchronous Group-paced Instructor Led training materials.

[bookmark: _Toc308583572][bookmark: _Toc309209862][bookmark: _Toc319424657]Instructional Media Design Package (IMDP)
The IMDP is comprised of several documents which will be defined in the DO specific CDRL to ensure alignment with and traceability to approved LOs.

a. [bookmark: _Toc308583575][bookmark: _Toc309209865][bookmark: _Toc319276705][bookmark: _Toc319302625][bookmark: _Toc319424658]Logic Flow Diagrams:
The contractor shall develop and provide Logic Flow Diagrams for all LCS courseware IAW the CDRL.  The essential content provided by the Logic Flow Diagram shall be incorporated into the Content Instructional Design Strategy (Lesson Specification).
b. [bookmark: _Toc308583576][bookmark: _Toc309209866][bookmark: _Toc319276706][bookmark: _Toc319302626][bookmark: _Toc319424659]Lesson Specification Report (LSR)
The contractor shall develop and provide LSRs for all LCS courseware IAW the CDRL.

[bookmark: _Toc308583581][bookmark: _Toc309209871][bookmark: _Toc319424660]Instructional Media Package
The Instructional Media Package is comprised of several documents that are described in the following paragraphs and defined by the specific CDRL as noted.

a. [bookmark: _Toc308583583][bookmark: _Toc309209873][bookmark: _Toc319276708][bookmark: _Toc319302628][bookmark: _Toc319424661]Script/Storyboards
The contractor shall develop and deliver electronic script and storyboards IAW the CDRL that lay out, in narrative form, the detailed instructional content and flow of the lesson.  In addition to the narrative, the scripts/storyboards shall include, but not be limited to, a basic scene description and layout, branching layout/flowchart, description of what will be displayed on each of the three monitors being used by the student, user inputs and navigational controls descriptions and how they affect the scenario content, descriptions of all active and inactive avatars in the scene, dialogue contained within the lesson, HUD/UI content needed for the lesson.
b. [bookmark: _Toc308583584][bookmark: _Toc309209874][bookmark: _Toc319276709][bookmark: _Toc319302629][bookmark: _Toc319424662]On-Screen Lessons
The contractor shall produce On-Screen lessons IAW the CDRL.

[bookmark: _Toc308583585][bookmark: _Toc309209875][bookmark: _Toc319424663]Learner Assessment Package (LAP)
Learner Assessment Packages are products required to systematically evaluate a learner's skill or knowledge level.  Based on the Terminal Objectives and Enabling Objectives, the contractor shall create learner assessments (knowledge and virtual performance) in the form of, but not limited to, the following: embedded questions, progress checks, end-of-lesson tests, end-of-unit tests, end-of-course tests, final pre-qualification tests, and pre-certification tests.

The LAP solution chosen by the contractor shall be capable of creating assessments using audio, video, graphics, animations and simulations.  The LAP solution shall also be capable of presenting multiple choice, matching, completion, and true/false, as well as scenario and simulation styles of test questions.

The contractor shall provide online review and comment capability for the LAP providing the Government the ability to complete the verification process.  The Learner Assessment Package shall be submitted IAW the CDRL.

a. [bookmark: _Toc308583577][bookmark: _Toc309209867][bookmark: _Toc319276711][bookmark: _Toc319302631][bookmark: _Toc319424664][bookmark: _Toc308583586][bookmark: _Toc309209876]Pre-Tests and Post-Tests
Each lesson TO shall have its own pre-test.  The pre-test shall be administered at the beginning of a major course of instruction to determine an individual student’s tailored training track.  Each pre-test shall be constructed from questions and virtual performances selected to support of each associated task level EO.  Each learner shall be assessed with a pre-test to determine their level of knowledge and ability to perform virtual tasks.  If the learner meets the lesson performance standard, he/she will “pass” the associated EOs.  Remaining lessons within a module that have not been satisfactorily completed will be assigned to the student as a learning event.  In some cases an EO cannot be considered passed if prerequisite TOs / EOs have not been satisfactorily accomplished.

The contractor shall propose optimal types and numbers of assessment questions in the lesson specification to create a sufficiently robust knowledge test bank.  The test bank shall assess all major discussion points contained within a lesson objective and allow for the student to re-test two times.  The contractor shall be responsible for providing the program software that pulls the test items from the test bank to create the knowledge assessment portions of the pre-tests and post-tests.
b. [bookmark: _Toc308583578][bookmark: _Toc309209868][bookmark: _Toc319276712][bookmark: _Toc319302632][bookmark: _Toc319424665]Embedded Questions
The contractor shall incorporate embedded test questions and virtual performances for progress checks within each SCO IAW the CDRL.  Instructional feedback appropriate for the learner’s responses to the embedded questions will be presented.  If the response to the embedded question(s) is not correct, one layer of remedial instruction, differing from the initial presentation (where appropriate) and tailored to the specific response, shall be provided, at which time the learner is again presented the embedded question(s) or virtual performance(s) before proceeding.  If the student is still unable to proceed, human instructor intervention will be needed.
c. [bookmark: _Toc308583579][bookmark: _Toc309209869][bookmark: _Toc319276713][bookmark: _Toc319302633][bookmark: _Toc319424666]Case Application/Scenarios
The contractor shall develop scenario-based testing to represent shipboard evolutions.  It is expected that each end-of-unit, end-of-course, final pre-qualification, and pre-certification test shall have a scenario-based virtual performance test associated with it.

[bookmark: _Toc319424667]Lesson Plans (LPs)
The contractor shall develop and deliver LPs consistent with guidance provided in Naval Education and Training (NAVEDTRA) Manual 130 IAW the CDRL.  Each LP shall provide an outline of instructional materials to be taught in a logical and efficient manner to include a basic description of supporting graphic content, required instructor activities, and navigational detail for use of the IVSE IMI products intended to be used with the lesson. 

The contractor shall provide online review and comment capability for the LPs providing the Government the ability to complete the verification process.  LPs shall be developed and implemented using the AIM II system.

[bookmark: _Toc308583587][bookmark: _Toc309209877][bookmark: _Toc319424668][bookmark: _Toc137892217][bookmark: _Toc141589983][bookmark: _Toc178669128]Trainee Guides (TGs)
The contractor shall develop and deliver TGs consistent with guidance provided in NAVEDTRA 130 IAW the CDRL.  Each TG shall include all required instruction sheets necessary to support lesson training objectives.  Such instruction sheets may include, but not be limited to:

a. [bookmark: _Toc308583588][bookmark: _Toc309209878]Outline Sheets
b. [bookmark: _Toc308583589][bookmark: _Toc309209879]Assignment Sheets
c. [bookmark: _Toc308583590][bookmark: _Toc309209880]Information Sheets
d. [bookmark: _Toc308583591][bookmark: _Toc309209881]Problem Sheets
e. [bookmark: _Toc308583592][bookmark: _Toc309209882]Job Sheets
f. [bookmark: _Toc308583593][bookmark: _Toc309209883]Diagram Sheets

The contractor shall provide online review and comment capability for the TGs providing the Government the ability to complete the verification process.  TGs shall be developed and implemented using the AIM II system.
[bookmark: _Toc308583582][bookmark: _Toc309209872]
[bookmark: _Toc319424669]Overview and Guidance
Upon the acceptance of the LSR/Script Storyboards, the contractor shall move to development.  The contractor shall initiate online lesson reviews incrementally per the IMS and pertinent CDRLs.  The contractor shall notify the Government by e-mail when a particular lesson is ready for review.  The SMEs and other Government reviewers will sign on, review, provide comments, and/or approve the storyboard of the lesson.

During the online reviews, or in the case of classified material reviews performed at the contractor facility, the courseware will be reviewed for the accurate scope and sequence of content, instructional integrity, and correct operation (i.e., branching, navigation buttons, student interactivity) and technical accuracy.  During the conduct of the lesson reviews, the contractor shall make available all Government-accepted design information through the LCS On-line Management System.  The contractor shall ensure that there are no known coding errors or abnormal conditions of any kind, including warnings, in either the source or resultant executable code or the authored courseware prior to initiation of each review.  The contractor shall store all comments in the development site database.

The contractor shall correct all deficiencies documented in the lesson review comments and approved by the TPOC.  Once the deficiencies are corrected, the contractor shall notify the TPOC.  The TPOC will coordinate a compliance review and provide the results to the contractor via email.

[bookmark: _Toc308583594][bookmark: _Toc309209884][bookmark: _Toc319424670]Government Acceptance Testing
The Government will verify the contractor’s final delivery utilizing a tailored GAT checklist derived from the Sponsor GCAT Content-Testing Checklist and the Navy eLearning SCORM Pre-GCAT Content Testing Checklist with the following items waived or modified.

[bookmark: _Toc319424671]Sponsor GCAT Content-Testing Checklist
a. Acceptable Load Time - shall be no more than 2 minutes
b. Environmental Interoperability – waived
c. 508 Accessibility – waived

[bookmark: _Toc319424672]Navy eLearning SCORM Pre-GCAT Content Testing Checklist
a. CFS Content Submission Form – waived
b. Metadata – waived
c. ADL Test Suite – waived
d. Section 508 Accessibility Test Logs – waived

[bookmark: _Toc319424673]Additional Test Items
Additional test items to address conformance with the Style Guide, CryENGINE compatibility, and AtlasPro compatibility will be added to the tailored checklists.  The contractor’s testing shall verify content (CryENGINE 3 content, plug-ins, 3rd party applications, etc.) including the enterprise LMS (AtlasPro) before final delivery and Government acceptance testing.

[bookmark: _Toc308583597][bookmark: _Toc309209887][bookmark: _Toc319424674]Instructional Media Files Compilation
Throughout the period of performance, the contractor shall produce and maintain the current version of all source and courseware files on their server.  The contractor shall maintain a back-up for all system and courseware files until final Government acceptance of the entire training system.  Once the entire LCS curriculum is approved for deployment, the contractor shall compile three copies of the instructional media files onto separate contractor procured external hard-drives for delivery to, and continued use by the Government.  The files shall consist of the approved courseware as well as all source files including all logic source files, transportability and maintainability data, portability commands, courseware data files, instructional media generation programs and files, and developmental source materials.  Additional materials may be required and shall be negotiated at the DO level.

[bookmark: _Toc308583598][bookmark: _Toc309209888][bookmark: _Toc319424675]Training System Support Document (TSSD) Development
The contractor shall develop a two part TSSD, titled LCS Operator, Administrator and Facilitator Handbook IAW the CDRL.  Part One will support administrators and describe the training system operation data. This documentation shall provide adequate explanations of the development software used and system performance characteristics and verification for the purpose of lifecycle management.  Part Two will support operator and facilitators in supporting learning and learning activities for those Instructors who need additional help.  The operator and facilitator section will support and guide the facilitator with not only content but also use of simulation strategies designed into LCS lessons.

[bookmark: _Toc149102573][bookmark: _Ref166396817][bookmark: _Toc308583599][bookmark: _Toc309209889][bookmark: _Toc319424676][bookmark: Levels_of_ICW]Levels of IMI in the Immersive Virtual Ship Environment
[bookmark: Levels_of_Interactivity][bookmark: Sustainment_Method_3]Individual and team related training lessons are based on the following IVSE IMI Levels:

[bookmark: _Toc319424677]Level 1 - Low Grade

[bookmark: _Toc319424678]Level 1 Characteristics:
Level one is the lowest (baseline) category of IVSE IMI development in the immersive virtual ship environment.  It is characterized by:

a. A linear format (one idea after another).
b. Little or no user control over the sequence of the lesson material.  User input and interactivity will be provided using user interfaces (UI) and/or heads up displays (HUD) developed for use within the CryENGINE 3 virtual environment.  No feedback is provided to the students based on their performance.
c. If the student avatar gets too far from the mentor avatar, the mentor avatar waits for the student to return to the acceptable vicinity of the mentor.
d. Simple graphics and/or clip art, video and audio clips which are included when warranted.
e. Avatar motion that is limited to walking, talking, pointing to, or interacting with (where supported by Inverse Kinematics) various pieces of equipment or items of interest within the ship environment.
f. Inclusion of user interfaces (UI) and heads-up displays (HUD).

[bookmark: _Toc319424679]Level 1 Uses in Support of the Immersive Virtual Ship Environment:
a. Level 1 IVSE IMI is primarily used for introducing ideas or concepts or immersing the student in the immersive virtual ship environment using mentor and student avatars (where equipment and spaces are located).  Generally, Level 1 IVSE IMI will be used for:

1) A basic “user’s guide” tutorial to acquaint the students with how to access and use the courseware.
2) Walk-throughs of the ship(s) where the mentor avatar points out various systems or spaces as he/she walks to various critical areas.  The purpose, description and location of systems and subsystems are an example of some of the information that may be conveyed by the mentor avatar.  The student avatar(s) walks alongside the mentor avatar and may request that the mentor avatar repeat his last thought.
3) Non-situated declarative knowledge.

b.  If the student avatar gets too far from the mentor avatar, the mentor avatar waits for the student to return to an acceptable vicinity of the mentor. 
c. Demonstration of a procedure and explanation of the associated operations.

[bookmark: _Toc319424680]Level 1 Amount:
It is anticipated that Level 1 training will constitute less than 10 percent of the total training produced.

[bookmark: _Toc319424681]Level 2 - Medium Grade

[bookmark: _Toc319424682]Level 2 Characteristics
Level 2 IVSE IMI is characterized by:
a. Simple branching (1 to 2 levels) where branching is the number of available computer responses to a learner input at designated points, testing, and immediate feedback.
b. Student ability to practice tasks and receive limited feedback.
c. User control over lesson presentation.  The student may watch the mentor avatar demonstrate a procedural task and then the student, via the student’s avatar, can practice that task with limited feedback and corrections from the mentor avatar.
d. Inclusion of audio, video, text, graphics and animation, as warranted.
e. Customized avatar motions/animations as warranted.
f. 3-D model creation as warranted.
g. Realistic communication between avatars.  This communication includes both verbal and non-verbal communication (including all the human realistic gestures, eye gaze, and facial expressions that make communications/conversations seem genuine and immersive to the user).
h. Demonstration of a procedure (individual or team) and explanation of the associated operations.
i. If the student avatar gets too far from the Mentor Avatar, the Mentor Avatar waits for the student to return to near his near vicinity.
j. Mentor avatars are synthetic.
k. Inclusion of user interfaces (UI) and heads-up displays (HUD).

[bookmark: _Toc319424683]Level 2 Uses in Support of the Immersive Virtual Ship Environment:
Level 2 IVSE IMI is used to provide forms of instruction including demonstration (e.g., demonstrating the ability to recognize the normal, abnormal, and emergency condition cues associated with the performance of an operational procedure), practice (e.g. performing step by step actions in proper sequence), and feedback (e.g. task performance sequence errors).  Level 2 training is expected to focus on individual or team training requirements.  A team of avatars may communicate with one another in the following ways:

a. Inform/acknowledge - Make others aware of status, environment.  Acknowledge receipt of information.
b. Coordinate - Team members work on separate tasks but the tasks have a high degree of interdependence and there is a high degree of shared knowledge
c. Cooperate - Team members work on shared tasks with significant consultation.  
d. The team may consist of two or more avatars.  All but one of the avatars can be synthetic who always perform their job / task correctly.
e. Provides for preventive and corrective maintenance demonstration training on critical machinery and electronics equipment to include internal / external visualization, troubleshooting of replaceable components, and component replacement.

Level 2 IVSE IMI supports instructional strategies such as Tutorials, Drill/Practice, Collaborative Learning, and limited Discovery Method.

[bookmark: _Toc319424684]Level 2 Amount:
It is anticipated that Level 2 training will constitute approximately 30-50 percent of the total training produced.

[bookmark: _Toc319424685]Level 3 - High Grade

[bookmark: _Toc319424686]Level 3 Characteristics
Level 3 IVSE IMI development involves real-time interaction with virtual avatars and the ship’s systems.  Skills mastered through Level 3 IVSE IMI may be complex (branching sequences of actions, more than one correct solution, require students to utilize complex mental models) or performed within ill-structured situations (e.g. dynamic with changing goals and constraints, novel cues).  For complex tasks, Level 3 IVSE IMI should maximize transfer to novel situations, provide a means to control the situations presented to the students in order to train to learning objectives, and provide feedback designed to build mental models of individual, team, and system performance.  The team may consist of two or more avatars.  All but one of the avatars can be synthetic avatars that normally perform their job/task correctly with the exception of a select controlled set of imposed faults/errors.

Level 3 includes:

a. Interactive animations and simulations as an integral part of the presentation.
b. Multiple branching (3 to 4 levels).
c. Customized avatar motions/animations as warranted.
d. Inclusion of audio, video, text, graphics and animation, as warranted.
e. 3-D model creation as warranted.
f. Realistic communication between avatars.  This communication includes both verbal and non-verbal communication (including all the human realistic gestures, eye gaze, and facial expressions that make communications/conversations seem genuine and immersive to the user).
g. Demonstration of progressively complex scenarios (individual or team) and explanation of significant cues or inputs to the decision making process.
h. Scenarios structured to be in a controlled and constrained environment, meaning that the student’s actions should not affect other students or systems of the ship outside of their current learning objectives.  The evaluation of their performance should be based on this controlled environment.
i. Ability to record and save training sessions and scenarios for debrief and playback.
j. Ability to play and stop scenario content to conduct just in time training when needed.  Instructors will be able to reset and recommence scenarios when it is deemed appropriate, in order to reinforce training principles and assure training scenario continuity (e.g., start, stop, pause, fast forward, slow down, or restart scenarios as needed to provide training).
k. If the student avatar gets too far from the Mentor Avatar, the Mentor Avatar waits for the student to return to near his near vicinity.
l. User interfaces (UI) and heads-up displays (HUD)

[bookmark: _Toc319424687]Level 3 Uses in Support of the Immersive Virtual Ship Environment
As implemented in this effort, Level 3 IVSE IMI:
a. Controls, screens, and similar technical representation will be fully functional to the extent necessary to accomplish the training.
b. The student will have the ability to alter settings and controls.  Selection of controls at incorrect times (out of sequence) will be permitted and effects may or may not be made immediately apparent to student.
c. Some limited self learning may be permitted prior to the lesson directing the student back to the correct path before negative training occurs.
d. Provides for preventive and corrective maintenance practice training on critical machinery and electronics equipment to include external/internal visualization, troubleshooting of replaceable components, and component replacement.

[bookmark: _Toc319424688]Level 3 Amount:
It is anticipated that Level 3 training will constitute approximately 30-50 percent of the total training produced.

[bookmark: _Toc319424689]Level 4 - Real-Time Simulation

[bookmark: _Toc319424690]Level 4 Characteristics
Level 4 IVSE IMI development involves real-time simulation where a team masters a complex physical or mental skill evolution.  Extensive feedback is provided to the team during controlled exercises.  Facilitating/Mentor avatars are synthetic.

Level 4 IVSE IMI:
a. Most often uses combinations of scenarios, simulation, gaming, and drill-practice as the instructional strategy.
b. Can provide complicated team exercises with complex system functionality and algorithms or scripts.
c. Provides extensive branching (5 or more branch levels).
d. Provides levels of sophistication short of full replication of all system functionality.
e. Customized avatar motions/animations as warranted.
f. Inclusion of audio, video, text, graphics and animation, as warranted.
g. 3-D model creation as warranted.
h. Realistic communication between avatars.  This communication includes both verbal and non-verbal communication (including all the human realistic gestures, eye gaze, and facial expressions that make communications/conversations seem genuine and immersive to the user).
i. Ability to record and save training sessions and scenarios for debrief and playback.
j. Ability to play and stop scenario content to conduct just in time training when needed. Instructors will be able to reset and recommence scenarios when it is deemed appropriate, in order to reinforce training principles and assure training scenario continuity (e.g., start, stop, pause, fast forward, slow down, or restart scenarios as needed to provide training).
k. Includes user interfaces (UI) and heads-up displays (HUD).

[bookmark: _Toc319424691]Level 4 Uses in Support of the Immersive Virtual Ship Environment
Level 4 lessons will be primarily designed for teams participating together within the same training scenario, with a focus on team certification requirements.  

As implemented in this effort, Level 4 IVSE IMI:

a. Teams will consists of two or more avatars.
b. Synthetic avatars will perform their job/task correctly or intentionally impose faults or errors as part of a set of scenario events designed to provide opportunities to practice training objectives.  
c. Students will have the ability to alter settings and controls and other students within the scenario will be able to see the results of the change to the extent that such a change would normally be apparent.
d. Selection of controls at incorrect times (out of sequence) will be permitted and effects may or may not be made immediately apparent to the student.

[bookmark: _Toc319424692]Level 4 Amount:
It is anticipated that Level 4 training will constitute less than 10 percent of the total training produced.

[bookmark: _Toc308583562][bookmark: _Toc309209845][bookmark: _Toc319424693]CONFERENCES, MEETINGS, and REVIEWS
The contractor shall plan, host, attend, coordinate, support and conduct the meetings, formal reviews, conferences, and audits.  The reviews shall be conducted at Government and contractor facilities.  Reviews requiring demonstration and/or examination of equipment shall be conducted at the contractor's facility.  All such reviews shall be included in the program schedule and may be held concurrently with the Government’s approval.  The contractor shall prepare agendas and conference presentation materials, and provide minutes and reports following each review.  The Government reserves the right to cancel any review or require any review to be scheduled at critical points during the period of performance.  Action item documentation, assignment of responsibility for completion and due dates shall be determined prior to adjournment of all reviews.  A summary of all action items, responsible parties, and estimated completion dates shall be included with the minutes.

Travel required for courseware development as defined in this SOW shall be included in the cost of courseware development.

The Post Award and Style Guide Conferences will be required after contract award.  In-Progress Reviews will be required quarterly and will encompass each active Delivery Order under contract.  Applicable conferences, meetings, and reviews will be specified at the Delivery Order level.

[bookmark: _Toc308583563][bookmark: _Toc309209846][bookmark: _Toc319424694]Post Award Conference
The contractor shall participate in a Post Award Conference to be scheduled after contract award.  The Post Award Conference date shall be coordinated with the Government and will be one (1) to five (5) days in length.  The purposes of this conference will be to introduce contractor and Government personnel, discuss details and deliverables of the upcoming effort, and resolve any concerns that may arise between contractor and Government as a result of the discussion.

[bookmark: _Toc309209848][bookmark: _Toc319424695]Style Guide Conference
The Government shall schedule and conduct a Style Guide Conference.  The Government contemplates conducting one Style Guide Conference with all LCS courseware development contract awardees.  This conference is anticipated to last 2 weeks.  Contractor attendees at the Style Guide Conference should include, but not be limited to, the following lead technical representatives: Senior ISD, Senior Programmer, and Senior Graphic Artist.  Style Guide Conference participants will be tasked to establish consensus on standards and conventions to ensure consistency within and between three LCS courseware development contracts.

Design standards for the following areas will be established at the Style Guide Conference.  Each contractor shall present their proposed design solution IAW courseware design standard requirements as defined in paragraphs 3.1.2.1 through 3.1.2.6 of this SOW for the following:

a. [bookmark: _Toc319276743][bookmark: _Toc319302663][bookmark: _Toc319424696]Modularized 3-D Ship Models
b. [bookmark: _Toc319276744][bookmark: _Toc319302664][bookmark: _Toc319424697]Avatars
c. [bookmark: _Toc319276745][bookmark: _Toc319302665][bookmark: _Toc319424698]Learning Management System (LMS) Applet
d. [bookmark: _Toc319276746][bookmark: _Toc319302666][bookmark: _Toc319424699]Instructor Operator Station (IOS)
e. [bookmark: _Toc319276747][bookmark: _Toc319302667][bookmark: _Toc319424700]Student Interface (SI)
f. [bookmark: _Toc319276748][bookmark: _Toc319302668][bookmark: _Toc319424701]Heads Up Display (HUD)/User Interface (UI)

Each contractor shall prepare a Powerpoint brief outlining:

a. Proposed design plan for how the LMS, IOS, and SI will communicate with each other, to the CRYEngine, and to the local server where the courseware will be located.
b. Proposed Graphical User Interface layout for the LMS, IOS, SI, and HUD / UI.
c. Proposed identification of the student data that will be tracked.
d. Proposed construction and fidelity requirements for the Avatars and Modularized 3-D ship models.

[bookmark: _Toc309209850][bookmark: _Toc319424702]In-Progress Reviews (IPRs)
IPRs will be held quarterly or as needed, at a date and single location specified by the Government.  The Government reserves the right to cancel or reschedule any IPR.  The contractor’s progress, management, technical support, integrated logistics support, administrative, assurance of compliance with contract requirements, program status, funding, problem identification and resolutions shall be agenda items.  Scheduled versus actual performance shall be addressed.  The contractor shall prepare presentation materials providing an overview of all agenda items.  IPRs will not be used to review deliverables.  The duration of each IPR will be determined by the Government depending on the issues to be covered.  Only the PCO has the authority to modify the contract with any changes resulting from the IPR.

[bookmark: _Toc309209847][bookmark: _Toc319424703]Navy Analysis Results Conference
Contractor personnel shall participate in a Navy Analysis Results Conference that will be conducted following the award of each Delivery Order.  The length of this conference will be determined by the Government at the time of Delivery Order award.  The purpose of this conference is to confirm contractor understanding of the Government’s JDTA data, task attribute data, Terminal Objectives and any other FEA data that may be available with the Delivery Order.

[bookmark: _Toc309209849][bookmark: _Toc319424704]Learning Content Design/Production Decision Conference
Contractor personnel shall participate in a Learning Content Design/Production Decision Conference within thirty (30) days following the conclusion of the Navy Analysis Results Conference.  Attendees at the Learning Content Design/Production Decision Conference will comprise a working group tasked to finalize technical requirements, establish acceptable content instructional design strategies, discuss module/lesson content, and further establish plans documented in meeting minutes for development, production and implementation of the courseware through review of the contractor’s IMP, IMS and WBS.  When meeting minutes are accepted IAW the CDRL, this conference shall be considered fulfilled and courseware development is authorized to proceed.

[bookmark: _Toc309209851][bookmark: _Toc319424705]Content Review
Content reviews are required for each lesson throughout the development process.

a. Lesson Specification Report/Logic Flow Diagram review - Lesson Specification Report and Logic Flow Diagrams to be reviewed for each IVSE IMI Hour.  The LSR shall include Terminal and Enabling Objectives, a verbal outline of content, activities (performances), and evaluation elements.  A listing and description of 3D models that will need interactivity and a list of 3D models that will not require interactivity but are important for recognition of the space.  In addition to the LSR there will be a Logic Flow Diagram that pictorially represents the flow of the lesson from start to finish.
b. Script/Storyboard Review – After initial design for a lesson, the contractor shall upload the lesson to the management system for an online Script/Storyboard Review via the development website established by the contractor.  The purpose of the Script/Storyboard Review is to assess the lesson scope, content, design, sequence, and strategy.  The review team will evaluate the scenario layout, branching, user inputs and navigational control, dialogue, and HUD/UI content proposed for the lessons being reviewed.  As part of the team, SMEs will verify the completeness and accuracy of the content and ensure that the content supports the intent of the LOs.  At the conclusion of a Script/Storyboard Review, a design freeze will be agreed to and full development of the lesson will be authorized.  Script/Storyboard Review will be conducted as approved in the IMS.  Review of classified information will be performed at a contractor provided facility.
c. On-Screen Reviews – These reviews take place once a lesson is considered complete by the contractor.  The purpose of the On-Screen Review is to review all aspects of the completed lesson in detail to include the asynchronous lesson, and the synchronous version of the lesson including Lesson Plans and Trainee Guides.  These reviews shall take place online via the development website established by the contractor.  A minimum of two (2) On-Screen Reviews (initial and final) will be required.  On-Screen Reviews will be conducted as scheduled in the IMS.  Review of classified information will be performed at a contractor provided facility.

[bookmark: _Toc309209852][bookmark: _Toc319424706]Additional Meetings
Additional meetings may be requested by either the Government or contractor.  All meeting requests must be coordinated through and approved by the TPOC with concurrence from the PCO and Government PM.  The TPOC will coordinate with contractor Program Manager to organize, plan and schedule each meeting.  For these additional meetings, travel is to be avoided whenever possible with the use of Video Teleconferences (VTCs), internet meetings, or phone conferences strongly encouraged when appropriate.

[bookmark: _Toc319424707]SECURITY
Some parts of the IVSE IMI learning content effort and its resulting courseware will have a security classification of no higher than Secret.  The contractor shall adhere to all local security procedures required by the end-user, as well as when on Government property.  The contractor shall document and protect information not releasable to the general public IAW the contractor’s Operations Security (OPSEC) plan.

[bookmark: _Ref272917504][bookmark: _Toc274905725][bookmark: _Toc297727539][bookmark: _Toc308583551][bookmark: _Toc309209834][bookmark: _Toc319424708]Security - Classified Programs
The contractor shall safeguard classified information and meet the security requirements identified in DD Form 254.  The contractor shall enforce these safeguards throughout the life of the contract including the transport and delivery phases.

It is expected that approximately 25% of the courseware hours developed for LCS 2 will be classified.

[bookmark: _Ref172802308][bookmark: _Toc176685242][bookmark: _Toc274905726][bookmark: _Toc297727540][bookmark: _Toc308583552][bookmark: _Toc309209835][bookmark: _Toc319424709]Operations Security (OPSEC)
The contractor shall provide OPSEC protection for classified information and sensitive information.  Security policy, procedures, and requirements for classified information are provided in 5220.22M (National Industrial Security Program Operating Manual (NISPOM) Feb 2006).  The contractor shall enforce these safeguards throughout the life of the contract including the development, delivery, support phases, and the disposition/storage of classified and controlled unclassified information at contract completion.  The contractor shall prepare the OPSEC Plan IAW the CDRL.

[bookmark: _Toc274905727][bookmark: _Ref274907372][bookmark: _Toc297727541][bookmark: _Toc308583553][bookmark: _Toc309209836][bookmark: _Toc319424710]Personnel Security – Background Checks (Access to DOD Installations)
The Common Access Card (CAC) shall be the principal identity credential for supporting interoperable access to DOD installations, facilities, buildings, controlled spaces, and access to Government information systems.  A National Agency Check with Inquiries or equivalent national security clearance (e.g. National Agency Check with Local Agency Checks including Credit Check (NACLC)) will be required for permanent issuance of the credential.  The Government may issue the credential upon favorable return of the Federal Bureau of Investigations (FBI) fingerprint check, pending final favorable completion of the NACI or equivalent.  There shall be no additional NACI or equivalent submission for an individual holding a valid national security clearance.  Access to restricted areas, controlled unclassified information (sensitive information), or Government equipment by contractor personnel shall be limited to those individuals who have been determined trustworthy as a result of the favorable completion of a NACI (or equivalent) or who are under the escort of appropriately cleared personnel.  Where escorting such persons is not feasible, a NACI (or equivalent) shall be conducted and favorably reviewed by the appropriate DOD component, agency, or activity prior to permitting such access.  The contractor shall use the Standard Form 85P (Questionnaire for Public Trust Positions) in order to obtain the CAC and access to controlled unclassified information.  The contractor shall submit the Standard Form 85P to the NAWCTSD Security Manager for processing.

[bookmark: _Toc274905728][bookmark: _Toc297727542][bookmark: _Toc308583554][bookmark: _Toc309209837][bookmark: _Toc319424711]Government-Issued Personal Identification Credentials
The contractor and subcontractor(s) (when applicable) shall account for all forms of Government-provided identification credentials (CAC or Government-issued identification badges) issued to the contractor (or their employees in connection with performance) under the contract.  The contractor shall return such identification credentials to the issuing agency at the earliest of any of the circumstances listed below, unless otherwise determined by the Government.  The contracting officer may delay final payment under the contract, if the contractor or subcontractor fails to comply with these requirements.

a. When no longer needed for contract performance.
b. Upon completion of the contractor employee’s employment.
c. Upon contract completion or termination.

[bookmark: _Toc274905729][bookmark: _Toc297727543][bookmark: _Toc308583555][bookmark: _Toc309209838][bookmark: _Toc319424712]Personnel Security – Background Checks (Contractor Facilities)
Contractor personnel working in the contractor’s own facilities shall undergo the company internal vetting process prior to gaining access to Government controlled unclassified information.  To comply with immigration law, the contractor shall use the Employment Eligibility Verification Program (E-Verify) IAW 22CFR (Foreign Relations), Parts 120--130.  The contractor shall use the Standard Form 85P (Questionnaire for Public Trust Positions) in order to gain access to Government controlled unclassified information.  The contractor shall submit the Standard Form 85P to the NAWCTSD Security Manager for processing.  The contractor shall ensure that foreign persons, as defined under section 120.16 of the International Traffic and Arms Regulation (ITAR) are not given access to Government controlled unclassified information, sensitive information, defense articles, defense services, or technical data, as defined in the ITAR, Part 120.

[bookmark: _Ref274834311][bookmark: _Toc274905730][bookmark: _Toc297727544][bookmark: _Toc308583556][bookmark: _Toc309209839][bookmark: _Toc319424713]Information Assurance (IA) and Personnel Security Requirements for Accessing Government Information Technology (IT) Systems - Suitability/Positions of Public Trust
The contractor shall comply with the IA and personnel security requirements for accessing Government IT systems specified in the contract.  Contractors requiring access to Government IT systems will be subject to a background check.  The contractor shall review and become familiar with the suitability factors to use as an aid in their employee selection process.  The NAWCTSD Security Office will make final determinations of suitability for individual contractors and sub-contractors.

[bookmark: _Toc274905731][bookmark: _Toc297727545][bookmark: _Toc308583557][bookmark: _Toc309209840][bookmark: _Toc319424714]Unclassified Contractor–Owned Network Security
The contractor shall take means (defense-in-depth measures) necessary to protect the confidentiality, integrity, and availability of Government controlled unclassified information in the same manner as the contractor would protect its own company proprietary information.  The contractor shall manage and maintain contractor-owned unclassified IT network assets (including computer assets used for contractor Teleworkers) used to process Government controlled unclassified information (sensitive information) including Acquisition Sensitive information IAW commercial best practices, vendor-specific, or other nationally or internationally-recognized IT configuration and management standards (e.g., Center for Internet Security (CIS), Control Objectives for Information and related Technology (COBIT®), Common Criteria, National Information Assurance Program (NIAP), DOD, Defense Information Systems Agency (DISA), International Computer Security Association (ICSA), National Industrial Security Program (NISP), National Security Agency (NSA), System Administration, and Networking, and Security Institute (SANS).  The contractor shall prevent Government controlled unclassified information from being placed or stored on peer-to-peer applications or social media applications on contractor owned networks, including Teleworker computer assets.  The contractor shall manage and control networks (which contain Government controlled unclassified information) serving in a Continuity of Operations (COOP) capacity to meet the same personnel and security requirements identified in this SOW and the DD-Form-254.

[bookmark: _Toc297727546][bookmark: _Toc308583558][bookmark: _Toc309209841][bookmark: _Toc319424715]Content Integrity
[bookmark: Commercial_Item_]The contractor shall ensure that the delivered training software functions as designed in a properly IA hardened operating system environment and is free of elements that might be detrimental to the secure operation of the resource operating system, including those elements listed below.  All Information Assurance (IA) and IA-enabled products incorporated into DOD information systems shall be configured IAW DOD-approved security configuration guidelines.  Guidelines are available at http://iase.disa.mil and http://www.nsa.gov.  The contractor shall provide Vendor Integrity Statements for the training software.  The contractor shall prepare the Scientific and Technical Report (Vendor Integrity Statement) IAW the CDRL certifying that software delivered under the contract are free of the following:

a. Malicious code
b. Trojans, worms, logic bombs, and other computer viruses
c. Backdoors
d. Ad-ware, spy-ware, or web bugs that have the ability to track user behavior
e. Code that permits functions that are beyond the actual publicized intent of application capability 
f. Software that will not function properly with the operating system configured securely

[bookmark: _Hlt466366957][bookmark: _Toc273705841][bookmark: _Toc273708903][bookmark: _Toc278185911][bookmark: _Toc308583559][bookmark: _Toc309209842][bookmark: _Toc319424716]Information Security Requirements for Protection of Unclassified DOD Information on Non-DOD Systems
The contractor shall safeguard unclassified DOD information stored on non-DOD information systems to prevent the loss, misuse, and unauthorized access to or modification of this information.  The contractor shall:
a. Not process DOD information on public computers (e.g., those available for use by the general public in kiosks or hotel business centers) or computers that do not have access control.
b. Protect information by no less than one physical or electronic barrier (e.g., locked container or room, login and password) when not under direct individual control.
c. Sanitize media (e.g., overwrite) before external release or disposal.
d. Encrypt the information that has been identified as Controlled Unclassified Information (CUI) when it is stored on mobile computing devices such as laptops and personal digital assistants, or removable storage media such as thumb drives and compact disks, using the best available encryption technology.
e. Limit information transfer to subcontractors or teaming partners with a need to know and a commitment to at least the same level of protection.
f. Transmit e-mail, text messages, and similar communications using technology and processes that provide the best level of privacy available, given facilities, conditions, and environment.  Examples of recommended technologies or processes include closed networks, virtual private networks, public key-enabled encryption, and Transport Layer Security (TLS).
g. Encrypt organizational wireless connections and use encrypted wireless connection, where available, when traveling.  When encrypted wireless is not available, encrypt application files (e.g., spreadsheet and word processing files), using no less than application-provided password protection level encryption.
h. Transmit voice and fax transmissions only when there is a reasonable assurance that access is limited to authorized recipients.
i. Not post DOD information to Web site pages that are publicly available or have access limited only by domain or Internet protocol restriction.  Such information may be posted to Web site pages that control access by user identification or password, user certificates, or other technical means and provide protection via use of TLS or other equivalent technologies.  Access control may be provided by the intranet (vice the Web site itself or the application it hosts).
j. Provide protection against computer network intrusions and data exfiltration, including no less than the following:

1) Current and regularly updated malware protection services, e.g., anti-virus, anti-spyware
2) Monitoring and control of inbound and outbound network traffic as appropriate (e.g., at the external boundary, sub-networks, individual hosts) including blocking unauthorized ingress, egress, and exfiltration through technologies such as firewalls and router policies, intrusion prevention or detection services, and host-based security services
3) Prompt application of security-relevant software patches, service packs, and hot fixes

k. [bookmark: _Toc254168103][bookmark: _Toc278185912]Comply with other current Federal and DOD information protection and reporting requirements for specified categories of information (e.g., critical program information, Personally Identifiable Information (PII), export controlled information).

[bookmark: _Toc308583560][bookmark: _Toc309209843][bookmark: _Toc319424717]Security Requirements for Unclassified Programs
The security requirements specified herein shall apply to the contractor and subcontractors.  The contractor shall comply with applicable on-site security regulations related to facility access and building access.  The contractor shall safeguard Government controlled unclassified information (sensitive information) IAW the contractor’s established security plan (if the contractor already has an established security plan).  The contractor shall enforce these safeguards throughout the life of the contract including the transport and delivery phases and the disposition and storage of controlled unclassified information at contract completion.
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[bookmark: _Hlt14861378]Appendix A

Acronym List

[bookmark: _Toc423404598][bookmark: _Toc427646213][bookmark: _Toc442603829]Acronym	Definition	
ADL	Advanced Distributed Learning
AIM	Authoring Instructional Materials
CAC	Common Access Card
CAI	Computer-Assisted Instruction
CBT	Computer Based Training
CDRL	Contractor Data Requirements List
CPSMR	Contractor’s Progress, Status, and Management Report
DO	Delivery Order
DOD	Department of Defense
EO	Enabling Objective
GFI	Government Furnished Information
IAW	In Accordance With
ID/IQ	Indefinite Delivery/Indefinite Quantity
ILE	Integrated Learning Environment
ILT	Instructor Led Training
IMI	Interactive Multimedia Instruction
IMP	Integrated Management Plan
IMS	Integrated Master Schedule
IPR	In Progress Review
IPT	Integrated Project Team or Integrated Process Team
ISD	Instructional Systems Design
IVSE IMI	Immersive Virtual Ship Environment Interactive Multimedia Instruction
JDTA	Job, Duty, Task Analysis
LCS 1	LCS 1 FREEDOM Sea Frame Variant
LCS 2	LCS 2 INDEPENDENCE Sea Frame Variant
LMS	Learning Management System
LO	Learning Objective
LSR	Lesson Specification Report
LCS	Littoral Combat Ship
LTF	Littoral Combat Ship Training Facility
MPAC	Medium Pressure Air Compressor
NAWCTSD	Naval Air Warfare Center Training Systems Division
NACI	National Agency Check with Inquiries
OPSEC	Operations Security
PC SIM	Personal Computer Simulation
PCO	Procuring Contracting Officer
QTI	Question and Test Interoperability
SCO	Shareable Content Object
SCORM	Shareable Content Object Reference Model
SME	Subject Matter Expert
SOW	Statement of Work
TBT	Technology Based Training
TPOC	Technical Point-of-Contact
TO	Terminal Objective
TSSD	Training System Support Document
TLS	Transport Layer Security
WBS	Work Breakdown Structure


A - 1
A - 2
Appendix B

Notional Courseware Development Subject Matter Sequence

The list provided below provides a notional subject matter sequence against which courseware development is likely to proceed in the performance of this contract.  This information does not represent a Government guarantee that work will proceed in this sequence, but rather the best forecast currently available.

a. Shipboard Familiarization
b. Engineering Department Operations & Maintenance
c. Combat Systems Department Non-Tactical Operations & Maintenance
d. Operations Department Non-Tactical Operations & Maintenance
e. Tactical Operations
f. Navigation, Shiphandling, and Seamanship
B - 1
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