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Performance Based Statement of Work

For

In-Service Engineering Division (AIR 4.6.4)

Contractor Support Services Contract

1. SCOPE

This Statement of Work (SOW) establishes the requirements for Contractor Support Services (CSS) contract.  The contract requirement is for services to support the mission of the NAWCTSD In-Service Engineering Division.  The NAWCTSD ISEO provides lifecycle support to various aviation, surface, and undersea training systems and training programs.  The supported systems include: weapon systems, platforms, training environment, sensors, communications, and communications networks.  ISEO also supports platform-related training provided by the Naval Education and Training Command (NETC) and its subordinate commands.  Training program products and services include: training devices, maintenance training devices, operator training devices, computer-based training, life cycle support services, and database design.  The contractor shall support all of the In-Service Engineering Office (ISEO) functions: including configuration management, technical support, engineering change support, Integrated Project Team (IPT) support, Fleet Synthetic Training (FST) Support, and information assurance support of training devices. These services encompass a wide range of engineering and technical skills for training systems supported by the Naval Air Warfare Center, Training Systems Division (NAWCTSD) In-Service Engineering Division, Air-464 and the various ISEOs.  Requirements take place throughout the entire acquisition cycle from concept refinement through disposal.  Locations for support are at military facilities in CONUS and overseas.
2. APPLICABLE DOCUMENTS

This SOW conforms to policy in the documents listed below.  Nothing in this SOW supersedes applicable laws and regulations.

2.1 Government Documents


United States Code

	Title 5 of the U.S. Code, Section 552.a
	-
	Privacy Act of 1974 (Downloadable from http://uscode.house.gov/search/criteria.shtml



Department of Defense Security Documents

	DoD 5220.22 w/Change 2

DoD 8500.2
	-
	National Industrial Security Program Operating Manual (NISPOM) dated Feb 2001 (Downloadable from http://www.dss.mil/isec/nispom.pdf)

Department of Defense Instruction for Information Assurance  (IA) Implementation dated Feb 6, 2003

	DoDI 8510.01

DoD Directive 8570.1
	-
	DoD Information Technology Security Certification and Accreditation Process (DITSCAP) (Downloadable from http://iase.disa.mil/ditscap/
Information Assurance Workforce Improvement Program, Incorporating change 2 dated April 20, 2010



Office of the Intelligence Community Directives

	DCID 6/3
	-
	Protecting Sensitive Compartmented Information within Information Systems of 5 June 1999


(Above is a limited distribution document.  Copies can be obtained by contacting the Office of the Intelligence Community Chief Information Officer)


Department of the Navy Instruction

	SECNAVINST 5510.30A
	-
	Department of the Navy Personnel Security Program of 10 March 1999


3. REQUIREMENTS

3.1 General Requirements

The following general requirements shall apply to this entire contract.  Any reference to a military reservation within this SOW means the military reservation at the place of performance.  To meet requirements outlined in the paragraphs below, the contractor shall provide contract support services (CSS) in accordance with the labor categories set forth in Appendix A.  Only the labor categories identified in these subsections and approved incidental material purchases as described in paragraph 3.1.5 below are allowable direct charges under this contract.  The sub-sections of these sections provide the required contractor support for this effort.
3.1.1 Contractor Program Management

The contractor shall organize, coordinate, and control all contractor activities to ensure compliance with contract performance, cost, and schedule requirements.  The contractor shall monitor the progress of all work performed and cost incurred under the contract.  The COR or Project Manager may request that the contractor provide a Plan of Action and Milestones (POA&M) for task completion.  The POA&M shall define the contractor’s methods and schedule for implementing the tasks as specified in this SOW.  The contractor shall furnish the POA&M as part of the Contractor’s Progress, Status, and Management Report.  The contractor shall prepare the Contractor’s Progress, Status, and Management Report in accordance with the Contract Data Requirements List (CDRL, B001).

3.1.2 Post Award Conference

The contractor shall hold a Post Award Conference to establish the framework of the contractor and Government interaction during the performance period of the contract.

3.1.3 Personnel Appearance and Conduct

Contractor personnel performing service on a military reservation shall comply with all applicable rules, regulations, directions, and requirements pertaining to conduct of personnel on a military reservation.  The contractor shall recognize the authority of the military Commander to suspend, restrain, or restrict the activities of contractor personnel for the protection of personnel and equipment under his military jurisdiction.  Contractor personnel shall wear a contractor-provided identification badge and a “Navy Contractor Badge” while performing work for the Navy.  Contractor personnel shall identify themselves as a contractor in all verbal and written communication means while performing work for the Navy.  When attending meetings in support of the Navy, contractor personnel shall introduce themselves as a contract employee working for the Navy.  Contractor personnel shall sign a non-disclosure statement relative to Government business sensitive information.

3.1.4 Place of Performance

Contractor personnel shall be located with training systems at military facilities in CONUS and overseas.  Current sites include:

Norfolk, Oceana, Dam Neck, Little Creek, Quantico VA, McGuire-Dix-Lakehurst NJ,  Newport RI, New London CT, Great Lakes IL, Cherry Point NC, New River NC, Beaufort SC,
Corpus Christi TX, Ft. Worth TX, Ft. Hood TX, Kingsville TX, Jacksonville FL, Mayport FL, Pensacola FL, Eglin AFB FL, Sherman Field FL, Whiting Field FL, Kings Bay GA, Meridian MS, Tinker OK, Camp Pendleton CA, 29 Palms CA, Miramar CA, North Island CA, San Diego CA, Lemoore CA, Pt. Mugu CA, Fallon NV, Yuma AZ, Bangor WA, Whidbey Island WA, Guam, Atsugi JA, Iwakuni JA, Okinawa JA, Kaneohe Bay HI, Pearl Harbor HI

Note:  The Government will not provide reimbursement for Permanent Change of Station, lodging, or travel costs associated with permanent relocation.

3.1.5 Material
The following rules apply for material purchases under this contract:

5252.242-9515 RESTRICTION ON THE DIRECT CHARGING OF MATERIAL (NAVAIR)– (JUNE

2012)

(a) The term “material” includes supplies, materials, parts, equipment, hardware and Information Technology (IT) resources including equipment, services and software. This is a service contract and the procurement of material of any kind that are not incidental to and necessary for contract performance may be determined to be unallowable costs pursuant to FAR Part 31. No materials may be acquired under the contract without the prior written authorization of the Procuring Contracting Officer (PCO). IT resources may not be procured under the material line item of this contract unless the approvals required by Department of Defense purchasing procedures have been obtained. Any material provided by the contractor is subject to the requirements of the Federal Acquisition Regulation (FAR), the Defense Federal Acquisition Regulation Supplement (DFARS), and applicable Department of the Navy regulations and instructions.

(b) Prior written approval of the PCO shall be required for all purchases of materials. If the contractor’s proposal submitted for a contract includes a list of materials with associated prices, then the PCO’s acceptance of the contractor’s proposal shall constitute written approval of those purchases.

(c) The costs of general purpose business expenses required for the conduct of the contractor’s normal business operations will not be considered an allowable direct cost in the performance of this contract. General purpose business expenses include, but are not limited to, the cost for items such as telephones and telephone charges, reproduction machines, word processing equipment, personal computers and other office equipment and office supplies.

(d) During the performance of this contract it may be necessary for the contractor to procure material to immediately respond to system development requirements, system failures, and system operation requirements.

Any material not included in the below List of Allowable Material may not be procured under this contract without prior approval from the PCO.  No procurement with a total value, that is the total sum of all items, of $650,000.00 or greater may be procured under this contract. The contractor shall not break down material requirements aggregating more than the aforementioned thresholds into several purchases that are less than the aforementioned thresholds to avoid these requirements.

List of Specifically Allowable Materials: See Attachment 07.

(e) Pursuant to FAR 52.244-2, Subcontracts, paragraph (d), the Contractor shall obtain the PCO’s written consent before placing subcontracts (as defined in FAR 52.244-2) for any direct material purchase. For direct material purchases not exceeding $3,000, approval to subcontract is delegated to the Contracting Officer’s Representative (COR). The required consents below shall be obtained by using the attached Material Procurement Consent Form (Attachment 08). The consents below are not required for items included on the list of specifically allowable materials.

For direct material purchases not exceeding $3,000, the contractor shall obtain consent, unless included in list of specifically allowable materials, by providing the information at 52.244-2(e)(1)(i) and (iv, modified to read “estimated” subcontract price) and, if applicable, the basis for soliciting from a single source. All direct material purchases not exceeding $3,000 shall use a firm-fixed-price contract type. Upon obtaining consent, the contractor may proceed with the direct material purchase. For each direct material purchase, the contractor shall maintain a pricing memorandum reflecting the basis for price reasonableness, which shall be consistent with the procedures outlined at FAR 13.106-3. The price memorandum shall be submitted with each cost voucher or other payment request for which the direct material purchase is charged to the contract. 

For direct material purchases above $3,000 that do not exceed the Simplified Acquisition Threshold (SAT), the contractor shall obtain consent, unless included in list of specifically allowable materials, by providing the information at 52.244-2(e)(1)(i) and (iv, modified to read “estimated” subcontract price) and, if applicable, the basis for soliciting from a single source. All direct material purchases within the SAT shall use a firm-fixed-price contract type. Upon obtaining consent, the contractor may proceed with the direct material solicitation. Prior to contracting for direct material purchases within the SAT but above $3,000, the contractor shall submit to the contracting officer for approval a pricing memorandum reflecting the basis for price reasonableness, which shall be consistent with the procedures outlined at FAR 13.106-3. The price memorandum shall be submitted with each cost voucher or other payment request for which the direct material purchase is charged to the contract.

For direct material purchases above the SAT, the contractor shall obtain consent, unless included in list of specifically allowable materials, by providing the information at 52.244-2(e)(1)(i), (ii), and (iv, modified to read “estimated” subcontract price) and, if applicable, the basis for soliciting on a sole source basis. All direct material purchase above the SAT shall use either a firm-fixed-price or cost-plus-fixed-fee contract type. Upon obtaining consent, the contractor may proceed with the direct material solicitation. Prior to contracting for direct material purchases above the SAT, the contractor shall submit to the contracting officer for approval the information at 52.244-2(e) (1) (i)-(iv) and (vii) (A)-(B) and (F,- modified to read “The reasons for any significant difference between the Contractor’s estimated price submitted for consent to subcontract and the price negotiated”) and the basis for price reasonableness. The negotiation memorandum shall be submitted with each cost voucher or other payment request for which the direct material purchase is charged to the contract.

 (f) Failure to obtain consent, adequately document price reasonableness and / or submit the price / negotiation memorandum may result in the cost being unallowable per FAR 31.201-3 as deemed a failure of the contractor to establish that such cost is reasonable.

3.1.6 Travel

The ISEO will direct the contractor to travel when necessary to accomplish the tasks identified herein.  Government Directed travel shall be reimbursed IAW Joint Travel Regulation Requirements (JTR). It is anticipated a significant amount of travel will be required in support of this SOW.  The Government will not provide reimbursement for Permanent Change of Station, lodging, or travel costs associated with permanent relocation.
3.1.7 Minimum Personnel Qualifications and Key Personnel
The contractor shall employ only fully qualified personnel who meet or exceed the minimum qualifications provided under Appendix A to perform the tasks specified in this SOW.  The contractor shall employ personnel in a manner that maximizes productivity and efficiency.  The Contracting Officer’s Representative (COR) will review resumes of contractor personnel performing support services.  Each person is subject to verification to ensure that they meet or exceed the proposed category descriptions.  Labor categories labeled as “Senior” are considered Key Personnel as is the Information Systems Engineer Labor category.  Minimum qualifications are provided under Appendix A.    
3.1.8 Privacy Act Compliance

The contractor may be in contact with data subject to the Privacy Act (Title 5 of the U.S. Code, Section 552.a).  The contractor shall ensure that employees assigned to this effort understand and adhere to the Privacy Act of 1974.  The contractor shall identify and safeguard reports and data accordingly.  The contractor shall follow agency procedures.  The contractor shall ensure that contractor employees assigned to the contract are briefed annually on properly identifying and handling privacy act data and information.

3.1.9 Security Requirements
The contractor shall safeguard all classified information and meet all Security and Information Assurance requirements identified in the DD Form 254.  The contractor shall enforce these safeguards throughout the life of the contract including the transport and delivery phases.  Most of the position/labor category equivalents require a Secret Security clearance at a minimum.  Some positions/ labor categories (approximately 5% of all position/labor category equivalents) require a Top Secret Security clearance that personnel shall attain prior to reporting on-site for work.

Positions supporting the EP-3 and E-2C training systems will perform support functions in a TS/SCI environment. The contractor shall have a Department of Defense (DoD) Top Secret clearance with Director, Central Intelligence Directorate (DCID) 6/4 eligibility for SCI to fulfill the requirements specified in the contract.

The contractor shall consider all EP-3 and E-2C unclassified documentation provided to or generated by the Contractor to be program sensitive and shall strictly controlled all information.  Secondary distribution of program documentation provided to the Contractor is authorized only with written approval from both the originating activity, and the platform Program Office or PMA-205.  The Contractor shall not publicly release unclassified documentation without written approval from the Contracting Officer’s Representative (COR).  The Contractor shall provide internal distribution of unclassified documents only to those personnel with a need-to-know.  No one shall release documentation related to the platform to any foreign nationals.  At the completion of the contract, the Contractor shall destroy all documentation not required by the Contractor in accordance with the Contractor’s facility security guidelines.

The Contractor shall control all classified documents, software, or hardware received, or generated as part of this contract in accordance with current National Industrial Security Program (NISP) guidelines.

3.1.9.1 Personnel Security - Background Check (Physical Access to & Working on DoD Installations)

The Common Access Card (CAC) shall be the principal identity credential for supporting interoperable access to installations, facilities, buildings, and controlled spaces.  Contractor personnel require a National Agency Check with Inquiries (NACI) or equivalent national security clearance (e.g. National Agency Check with Local Agency Checks including Credit Check (NACLC)) for permanent issuance of the credential.  The government may issue  the credential upon favorable return of the FBI fingerprint check, pending final favorable completion of the NACI/equivalent, based on a commander/director risk management decision.  An individual holding a valid national security clearance shall not require an additional submission of the NACI/equivalent.  The government limits access to restricted areas, controlled unclassified information (sensitive information), or government equipment for contractor personnel to those individuals who are determined trustworthy as a result of the favorable completion of a NACI/equivalent or who are under the escort of appropriately cleared personnel.  Where escorting such persons is not feasible, the appropriate DoD Agency may conduct a NACI/equivalent prior to permitting access. The contractor shall use the Standard Form 85P (Questionnaire for Public Trust Positions) in order to obtain the CAC and access to controlled unclassified information.  Contractors shall submit the Standard Form 85P to the Government Contracting Agency for processing.

3.1.9.2 Information Assurance and Personnel Security Requirements for Accessing Government Information Technology (IT) Systems 

The contractor shall comply with the Information Assurance (IA) and personnel security for accessing Government IT systems requirements specified in the contract.  

3.1.9.3 Information Assurance: Unclassified Contractor - Owned Information Technology (IT)

The contractor shall take means (defense-in-depth measures) necessary to protect the confidentiality, integrity, and availability of government controlled unclassified information in the same manner as the contractor would protect its own company proprietary information. 

The contractor shall manage and maintain contractor-owned/operated unclassified IT network assets (including computer assets used for contractor Teleworkers) used to process sensitive government information (controlled unclassified information) in accordance with commercial best practices, vendor-specific, or other nationally/internationally-recognized IT configuration and management standards (i.e., CIS, COBIT, Common Criteria, NIAP,  NISPOM, DoD, DISA, ICSA, NIST, NSA, SANS,  ISO 17779/2700 Series). 
Contractors shall not place or store government-controlled unclassified information on Peer-to-Peer applications or social media applications on contractor owned/operated networks, including Teleworker computer assets.  Contractors exercising internal Continuity of Operations (COOP) policies and procedures shall ensure that all government-controlled unclassified information and sensitive information is protected from unauthorized disclosure in accordance with the Information Assurance and Security requirements identified in this SOW and the DD-254. 

3.1.9.4 Information Security Requirements for Protection of Unclassified DoD Information On Non-DoD Systems

The contractor shall safeguard unclassified DoD information stored on non-DoD information systems to prevent the loss, misuse, and unauthorized access to or modification of this information.  The contractor shall:
a. Not process DoD information on public computers (e.g., those available for use by the general public in kiosks or hotel business centers) or computers that do not have access control.

b. Protect information by no less than one physical or electronic barrier (e.g., locked container or room, login and password) when not under direct individual control.

c. Sanitize media (e.g., overwrite) before external release or disposal.

d. Encrypt the information that has been identified as Controlled Unclassified Information (CUI) when it is stored on mobile computing devices such as laptops and personal digital assistants, or removable storage media such as thumb drives and compact disks, using the best available encryption technology.

e. Limit information transfer to subcontractors or teaming partners with a need to know and a commitment to at least the same level of protection.

f. Transmit e-mail, text messages, and similar communications using technology and processes that provide the best level of privacy available, given facilities, conditions, and environment.  Examples of recommended technologies or processes include closed networks, virtual private networks, public key-enabled encryption, and Transport Layer Security (TLS).

g. Encrypt organizational wireless connections and use encrypted wireless connection, where available, when traveling.  When encrypted wireless is not available, encrypt application files (e.g., spreadsheet and word processing files), using no less than application-provided password protection level encryption.

h. Transmit voice and fax transmissions only when there is a reasonable assurance that access is limited to authorized recipients.

i. Do not post DoD information to Web site pages that are publicly available or have access limited only by domain or Internet protocol restriction.  Such information may be posted to Web site pages that control access by user identification or password, user certificates, or other technical means and provide protection via use of TLS or other equivalent technologies.  Access control may be provided by the intranet (vice the Web site itself or the application it hosts).

j. Provide protection against computer network intrusions and data exfiltration, including no less than the following:

(1) Current and regularly updated malware protection services, e.g., anti-virus, anti-spyware.

(2) Monitoring and control of inbound and outbound network traffic as appropriate (e.g., at the external boundary, sub-networks, individual hosts) including blocking unauthorized ingress, egress, and exfiltration through technologies such as firewalls and router policies, intrusion prevention or detection services, and host-based security services.

(3) Prompt application of security-relevant software patches, service packs, and hot fixes.

k. Comply with other current Federal and DoD information protection and reporting requirements for specified categories of information (e.g., Critical Program Information (CPI), Personally Identifiable Information (PII), export controlled information) IAW the requirements of the contract.

3.1.10 Government Property Rights
Work performed by the Support Service Contractor that is related to the contract is fully Government funded by the Department of the Navy, and NOT privately funded.  Pursuant to the FAR and DFARS: The Government shall acquire Unlimited Rights in Technical Data and Computer Software conceived, produced, or delivered during performance by the Support Service Contractor in the course of, or related to the contract.  The Government will have patent rights in any invention conceived or reduced to practice during performance by the Support Service Contractor in the course of or related to this contract.
3.1.11 Computer Proficiency

As a minimum, all contractor personnel shall be proficient in the use of electronic and software tools including Microsoft Office.  Personnel shall rapidly learn to use any new electronic tools or software tools provided.

3.1.12 Safety Standards

Contractor personnel, although recognized as employees under the administrative control of the contractor, shall comply with the directives and requirements of the local base Commander regarding safety standards and security regulations while working on or at a Government facility.  Contractor personnel shall be subject to safety and security inspections and investigations at all times.  Contractor personnel shall immediately report any accident/incident with safety/security implications or any other conditions or incidents that could be reasonably expected to be of interest to the Government.  Initial reports may be verbal, but shall be followed up in writing within twenty-four (24) hours.  All reports shall be forwarded to the COR.

3.1.13 Conferences and Meetings Support

The contractor shall attend meetings, generate minutes, and/or track action items generated using a Government approved tracking system.  The contractor shall provide status of action items in the Contractor’s Progress, Status, and Management Report cited above.
3.1.14 Delivered Data
Data shall be delivered IAW the attached CDRLs, DD Forms 1423, which cite the DIDs or other appropriate reference for technical data and other information required during the performance of this contract.
3.1.15 IAT-I certification

Specific labor categories anticipated to require IAT-I certification are identified in Appendix A.  IAT-I certification shall be in accordance with DoD Directive 8570.1 and revisions.  

3.1.16 Information Technology (IT) Equipment

The Government will provide all necessary reference documents not generally available to the Contractor as required.  Throughout the life of the contract, if any instruction or document is replaced or superseded, the replacement or superseding instruction or document shall be applicable to the requirements defined in this SOW.

3.1.16.1 NMCI Services for Contract Performance:

The government will provide to the contractor any NMCI services and assets as required for the performance of this contract.
3.1.16.2 NAVAIR Information Assurance (IA) Program
NAVAIR’s IA Program is a unified approach to protect unclassified, sensitive or classified information, and is established to consolidate and focus efforts in securing that information, including its associated systems and resources.  IA is required operationally throughout the DON. The DON CIO is responsible for IT within the Navy, as mandated by the Clinger-Cohen Act, and is the lead for departmental compliance with the Federal Information Security Management Act of 2002.

3.1.16.2.1 Applicable IA Instructions and Directives.

All IA shall be in compliance with the following listed instructions to include those referenced within the below listing:

a. ASD (NII) Directive-Type Memorandum (DTM) 08-027 – Security of Unclassified DoD Information on Non-DoD Information Systems, July 31, 2009

b. (Chairman of the Joint Chiefs of Staff Instruction)  CJCSI 3170.01G (series), “Joint Capabilities Integration and Development System”, 1 March 2009

c. CJCSI 6211.02C (series) – “Defense Information System Network (DISN): Policy and Responsibilities,” 9 July 2008

d. CJCSI 6212.01E (series) – “Interoperability and Supportability of Information Technology and National Security Systems,”15 December 2008

e. CJCSI 6250.01C (series) – “Satellite Communications,” 30 April 2007

f. CJCSI 6510.01E, “Information Assurance (IA) and Computer Network Defense (CND),” 15 August 2007

g. (Chairman of the Joint Chiefs of Staff Manual) CJCSM 6510.01A – “Information Assurance (IA) and Computer Network Defense (CND) Volume I (Incident Handling Program”, 24 June 2009
h. [Chief of Naval Operations/Headquarters, United States Marine Corps] CNO N614/HQMC C4 – “Navy-Marine Corps Unclassified Trusted Network Protection (UTN-Protect) Policy, Version 1.0,” 31 October 2002

i. Defense Acquisition Guidebook – Chapter 7 “Acquiring Information Technology, Including National Security Systems,”; Section 7.5 “Information Assurance (IA)”

j. DoD 5220.22-M, “National Industrial Security Program Operating Manual,” February 28, 2006 (NISPOM)

k. DoD 8570.01-M, “Information Assurance Workforce Improvement Program”, 19 Dec 2005 (Incorporating Change 2, April 20, 2010)

l. DoDD 8000.01 “Management of the Department of Defense Information Enterprise,” February 10, 2009

m. DoDD 8100.02, “Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense (DoD) Global Information Grid (GIG), 14 April 2004, Certified Current as of 23 April 2007

n. DoDD 8500.01E (series), “Information Assurance (IA),” October 24, 2002, Certified Current as of April 23, 2007

o. DoDD 8570.01 “Information Assurance Training, Certification, and Workforce Management,” August 15, 2004, Certified Current as of April 23, 2007

p. DoDI 4630.8, “Procedures for Interoperability and Supportability of Information Technology (IT) and National Security Systems (NSS),” June 30, 2004

q. DoDI 8500.2, “Information Assurance Implementation,” February 6, 2003

r. DoDI 8510.01, “DoD Information Assurance Certification and Accreditation Process (DIACAP),” November 28, 2007

s. DoDI 8520.2, “Public Key Infrastructure (PKI) and Public Key (PK) Enabling, April 1, 2004

t. DoDI 8551.1, “Ports, Protocols, and Services Management (PPSM),” August 13, 2004

u. DoDI 8580.1, “Information Assurance in the Defense Acquisition System,” July 9, 2004

v. DoDI 8581.01, “Information Assurance (IA) Policy for Space Systems Used by the Department of Defense,” June 8, 2010

w. DON CIO Memo 02-10, “Department of the Navy Chief Information Officer Memorandum 02-10 Information Assurance Policy Update for Platform Information Technology,” 26 April 2010

x. DON ltr 5239 NAVAIR 726/2322 of 18 Feb 09, “NAVAIR Data at Rest Policy”

y. Federal Information Processing Standards Publications (FIPS PUB) [http://www.itl.nist.gov/fipspubs/by-num.htm]

z. (National Security Telecommunications and Information Systems Security Policy) NSTISSP No. 11, “Revised Fact Sheet National Information Assurance Acquisition Policy,” July 2003

aa. (Office of the Chief of Naval Operations) OPNAV INST 5239.1C, “Navy Information Assurance (IA) Program,” 20 Aug 08

ab. SECNAV M-5239.1, “Department of the Navy Information Assurance Program; Information Assurance Manual,” November 2005 

ac. SECNAVINST 5230.15, “Information Management/Information Technology Policy for Fielding of Commercial Off the Shelf Software,” 10 April 2009

ad. SECNAVINST 5239.3B, “Department of the Navy Information Assurance Policy,” June 17, 2009

ae. SECNAVINST 5239.19, “Department of the Navy Computer Network Incident Response and Reporting Requirements,” 18 March 2008

af. The National Security Act of 1947

ag. Title 40/Clinger-Cohen Act

IT systems and or networks operated by contractors subsequent to a NAVAIR contract, regardless of the level of data processed shall be operated and in accordance with the NISPOM.

3.2       Detailed Requirements

The following sections define the tasks that the contractor shall accomplish in support of NAWCTSD In-Service Engineering Offices (ISEO).  The work performed by the contractor shall be of sufficient quality so as to require no more than 10% rework, both at the individual level and in the aggregate for each ISEO site.  

3.2.1 ISEO IPT Engineering Support
The contractor shall provide CSS personnel to support ISEO Engineering efforts for assigned tasks.  Specific support may include but not be limited to:

a. Analyzing technical documentation and preparing technical design approaches for training system modifications.  The technical design approach shall provide alternative design approaches that will include trade​off analyses and identify technical risks.

b. Analyzing and identifying facility requirements such as size of buildings, air conditioning, electrical power and grounding, raised flooring, etc. to satisfy training requirements.

c. Analyzing and assessing Engineering Change Proposals (ECP), Airframe Changes (AFC), Rapid Action Maintenance/Minor Engineering Changes (RAMECs), Technical Equipment Change Directives (TECDs), Training Equipment Change Requests (TECRs), and other requirement documents to determine the validity, feasibility, resource requirements, and any potential impact to training systems.  Prepare cost and lead-time estimates based on the analysis/assessment. .

d. Providing support in developing engineering specifications detailing design, performance, testing, and provisions for the acceptance of the engineering changes.

e. Providing support in developing engineering Specifications, Statements of Work (SOW) and other documents required by NAWCTSD’s policies and procedures on Technical Procurement Package Preparation and Processing.

f. Reviewing training system contractor's design approach, criteria, and design reports.

g. Recommending changes to the training systems contract based on revisions to military training characteristics, changes to performance characteristics, or for pre‑planned product improvements.

h. Supporting configuration management of training systems.

i. Identifying problems being encountered in hardware and software development and provide recommendations as to how to resolve these problems.

j. Reviewing the training system contractor's proposed test criteria and subsequently perform examinations
k. Participating in acceptance testing at all levels supported by the ISEO. This can range from small modifications to full complex training system with motion platforms. Perform and document software cold starts and other software related system testing.
l. Analyzing potential requirements for modifications on training systems in the operational phase of the training system life cycle.  This involves extensive research and coordination, including direct contact with fleet activities, Government laboratories, and device/system users.

m. Reviewing contractor's data deliverable (CDRL items) and internal software life cycle work products (e.g. System Engineering Plan, Software Development Plan, System and Software Requirements Specs, System and Software Design Descriptions, Software Test Plans/Procedures, and other Technical Reports).

n. Continuously monitoring and assessing performance and recommend appropriate action when contractor delinquencies or deficiencies occur during the trainer system’s life cycle.

o. Becoming familiar with the training system contractor's software life-cycle activities and work products, in order to effectively monitor and assess the software development effort.  

p. Participating in appropriate meetings, working groups, design/progress reviews, audits (e.g. Post Award Conferences (PAC), System Requirements Review (SRR), Preliminary Design Review (PDR), Critical Design Review (CDR), Test Readiness Review (TRR) and Physical Configuration Audit (PCA)).

q. Monitoring and evaluating software metrics data for trends, deviations, and compliance.

r. Monitoring the requirements analysis, definition and allocation process and work products generated during the training system life cycle.

s. Monitoring the software preliminary and detailed design process and related work products generated during the training system life cycle.

t. Monitoring the software code and unit test process and work products generated during the training system life cycle.  Review the training system contractor's proposed test criteria and subsequently perform examinations and audit test results.

u. Monitoring and participating in the Hardware and Software Integration (HSI) process and work products generated during the training system life cycle.

v. Monitoring and participate in the Software Physical Configuration Audit.

w. Monitoring the software configuration management process applied and work products generated during training system life cycle.

x. Monitoring the software quality assurance process applied, and work products generated during the training system life cycle.

y. Assisting in identifying problems being encountered in hardware and software development and provide recommendations as to how to resolve these problems.

z. Assisting in the analysis of potential hardware and/or software requirements for modifications on training systems in the operational phase of the training system life cycle.  This involves extensive research and coordination, including direct contact with fleet activities, government laboratories, and device/system users.

3.2.2 ISEO Software Development Support
The contractor shall provide CSS personnel to support ISEO software development efforts.  The contractor shall support the design, development, implementation, and documentation of Modeling and Simulation (M&S) systems, software, research efforts, and related processes including system interoperability.  Specific support may include but not be limited to:

a. Developing software using high order languages that is efficient, readable, and well documented.

b. Preparing reports describing status of software under development.

c. Suggesting solutions to problems that arise during the development or modification of simulation related real-time computational systems.

d. Analyzing requirements and preparing a software design approach for proposed training system(s).  Provide alternative design approaches with trade​off analyses and risk assessments.

e. Developing cost and lead‑time estimates for the software to be developed.

f. Conducting analyses to ensure that software designs are cost effective and satisfy requirements.

g. Providing support developing engineering specifications detailing design, expected performance, testing, and provisions for software acceptance.

h. Reviewing software design and conduct code reviews.

i. Monitoring and adhering to the software configuration management practices.

j. Identifying problems encountered in software development and providing recommendations as to how to resolve these problems.

k. Providing support in developing test plans and when needed, providing support in performing examinations and acceptance tests.

l. Actively maintaining and enhancing job related knowledge and skills in M&S, software development techniques, state-of-the-art computer architectures, emerging technologies, and other software development areas.

m. Applying decision analysis techniques to ensure that the engineering approach is cost effective and satisfies the training objectives.

3.2.3 ISEO Hardware Development Support

The contractor shall provide CSS personnel to support ISEO hardware development efforts, including: design, prototype, manufacture, installation, and modification of training device mechanical, electrical, electronic, optical, and electro-mechanical components and systems.

3.2.4 ISEO Documentation Development and Maintenance Support
The contractor shall provide CSS personnel to support the ISEO in:
a. Developing documentation updates for approved trainer system modification efforts.

b. Updating the content of training systems technical data affected by modification, including:  Engineering documents; engineering drawings and associated lists; testing procedures; operation and maintenance manuals; instructor handbooks; software user’s handbooks; Commercial Off-the-Shelf (COTS) and vendor manuals; and diagrams, flowcharts, drawings, and other graphically-represented data.  
c. Developing and maintaining quality control policies and procedures for trainer technical data changes and revisions, and update the ISEO Technical Data Package Quality Plan.  
d. Supporting the development and maintenance of a relational database management application that is adaptable to rapid expansion, and provides status and cross-reference capability of the technical data.  
e. Maintaining and providing physical and configuration control of documentation, data, and media in the ISEO technical library.  
f. Converting documentation to portable electronic media.  Updated and new documentation and drawings shall be produced using desktop publishing and drafting applications on computer systems provided by the ISEO (or as otherwise specified in the contract).

3.2.5 Network and Computer Systems Support for ISEO

The contractor shall provide CSS personnel to support the ISEO in the administration, engineering and general maintenance of networks and computer systems hardware and software for assigned training devices and off-line development systems.  The contractor shall collect, organize, and analyze network and computer systems data, and shall generate reports.  The contractor shall implement the network and computer systems Information Assurance Vulnerability Management (IAVM) program. The contractor shall perform Information Assurance tasks required for maintaining the network and computer systems Information Assurance accreditation in accordance with DODI 8500.1, DoDI 8500.2 and DoDI 8510.01.

3.2.5.1 Network and Computer System Administration Support for Level I Computing Environments for ISEO

Level I Computing Environments are defined in DoD 8570.01-M.  The contractor shall provide CSS personnel to support the ISEO by providing appropriately certified CSS personnel to support network and computer system administration efforts as follows:  

a. Be responsible for the operation and maintenance of networks, servers, and client workstations.

b. Install configure, maintain, and administer networks, network devices, client machines, and servers.

c. Implement and support application packages.

d. Procure and repair components necessary to maintain network and information technology systems.

e. Conduct systems analysis and summarize the data collected in a technical document written in a manner that is understood and usable by the decision makers.

f. Maintain system backups.

g. Recognize/Examine a potential security violation, take appropriate action to report the incident as required by regulation, and mitigate any adverse impact and preserve evidence.

h. Apply instructions and pre-established guidelines to perform IA tasks within the computing environment (CE).

i. Provide end user IA support for computer environment systems, peripherals, and applications.

j. Support, monitor, test, and troubleshoot hardware and software IA problems pertaining to their CE.

k. Apply CE specific IA program requirements to identify areas of weakness. 

l. Apply appropriate CE access controls.

m. Install and operate the Network and computer systems in a test configuration manner that does not alter the program code or compromise security safeguards. 

n. Conduct tests of IA safeguards for CE system in accordance with implementation plans and SOPs.

o. Apply established IA security procedures and safeguards and comply with responsibilities assignment. 

p. Develop and implement access control lists on switches and other network devices.

q. Comply with system termination procedures and incident reporting requirements related to potential CE security incidents or actual breaches. 

r. Implement applicable patches including IAVAs, IAVBs and IATAs for CE COTS.

s. Understand and implement technical vulnerability corrections (i.e workarounds, mitigations and/or remediation) 

t. Coordinate Certification and Accreditation activities with Information Assurance Officer/Manager.

u. Perform penetration tests and vulnerability assessments using EyeRetina vulnerability scanner, Defense Information Systems Agency (DISA) Gold Disk and Security Readiness Review (SRR) scripts as required.  

v. Support Security Test & Evaluations or Validation Tests (Part of Certification and Accreditation Process).

w. Ensure compliance with Department of the Navy Application & Database Management System (DADMS) validation requirements for commercial of the shelf (COTS) and government of the shelf (GOTS) software products used in the CE. Request a government-sponsored DADMS access account.   

3.2.5.2 Network and Computer Systems Engineering Support for Level I Computing Environments for ISEO

Level I Computing Environments are defined in DoD 8570.01-M. The contractor shall provide CSS personnel to support the ISEO by providing appropriately certified CSS personnel. The CSS personnel shall then support network, servers, client workstations and computer system operation and maintenance efforts as follows:  

  Design of systems architectures.

a. Design and document network architectures comprised of network topologies, network devices, client machines, and servers.

b. Investigate, recommend, implement, and support application packages.

c. Recommend procurement and repair of components necessary to maintain the network and information technology systems.

d. Conduct systems analysis and produce specific charts, graphs, databases, or other documentation that summarize the data collected in a manner that is understood and usable by the decision makers.

e. Recognize/Examine a potential security violation, take appropriate action to report the incident as required by regulation, and mitigate any adverse impact and preserve evidence.

f. Apply instructions and pre-established guidelines to perform IA tasks within the computing environment (CE).

g. Provide end user IA support for computer environment systems, peripherals, and applications.

h. Support, monitor, test, and troubleshoot hardware and software IA problems pertaining to their CE.

i. Apply CE specific IA program requirements to identify areas of weakness. 

j. Apply appropriate CE access controls.

k. Install and operate the Network and computer systems in a test configuration manner that does not alter the program code or compromise security safeguards. 

l. Conduct tests of IA safeguards for CE system in accordance with implementation plans and SOPs.

m. Apply established IA security procedures and safeguards and comply with responsibilities assignment. 

n. Develop and implement access control lists on switches and other network devices.

o. Comply with system termination procedures and incident reporting requirements related to potential CE security incidents or actual breaches. 

p. Implement applicable patches including IAVAs, IAVBs and IATAs for CE COTS.

q. Understand and implement technical vulnerability corrections (i.e workarounds, mitigations and/or remediation) 

r. Coordinate Certification and Accreditation activities with Information Assurance Officer/Manager.

s. Support Security Test & Evaluations or Validation Tests (Part of Certification and Accreditation Process).

3.2.5.3 Network and Computer Systems Engineering Support Network Environments for ISEO (Non-IAT)

The contractor shall provide CSS personnel to support network and computer systems engineering efforts as follows.  

a. Design of systems architectures.

b. Design and document network architectures comprised of network topologies, network devices, client machines, and servers.

c. Investigate, recommend, implement, and support application packages.

d. Recommend procurement and repair of components necessary to maintain the network and information technology systems.

e. Conduct systems analysis and produce specific charts, graphs, databases, or other documentation that summarize the data collected in a manner that is understood and usable by the decision makers.

3.2.6 Computer/Electronics Engineering Support for ISEO

The contractor shall provide CSS personnel to support computer/electronics engineering efforts for training and simulation systems for ISEO programs as follows:

a. Developing software and hardware techniques for simulation, training, and simulation-based acquisition applications.

b. Support preparation of technical specifications and procurement data for advanced studies and developments.  Attend bidder conferences to explain the requirements of the contract and to answer questions pertaining thereto.

c. Recommend most suitable technical approach taking into consideration proposed approach to problem, personnel, and facilities to be utilized.  Monitor and evaluate the progress of applied research and advanced development requiring the application of new techniques or methods.  Render solutions concerning the applicability of technical methodology used, degree of conformance to requirements, and overall project performance.

d. Maintain current awareness of technological developments in the use of computer software and hardware in the technology base for simulation, modeling, and training research investigations.  Evaluate technology to predict and optimize effectiveness in training systems; e.g., scene rendering software, graphics accelerators, database modeling software and techniques, sensor simulation integration, human animated characters, and weapon tracking systems.

3.2.7 Fabrication Support

The contractor shall provide CSS personnel to support the building, fabrication, testing, evaluation and operation of reduced and full scale models, mock-ups, prototypes, and pre-production units.  This includes support of fabrication and machining of trainer parts or equipment for fielded systems using traditional materials as well as new composite materials.  This task is for support only and would be carried out using government owned tools and government purchased materials.

3.2.8 Configuration Management Support

The contractor shall provide CSS personnel to support the ISEO in applying engineering and analytical disciplines to identify, document, and verify the functional, performance, and physical characteristics of systems, to control changes and non-conformance and to track actual configurations of systems and platforms.  This applies to both hardware and software items.  Contractors shall provide CM support for Hardware and Software Documentation baselines as follows:
a. Provide support in developing and maintaining software, hardware, and technical data configuration management policies and procedures, and perform CM planning for software, hardware, and technical data.  The contractor shall maintain ISEO Configuration Management Plans, Configuration Status Accounting (CSA) and other ISEO databases. .  
b. Implement the configuration management procedures established in the ISEO Configuration Management Plan for identification, evaluation, documentation and control of training system modifications.

c. Use Government-developed or owned commercial software tools to implement automated/electronic change management, configuration control, and archive procedures for trainer system and other configuration items. This includes, but is not limited to, use of the NAWCTSD Training Information Electronic Resource System (TIERS).
d. Develop and maintain software build procedures for each device.  This includes all procedures required to edit, compile, assemble, build, and link the software undergoing development or modification.  The documented procedures shall be archived and maintained with the sources for each program revision.

e. Support trainer software releases by preparing cold start software kit and the Computer Software Product End Items for each device.

3.2.9 Inactivation and Disposal Support

The contractor shall provide CSS personnel to support the ISEO with the inactivation and disposal efforts of training system platform to ensure that critical equipment removed is safeguarded and destroyed in accordance with the appropriate Navy instructions and directives.  Ensure that critical technology is not inadvertently transferred to foreign nationals or governments.  Ensure proper documentation exists for the sale/disposition of excess materials from inactivated systems.  Ensure systems are properly packed and documented for shipping in the case or trainer relocations.  This includes the reassembly and installations of training systems resulting from device relocations.

3.2.10 Interoperability Support/Fleet Synthetic Training (FST) Support 

The contractor shall provide CSS personnel to support FST efforts for ISEO programs.  The contractor shall provide CSS personnel in performing the following work:

a. Provide technical support to Navy Warfare Development Command (NWDC, Navy Continuous Training Environment (NCTE) and Advance Distributed Virtual Training Environment (ADVTE)  engineers to troubleshoot problems encountered with connectivity issues and new trainer capabilities.

b. Provide technical support to ensure successful integration and performance of the training device during actual FST events.

3.2.11 Supply and Provisioning Support

The contractor shall provide CSS personnel to support the ISEO in the procurement or requisition of equipment, parts, software, and documentation related to trainer modifications or ISEO operations.  This may include, but is not limited to, order processing, order tracking, inspection of goods received, and inventory management.

3.2.12  Instructional Systems Designer (Training Specialist II) and Senior Instructional Designer Support (Training Specialist III)

The Contractor shall support instructional systems analysis and design efforts.   Instructional systems design involves the implementation of and adherence to a systematic design process for effective and efficient learning.  Using an instructional systems design (ISD) model, a human performance improvement model, and human systems integration guidance, the Contractor shall provide instructional systems analysis support.  The Contractor shall provide CSS personnel to support in performing the following work:

a. Conduct analyses to identify and validate training requirements and document results of analyses.

b. Assist with the development of acquisition-related documents.

c. Design and conduct analyses in support of HSI to include selecting methodology, designing instruments, collecting and analyzing data and reporting results.

d. Design and implement training-related human performance improvement (HPI) interventions.

e. Apply validated research to support learning decisions.

f. Develop and recommend alternative training strategies for consideration by decision-makers.

g. Design, develop, and implement instruction in a systematic manner.  Select instructional media, materials, and equipment to meet learning objectives.

h. Plan and accomplish production of instructional materials, e.g., Authoring Instructional Materials, Content Planning Module, Computer-Assisted Instruction and supporting documents.

i. Design, develop, and implement prototype and final courseware for interactive multi-media, computer-based, web-based, and distributed learning presentations to include gaming applications.

j. Apply Instructional Systems Development principles in the development of new/modified training devices.

k. Evaluate training product development and training effectiveness.

l. Provide inputs to a data base system for maintaining assigned training systems hardware, software, and courseware operational and currency status.

m. Instruct client personnel on procedures, processes, and methods of operating, maintaining, revising, and enhancing the assigned training system.

n. Use appropriate industry and Government standards and specifications.

o. Provide CSS in preparing the following Products/Documents/Reports:

(1) ISD: Training Situation Analyses, Training System Functional Descriptions, Military Characteristics, Instructional Performance Requirements, Instructional Media Requirements, Instructional Media Design, Training Program Structure, Course Conduct Information, Training Conduct Support, Training Evaluation, Test Package, Instructional Media Package, Training Systems Support; Electronic Performance Support Systems (EPSS);

(2) HSI: Mission Analysis, Mission Scenarios, Functional Flow Block Diagrams, Operational Sequence Diagrams, Performance Baseline Specifications, Quality Function Descriptions, Top Down Functional Analysis, Workload Analysis, Test Analysis, Manpower Estimation;

(3) HPI:  Business Analysis, Performance Analysis, Root Cause Analysis, Intervention Performance, HPI Evaluation; Plan of Action & Milestones (POA&M).

4.  General Information
4.1 PKI Certification
The Government will provide PKI Certification for contractor personnel, if necessary.            
4.2 Passports
Contractor personnel required to support travel for overseas site surveys shall obtain passports within 2 weeks of required travel dates (Assumes 60 day prior to travel notification by the government).

4.3 Working Hours 

The contractor shall provide the services and staffing necessary to successfully perform tasks specified under par 3.2 through 3.2.11.  Work schedule may vary across ISEOs.  The contractor shall provide CSS personnel to support services as required in accordance with the following parameters: 

Core Work Hours (CWH): CWHs vary from 8 to 9 hours daily (not including a 30-minute lunch-break), to start as early as 0600 and end as late as 1800 Monday-Friday. Services and staffing shall be provided for each office at least 8 hours per day (excluding the 30 minute lunch break). CWHs may include a "Compressed Work Schedule" (CWS) which is an alternative work schedule to the traditional five 8 hour workdays per week. Under a CWS an employee completes the following schedule within a two-week period of time: eight weekdays are worked at 9 hours each, one Friday is alternately worked as 8 hours and one Friday is not worked.  The result is 80 hours worked every two weeks, with 44 work hours one week and 36 hours the other.  The contractor, with agreement by the Contracting Officer’s Representative (COR), may allow its employees to work a CWS schedule (typically matching that of local Government employees). Any Contractor that chooses to allow its employees to work a CWS schedule in support of this contract agrees that any additional costs associated with the implementation of the CWS schedule vice the standard schedule are unallowable costs under this contract and will not be reimbursed by the Government.  

Non Core Work Hours (NCWHs): These are hours worked outside any CWH schedule as defined above. These hours include those between 1800 and 0600 Monday-Friday and on Weekends.  Approximately 25-50% of the required support services are anticipated to occur during NCWHs. Specific work schedule and/or requirements shall be provided via an addendum at the time of award.
5. Incurred Cost Reporting and Progress Reporting Requirement

In order to support reviews conducted as part of proper surveillance, the Contractor shall report incurred cost and progress in accordance with NAVAIR clause 5252.232-9529, “Incurred Cost and Progress Reporting for Services”, CDRL B002, and contract Exhibit B. 
APPENDIX A

A.1 Technical Support

A.1.1 Technical Writer

a. EDUCATION – Minimum Bachelor of Arts (B.A.) or B.S. degree from an accredited program OR two year technology degree with 4 years experience in preparing technical manuals.

b. EXPERIENCE

(1) Detailed knowledge of Government and industry specifications and standards applicable to style, format, media, delivery, or host systems and technical content requirements in the development of operation and maintenance documentation for training devices.

(2) Ability to recognize the basic components of a complex training device simulating a major weapon system and understanding how various equipment interfaces in order to select the proper specifications and develop a Technical Manual contract Requirements (TMCR) that best meets the needs of a particular acquisition.

(3) In-depth knowledge of engineering practices and principles, as they are applied to operational and maintenance documentation.  Has the capability to ascertain the operation and maintenance documentation developed by the contractor has depth of coverage, continuity and flow that would permit maintenance the level of repair required by the assigned maintenance concept.

(4) Working knowledge of logistics principles and practices relative to the development and evaluation of operation and maintenance documentation IAW contractually cited specifications and standards.

(5) Expertise to develop all elements of a procurement package encompassing streamlining principles, allowing for the most efficient and cost effective acquisition of the operation and maintenance documentation.

(6) Knowledge of cost estimating techniques and procedures for new and/or updated operation and maintenance documentation.

(7) Informed on the state-of-the-art advances in desktop publishing systems, Computer Aided Design (CAD), Computer-aided Acquisition Logistic Support (CALS), Compact Disc-Read Only Memory (CD-ROM), Hypermedia, digital authoring systems, and other developments relative to paperless mediums.

A.1.2 Senior Technical Writer  (Key Personnel)
a. EDUCATION – Minimum Bachelor of Arts (B.A.) or B.S. degree from an accredited program and 6 years experience OR two year technology degree with 10 years experience in preparing technical manuals.

b. EXPERIENCE

(1) Detailed knowledge of Government and industry specifications and standards applicable to style, format, media, delivery, or host systems and technical content requirements in the development of operation and maintenance documentation for training devices.

(2) Ability to recognize the basic components of a complex training device simulating a major weapon system and understanding how various equipment interfaces in order to select the proper specifications and develop a Technical Manual contract Requirements (TMCR) that best meets the needs of a particular acquisition.

(3) In-depth knowledge of engineering practices and principles, as they are applied to operational and maintenance documentation.  Has the capability to ascertain the operation and maintenance documentation developed by the contractor has depth of coverage, continuity and flow that would permit maintenance the level of repair required by the assigned maintenance concept.

(4) Working knowledge of logistics principles and practices relative to the development and evaluation of operation and maintenance documentation IAW contractually cited specifications and standards.

(5) Expertise to develop all elements of a procurement package encompassing streamlining principles, allowing for the most efficient and cost effective acquisition of the operation and maintenance documentation.

(6) Knowledge of cost estimating techniques and procedures for new and/or updated operation and maintenance documentation.

(7) Detailed knowledge on the state-of-the-art advances in desktop publishing systems, Computer Aided Design (CAD), Computer-aided Acquisition Logistic Support (CALS), Compact Disc-Read Only Memory (CD-ROM), Hypermedia, digital authoring systems, and other developments relative to paperless mediums.

A.1.3 Senior Electronics Technician  (Key Personnel)
a. EDUCATION - At a minimum should be a graduate of an accredited technical or computer school, with related vendor sponsored training classes.  May substitute additional four (4) years of relevant work experience for the "graduate of an accredited technical or computer school" requirement.  

b. Experience -  At a minimum should have seven (7) years relevant work experience.  Should have background demonstrating progressively increasing responsibility in installation, troubleshooting, and maintenance of training systems equipment, electronics equipment, large computers, minicomputers, or microprocessors, including those in a networked environment.  Should have capability to distinguish between hardware and software problems in multi-vendor systems.  Experience should demonstrate the ability to meet the duties described above. 

c. CERTIFICATIONS – Minimum of an IAT-I certification in accordance SOW paragraph 3.1.15 unless otherwise specified.

A.1.4 CAD/CAM Design Drafter

      a.   EDUCATION –  At a minimum should have a professional working knowledge of drafting methods, procedures, and techniques, and use of computer aided design (CAD) hardware and software with respect to modeling and simulation.
      b.   EXPERIENCE - five (5) years of relevant progressive work experience in drafting.  Experience should demonstrate the ability to meet the duties described above.
A.1.5 Documentation Specialist
      a.   EDUCATION –   2 yrs of college-level course work in Logistics, Bus, Eng, or related discipline.   10 yrs of related work experience may be substituted for education requirement   
      b.   EXPERIENCE –  Min 4 yrs experience in all aspects of logistics support (or an equivalent combination of training and professional work experience that provides the require knowledge and skills. Experience in MS Office required, including Excel, Access, Power Point, and Word. Experience related to inventory control, and purchase order preparation/tracking is desired. Specific experience related to logistics support of training systems is desired.
A.1.6 Senior Document Word Processor  (Key Personnel)
      a.   EDUCATION – High School graduate.
      b.   EXPERIENCE –  Minimum of 5 years senior word processing experience combined with secretarial and administrative experience. Must have an advanced working knowledge of Word and Adobe Acrobat, and be comfortable working on a multiple-drive network. Working knowledge or better of Excel and PowerPoint, and Excel spreadsheet knowledge is required. 
Minimum typing speed of 85 wpm. 
Must have superior attention to detail. 
Strong communication and interpersonal skills. 
Excellent organizational, prioritization and electronic file management skills.

A.2 Engineering Support

A.2.1 Software Engineering

A.2.1.1 Senior Software Engineer  (Key Personnel)
a. EDUCATION - B.S. in electronics engineering, electrical engineering, computer engineering, aeronautical engineering, aerospace engineering, mechanical engineering, or computer science.

b. EXPERIENCE

(1) Required - At least seven (7) years of practical experience in software development associated with modeling and simulation within the training and training systems domains

(2) Desired - Programming languages may include Assembly, C, C++, Microsoft .Net (C#, Visual Basic (VB)), and Java.  Operating Systems will include Microsoft Windows, as well as various Unix versions, such as Linux.

(3) Desired - Experienced using scripting languages (JavaScript, VBScript, Python, Logical Unit Application (LUA), etc), object-oriented programming, eXtensible Markup Language (XML), Active Server Page(s) (ASP), ASP.Net, and Hyper Text Markup Language (HTML).

(4) Required - Experience with software development and diagnostic tools.

(5) Desired - Knowledge of engineering principles and theory, and have wide ranging state-of-the-art knowledge or experience in a multitude of engineering and scientific disciplines including simulation modeling, Distributed Interactive Simulation (DIS) and High Level Architecture (HLA).

(6) Desired - Must be able to continually keep at the leading edge of changing or emerging developments and techniques within the above fields.

(7) Desired - Formal training in Modeling and Simulation techniques.

(8) Desired - Must be knowledgeable of a wide range of non‑engineering, non‑scientific information in the form of Federal Acquisition Regulations, Military Standards, DoD/DoN/NAVAIR policies, directives, and instructions and must be able to determine the applicability of these documents to assignments.

(9) Desired - Has basic but broad knowledge of current and future military equipment, systems, and associated tactics (U.S., allied, and threat nations).  

c. CERTIFICATIONS – Minimum of an IAT-I certification in accordance SOW paragraph 3.1.15 unless otherwise specified.

A.2.1.2 Software  Engineer

a. EDUCATION – B.S. in electronics engineering, electrical engineering, computer engineering, aeronautical engineering, aerospace engineering, mechanical engineering, or computer science.

b. EXPERIENCE

(1) Required - At least three (3) years of practical experience in software development associated with modeling and simulation within the training and training systems domains

(2) Desired - Programming languages may include Assembly, C, C++, Microsoft .Net (C#, VB), and Java.  Operating Systems will include Microsoft Windows, as well as various Unix flavors, such as Linux.

(3) Desired - Familiar with scripting languages (JavaScript, VB Script, Python. LUA, etc.), object-oriented programming, XML, ASP, ASP.Net and HTML.

(4) Required - Familiar with software development and diagnostic tools.

(5) Desired - Formal training in M&S techniques.

(6) Desired - Must be knowledgeable of a wide range of non‑engineering, non‑scientific information in the form of Federal Acquisition Regulations, Military Standards, DoD/DoN/NAVAIR policies, directives, and instructions and must be able to determine the applicability of these documents to assignments.
(7) Desired - Has basic but broad knowledge of current and future military equipment, systems, and associated tactics (U.S., allied, and threat nations).  

c. Knowledge of and experience in software engineering principles and development, especially in complex systems design.  
d. CERTIFICATIONS – Minimum of an IAT-I certification in accordance SOW paragraph 3.1.15 unless otherwise specified.

A.2.1.3 Junior Software  Engineer

a. EDUCATION – B.S. in electronics engineering, electrical engineering, computer engineering, aeronautical engineering, aerospace engineering, mechanical engineering, or computer science.

b. EXPERIENCE

(1) Required - At least three (1) year of practical experience in software development

(2) Desired - Programming languages may include Assembly, C, C++, Microsoft .Net (C#, VB), and Java.  Operating Systems will include Microsoft Windows, as well as various Unix flavors, such as Linux.

(3) Desired - Familiar with scripting languages (Javascript, VB Script, Python. LUA, etc.), object-oriented programming, XML, ASP, ASP.Net and HTML.

(4) Required - Familiar with software development and diagnostic tools.

(5) Required - Knowledge of and experience in software engineering principles and development
c.  CERTIFICATIONS – Minimum of an IAT-I certification in accordance with SOW paragraph 3.1.15 unless otherwise specified.

A.2.2 Network and Computer Systems

A.2.2.1 Senior Network / Systems Administrator  (Key Personnel)
a. EDUCATION – B.S. in electronics engineering, electrical engineering, computer engineering, computer information systems, computer science, or a B.A. degree in Management Information Sciences. 15 yrs of related work experience may be substituted for education requirement.
b. EXPERIENCE – Ten (10) years experience as a network and computer systems administrator.

c. CERTIFICATIONS – Minimum of an IAT-I certification in accordance with SOW paragraph 3.1.15 unless otherwise specified.

A.2.2.2 Network / Systems Administrator
a. EDUCATION and EXPERIENCE


Degree

with

Years Experience


BA/BS




2

AA/AS



3

Industry Certification


2

8 yrs of related work experience may be substituted for education requirement.

b. CERTIFICATIONS – Minimum of an IAT-I certification in accordance with SOW paragraph 3.1.15 unless otherwise specified.

A.2.2.3 Junior Network / Systems Administrator
a.  EDUCATION and EXPERIENCE


Degree

with

Years Experience


BA/BS




0

AA/AS



1

Industry Certification


1
6 yrs of related work experience may be substituted for education requirement

b. CERTIFICATIONS – Minimum of an IAT-I certification in accordance with SOW paragraph 3.1.15 unless otherwise specified.

A.3 Computer Analysis Support

A.3.1 Senior Computer Analyst  (Key Personnel)
a. EDUCATION – Required - B.S. in electronics engineering, electrical engineering, computer engineering, computer science, mathematics, or physics. Desired - Master degree in those fields.
b. EXPERIENCE – Minimum Required
(1) A minimum of seven (7) years of experience in the acquisition, design or testing of military systems.

(2) Knowledge of systems and software engineering.

(3) Ability to design and troubleshoot systems.

(4) Ability to analyze data and to draw conclusions.

(5) Knowledge, skills and abilities in math modeling and statistical methods.

(6) Ability to provide technical guidance and leadership in area of expertise.

(7) Ability to interpret requirements, prepare system specifications, and resolve design issues.

(8) Understands and can interpret software written in at least one high level programming language.
(9) Desired - Must be knowledgeable of a wide range of non‑engineering, non‑scientific information in the form of Federal Acquisition Regulations, Military Standards, DoD/DoN/NAVAIR policies, directives, and instructions and must be able to determine the applicability of these documents to assignments.

(10) Desired - Has basic but broad knowledge of current and future military equipment, systems, and associated tactics (U.S., allied, and threat nations).

c. CERTIFICATIONS – Minimum of an IAT-I certification in accordance with SOW paragraph 3.1.15 unless otherwise specified.

A.3.2 Computer Analyst

a. EDUCATION – B.S. in electronics engineering, electrical engineering, computer engineering, computer science, mathematics, or physics.

b. EXPERIENCE – Minimum Required
(1) A minimum of three (3) years of experience analyzing systems.

(2) Knowledge of systems and software engineering.

(3) Knowledge and experience in configuration Management and Database Management tools and techniques is desired.

(4) Ability to analyze data and to draw conclusions.

(5) Knowledge skills and abilities in math modeling and statistical methods.

(6) Understands and can interpret software written in at least one high level programming language.
(7) Ability to troubleshoot systems is desired

c.  CERTIFICATIONS – Minimum of an IAT-I certification in accordance with SOW paragraph 3.1.15 unless otherwise specified.

A.4 Computer Scientist
A.4.1 Computer Scientist

a. EDUCATION – B.S. in Computer Science

b. EXPERIENCE –

(1) Required - At least three (3) years of practical experience in software development associated with modeling and simulation.

(2) Desired - Experience in engineering and scientific disciplines with a broad knowledge of support engineering functions such as reliability, maintainability, EMI, logistics, program funding, statistics, facilities, cost estimating, risk analysis/assessment, human factors.  

(3) Desired - Has basic but broad knowledge of current and future military equipment, systems, and associated tactics (U.S., allied, and threat nations).  

(4) Desired - Knowledgeable of a wide range of non-engineering, non-scientific information in the form of Federal Acquisition Regulations, Military Standards, DoD/DoN/NAVAIR Orlando TSD policies, directives, and instructions and must be able to determine the applicability of these documents to assignments.  

c.  CERTIFICATIONS – Minimum of an IAT-I certification in accordance with SOW paragraph 3.1.15 unless otherwise specified.

A.5 Information Systems Engineer  (Key Personnel)
a. EDUCATION – B.S. in electronics engineering, electrical engineering, computer engineering, computer science, computer information systems, or mathematics. 8 yrs of related work experience may be substituted for education requirement.
b. EXPERIENCE – 

(1) Required – Five (5) years of engineering or network/computer systems administrator experience with at least 1 year of Information Assurance (IA) experience. 
(2) Required - Experience in DOD Information Technology Security Certification & Accreditation Process (DITSCAP) or equivalent
(3) Desired - Certified Information System Security Professional (CISSP)
(4) Desired - Have working knowledge of the Clinger-Cohen Act and all IA implications that must be met to comply with the law
       c.  CERTIFICATIONS – Minimum of an IAT-I certification in accordance with SOW paragraph 3.1.15 unless otherwise specified.

A.6 Hardware Engineering Support

A.6.1 Senior Hardware Engineer  (Key Personnel)
a.  EDUCATION  -  B.S. in electronics engineering, electrical engineering, computer engineering, aeronautical engineering, aerospace engineering, or mechanical engineering.
b. EXPERIENCE –  

1 Required - At least seven (7) years of progressively responsible related experience or a combination of education and experience.  

2 Required - Posses strong technical skills and the ability to be flexible and prioritize multiple projects concurrently

3 Desired - Software/Hardware integration knowledge 
4 Desired - Must be knowledgeable of a wide range of non‑engineering, non‑scientific information in the form of Federal Acquisition Regulations, Military Standards, DoD/DoN/NAVAIR policies, directives, and instructions and must be able to determine the applicability of these documents to assignments.

5 Desired - Has basic but broad knowledge of current and future military equipment, systems, and associated tactics (U.S., allied, and threat nations).

A.6.2 Hardware Engineer

a.  EDUCATION  -  B.S. in electronics engineering, electrical engineering computer engineering, aeronautical engineering, aerospace engineering, or mechanical engineering.
b. EXPERIENCE –  

1 Required - At least seven (3) years of progressively responsible related experience or a combination of education and experience.  

2 Desired - Posses strong technical skills and the ability to be flexible and prioritize multiple projects concurrently

3 Desired - Software/Hardware integration knowledge strongly desired
4 Desired - Must be knowledgeable of a wide range of non‑engineering, non‑scientific information in the form of Federal Acquisition Regulations, Military Standards, DoD/DoN/NAVAIR policies, directives, and instructions and must be able to determine the applicability of these documents to assignments.

5 Desired - Has basic but broad knowledge of current and future military equipment, systems, and associated tactics (U.S., allied, and threat nations).

A.6.3 Junior Hardware Engineer

a.  EDUCATION  -  B.S. in electronics engineering, electrical engineering, computer engineering, aeronautical engineering, aerospace engineering, or mechanical engineering.
b.  EXPERIENCE –  

6 Required - At least one (1) year related experience or a combination of education and experience.  

7 Desired - Posses strong technical skills and the ability to be flexible and prioritize multiple projects concurrently

8 Desired - Software/Hardware integration knowledge encouraged

A.7 Requisition Support

A.7.1 Requisition Specialist

a. EDUCATION  -  High School Graduate or equivalent 

b. EXPERIENCE –  

(1) Required -  minimum of five (5) years experience.  
(2) Desired - A detailed understanding of the NAVAIR acquisition process, familiarity with Naval Aviation, and a high level of proficiency with Microsoft Office software suite. 

A.8  Instructional Systems Design Support

A.8.1 Instructional Systems Designer (Training Specialist II/Senior Instructional Systems Designer (Training Specialist) III

a. EDUCATION AND EXPERIENCE - A degree in Education or related field with twenty four (24) hours in specific education areas.  Instructional Systems major is preferable.  The twenty four (24) hours must fall within learning theory, instructional design, instructional development, evaluation, computers in education, and include four (4) of these five (5) categories.

Instructional Systems Designer:



Degree

with


Years of Experience



MA/MS/MEd




2



BA/BS





3


Senior Instructional Systems Designer:



Degree

with


Years of Experience



PhD/EdD




3



MA/MS/MEd




4



BA/BS





6

a. Practical knowledge and skill in the application of a wide range of analytical techniques, especially Instructional Systems Design procedures, for the functional design of a variety of military training, and training support systems and equipment, for the development of training strategies, which may include new training media, to support both existing and emerging weapon systems.

b. Practical knowledge and skill in the application of education and training principles to develop and evaluate alternative multimedia solutions for a variety of complex training problems utilizing both standard and nonstandard approaches including the application of advanced technology.

c. Practical knowledge and skill in the evaluation of web based training (WBT) for interactive courseware to design products, e.g., flowcharts, storyboards, and computer program design documents.

d. Practical knowledge and skill in interpersonal communications with civilian and military personnel, including oral briefings/presentations, listening techniques, and developing written material, especially technical reports documenting research and analysis performed, e.g., MIL-PRF-29612 and MIL-HDBK-29612.

e. Practical knowledge of DOD and Navy guidance documents used in the development and acquisition of analytical products, training systems and equipment.

f. Practical knowledge of processes such as ISD, NTSP, and Top Down Functional Analysis (TDFA) to support training program developers and other technical support personnel.
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